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About This Book

This technical manual covers all aspects of having to counter the
full spectrum of unmanned aircraft and their respective system
components. It should serve to bring together both civilian and
military experts by initiating thought and emphasizing NATO’s ap-
proach to a comprehensive solution for countering unmanned air-
craft systems. We hope that you will find this book useful and a
valuable addition to the academic body of work published by the
JAPCC on Joint Air and Space Power.
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Preface

There is no ‘Silver Bullet’

If you were attending a conference or meeting about Countering
Unmanned Aircraft Systems (C-UAS) in the last three years (and
there were a lot), for sure you heard this sentence. However, this
used to address only one narrow aspect of the whole problem, i.e.
the impossibility of technical providers to propose one single sys-
tem that would solve the problem in its entirety and forever.

C-UAS is a wicked problem, as it involves a multitude of aspects
and problems for which solutions are not trivial or not practical in
many typical scenarios. Think about the different legal implica-
tions of a C-UAS operation in peacetime within NATO territory, or
in an expeditionary conflict; or the incredible pace of development
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of the commercial and recreational drone market that makes de-
ployed countermeasures ineffective after only a few months. Think
about the ongoing developments of the so-called ‘second drone
age’ in which all competitors, from peers to terrorists and non-
state actors, will include drone technologies in their standard tac-
tics and concept of operations, challenging the traditional air su-
periority in most of the conflicts. Think about the upcoming drone
arms race, in which drones and counter-drones manufactures will
fight to deploy the smartest and most innovative technologies,
bringing the current C-UAS issue to new heights, transitioning to-
wards novel domains and concepts, from electronic to cyber war-
fare, from kinetic to directed energy weapons.

It is known that wicked problems cannot be solved but can only be
tamed. To tame the C-UAS problem, the only possibility is to have
a profound understanding, to anticipate trends, to imagine the de-
sired end state and work towards it. I would argue that the famous
‘silver bullet’ is exactly this: awareness, experimentation, prepar-
edness, cooperation, coordination, and capability to adapt. C-UAS
demands for more cooperation at every level: at the technical level,
where single solutions are never effective if not integrated in a
broader defence-in-depth context; at the tactical level, to make
sure that countermeasures are effective against the threat without
fratricide and collateral damages; at the operational level, as
C-UAS needs seamless integration at the verge of multiple do-
mains; finally, at the strategic level, as a whole of government
approach is essential to cope with the threat.

This is what the NATO C-UAS Working Group has been trying to
do since its establishment in 2019. In the course of the past two
years, it has become a trusted forum where Allies exchange views,
cooperate and learn from each other. This is also the ultimate scope
of this book: it gives multiple perspectives from different stake-
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holders, military, law enforcement, industry and academia, and
encourages cross-domain thoughts and mutual understanding,.

As this subject is entering a novel level of maturity within NATO,
the work collected in this book will certainly help in addressing the
future challenges and to provide answers to the many questions
that, collectively, will need to be answered.

ot

Dr Claudio Palestini

North Atlantic Treaty Organization,

Emerging Security Challenges Division,

Countering Unmanned Aircraft Systems Working Group
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Foreword

Dear Reader,

Unmanned Aircraft Systems (UAS) have become an integral part of
NATO operations and have advanced into an invaluable asset for
Intelligence, Surveillance, and Reconnaissance, as well as for com-
bat missions.

This has not gone unnoticed by both state and non-state actors,
which has led to an enormous effort by these players to catch up
with or at least mimic the Western level of technology. Over the
last decade, China, Russia, and to a certain extent Iran, have con-
siderably advanced the development of UAS, and their latest mod-
els seem to have the same performance characteristics as Western
models. Russian and Chinese inventories comprise the full range
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from small and tactical UAS, through Medium- and High-Altitude
Long-Endurance (MALE/HALE) systems, to replicas of US and Eu-
ropean stealth prototypes.

At the same time, the consumer drone market is one of the world’s
fastest growing businesses, making drone technology literally
available for everyone. The market for commercial drones with a
significantly higher performance than consumer models is also
steadily growing. Due to their increased proliferation the number
of incidents with drones in the vicinity of airports, public events
and military installations has raised the attention and concern of
the respective civil authorities responsible for public safety and
law enforcement.

Countering UAS and drones is a challenging task, both in the mil-
itary and civil domain. Therefore, it is important to incorporate all
available means and to exploit any vulnerabilities to achieve this
task. However, most UAS and drone defence applications are fo-
cused solely on the Unmanned Aircraft (UA) itself, rather than ex-
ploiting the weaknesses of the entire system, which typically also
comprise mobile or stationary remote control equipment, radio
communication links, and human personnel.

It is also important to note that countering UAS and drones is al-
ready a task in peacetime whereas most military defence applica-
tions are intrinsically designed for a conflict scenario. Not to men-
tion that the legal frameworks for operating in peace, crisis, or
conflict differ significantly. Hence, adopting civil approaches to
this challenge and incorporating the civil authorities is required
when the employment of military force is restricted or prohibited.

To stimulate thought on a more comprehensive approach when
having to counter UAS and drones, this book provides the reader
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with a broad assortment of the different military, civil, and legal
perspectives on the subject matter.

I invite you and your staff to read through this book and to
critically assess the conclusions and recommendations presented.
We welcome any observations you may have with regard to
this book or future issues it identifies. Please feel free to contact
my JAPCC staff via e-mail: contact@japcc.org for any inquiries
and comments.

(4

Klaus Habersetzer
Lieutenant General, GE AF
Executive Director, JAPCC
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Introduction

Background

In recent decades, Unmanned Aircraft Systems (UAS) have been fielded
in every military service, ranging from handheld micro-UAS to medium-
sized tactical systems to full-grown Remotely Piloted Aircraft (RPA).
At the same time, the civilian market has witnessed an exponential
growth of predominantly smaller systems intended for public and recrea-
tional use. However, the latter use case has gained the attention of law
enforcement agencies and military force protection communities due to
the increased misuse of Commercial-Off-The-Shelf (COTS) ‘drones’ in the
vicinity of airports, public events and military installations.

Recently, various industries reacted to the emerging demand for capa-
bilities to defend against these COTS UAS by developing Counter-UAS

11



Introduction

(C-UAS) sensors and effectors. These systems are specifically designed
to detect, track, and engage Low, Slow and Small (LSS) flying objects,
ranging from man-portable systems such as ‘Droneguns’> %3 to truck-
mounted models such as the ‘Silent Archer’* NATO also reacted to this
new threat by conducting a series of studies centred on defence against
LSS air threats®!! and by establishing a C-UAS Working Group with a
focus on terrorist misuse of UAS.!2

However, technology is developing rapidly, in many cases, faster
than the defence industry or NATO can react. For example, many
‘traditional’ countermeasures against small UAS rely on electronic
jamming of the Command and Control (C2) link between the ‘drone’
and its remote control. Many current COTS products are, however,
able to navigate autonomously to a given coordinate or can be con-
trolled via a Global System for Mobile Communications (GSM) net-
work from the operator’s mobile phone. These features make jam-
ming either completely useless, since the C2 link is no longer required
to navigate, or unavailable, because of peacetime restrictions that
prohibit the jamming of frequencies that are in use by the public.

Additionally, a sole focus on the LSS end of the C-UAS spectrum cov-
ers only a fraction of current UAS technology and excludes most
military applications. Peer competitors to NATO can be expected to
employ UAS at the same level of technology, and under comparable
operational principles, as the Alliance. Consequently, NATO has to
anticipate enemy use of UAS in the same mission sets as friendly UAS,
covering the spectrum from Intelligence, Surveillance & Reconnais-
sance (ISR) to unmanned airstrikes, conducted in Line of Sight (LOS)
as well as Beyond Line of Sight (BLOS) operations, utilizing the elec-
tromagnetic spectrum and the space domain in the same way as NATO.

The following sections briefly describe a spectrum of C-UAS con-
siderations and why the current focus on the LSS end, although

12
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imminent and essential, is not sufficient to cover all aspects of
defence against potential adversary UAS engagements.

The Spectrum of Countering
Unmanned Aircraft Systems

To understand the full spectrum of countering UAS, it is important
to note that exclusively focussing on the Unmanned Aircraft (UA)
or ‘drone’ does not provide the complete picture. UAS are grouped
into several categories and consist of numerous components, de-
pending on their size and application.

Unmanned Aircraft System Components

The basic setup of a small UAS consists of an operator, a remote
control, a C2 link and the aircraft or ‘drone’ itself. Larger systems
may also incorporate a dedicated Ground Control Station (GCS) for
Launch and Recovery as well as a Mission Control Element (MCE)
for conducting the operation. The larger systems typically utilize
space-enabled BLOS communications for the C2 and data links.
GCSs and MCEs consist of physical infrastructure such as trucks
and containers or buildings, which typically host the computer
hardware and software that, in turn, run the applications required
to operate the overall system.

N N R

Unmanned Aircraft Payload Control Element Data Link Human Element Support Element

Figure 1.1: Unmanned Aircraft System Components.
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Introduction

As a general rule, the larger the UAS, the larger the requirement
for infrastructure such as shelters, runways, airfields or airports.
The same is true for the amount of logistics support, such as fuel,
ammunition, and maintenance.

Finally, unmanned systems always require personnel to operate them.
This can vary from a single individual operating a small ‘drone’ up to
multiple aircrew rotating in shifts in case of larger systems. Higher
class military UAS performing collection missions also require a sig-
nificant amount of Processing, Exploitation and Dissemination (PED)
personnel to analyze the information provided by the UAS.

Unmanned Aircraft System Categories

NATO categorizes UAS into three dedicated classes, ranging from Class
I for the micro, mini and small ones, to Class II for medium-sized, tac-
tical systems, to Class III for Medium-Altitude Long-Endurance (MALE)
and High-Altitude Long-Endurance (HALE) aircraft.'”> By comparing
the three different classes, their application, size and operating altitude
alone, it can be concluded that countering this spectrum of UAS
requires a multitude of different, class-specific approaches.

Unmanned Aircraft System Design Principles

Apart from their different classifications as described above, UAS
also follow various design principles, according to their applica-
tion and purpose. Depending on the specific UAS design features,
detection and potential countermeasures may be challenged, de-
nied or even not applicable.

Unmanned Aircraft. UA can be fixed-wing, rotary-wing, and some

even incorporate stealth designs. Smaller systems (Class I) typi-
cally follow the rotary-wing principle, whereas larger systems

14
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(Class III) almost exclusively utilize a fixed-wing design. Tactical
systems (Class II) follow both principles. Stealth designs are
predominantly found with large HALE aircraft but sometimes also
with tactical systems.

Propulsion. Throughout all classes, the majority of UA are propelled
by a rotorcraft engine which allows for greater fuel efficiency and
therefore longer endurance. However, some UA are equipped with jet
engines, trading-in mission duration for faster speeds and larger pay-
loads. Upcoming generations of UA are envisioned to incorporate
hypersonic propulsion and may achieve airspeeds faster than Mach 5.

Communications. C2 of a UA is generally conducted via a LOS or
BLOS radio link. Depending on the unmanned system’s level of

DRONE INDUSTRY INSIGHTS

THE 5 LEVELS OF DRONE AUTONOMY

Level Level Level Level Level Level
Autonomy

0 1 2 3 4 5

uman
Involvement - -

| J . 4 | .
[ [ [
Machine ﬁ ﬁ_ - W_ ﬁ
Involvement I 1

E
Degree of No Partial Conditional High Full :
Automation | Aytomation Automation Automation Automation Automation [

Description | Drone control Pilot remains in || Pilot remains Pilot acts as Pilot is out of Drones will be
is 100% control. responsible for || fall-back the loop. able to use Al
. . m.
manual Drone has safe operation systel Drone has loo!s l(_) plan
their flights as
control of at Drone can take || Drone can backup autonomous
least one vital over heading, perform all systems so learnin
function altitude under functions that if one fails, 9
O . systems.
certain given certain the platform
conditions. conditions’. will still be
operational.

Obstacle
Avoldance NONE SENSE & AVOID SENSE & NAVIGATE L

CRONE Lo

ource: DRONEILcom Date: March 12 2019

Figure 1.2: Levels of Drone Autonomy.
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autonomy (cf. Figure 1.2), this radio link is active either permanently
or only on demand. UAS radio links encompass the range from com-
mon Wireless Networks up to dedicated satellite communications
frequencies in the Ku-Band. The upcoming 5G standard will utilize
even higher frequencies and mobile phone applications for command
and control of UAS via GSM are already available on the commercial
market. It is important to note that a potential adversary will most
likely not utilize the same frequency bands as NATO and its partners.

Data Transmission. It can be anticipated that every radio link and
every other form of digital communications between unmanned
system components will be secured to a certain degree. Even com-
mercially available ‘drones’ use either proprietary data link proto-
cols or encryption to secure their communications.

A Comprehensive Approach to
Countering Unmanned Aircraft Systems

Figure 1.3 provides an overview of UAS components and their
relative spatial arrangements. Depending on the component itself,
the domain it is operating in and its potential distance to NATO
forces, there are different points of attack presented as options for
the employment of countermeasures. While these points of attack
can be addressed by the missions described in the sections below,
all should complement each other and contribute to a comprehen-
sive, multi-domain C-UAS effort.

Force Protection
LSS UAS are readily available as COTS products to anyone and

pose an imminent threat to critical public infrastructure and mili-
tary installations. Force protection measures assuring the safety of
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friendly forces and critical infrastructure are typically focused on
the area which requires protection. Natural and human-made ob-
stacles such as trees or buildings can cover an approach of LSS
UAS and significantly delay the detection of these objects in the
area, further shortening available reaction time. Force protection
measures should primarily be aimed at denying access of UAS to
the protected area. However, it may also be desirable to safely cap-
ture the UAS for intelligence purposes.

Air Defence

Larger UAS can operate at altitudes of up to 30,000 ft., and in some
cases even higher. The Radar Cross Section (RCS) of these UAS is
comparable to any other legacy aircraft, hence can be detected and
engaged by most Air and Missile Defence (AMD) systems. However,

©M JAPCC

Altitude

0 Distance

Figure 1.3: Spatial Arrangement of Unmanned Aircraft System Components.
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modern surface-to-air ammunition is not cheap and is designed to
engage high-value targets. Large numbers or a swarm of low-cost
UAS may quickly turn the cost-benefit ratio of traditional AMD up-
side down and render current systems inefficient. Short-Range Air
Defence (SHORAD), Counter-Rocket, Artillery, and Mortar (C-RAM)
systems, and even legacy Anti-Aircraft Artillery may provide an
effective, but also efficient, defence against UAS.

Close Air Support and Air Interdiction

Launch and Recovery of larger UAS is typically conducted from a
Ground Control Station (GCS) inside or near the mission area. GCS
can be mobile and mounted on a truck, or stationary when placed
on the ground, e.g. near an airfield. In any case, the Launch and
Recovery Element (LRE) of larger UAS is a high-value target as it
is often responsible for launching and recovering several UA.
Eliminating an LRE will likely bring UAS operations to a halt in the
respective area as new UAS cannot be launched anymore and air-
borne ones may not be recovered safely. Thus, Al may disrupt,
degrade, deny or destroy an adversary’s unmanned capabilities be-
fore they can be even used against friendly forces.

Special Operations

Once airborne, larger systems can often be handed over from the
LRE to an MCE and operated BLOS via Satellite Communications
(SATCOM). The MCE can be located far outside the mission area,
probably deep inside the adversary’s territory and utilizing a hard-
ened infrastructure. NATO Special Operations Forces (SOF) may be
employed as a means to attack the enemy’s MCE itself, take out the
SATCOM ground nodes which are essential for UAS BLOS opera-
tions, or even kill adversary combatants such as UAS crew mem-
bers during their time off duty.

18
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Cyber Warfare

UAS are entirely dependent on their computer systems, informa-
tion technology and network connectivity. Control stations, espe-
cially inside fixed installations such as an MCE, are potentially
vulnerable to an attack through cyberspace, exploiting security
vulnerabilities of their hardware and software but also by taking
advantage of human failure, negligence or susceptibility. COTS
UAS being operated via a GSM network are most likely only acces-
sible through the cyberspace domain, since countermeasures in the
electromagnetic spectrum may be off-limits, e.g. if frequencies are
publicly used.

Electromagnetic Operations

C2 of UAS is conducted via LOS or BLOS radio transmissions and
typically also reliant on Position, Navigation, and Timing (PNT)
signals. Electromagnetic Operations (EMO) can be used throughout
all tiers of UAS to hinder and disrupt C2 and PNT transmissions or
even to spoof PNT information to divert or land the UAS. However,
‘traditional’ Electronic Warfare (EW) has its limits with modern
models of UAS which are capable of autonomous flight and are no
longer reliant on continuous data links. However, upcoming Di-
rected Energy Weapons (DEW) such as High-Power Microwaves
(HPM) or High Energy Lasers (HEL) may add kinetic capabilities to
the EMO portfolio and could be used to render sensor payloads
inoperable or destroy the UA itself.!*

Intelligence, Surveillance, and Reconnaissance
Detecting UA in flight is often the first step in defending against

them. Larger UA can be detected even with legacy radar systems,
whereas LSS UA require more specialized equipment to distinguish
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them from clutter, e.g. leaves and birds. However, apart from air-
space surveillance, reliable identification of the intruding UAS and
its capabilities, as well as identifying the origin of the C2 transmis-
sion, is critical for selecting the appropriate countermeasures. This
includes information about the capabilities and the level of au-
tonomy of the UA, locations of adversary LREs and MCEs, as well
as SATCOM assets and frequencies used. C-UAS systems have to be
fed this information, preferably in real-time, to process a suitable
targeting solution.

The Space Domain

SATCOM is an essential part of BLOS UAS operations. But COTS
UAS also utilize PNT signals provided by respective satellite con-
stellations. Within the limits of the ‘Outer Space Treaty’, counter-
measures against space-based communications and PNT may be a
legitimate option to defend against an entire fleet of adversary
UAS. This does not necessarily require kinetic engagements by
anti-satellite weapons. Indeed, ground or space-based jamming ca-
pabilities could be effective without risking the creation of large
amounts of debris which could render entire orbits unusable for
mankind.

Legal Considerations for the
Enforcement of Countermeasures

Applications for UAS range from public and recreational purposes
to military missions including airstrikes. Consequently, depending
on their use, defending against these systems is governed by
either domestic or international law, and the legal framework that
needs to be applied is also dependent on whether it is peacetime
or wartime.
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Peacetime versus Wartime

Defending against UAS is not only a wartime requirement. Fre-
quent incidents'> '® have already proven that COTS ‘drones’ can
easily be flown into restricted airspace and can stop an entire air-
port’s flight operations. It is only a question of time before the first
incident will be witnessed over military installations, e.g. airbases,
headquarters or military training grounds.

Depending on the country and its domestic laws, which are applicable
during peacetime, circumstances may prohibit certain types of coun-
termeasures and limit the options for defending against UAS. These
possibly prohibited countermeasures include kinetic engagement of
airhorne UA, jamming of publicly used frequencies such as GSM or
wireless networks, or interference with the commercial PNT signals.

In general, it can be assumed that countering UAS in peacetime
will be subject to a multitude of civilian restrictions which may or
may not fully apply in a conflict scenario. C-UAS doctrine and
Tactics, Techniques and Procedures (TTP) need to include these
particulars and adhere to individual legal environments.

Law Enforcement versus Military Engagement

In peacetime, the responsibility for the defence against ‘drones’
and UAS typically lies with civil law enforcement agencies. How-
ever, responsibilities may overlap near military installations and
critical infrastructure. Moreover, law enforcement agencies may
require military support since the equipment to detect, identify and
engage UAS might reside only in the armed forces.

Hence, close cooperation and coordination between civilian law
enforcement agencies and the armed forces are essential for
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a comprehensive C-UAS approach. Mutual exercises could help
establish common C-UAS TTPs and ensure an effective level of
interoperability between civil and military organizations.

Public Safety and Collateral Damage

The protection of civilians from harm is the primary principle of
both international as well as domestic law. Therefore, defence
against UAS requires consideration of the potential risks to human
life, both in peacetime and in wartime. Civilians may be endan-
gered by kinetic measures such as the shooting down of UA or an
attack on its ground facilities.

Additionally, non-kinetic measures such as jamming radio fre-
quencies or PNT signals may affect public and commercial com-
munications infrastructure and therefore, may be restricted or
completely off-limits. Especially in peacetime, countermeasures
have to be balanced against potential adverse impacts on critical
communication systems and possible economic losses.

Depending on the payload, e.g. biological toxins, chemical gases or
explosives, it may be required to manoeuvre the UA out of range
of friendly forces or civilians before the actual countermeasure can
be employed. Therefore, ‘traditional’ C-UAS methods which take
effect on the spot need to be reviewed, and new approaches such
as capturing aerial vehicles and neutralizing payloads should be
considered.

Pre-emptive versus Reactive Countermeasures
Larger UAS require a significant amount of computer hardware,

software and networks to operate. Therefore, the cyberspace do-
main may offer potential countermeasures capable of rendering
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the entire network and communications infrastructure of one or
more unmanned systems inoperable. However, countermeasures in
the cyberspace domain may require more than only a defensive
posture. Pre-emptive and disguised placement of ‘backdoors’ in
adversary computer systems may ensure access to these networks
when required and it is probably the only way to be prepared and
react promptly to an imminent UAS threat.

Dedicated legislation may also assist in defending against UAS in
such a way that COTS ‘drones’ are required to transmit an identifi-
cation and positioning signal comparable to the regular civilian air
and maritime traffic. Some manufacturers already equip their
drones voluntarily with transponders that provide this information
on a separate and unencrypted radio frequency. Of course, this will
not prevent criminal or terroristic abuse of these systems, but if
legislation was in place, any system not providing a transponder
signal could be classified as potentially hostile.

Summary

This short introduction was intended to provide an overview of the
complexity of having to counter UAS. Different classes, applica-
tions and design principles of the Unmanned Aircraft itself chal-
lenge or even deny certain types of countermeasures. Moreover,
larger unmanned systems may include ground installations, data
links, computer networks as well as logistics, support equipment
and dozens of personnel. Hence, there is no 'one-size-fits-all’ solu-
tion to the C-UAS challenge.

Finally, countering UAS requires a comprehensive approach by all

the military and also non-military disciplines who can project lethal
and non-lethal effects on any of the components of an unmanned
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system. Additionally, all these potential countermeasures require
review under the different legal frameworks applicable in wartime,
but more importantly in peacetime. Typically, in peacetime, military
and civil authorities usually own different powers which require
close coordination when employing countermeasures.
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The Differences Between
Unmanned Aircraft,
Drones, Cruise Missiles and
Hypersonic Vehicles

Introduction

To define the impact of unmanned aerial systems on current and
future NATO operations, it is very important to identify which kind
or category of threats are included and which are not. This section
will try to clarify this definition and will show that a clear classi-
fication is sometimes not easy to achieve.

A threat is typically defined as the combination of malevolent
intent and the ability to put it into action. Further sub categories
of this overarching term exist, such as ‘air threat’ to better de-
scribe the operational environment and to categorize or delineate
measures, like ‘air defence’ to counter the respective threat. The
set of all capabilities that qualify as air threats is so diverse and
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complex that no singular system can be used to execute air de-
fence. Additionally, the question of what constitutes an air threat
is not an easy one. Is an air threat any capability that uses the air
as its main or final domain for effect delivery? If that were the
case, a projectile from a rifle would be an air threat, which is not
the case. However, the defence against larger projectiles like artil-
lery shells or mortar rounds, which are a typical ground threat,
finally became part of air defence considerations after Counter-
Rocket-Artillery-Mortar (C-RAM) systems had been developed
and fielded.

Defining Unmanned Aircraft

Since this document is about the threat of Unmanned Aircraft Sys-
tems (UAS), the term Unmanned Aircraft (UA) needs to be looked
at. Currently, NATO defines UA as an aircraft that does not carry a
human operator and which is operated remotely using various lev-
els of automated functions.! UA can be expendable or recoverable
and may carry lethal or non-lethal payloads. Of note, cruise mis-
siles are categorically excluded from this NATO definition. As this
definition is very broad, the term aircraft needs to be described for
a better understanding. The ICAO (International Civil Aviation Or-
ganization) defines an aircraft as any machine that can derive sup-
port in the atmosphere from the reactions of the air other than the
reactions of the air against the earth’s surface.?

By this portrayal alone, all projectiles that only have initial propul-
sion and then just follow a ballistic trajectory (e.g. bullets, artillery
shells, regular bombs or ballistic missiles) can be excluded from the
aircraft category. For the purpose of this paper, also ordnance
which uses aerodynamic lift or other interactions with the atmos-
phere just to extend the ballistic flight path will be excluded from
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the UA category as well. This removes threats like gliding bombs
or hypersonic glide vehicles from the UA set, although they could
be remotely operated and definitely possess automated functions.
Emerging technologies (e.g. new propulsions, swarming or Artifi-
cial Intelligence) might create fringe threat sets, which generally
show UA properties, but are currently not considered as such.

An extended definition proposal of Unmanned Aircraft (UA)

Vehicles that use aerostatic or aerodynamic lift, and overall don’t generally fly on a ballistic
trajectory can be categorized as an aircraft. These vehicles can be propelled by a motor
(e.g. rotary or jet) to create lift and sustain flight. If these aircraft do not house a pilot within the
airframe and are operated remotely using various levels of automated functions, they are
considered an UA, excluding cruise missiles.

Cruise Missiles versus Unmanned Aircraft

In general, making the distinction between ordnance and UA is not
useful, due to tremendous technical progress. These two categories
are not exclusive anymore, while not every ordnance is a UA, a UA
can be used as ordnance. In times of mass production, innovative
propulsion systems and reliable effect delivery without a pilot on
board, the idea of using the vehicle as ordnance itself became more
prevalent. While the V1 in WWII initially had a CEP (Circular Error
Probable) of more than 10 km and most use cases were aimed at
producing terror, today’s cruise missiles have a CEP of 10 meters or
less. The cost/benefit ratio between losing the UA while creating
a certain effect or enabling it to deliver the same effect while
remaining retrievable has shifted significantly in times of precise
technological options and relatively cheap production cost,
especially for small UA.
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Drone versus Unmanned Aircraft

The terms ‘Unmanned Aircraft’ and ‘Drone’, as well as variations
such as ‘Unmanned Aerial Vehicle (UAV) or ‘Remotely Piloted
Aircraft (RPA)* are often used interchangeably but are actually
deliberately defined to reflect certain classes, attributions or certi-
fications of the unmanned systems.

When having to counter these systems, the most relevant factors
are overall system complexity and aircraft size. Therefore, this
book summarizes the different categories and classes of unmanned
systems under the following two terms:

Unmanned Aircraft

The term ‘Unmanned Aircraft’ describes the overall set of vehicles,
as described above. However, this book uses the term ‘UA’ to ad-
dress military systems falling into the NATO Class II and III catego-
ries. UA are typically part of a complex system that can include
dedicated Ground Control Stations, Mission Control Elements,
multiple aircrews, military-grade communication systems, as well
as dedicated infrastructure for logistics and maintenance. UA are
usually operated by well-trained personnel, often qualified pilots,
to safely operate alongside other airspace users. When addressing
not only the aircraft but also other system components or the sys-
tem as a whole, this book uses the term ‘Unmanned Aircraft Sys-
tem’ or ‘UAS"

Drone
The term ‘drone’ is commonly used and widely accepted in the

civil domain for all kinds of unmanned systems. Hence, this book
uses the term ‘drone’ to address all types of consumer and com-
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mercial systems, which are generally smaller and less complex
than their military counterparts. ‘Drone’ implies that the system is
typically operated by a single, not necessarily qualified individual,
from a handheld remote control, in relatively close proximity to
the aircraft, and under Line-of-Sight (LOS) conditions. Therefore,
this book also uses ‘drone’ for most military systems falling into
the NATO Class I category, as their size and complexity is quite
comparable to commercially available consumer models and there-
fore require a similar approach when having to counter them.

Endnotes

. ‘Unmanned Aircraft, Record #7915, NATO Terminology Database, [Online]. Available: https://nso.nato.int/natoterm/Web.mvc.
[Accessed 15 Jul. 2019].

. International Civil Aviation Organization (ICAQ), ‘International Standards and Recommended Practices, Annex 6, Operation of
Aircraft, Part I, 25 Feb. 2013. [Online]. Available: https://www.icao.int/safety/fatiguemanagement/FRMS%20Tools/Amend-
ment%2037%20for%20FRMS%205ARPS%20%28en%29.pdf. [Accessed 15 Jul. 2019].

. The term Unmanned Aerial Vehicle (UAV) is no longer in use by NATO but is often still used in the civil and public domain.

. The term Remotely Piloted Aircraft (RPA) is used to indicate that the UA is required to be controlled by a pilot who has been
trained and certified to the same standards as a pilot of a manned aircraft.
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Unmanned Aircraft System
Threat Vectors

Introduction

The threat imposed by UAS is manifold as these systems come
in various sizes, shapes and applications. This chapter outlines
the broad range of threats which derive from UAS as well as the
different environments where NATO has to anticipate their use.
This chapter will also discuss threats which are unique to un-
manned systems, provide adversaries with new options to chal-
lenge NATO and require innovative approaches when having to
counter them. The chapter concludes with recent examples of
UAS activities which were able to breach the security measures
in place at the time.
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Proliferation of Unmanned Aircraft Systems
Consumer and Commercial Drones

Unmanned systems available as Commercial-Off-The-Shelf (COTS)
products range from very lightweight drones of just barely 100 g
to small UAS of up to 150 kg.

Consumer drones first went mainstream around 2011 resulting in a
vibrant market for hobbyists and photography enthusiasts and
they have seen exponential growth since. Current beginner sys-
tems which can carry a usable payload, such as a small camera,
start at less than a hundred Euros and are literally available every-
where and affordable for everyone, to include Non-State Armed
Actors (NSAA) and terrorist organizations.

As an example, the number of drones in Germany alone has
more than tripled from 162,000 to over 600,000 since 2015.!
Although the consumer market begins to look saturated, the
commercial drone industry is expected to show stages of
growth that will continue to accelerate over the next few years.
Analysts estimate that the global commercial drone market
will grow tenfold from 4 billion USD in 2018 to 40 billion USD
in 2024.2

With the rise of commercial UAS, it can be expected that these
drones will incorporate better and more capabilities than con-
sumer versions currently provide. Some of the estimated main
markets for commercial systems are agriculture, transport, secu-
rity and telecommunications.> These applications will likely re-
quire improved payload, sensing, and automated flight capabili-
ties, which may also enhance the potential threat if these systems
were misused.
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This development should raise concern as NSAA and terrorist or-
ganizations are highly innovative in identifying and adapting new
technologies for their purpose. Broadcasting propaganda of suc-
cessful attacks on the Internet helps these organizations to make
other terrorist groups aware of new technologies and eventually
disseminate them even further.

Some examples of NSAA and terrorist organizations using com-
mercially available drones are, amongst many others, The Islamic
State of Iraq and Syria (ISIS), The Houthi Movement, and even
drug cartels in Mexico and South America.

The Islamic State of Iraq and Syria. The group purchased
drones through multiple different companies in more than sev-
en countries and can be seen as the originator of the terrorist
drone threat. With their supply chain, technical human re-
sources, and own research and development activities, ISIS
modified commercial drones into airborne Improvised Explo-
sive Devices (IEDs). At the end of their drone programme, ISIS
was able to construct its own drones with an approximate pay-
load of 5 kilograms of explosives. Although the organization
had lost most of its territory in its former core areas in Syria
and Iraq, other NSAA have started to use drones in the scope of
ISIS’ drone strategy.*

The Houthi Movement. Houthis are evidently more advanced in
using technologies than other NSAA. Apart from employing Un-
manned Surface Vessels (USV) loaded with explosives against oil
trade routes in the region, they also utilize small UAS, allegedly
provided by Iran. It has been observed that the Houthis were able
to successfully guide artillery fires and missiles with their UAS and
hit targets with a level of precision that used to be credited to
regular armed forces only.*
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Drug Cartels. In Mexico, drones have been extensively used for
drug trafficking purposes in the region of the Mexico-US border as
their use significantly lowers the risk of being caught. The route of
the drone is pre-programmed and due to its autonomous capabili-
ty, it cannot be blocked by electronic jammers at the border. The
cartels in Mexico also use so-called potato bombs - hand grenade-
sized IEDs - in attacks on each other.*

‘Those worried about drone proliferation must face facts. We are no longer in a world where
only the US has the technology, and we are not moving toward a future in which the technology
is used only in the same way we use it now.’

Peter Warren Singer
Director of the Centre for 21 Century Security and
Intelligence at the Brookings Institution

Military Unmanned Aircraft Systems

Multiple extensive reports on military drone proliferation have
been published in recent years, showing that at least 95 countries
now maintain active military drone programmes. This is a 58 per-
cent increase within a decade, and there are currently at least
21,000 military drones in operation around the globe.>® 78

Apart from the United States, the United Kingdom and Israel being
the long-established market leaders in unmanned technology, there
are at least 19 countries currently developing or operating military
UAS. Amongst these ‘2" generation’ of unmanned system produc-
ers and operators are China and Russia as well as most of the Mid-
dle Eastern countries, including Iran. The increasing export of un-
manned technology - not only by these states - also raises
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concerns about the need for effective control on the proliferation
of armed UAS.”

Russia. There has been much speculation and misinformation re-
garding the Russian development of armed drones. A large number
of armed UAS have been designed and prototypes put on display,
only for those models to never be heard of again. However, alleg-
edly disappeared prototypes such as the Voron, Chirok, Skat, Alti-
us, Inokhodyets, Dozor 600 and Proryv-U show that Russia is ac-
tively pursuing significant improvement of its military UAS
inventory. Notable UAS programmes include the ‘Forpost’, several
variants of the ‘Altius’ system and the ‘Okhotnik’ UCAV, which is
strikingly similar to Western concepts such as Northrop Grum-
man’s ‘X-47B’, Dassault’s ‘Neuron’ or BAE’s ‘Taranis’ Zala Aero,
which is part of the Kalashnikov Group, offers multiple UAS that
cover almost all classes and categories, including systems that are
specifically designed to operate in extreme climate conditions such
as the Arctic. Furthermore, several Russian UAS are especially
adapted to navigating without the use of global satellite-based
navigation systems, which are often unreliable in Polar Regions.
For that purpose, the drones use a newly developed system,
GIRSAM, when GPS and GLONASS are not available.”> % 1°

China. China has risen to become one of the foremost producers
and exporters of armed UAS, with over half a dozen states now
operating strike-capable Chinese systems. According to the Stock-
holm International Peace Research Institute’s (SIPRI) Arms Trans-
fers Database, exports of Chinese ‘Wing Loong’ and ‘CH4-B’ strike
capable UAS to Egypt, Iraq, Nigeria, Pakistan, Saudi Arabia and the
United Arab Emirates have all been confirmed. Many experts sug-
gest that these UAS are copies of the US ‘Predator’ and ‘Reaper’ and
that the components are not of such high specification as their US
counterparts. However, they are much cheaper and sell for a fraction
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of the price of the original US systems, making them attractive for
customers in the Middle East and elsewhere, e.g. Serbia. Chinese
UAS comprise tactical systems such as the ‘CH-3" and ‘CH-3A’, Me-
dium-Altitude Long-Endurance (MALE) variants such as the ‘CH4-
B’, ‘CH-5" and ‘Wing Loong’ series, as well as High-Altitude Long-
Endurance (HALE) UAS, such as the ‘Cloud Shadow’. Reportedly, all
of these systems have similar capabilities if compared to Western
UAS, to include BLOS communications via SATCOM, range, endur-
ance, as well as sensor and weapon payloads.” ?

Iran. Separating actual and on-going UAS programmes from ru-
moured capabilities and stalled or failed prototypes is difficult. How-
ever, despite conflicting reports and regardless of trade sanctions
from the international community for a number of years, it can be
concluded that Iran has indeed developed and manufactured armed
UAS, although there is likely less capability than has been projected
by Iran itself. Iran’s primary UAS is the combat-proven ‘Shahed-129’,
a roughly ‘Predator’ sized MALE system. It is primarily intended to
perform C4ISR missions but can also be employed in attack roles
mainly for deploying air-to-surface munitions. The ‘Mohajer-6’ tac-
tical UAS is the most mature version of its series and in 2018 Iran
announced that it had entered serial production for the Islamic Rev-
olution Guards Corps (IRGC). The ‘Yasir’ is a small UAS, most likely
reverse-engineered from a Boeing ‘Scan Eagle’ which had been cap-
tured by Iran in 2012. According to Iranian military commanders
during an interview in 2014, the ‘Saeqeh’ UAS was developed with
technology obtained from reverse-engineering an American RQ-170
Sentinel, which was allegedly captured by Iran in 2011. If the ‘Saeqeh’
has actual combat capabilities is at least questionable and the system
itself may be just part of Iran’s propaganda. However, the risk that
potential adversaries were able to exploit and reverse-engineer
Western technology should raise concerns that need to be addressed
in future systems.”> % 11, 12, 13, 14
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Non-State Armed Actors. Low, Slow, and Small UAS are already
an inherent part of the arsenal of NSAA and terrorist organiza-
tions. The proliferation of consumer and commercial LSS UAS with
the potential for misuse by these organizations has already been
outlined at the beginning of this chapter. However, non-state ac-
tors such as Hamas, Hezbollah or the Houthi forces, have report-
edly been provided with larger UAS by Iran and other supportive
regimes. Conclusively, NATO has to anticipate the employment of
larger UAS beyond the LSS spectrum, not only from peer adversar-
ies but also from NSAA and terrorist organizations.”

Threat Environments

In contrast to most military disciplines, the challenge of defending
against UAS is not limited to a wartime scenario. Rather, a consid-
erable part of C-UAS work will already have to be dealt with as a
peacetime task.

Wartime

Not only in a peer to peer conflict scenario but also during lower
tiers of escalation between parties to a conflict, adversarial use of
unmanned systems against NATO forces has to be anticipated
throughout the entire range of UAS classes and capabilities. Espe-
cially in the early stages of a developing conflict, UAS may be the
preferred choice as they do not involve the risk of human casualties,
hence they lower the potential for escalation. On the other hand, this
may also lower the threshold of UAS employment, which in turn
increases the need for having to counter these systems early on.

In wartime, NATO forces can utilize the complete range of combat
activities to counter UAS, limited only - as every combat action - by
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International Humanitarian Law (IHL), the Laws of Armed Conflict
(LoAC), and the Rules of Engagement (RoE). This does not necessar-
ily mean that countering UAS in wartime would be easier than in
peacetime, but the military portfolio of potential actions is signifi-
cantly broader - to include targeting UAS ground installations and
personnel - and the engagement options are less restricted.

Peacetime

The threat from UAS in peacetime can be almost exclusively nar-
rowed down to consumer and commercial drones whereas at the
same time, the threat from larger military systems can be almost
neglected, assuming that the regular airspace surveillance is suffi-
cient to deter foreign countries from unauthorized entry into the
National Airspace System (NAS).

The main challenge of having to counter UAS in peacetime is not
defending the airspace, it is rather the problem of detecting drone
threats in the first place, and then securing military installations
and critical civilian infrastructure from unauthorized intrusion and
potential damage, while at the same time, domestic law typically
restricts military activities to a minimum. Depending on the re-
spective national regulations, military countermeasures may not
be applicable at all and the entire responsibility may lie with the
law enforcement agencies, which, in turn, requires very close civil-
military cooperation and coordination.

Finally, the protection and safety of the civilian population takes pri-
ority over all defensive measures, which considerably limits the ‘tradi-
tional’ options for defending against flying objects. There is simply no
acceptable collateral damage in peacetime. Hence, new approaches are
required, e.g., to manoeuvre drones to safe locations or to land them
in a controlled manner before the final countermeasures can be taken.
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General Threats from Unmanned Aircraft Systems

UAS are basically flying platforms which can be equipped with a
multitude of sensors and weapons. Depending on their size, this
may range from a simple camera up to a full set of guided ord-
nance on a military system.

Imaging Sensors

The typical sensor on even the smallest consumer drone is a digital
camera. However, even non-military UAS, for example, commer-
cial drones used by farmers to monitor their crops and fields can
incorporate sophisticated sensors, such as LiDAR (light detection
and ranging) or multi-spectral Electro-Optical (EO) cameras. Some
of the most relevant imaging sensor types are:

Electro-Optical/Infrared sensors extend from the ultraviolet (UV)
through the visible region to the infrared (IR) spectrum. EO/IR sys-
tems are depending on the illumination of the target or the target’s
emission of light. EQ/IR sensors are in general sensitive to the en-
vironment and depending on the weather conditions, light may be
refracted, absorbed or scattered, reducing the quality of the cap-
tured image. However, EO/IR sensors can intensify the light waves
received and provide imagery also at night.!®

Synthetic Aperture Radar (SAR) and Inverse Synthetic Aperture
Radar (ISAR) provide high-resolution imagery independent of
daylight, cloud coverage or weather conditions. Through process-
ing, modern SAR systems convert the captured raw data in real-
time and provide a perfect vertical view of the target area. In recent
years, SAR units have become smaller and more capable as hard-
ware is miniaturized and better integrated, so even smaller systems
like Boeing’s ‘ScanEagle’ can provide tactical SAR coverage.!®
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Light Detection and Ranging (LiDAR) is a remote sensing method
that uses light in the form of a pulsed laser to measure ranges to
the surface. These light pulses generate precise, three-dimensional
information about the shape of the Earth and its surface character-
istics. There are a multitude of civil and military applications for
LiDAR such as terrain and vegetation mapping, mapping beneath
forest canopy or water surface, creation of digital surface and city
models, or forest height and density measurement.!”- 18

Multi-/Hyper-Spectrum Sensors. All materials reflect, emit, scatter
and absorb electromagnetic waves in a characteristic way. However,
only a small portion of this spectrum is visible to the human eye.
Military applications include the detection of disturbed soils, which
can be an indicator of a buried IED, or revealing the presence of explo-
sive materials. Image processing software can then process the cap-
tured image and make the information visible to the human eye.! 2°

All of the aforementioned sensors are not limited to military sys-
tems only. Commercial, and to a limited extent also consumer sys-
tems, may incorporate these sensor capabilities. Conclusively,
NATO has to anticipate that basically every UAS may be capable of
capturing thermal signatures, mapping terrain and objects through
clouds and beneath forest canopies as well as to detect disturbed
soil from, for example, tracked vehicle movements.

The broad accessibility to these sensor capabilities can be consid-
ered a game-changer as they transform even commercially avail-
able consumer drones into a viable threat to NATO operations.
Weapons

Military UAS such as the Chinese CH-x and ‘Wing Loong’ series, the

Russian ‘Altius’ and ‘Okhotnik’, or the Iranian ‘Shahed-129’ are alleg-

42



Unmanned Aircraft System Threat Vectors

edly capable of carrying air-to-ground, and in some cases also air-to-
air ordnance.” For example, the Russian ‘Altius’ is expected to support
up to two tons of combat payload,?! whereas Iran is said to have dropped
multiple Sadid-345 guided bombs on the Islamic State in Syria with
their ‘Shahed 129’ UAS.?? However, little is known about these systems’
actual capabilities and NATO should anticipate a level of targeting and
precision strike abilities which is comparable to own systems.

Consumer and commercial drones are generally unarmed but can be
modified to carry serious amounts of explosives, converting them
into an airborne IED. They may also be turned into more nefarious
weapons by attaching hazardous material such as a nuclear, bio-
logical or chemical payload. Unfortunately, criminal and terrorist
ingenuity is almost unlimited and difficult to predict. So even small
consumer drones require serious attention as they can have consid-
erable destructive potential if they have been modified accordingly.

Target Acquisition and Indirect Fires

Over the last two decades, NATO and its Allies, especially the United
States, have proven the effectiveness of UAS and how significantly
these systems contributed to linking sensors and shooters. UAS became
an integral part in the sequence of Find, Fix, Track, Target, Engage, and
Assess (F2T2EA), also often referred to as the ‘Kill Chain’ This has not
gone unnoticed, and other countries are now incorporating similar
Tactics, Techniques, and Procedures (TTP) into their own doctrine.

For example, Russian forces have acquired the capability to use
numerous layered sensors to feed into their target acquisition cy-
cle, to include multiple UAS platforms - even COTS products -
which relay target data to artillery systems for action. This has
been demonstrated in Eastern Ukraine where Russian forces direct
and adjust fires with their unmanned systems. Ukrainian forces
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have repeatedly seen a systematic approach by the Russians to
acquire a target, determine its coordinates, and adjust their artillery
fire with UAS in a total timeframe of about 10-15 minutes.?> 24

The Russian example shows that mimicking proven Western tactics
is not a question of expensive military technology. It can be done
quite successfully with only consumer and commercial products.

Therefore, NATO has to anticipate that future adversaries, symmetric
as well as asymmetric, will be able to employ some form of viable ISR
and targeting capabilities utilizing unmanned systems. Consequently,
every UAS or drone sighting in the vicinity of our own forces should
raise immediate concerns about being spotted and targeted.

Electronic Warfare

Since 2008, the unifying themes of Russian Armed Forces reforms
have been asymmetry and the recognition that the means and meth-
ods of modern warfare have changed. From Russia’s point of view, its
adversaries would seek dominance in the aerospace and information
domains, which exponentially enhances the role of Russian Electronic
Warfare (EW) to level out NATO's information superiority.?

‘Relying too much on high-information and electronic technologies made the course and out-
come of combat actions increasingly dependent on the condition and functioning standards of
computer information and computing networks, knowledge and databases, systems and as-
sets of radio communication, radar, radio navigation used in systems of state and military con-
trol, reconnaissance, and control of weapons, particularly high-precision ones.’”

Major General Yury Lastochkin
Chief of the Russian Electronic Warfare Force
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Although EW systems are mostly mounted on ground vehicles,
some variants of Russian and Chinese UAS are allegedly capable of
carrying EW payloads to employ them with more agility and at
longer ranges than the systems on the ground.

The Russian ‘Orlan-10’, for example, can be equipped with an EW
suite as part of the Leer-3 EW system, enabling it to disrupt GSM
signals within a radius of six kilometres. In addition, the UAS can
imitate a cellular base station, forcing connections from nearby
devices, analysing their transmissions and locating their position.2°

The Chinese ‘Wing Loong II' appears to come in a SIGINT variant
as well. Pictures of a circular antenna array fitted underneath the
fuselage indicate that the system could be capable of intercepting
communication signals while providing a bearing of the trans-
mitting signal.?’

Unique Threats from Unmanned Aircraft Systems
Swarming

Unmanned systems are typically cheaper than manned aircraft, es-
pecially if consumer and commercial products are taken into ac-
count. This price advantage creates the opportunity to acquire
multiple times more UAS than manned combat aircraft. Grouping
together multiple UAS creates a so-called ‘swarm’ and depending
on their numbers, they are expected to cause significant challeng-
es for current Air Defence systems. For example, in January 2018,
an improvised swarm of ten drones rigged with explosives was
employed in a coordinated assault against Russia’s Hmeimim air-
base in western Syria. The drones appeared to have been assembled
from a small engine, cheap plywood and a number of small mortar
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shells and were allegedly launched from a site more than 50 kilo-
metres away. Although all of the drones were eliminated or forced
to land, this incident has proven that the concept of swarming is a
viable threat, even when using improvised devices.* 28

Autonomy

True autonomy in terms of having a robot or machine making an
informed decision by itself has not yet been achieved. However,
the technology to create fully automated systems that use pre-
programmed algorithms to process the robot’s sensor inputs is
readily available. Highly automated systems are typically perceived
as ‘autonomous’ because their behaviour is seemingly unpredicta-
ble. In fact, it is not the system but the environment in which it
operates which is unpredictable, leading to changing sensor inputs
and thus, varying actions by the automated system.??

One example of an autonomous UAS is the Israeli Aerospace In-
dustries’ (IAI) ‘Harpy’, an anti-radiation loitering munition that
can autonomously home in on radio emissions. The ‘Harpy’ is de-
signed to loiter over the battlefield for about six hours and attack
targets by self-destructing into them or returning home, if no tar-
get could be engaged during the duration of the mission. China
purchased an undisclosed number of ‘Harpy’ drones in 1994 and
unveiled a reverse-engineered version of the system, the ASN-301,
during a military parade in 2017, which appears to be a near copy
of the original.?°

Moreover, even today’s consumer products incorporate highly au-
tomated functions, such as active detecting, tracking and follow-
ing of persons and objects, or waypoint navigation with autono-
mous trajectory calculation and active obstacle avoidance based
on the drone’s sensor inputs.?!
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Both categories, commercially available drones as well as mili-
tary UAS, should be considered ‘autonomous’ in the way that
they probably no longer require a permanent command and
control link to fulfil their mission. This eliminates many of the
current countermeasures which rely on jamming their radio
transmissions.

Lower Operational Threshold

Unmanned systems offer three principal advantages over manned
systems concerning the operational threshold when projecting mil-
itary force.

Reduced Risk. Minimizing the risk of losing a human pilot has
been the driving factor for developing UAS. Because there is no
human on board, there is no casualty if the UA is shot down or
captured by enemy forces.

Expendability. Compared to manned aircraft, UAS come at a sig-
nificantly lower cost. Some tactical UAS, but especially smaller
systems, are specifically designed for expendability and some of
them are not even considered for reuse.

Less Potential for Escalation. Employing UAS to penetrate for-
eign airspace and to gather intelligence bears less risk of esca-
lating an emerging crisis as no humans get killed if a UAS is
shot down.

These three factors contribute to the fact that the operational
threshold for deploying these systems against NATO is likely to be
lower than using manned aircraft. Therefore, NATO should antici-
pate the employment of military-grade UAS already during a de-
veloping crisis.
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Recent Examples of Unmanned Aerial Threats

Germany, 2013
Drone Crash Landing in Front of German Chancellor

At a campaign rally in Dresden on 15 September 2013, a small
quadcopter flew within a few feet of German Chancellor Angela
Merkel and Defence Minister Thomas de Maiziere, hovering briefly
in front of them before crashing into the stage practically at Mer-
kel’s feet. Fortunately, the quadcopter, a Parrot AR drone, was
harmless. The person who was operating the drone from a nearby
hide-out was quickly located by the police and briefly taken into
custody for being accused of disturbing the event.?? 33

Great Britain, 2018
Closure of Gatwick Airport

Between 19 and 21 December 2018, hundreds of flights were can-
celled at Gatwick Airport near London, England, following reports
of drone sightings close to the runway. The reports caused major
disruption, affecting approximately 140,000 passengers and 1,000
flights. A Sussex Police spokesman said: ‘The incident was not
deemed terror-related and there is no evidence to suggest it was
either state sponsored, campaign or interest-group led. Through
corroborated witness statements, it is established that at least two
drones were in operation during this period, and the offender, or
multiple offenders, had detailed knowledge of the airport.3% 3°

Venezuela, 2018
Alleged Assassination Attempt on Venezuelan President

On 4 August 2018, attackers used two DJI M600 drones, each car-
rying a kilogram of C-4 explosive, to reportedly conduct an attack
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on the Venezuelan President Nicolas Maduro while he was giving
a speech at a military parade in Caracas. If confirmed, this had
been the world’s first known attempt to kill a head of state with a
retail drone, purchased online and manually weaponized with mil-
itary-grade explosives. However, the legitimacy of the assassina-
tion attempt is doubted and various countries asked for an inde-
pendent investigation.3® 37 38

Great Britain, 2017
Drone Landing on British Aircraft Carrier

In August 2017, an amateur photographer flew his DJI Phantom
across the Invergordon harbour to take some imagery of the Royal
Navy’s docked aircraft carrier HMS Queen Elizabeth. When the
drone sensed a high wind risk, it landed itself on the flight deck.
After taking pictures from the deck, the photographer managed to
fly the drone back safely. The pilot was aware he had broken rules
on flying too close to the ship and reported himself to armed police
guards at the entrance to the shipyard.>® 4°

Saudi Arabia, 2019
Attack on Saudi Oil Refinery

On 14 September 2019, Saudi oil facilities were severely damaged
by a combined UAS and cruise missile strike which led to the inter-
ruption of an estimated 5.7 million barrels of the kingdom’s crude
oil production per day, equivalent to more than 5% of the world’s
daily supply. The Iranian-backed Houthi rebels in Yemen publicly
claimed responsibility for the attack. However, a United Nations’
investigation concluded that the UAS and land-attack cruise mis-
siles used in the attack did not have sufficient range to have been
launched from Yemeni territory nor had the Houthis been shown to
be in possession of the type of UAS used in the attacks.*" 4> 43
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Summary

UAS and drones have proliferated to such an extent, that their use
against own forces must be anticipated literally anywhere, anytime
and from any potential adversary. This includes both wartime and
peacetime and will occur inside and above NATO territory as well
as abroad. The capabilities of even consumer drones have reached

a

more than sufficient enough level of technology to use them as

efficient tools for ISR, targeting and directing of fires. Potential
adversaries are actively pursuing to mimic Western UAS designs
and their respective warfighting tactics and it would be negligent
to underestimate their fast-developing capabilities.
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The Vulnerabilities of Unmanned
Aircraft System Components

Overview

Unmanned Aircraft share basically the same vulnerabilities as
manned aircraft. However, it is not only the UA which can be sub-
ject to countermeasures. Each individual component of an Un-
manned Aircraft System (UAS) has unique vulnerabilities and
could be targeted to counter the UAS threat. This chapter describes
the different system components, their limitations and vulnerabili-
ties, as well as potential countermeasures against them. The coun-
termeasures themselves will then be discussed in the respective
subsequent chapters of this book.
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Unmanned Aircraft
General Characteristics

Unmanned Aircraft is the overall term for all aircraft that do not
carry a human operator and are operated remotely using varying
levels of automated functions.! However, the prevalent termi-
nology in the civilian domain is ‘drone’, which is almost always
used for the respective consumer and commercial UA variants.
For the purpose of distinction, this chapter will use the terms
‘Unmanned Aircraft’ (UA) and ‘Unmanned Aircraft System’ (UAS)
to indicate military-grade systems, and ‘drone’ for commercial or
consumer products.

Unmanned Aircraft. Most of the current UA share design princi-
ples that seek to optimize long endurance and low fuel consump-
tion. The most prominent features are wings with a very high as-
pect ratio combined with a rear-mounted, fuel-efficient propeller
engine. Together, these provide the desired flight characteristics,
but also bring with them certain disadvantages. High aspect ratio
wings have a fairly high amount of inertia preventing UA from
conducting flight manoeuvres with a high roll angular acceleration
and G-force.? Additionally, the average cruising speed of propeller-
driven UA is quite low, e.g. 60 knots for the Russian ‘Forpost’ or
estimated 80 knots for the Chinese Wing Loong.* * Therefore, the
UA is unable to conduct ‘last-ditch’ manoeuvres and becomes
a rigid target compared to manned fighter aircraft.

Drones. Smaller systems are typically rotorcraft which feature four
or more propellers to keep them airborne. This design allows for
easy take-off and landing, lower airspeeds, and hovering the drone
in mid-air. Together with an easy to use remote control, e.g. a mo-
bile phone or tablet computer application, this design enables
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consumers such as hobbyists, farmers or photographers to operate
drones with ease and without the detailed knowledge and airman-
ship military UAS require. Drones are generally susceptible to
weather conditions, especially strong winds, due to their light-
weight and size. However, their size and weight make them also
highly agile compared to fixed-wing UAS.

Visibility to Radar Systems

The visibility of an object to a radar system is measured by the Radar
Cross Section (RCS). RCS is defined as the measure of a target’s radar
signal reflectivity in the direction of the radar receiver.>®

Unmanned Aircraft. Larger UAS like the Wing Loong, an almost
exact replica of the MQ-1 Predator design, can be expected to dis-
play an average RCS of slightly less than one square meter which is
comparable to non-stealth fighter aircraft.”- % ° Although prototypes
such as the Russian Okhotnik seemingly incorporate stealth technol-
ogy, the vast majority of current systems lack any of these features.

© M JAPCC

Figure 4.1: Chinese Wing Loong (l.) and US MQ-18B Predator (r.).

Drones. In contrast to UAS, the radar reflectivity of drones is rela-
tively low. Due to their small size, the majority of plastic compo-
nents and generally lower operating altitude, they challenge most
traditional air surveillance radars.
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Visibility in the Infrared Spectrum

Hot engine parts, exhaust plumes, the rear fuselage area, and
aerodynamically heated skin are the key sources of aircraft infra-
red (IR) emissions. In general, aircraft with a jet engine have the
highest IR intensity.!°

Unmanned Aircraft. The majority of UAS configurations have
a turboprop engine fitted to the back of the UA, dispersing the
exhaust through the pusher propeller. Compared to a turbo-
jet-powered aircraft, this design results in a much lower IR sig-
nature. However, UAS are not necessarily resistant to attacks by
IR-guided missiles. Modern IR-detection technology with its in-
creased sensitivity is capable of detecting IR radiation in a wide
enough spectrum to spot lower IR signatures from UAS.! 12

Drones have very low IR emissions due to their typically bat-
tery-powered propulsion. However, most objects have a differ-
ent temperature than the environment they are operating in.
Therefore, thermal imaging will most likely reveal the presence
of a drone,'? although not at the longer distance where a hot
engine exhaust can be detected. The very low IR signature may
also be not sufficient for an IR-guided missile.

Acoustic Detectability

Propeller noise can be measured by ground-based stationary
microphones which use the Doppler Effect in the acoustic
spectrum to compute an aircraft’s altitude, speed and actual
revolutions per minute of the engine. Real-time computations
on such signals can provide the direction or location of the
sound source.!*
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Unmanned Aircraft. Many UAS are propeller-driven and generate
a significant amount of noise. Depending on their altitude, the
noise emissions can be so strong, the propeller noise alone may
attract the attention of ground personnel.'® 1® However, UAS oper-
ating at higher altitudes are typically no longer audible for humans
and require dedicated acoustic sensors to be detected.

Drones emit significantly less noise than a UAS equipped with a
turboprop engine. However, the noise level is still loud enough to be
audible at shorter distances. The typical sound level of a consumer
drone is between 70 dB and 80 dB, measured at a distance of one
metre. This is comparable to a motorized lawnmower. If the distance
to a sound source is doubled, the sound pressure level drops by 6 dB.
Figure 4.2 shows this formula applied and how the noise level will
fall below the threshold of 20 dB at a distance of approximately
350 m for the 70 dB drone and 1,000 m for the 80 dB drone, which
means that the average environmental noise in a quiet rural area
will be loud enough to mask the remaining noise of the drone.!”- 18
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Figure 4.2: Average Consumer Drone Audibility.
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Visual Recognition

The range at which aircraft can be detected, recognized and identi-
fied varies with the size, shape and colour of the aircraft, viewing
aspect, visibility conditions, its motion relative to and contrast
with the background and eventually, the visual acuity of the ob-
server. Depending on these factors, the aircraft can be seen at long
ranges in clear weather. When there is rain, snow, fog, dust or
haze, the visibility range may be reduced to zero.!*- 20

Unmanned Aircraft. The largest distance at which an aircraft can
be seen by the human eye can be mathematically predicted from its
size and contrast to the background. Given a perfect black & white
contrast, an MQ-9 Reaper sized UAS, like the Wing Loong II, can
be visually detected at a distance of almost 10 km, whereas lower-
ing the contrast to 50 % reduces the detection range to roughly
half. As military aircraft are typically camouflaged or painted grey
to blend in with the surrounding sky, it can be assessed that visual
detection of UAS without electro-optical support is limited to rang-
es of less than 5 km and is unlikely at altitudes above 15,000 ft.?!

Drones. The challenge with visual detection of drones is their small
size and discriminating them from different moving objects such
as birds or even a plastic bag caught in the wind. It is most likely,
that a drone will be heard before it will be spotted and typically the
noise of a nearby drone is the trigger for visual recognition.

Payload
UA and drone payloads consist primarily of imaging sensors

and - if applicable - a set of weapons. Payloads also have vul-
nerabilities, or better labelled ‘limitations’, which can be
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exploited too, for example, disrupting sensors, or misdirecting
the UA’s weapons.

Sensors

Every sensor has specific characteristics of how it perceives its en-
vironment and how it processes that input into a human-readable
output. The sensor input is typically limited to a certain type of
radiation and its respective wavelength. Disrupting a sensor re-
quires either masking the specific wavelength or using the same
wavelength against the sensor to inject false information or blind it.

Chapter 3 (cf. p. 41 ff.) outlines the most prevalent types of UAS
sensors and their specific characteristics. Most of the time, it might
be more favourable to mask a certain range of wavelengths than to
blind the sensor as active countermeasures may draw unwanted
attention from the UA or drone. Traditional measures such as cam-
ouflage, light discipline, or dispersion of troops may be sufficient
to counter an electro-optical camera. Reportedly, the Taliban in
Afghanistan mitigated their risk of detection by US Predator and
Reaper UAS by simply parking their trucks below trees and cover-
ing them with mattresses to suppress IR radiation from the hot
engine. More sophisticated sensors, e.g. LIDAR or SAR, definitely
require more complex countermeasures to reflect or absorb radia-
tion in their sensing spectrum.

Weapons

UAS can basically carry every type of air-to-air and air-
to-ground ordnance, limited only by its Size, Weight, and Power
(SWaP) restrictions. It should go without saying that countering
a weapon should be the very last option in the overall C-UAS
approach.
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Modern weaponry is typically guided by some precision enhancing
method (Global Positioning System (GPS), internal Inertial Naviga-
tion System (INS) or Laser spot tracking). Terminal guidance can be
based on imagery, light radiation (IR, Laser), or radar reflections. In
general, the same principles about radiation and wavelengths as
discussed in the sensor section above apply to guided weapons as
well. However, a more active approach is required to misdirect an
already released weapon. Laser and radar guidance require clear
reflections from their intended target to hit accurately. IR guidance
also requires a sufficient contrast between the IR source and its
environment. Scattering or delaying reflections in the respective
spectrum may induce significant enough error to the guidance sys-
tem so that the weapon would miss the intended target.

Satellite-aided inertial-guided ammunition utilizes the Position,
Navigation, and Timing (PNT) signals provided by at least one
of the three respective satellite constellations, i.e. GPS (USA),
GLONASS (RUS), and BEIDOU (CHN). The weaknesses and limi-
tations of these systems will be discussed in more detail in
Chapter 12 (cf. p. 209 ff.).

Every ordnance, guided as well as unguided, is susceptible to re-
flecting radar emissions and has a unique trajectory which is clear-
ly distinguishable from natural objects. Depending on their amount
of metal components and overall size, radar reflections may be
quite low. However, these reflections are still above any LSS drone,
and their speed and trajectory can help defenders in discriminating
them from the environment and to detect the imminent threat.

Stand-off Limitations
The maximum functional distance of an imagery sensor, and in

turn the UA, depends on the operational requirements of the
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desired target resolution. A higher target resolution requires a
smaller Ground Resolved Distance (GRD), which is, simply put, the
smallest surface area a single image pixel can display. The GRD
should be at least half of the size of the smallest detail which is
required to be measured for the mission. For example, when try-
ing to detect (not identify) persons on the ground, the GRD should
be no larger than half of the width of the human body, which
equates to roughly 40 cm per pixel.2> 22 This resolution can be
achieved by even legacy cameras at distances of roughly 55,000
ft.2* However, the average operational altitude of MALE UAS is in
the range of 20,000 ft to 25,000 ft to provide sufficient GRD for
positive target identification,?® and, depending on haze, dust and
other vision-obscuring conditions, the effective range can be even
considerably lower.

The maximum range of non-propelled ammunitions, such as
guided or unguided bombs, depends exclusively on the airspeed
and altitude of the delivery platform. Current propeller-driven
MALE UAS have a maximum speed of about 200 kts.2® Modern
manned fighter aircraft are capable of bomb releases at high sub-
sonic or even supersonic speeds and higher altitudes. The total
potential (altitude) and kinetic (airspeed) energy of the weapon at
release are the main contributors to its maximum range. Conse-
quently, the same type of non-propelled ammunition will have a
shorter range if released from a UA than if released from a manned
fighter aircraft.

Limited Situational Awareness
The UAS’ sensors are the only direct source of information to build
situational awareness. Although the sensor suite can take a very

detailed look at a very small area, the viewer has no awareness of
anything outside the ‘soda straw’ field of view of the aircraft’s
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sensors. Boresight cameras mounted on the UA’s nose or tail pro-
vide the crew with a broader view of the flight direction, but they
still do not receive the kind of cues they get from their propriocep-
tive senses.?’: 28 29

Additionally, UAS sensors are generally not designed for threat
detection. In conjunction with the overall limited situational
awareness, this is a fundamental vulnerability. The typical mission
sets for ISR UAS in the relatively benign environments of the last
decade have led to a focus on the improvement of sensor payloads
rather than on the development of self-protection capabilities.*°
Although self-protection suites used on manned aircraft are avail-
able, few, if any, UAS are currently equipped with them.

Human Element

Although the UA itself does not carry a human crew, there are a
lot of personnel involved in the operation of UAS. Hence, attack-
ing the personnel rather than the UA itself may also be a favour-
able option. UAS personnel can be classified into three catego-
ries: The Launch and Recovery Unit (LRU), the Mission Control
Element (MCE) and the Processing, Exploitation, and Dissemina-
tion (PED) element.

Launch and Recovery Unit

Depending on the UA’s effective range, the LRU usually has to be
located into or near the Area of Operations (AOO). For smaller
UAS, the LRU is most likely deployed inside the AOO. For larger
HALE and MALE systems with higher effective ranges and air-
speeds, the LRU may be deployed to a neighbouring host nation.
Launching and recovering UA requires a Line of Sight (LOS) data
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link from a local Ground Control Station (GCS) and suitable airport
infrastructure with a decent sized runway. Like for any other mili-
tary aircraft, additional personnel for refuelling, arming and per-
forming maintenance are needed as well. This infrastructure is
likely to be well defended; however, a successful attack on an LRU
will disrupt any UAS operations significantly.

Mission Control Element

Larger military UAS are typically capable of operating Beyond
Line of Sight (BLOS) after transferring control from the LRU via
satellite to a remotely-based MCE, which can be deep inside the
enemy’s territory. Home-based UAS personnel are subject to the
protection of their country’s territory, which makes access more
difficult than inside or near the AOO.

Processing, Exploitation and Dissemination Element

The data links that enable UAS to be operated BLOS also permit
conducting PED from afar, via any network attached to the UAS.
Many nations operating UAS use some kind of central ‘reach back’
intelligence organization to conduct their PED. This is due to the
vast amount of imagery and Full Motion Video (FMV) delivered by
current UAS. Like the MCE, they also enjoy the protection of their
home country’s security environment.

Off-Duty Personnel

As briefly outlined above, UAS personnel working in the MCE and
PED element are more difficult to access than if they were inside
the AOO. However, the perceived threat level and actual level of
alert for military installations in the home country may be lower
compared to that of deployed forces, which may be exploited for

65



The Vulnerabilities of Unmanned Aircraft System Components

own countermeasures. Additionally, MCE and PED personnel usu-
ally have the option of leaving the protected military environment
while off-duty, which, in fact, does not change their status as com-
batants and legal targets. This provides a window of opportunity to
strike when the individual is most vulnerable. Individual targets
may be identified by traditional intelligence, but also by exploiting
social media and the internet. Additionally, they may be identified
by name tags, unit patches, or special insignia which some coun-
tries award to their UAS operators.

Control Element

The Control Element consists of its physical infrastructure (hard-
ware) and a non-physical (software) component. Both may be sub-
ject to different types of countermeasures. The physical part may
be subject to kinetic countermeasures while the non-physical part
may be subject to countermeasures in the cyber domain.

External Hardware Components

The Control Element’s prominent hardware components typically
consist of a shelter or trailer containing the controls to operate the
UA and a satellite earth terminal for BLOS communications. Due to
their unique size and shape, the hardware components may serve
as a means to positively identify them as UAS components. Addi-
tionally, their persistent radio transmissions may also reveal their
location to electronic reconnaissance.

Non-deployable GCS integrated into existing infrastructure can
make them indistinguishable from other multi-purpose buildings;
however, roof-mounted communication equipment may reveal
the purpose of the building. The most prominent characteristics
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Figure 4.3: Potential Satellite Ground Terminals at Hmeimim Airbase, Syria.

of any GCS are the BLOS satellite earth terminals which can have
antenna diameters of several metres. Communication antennas of
this size are easily recognizable since they require a minimum
safety distance from surrounding equipment and personnel due
to the radiation hazard. Fixed installations of satellite earth ter-
minals could even be identified by using publicly available satel-
lite imagery.

Software Components

To destroy, disrupt or infiltrate the software portion of the Con-
trol Element, potential countermeasures must first gain access to
the network, either directly or remotely. The software compo-
nents necessary to operate a UAS are not limited to the GCS, but
also include the aircraft, satellites and ground stations if applica-
ble, as well as support systems for logistics, maintenance or PED.
This provides a broad spectrum of possible entry points into the
UAS network.’!
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To gain access to these software components, human weaknesses
may be exploited. According to the adage, ‘a chain is always only
as strong as its weakest link’, even highly secured and physically
separated military networks may be infiltrated through the identi-
fication of individual personnel that can be persuaded to support
own countermeasures.

Data Link

Data links connect the UA with the GCS which enables operators
to remotely control the UA and receive transmissions. Data links
can be established either by radio for LOS communications or sat-
ellites and network nodes for BLOS communications. The radio
transmissions may be subject to attack by EW, whereas the net-
work nodes may be attacked by means of cyber warfare. The UAS’
vulnerabilities in the cyber domain have been outlined in the pre-
vious chapter. These same tactics also apply to the data link’s net-
work nodes used for BLOS communications. Therefore, this chapter
focuses on the vulnerabilities of UAS radio transmissions only.

Unmanned Aircraft

UA typically use two or more antennas to maintain the data link
between the GCS and the satellite. Antennas to receive signals
from the GCS face downwards and may be directional and/or om-
nidirectional. Antennas to receive satellite signals face upwards
and are typically directional.??> Because the omnidirectional LOS
antennas are usually only used for launch and recovery, the time-
frame to interfere with the LOS data link is quite short. However,
especially during the landing phase, the UA is highly vulnerable to
a possible data link loss. The directional antenna for satellite com-
munications can be considered less vulnerable to ground-based
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electromagnetic interference than either its main lobe or side lobes
which face the ground. Successfully injecting signals into the UA’s
satellite antenna requires either airborne or space-based EW assets.

Ground Control Station

Like the UA, the GCS uses separate, directional antennas for LOS
and BLOS communications. Depending on the position of the UA
or satellite, the LOS and BLOS antenna may have to be aimed at
shallow angles and in the direction of NATO forces, which exposes
the main lobe to electromagnetic interference. Maintaining LOS
communication with a low flying UA during recovery makes the
LOS antenna even more susceptible to electronic attack. As previ-
ously discussed, disrupting LOS communication during recovery
operations may result in the loss of the aircraft.

Satellite

Geostationary communication satellites usually cover a large area of
the Earth’s surface. To disrupt satellite communications, spurious sig-
nals could be transmitted from any location inside the satellite’s foot-
print. Military-grade equipment is not necessarily required to conduct
an electronic attack on receiving antennas. Any civilian broadcasting
station is capable of interfering with the satellite uplink.>?

Satellite Ground Segments

Countermeasures against the satellite ground segments can disrupt
the respective space assets. Critical ground control facilities associ-
ated with space systems, both military and civilian, are valid tar-
gets if operated in support of an adversary’s armed forces. NATO
needs to identify those ground facilities which are critical to adver-
sary UAS operations, especially those that are non-redundant.?*
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Positioning, Navigation and Timing Systems

Most UAS use a dedicated PNT data link to determine its precise
location, and this link must be maintained to ensure mission suc-
cess. The PNT signal strength measured at the surface of the Earth
is roughly equivalent to viewing a 25-Watt light bulb from a
distance of 10,000 miles. This weak signal can easily be jammed
by a stronger power transmission in a similar frequency.?> 3¢

Any radio navigation system is generally vulnerable to interfer-
ence. A typical patch antenna used to receive PNT signals must
be able to receive them from virtually the entire sky. The advan-
tage of this omnidirectional design is that even signals from sat-
ellites, which are just above the local horizon, can be received.
However, this design is susceptible to a broad range of interfer-
ence and jamming.?”> 38

Support Element

The Support Element includes all of the prerequisite equipment
to deploy, transport, maintain, launch and recover the UA and
its associated communications equipment. The Support Element
is typically deployed and located in or near the AOO, depending
on the UA’s effective range. Like manned aircraft, UAS typically
require an appropriate logistics footprint, e.g. shelters for refu-
elling, arming and maintenance. MALE and HALE UAS usually
also require an adequate airport infrastructure with a runway of
roughly 2,000 m. The exposure of Support Element personnel
and equipment is identical to that of the LRU and MCE as
already discussed in the ‘Human Element’ section.
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Summary

This chapter outlined the broad scope of potential points of attack
when having to counter UAS and drones. Most notably, possible
countermeasures are not limited to the air domain, but also include
actions against installations and personnel on the ground, interfer-
ence with the electromagnetic spectrum up to the space domain as
well as cyber-attacks in the non-physical realm of the respective
computer networks. Consequently, there is also no single solution
that is suitable to counter all types of unmanned systems or their
components. The following chapters in this book will outline vari-
ous approaches which can contribute to a comprehensive C-UAS
effort that aims at the many potential points of attack against ad-
verse unmanned systems.
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A Methodology for Countering
Unmanned Aircraft Systems

Overview

The challenge of Countering Unmanned Aircraft Systems (C-UAS)
has been recognized and taken seriously after incidents with com-
mercially available drones showed that even small systems could
project a viable threat to political leaders, critical infrastructure
and commercial businesses. Chapter 3 (cf. p. 48 ff.) provided some
examples of recent incidents and outlined them in more detail.

A multitude of C-UAS systems have since been developed to sat-
isfy the growing need to defend against drones, especially in the
low, slow, and small spectrum. In principle, these systems are de-
signed to detect and then engage the threat, and some systems have
indeed proven to be quite successful in fulfilling their mission.
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- C-UAS Methodology
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However, a comprehensive C-UAS approach must not only rely on
reacting to an imminent threat, but it has to include preventive
measures as well. Assuming that preventive measures helped elim-
inate the presence of a drone in the first place, then no active
countermeasure would be necessary.

This chapter provides a potential methodology which incorporates
preventive as well as reactive countermeasures. The countermeas-
ures are listed sequentially, based on the time available to employ
them. The previous two pages portray that approach in general
terms, whereas the subsequent sections will describe every measure
in more detail.

Preventive Countermeasures

Preventive countermeasures have the advantage, if successfully
applied, that a potential threat will not even occur and reactive
countermeasures need not be employed. Moreover, they are not
subject to time pressure, as preventive measures can be taken well
in advance and thoroughly planned.

Deterrence

Successfully deterring enemy forces or civilians from using
UAS or drones will negate the threat completely. For deterrence to
be effective, enemy forces or civilian drone users have to antici-
pate such negative consequences that the mere prospect of suffer-
ing them is sufficient to refrain from using UAS or drones.

Deterring enemy forces from using UAS is undoubtedly problem-

atic, as these systems offer significant military advantages without
putting the lives of their forces at risk. However, the prospect of
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losing a high number of UAS to NATO air defences may be a suf-
ficient deterrent if the adversary’s military budget is constrained or
the availability of UAS is so limited that losing them is not afford-
able. Strategic Communications (STRATCOM) may also help spread
the message that UAS employment against NATO territory or forc-
es will be denied or come at a high cost. Consumers and commer-
cial companies may be fined for unlawful use of their drones. This
probably requires dedicated legislation, but at minimum the incor-
poration of unmanned flight into the national rules of the air. This
may not entirely prevent drone incidents, but it may help reduce
them significantly and allow the focus on actual threats.

Suppression

If enemy forces or civilians cannot be deterred from using UAS or
drones, the next step would be to deny them access to NATO airspace
or protected areas and prevent them from achieving their goals.

For military UAS, NATO air defences and Electronic Warfare (EW)
are likely the most effective means that can successfully suppress
enemy UAS operations. During open conflict, Air Interdiction (Al)
and cyber-attacks against UAS ground installations and networks
may prevent UAS employment right from the start. EW will also
work against consumer and commercial drones; however, peace-
time restrictions may limit this option significantly. Again, legisla-
tion may be an option to impose obligations for manufacturers
that drones adhere to flight restrictions automatically, e.g. incorpo-
rating geofencing parameters by default.

Avoidance
If the employment of UAS or drones cannot be deterred or suppressed,

the detection or effects from these systems need to be avoided.
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Avoiding detection or kinetic effects from the air is not new. How-
ever, many traditional measures may not have been sufficiently
trained or even forgotten in the last decade due to the war on ter-
rorism and the actual absence of a serious air threat. Long estab-
lished Tactics, Techniques, and Procedures (TTP) may have to be
brought back to soldier’s minds, and, if necessary, reviewed and
modified for this new type of air threat. Modern sensor technology
may be countered by fielding newer materials which are capable of
better absorbing or reducing radar reflections or thermal signatures.
Protective measures for military installations and critical infrastruc-
ture, but also military forces in the open, may require review and
modernization to shield them from detection and kinetic effects.

Reactive Countermeasures
Detection

As a prerequisite for any further countermeasures, the existence
of a threat must first be identified. Detection is the first action in
a series of active measures against UAS or drones, and therefore
time is one of the most critical factors. In general, detection must
take place at the earliest possible time and the furthest measura-
ble distance.

Intelligence, Surveillance and Reconnaissance (ISR) is the key to
detecting and identifying threats from UAS or drones. Most im-
portantly, ISR should not be limited to the UA itself; the detection
of any elements or components of an unmanned system could
help to increase situational awareness of an imminent adversari-
al deployment of UAS. Electromagnetic Operations as part of Sig-
nal Intelligence (SIGINT) could also contribute to detecting UAS
and drone threats as most systems require continuous radio
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transmissions to operate. Newer methods of Command and Con-
trol (C2) of UAS and drones use cellular networks, and this may
require additional cyber tools to help detect this communication.
In particular, the use of drones for private and commercial use
may require updated regulations and data protocol disclosure to
help law enforcement agencies and the military detect and iden-
tify drone operations.

Decision-Making

Defending against an imminent UAS or drone threat is the most
time-critical. Due to their size and altitude, the detection of Low,
Slow, and Small (LSS) drones can be expected to be generally later
and the reaction time significantly shorter than for HALE and
MALE UAS or fighter aircraft in general.

Established Air C2 and Time-Sensitive Targeting (TST) procedures
may require a review to determine if and how to accelerate deci-
sion-making processes and probably delegate decision-making au-
thorities to counter this new type of air threat. Countering LSS
drones is probably more a question of rapid self-defence at the
team or squad level than decision-making at higher echelons. This
may require the general incorporation of drone countermeasures
into the regular curriculum and training of each soldier. Addition-
ally, countering UAS and drones in peacetime may require close
cooperation with law enforcement agencies and the clear delinea-
tion of responsibilities.

Neutralization
Defending against UAS or drones not only involves traditional ki-

netic engagement of the air threat, but may also require actions
against other UAS elements and components to be effective. Non-
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kinetic measures and activities in the electromagnetic and cyber
domain may contribute to a more balanced and proportionate
C-UAS approach, if peacetime restrictions apply or fratricide and
collateral damage is a concern.

With lesser priority, but certainly worth considering, are the cost-
benefit assessments when having to counter cheap UAS and drones.
Cheap production and acquisition of drones is an enemy’s clear
asymmetric advantage, if NATO’s options are limited to costly
countermeasures only. Legacy AD systems, which are no longer
suitable for fighting 5" generation aircraft, could offer excellent
potential for a cost-effective C-UAS solution.

Summary

Time is the key factor when having to counter UAS or drones. Most
of the currently available C-UAS systems focus on the ‘detect,
track, and engage’ sequence only. Passive measures and prelimi-
nary actions to deny adversarial UAS and drone usage right from
the start help reduce potential threats, focus on less remaining tar-
gets and gain precious time. Once active measures have to be tak-
en, decision speed is decisive. Moreover, C-UAS is not an anti-air
activity only but includes actions against all elements of the un-
manned system. Non-kinetic and low-collateral damage approach-
es complete the picture and contribute to a balanced and propor-
tionate C-UAS approach.
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Joint Intelligence, Surveillance,
and Reconnaissance

Introduction

This chapter discusses the role of Joint Intelligence, Surveillance,
and Reconnaissance (JISR) in support of countering Unmanned
Aircraft Systems (UAS) and the essential contributions of the dif-
ferent intelligence collection disciplines throughout all phases of
the C-UAS methodology described in the previous Chapter. This
chapter will also highlight how JISR can support UAS related
threat assessments at all levels and it provides an outlook of poten-
tial future challenges regarding JISR.

The proposed C-UAS Methodology (cf. Figure 5.1, p. 76) comprises

a broad range, from deterrence to neutralization, and from preven-
tive to reactive countermeasures. A prerequisite to successfully
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C-UAS Methodology*

Suppression 1 Before the
PP imminent threat
Avoidance —
Detection S—
isi i During the
Decision Making | imminent threat

*cf. Chapter 5, p. 75 ff.

Figure 6.1: Intelligence Cycle and JISR process within C-UAS.

apply this method are defined threat vectors. Although these vec-
tors are not always predictable with absolute certainty, JISR can
provide probabilities if a threat exists and how it could evolve, so
C-UAS measures can be planned and developed accordingly. Be-
cause of this, the intelligence cycle and the JISR process have to
start even before the described C-UAS Methodology comes into
play. Then, once a threat is identified, JISR also needs to continu-
ously accompany and support every single line of effort within the
C-UAS Methodology.

Taking Preventive Action: The Joint Intelligence
Preparation of the Operational Environment
According to Frank Herbert’s famous quote, taking preventive action

against a threat requires knowledge of its existence. Hence, the first
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Intelligence Cycle JISR Process
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step to prepare for countering UAS is to identify how likely a threat is
to occur, how it is likely to emerge, and from where it might originate.

‘The first step in avoiding a trap is knowing of its existence.’

Frank Herbert
from his 1965 novel ‘Dune’

By definition! a threat can be described as ‘an expression of inten-
tion to inflict evil, injury, or damage’. However, this definition cov-
ers only the intent of potential adversaries willing to impose a
threat, but not the means to do so. To constitute a valid threat, both
factors need to be accounted for. Therefore, JISR has to identify the
potential adversaries and their intent, as well as their available
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means to pursue their objectives. Chapter 3 (cf. p. 34 ff.) describes
some potential threat scenarios originating from various actors,
ranging from consumer and commercial drones operated by indi-
viduals to advanced UAS employed by state-sponsored organiza-
tions or regular armed forces. Although the actual countermeas-
ures against these threats may differ, the intelligence requirements
and JISR contributions to the C-UAS process as a whole will re-
main unchanged.

... ] the establishment of a common threat database [. . . ] will enhance identification and clas-
sification and will help reduce fratricide. In the case of UAS, everything is enemy — until proven
friendly. [. . .] Establishing a common UAS database, with a single intelligence organization re-
sponsible for its operation, would provide a considerable advantage for the warfighter”

Colonel Matthew T. Tedesco
United States Army

With regard to C-UAS, intelligence collection and analysis should
be focused on a potential adversary’s unmanned systems inven-
tory, these systems’ capabilities and anticipated performance, as
well as their possible evolution in the future.* Therefore, UAS
require consideration and implementation in both the intelligence
cycle and the JISR process. To develop an effective C-UAS stand-
ard, all intelligence activities should take the following infor-
mation requirements about a potential adversary’s drones and
UAS into account:*

» General System Features and Characteristics;
* Physical Structure of the UAS;

» Sensors and Weapons Capabilities;

» Possible System Adaptations;
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» System Interoperability, especially Sensor-Shooter Interrelations;

* Command & Control, especially Radio Frequencies;

+ System Vulnerabilities, Resilience and Redundancy;

* Logistic Supply Chain and Contractors;

* Tactics, Technics and Procedures (TTP);

* Potential Chemical, Biological, Radiological, and Nuclear
(CBRN) upgrades.

Following collection, the above data needs to be processed and as-
sessed as to whether and how a threat can be deterred, suppressed
or avoided. This assessment is provided by the intelligence cycle
which is supported by the JISR process. A plain technical analysis
of an unmanned system and the deduction of its potential capa-
bilities can already provide a reasonable estimate of its ability to
impose a threat on friendly forces. However, as already mentioned,
the potential adversary, their intent, and their willingness to inflict
harm need to be taken into the equation as well. To do so, there are
two possible approaches, depending on how much time and ana-
lytical resources are available:

Identify possible actors which pose a threat and then analyze
their UAS capabilities. This approach focuses on the potential
adversary and has the advantage of significantly reducing the
number of UAS to be assessed. Facing clear signs of an emerging
crisis or a likely adversary, it is a very efficient way to analyze the
threat, especially when time is a critical factor.

Identify all UAS which could pose a threat and then merge
these with possible hostile actors if required. Establishing a
common threat database of most UAS requires significant time
and effort but has the advantage of having knowledge readily
available when required. This, in turn, would be significantly ben-
eficial for the first approach, when time is critical.
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Both approaches have their own relevance and should comple-
ment each other to successfully contribute to the Joint Intelli-
gence Preparation of the Operational Environment (JIPOE).> The
most relevant intelligence gathering disciplines that can contrib-
ute to both approaches and the JIPOE are briefly discussed in the
following sections.

Open Source Intelligence (OSINT) can exploit, for example, cata-
logues and advertisements of different commercial UAS manufac-
turers, or analyze market trends at commercial and scientific ex-
hibitions and conferences. Like with any other information, these
sources must be thoroughly assessed with regard to their credibil-
ity and reliability as open-source information is generally vulner-
able to falsification and should not be accepted as the main source
of intelligence. Many governmental and non-governmental intel-
ligence agencies use open sources to release fake or biased ver-
sions of news stories. Chapter 16 (cf. p. 283 ff.) discusses counter-
ing disinformation in more detail. Nevertheless, OSINT remains a
good source of information to track emerging UAS technologies
and the evolution of unmanned systems for civil, public, as well
as military applications.

Imagery Intelligence (IMINT) can provide relevant information on
an adversary’s UAS inventory, the numbers and types of systems,
as well as their supporting equipment. Imagery of UAS compo-
nents, for example satellite ground terminals and ground control
stations or dedicated UAS ammunitions and spare parts near an
airfield, if visible, can reveal the presence of a UAS capability with-
out having to detect the actual unmanned aircraft. Frequent im-
agery of suspected or identified UAS locations can help reveal new
acquisitions of systems and identify upgrades in UAS capabilities.
For example, satellite terminals which were not present before,
could indicate a new Beyond Line of Sight (BLOS) capability.
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Technical Intelligence (TECHINT) concerns itself with foreign
technological developments and the performance and operational
capabilities of foreign materials, which have or may eventually
have a practical application for military purposes.® As UAS tech-
nology is a global phenomenon, TECHINT does not necessarily re-
quire captured enemy materiel. Technical analysis of common UAS
components manufactured in neutral or friendly countries and dis-
tributed by a global supply chain (for instance EO/IR sensor chips,
microprocessors or engine parts) could provide sufficient insight
into a foreign unmanned system’s capability.

Human Intelligence (HUMINT). UAS activities always involve peo-
ple, whether in research and development, production, or deploy-
ment. HUMINT can approach these human resources, either overtly
or covertly, to gain more specific information than technical sys-
tems, like satellites, could provide. However, HUMINT is thoroughly
based on the credibility and reliability of the human source targeted.

Acting on the Imminent Threat: the‘S’in JISR

Once a UA is airborne, surveillance as an integral part of JISR be-
comes relevant. In an operational environment, JISR responds to
the Commander’s Critical Information Requirements (CCIR)” by ap-
plying tactics, techniques and procedures to detect, identify, and
disseminate intelligence data in support of C-UAS and the opera-
tional planning process.

Detecting UA in flight is often the first step in defending against
them. Larger UA can be detected even with legacy radar systems,
whereas Low, Slow and Small (LSS) drones require more specialized
equipment to distinguish them from clutter, e.g. leaves and birds.
However, apart from airspace surveillance, reliable identification of
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the intruding UAS and its capabilities, as well as identifying the
origin of the C2 transmission, is critical for selecting appropriate
countermeasures. To provide this reliable identification as a pre-
condition for high confidence real-time decisions, including weap-
ons engagement, all intelligence collecting disciplines have to con-
tribute the necessary data. For example, this includes information
about the capabilities and the level of autonomy of the UAS, loca-
tions of adversary Launch & Recovery Elements (LRE) and Mission
Control Elements (MCE), as well as SATCOM assets and the fre-
quencies used. C-UAS systems must be fed with this information,
preferably in real-time, to process a suitable target solution. The
most relevant intelligence gathering disciplines that can contribute
to surveillance are briefly discussed in the following section.

Acoustic Intelligence (ACINT) collects and exploits acoustic sig-
nals or emissions.® ACINT has some long-established applications
in the maritime environment (sonar) but is also used to locate rock-
et launch sites or artillery firing positions. Dedicated acoustic de-
tection systems for locating UAS in flight are already developed
and available on the market, but their current effective range is
limited to less than a few kilometres. At longer distances, the envi-
ronmental noise will simply mask the sound emissions from the
UAS’ engine and propeller. Chapter 4 (cf. p. 58 f.) discusses drone
and UAS audibility in more detail. However, ACINT systems could
be relevant at the tactical level and a built-in database of acoustic
drone signatures could support the identification of the detected
drone model and manufacturer.®

Imagery Intelligence. The vast majority of surveillance is conduct-
ed in the optical spectrum, to include not only visible but also
infrared and ultraviolet light emissions. IMINT can identify the in-
frastructure and support equipment necessary to operate larger
UAS not only during the JIPOE, as already discussed, but also dur-
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Figure 6.2: UAS Frequency Bands!

ing the Battle Damage Assessment (BDA) process once these targets
have been engaged. Moreover, IMINT can actively pursue the iden-
tification of temporary UAS launch sites and mobile launch plat-
forms. On the tactical level, dedicated C-UAS systems are typically
equipped with an additional EO/IR camera to augment the primary
sensor and to support the operator in validating the detected object.

Signals Intelligence (SIGINT) collects and exploits transmissions
throughout the entire radio frequency spectrum. If not fully au-
tonomous, almost any UAS relies on electronic communications
and one or more data links. Figure 6.2 depicts the frequencies used
by the majority of current drone and UAS models. SIGINT can de-
tect and intercept UAS transmissions and analyze the respective
signal to identify the drone or UAS. The exploitation of the trans-
mitted data may reveal significant information about the UAS, like
its location, planned flight route, engine status, and more. Similar

The most common frequencies used for remote controlling consumer drones are: 900 MHz, 1.2 GHz, 2.4 GHz, and 5.8 GHz. Special-
ized long-range UHF control systems operate at 433 MHz or 869 MHz and are commonly used to achieve greater control range,
while the use of directional, high-gain antennas increases video range. Data links for military UAS encompass the full range from
UHF (400 MHz and less) to commercial and military Satellite Communications (up to 30 GHz).
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to the recommended audio database for ACINT, it is desirable to
implement a comparable approach in the SIGINT domain, to in-
clude: UAS data link frequencies, waveforms, protocols, and en-
cryption methods.

Other intelligence disciplines, such as Measurement and Signature
Intelligence (MASINT) or Scientific and Technical Intelligence
(STI)!© are required to support this SIGINT approach because they
provide the relevant information about the respective UAS and the
technical analysis of their radio frequencies.

Human Intelligence. Although HUMINT could not directly con-
tribute to surveillance and countering an imminent UAS threat, it
can fill data collection gaps and provide additional intelligence
about: locations of temporary launch sites and UAS ground ele-
ments, logistic support routes, or regular launch & recovery sched-
ules. Interrogation of captured personnel could provide more reli-
able information on enemy UAS and their capabilities.

General Reporting Procedures. JISR depends on a continuous
flow of information, which does not necessarily only need to orig-
inate from the specific intelligence disciplines. The eyes and ears of
every soldier are highly valuable sensors to augment the data col-
lection and could help to complete the situational picture. Chapter
15 discusses reporting procedures and the respective requirements
for education and training in more detail.

Tasking, Collection, Processing,
Exploitation and Dissemination

Drones and UAS require consideration throughout the entire Task-
ing, Collection, Processing, Exploitation and Dissemination
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(TCPED)" process to raise awareness on this new type of threat and
as a prerequisite for any defensive measures to follow. This is likely
to require contributions from all of the aforementioned intelligence
collection disciplines and their associated sensors. TCPED needs to
develop applications and tools to store drone- and UAS-related
technical data and signatures to enable intelligence and C-UAS
systems to utilize that information for the identification of the re-
spective drones and UAS. Establishing a common UAS database
will likely accelerate the TCPED process with regard to UAS identi-
fication and enable more flexible support to ad hoc and dynamic
requests. Notably, the sooner information about drones and UAS is
collected and analyzed, the more effectively the recommended
database could be utilized. Therefore, all intelligence disciplines
need to consider pre-emptive data collection of potential adversar-
ies’ UAS, but also of dual-use consumer and commercial drones.

Three Considerations for Adapting
to the C-UAS Challenge

According to NATO AJP-2.7 ‘the harmonization of intelligence and
operations functions is essential to maximize the efficiency and
effectiveness of the employment of JISR capabilities’.!? In the
C-UAS context, three considerations about the key elements of
JISR and its associated processes should be made, namely about
agility, adaptability and innovation.

Agility
The purpose of intelligence is to gather, analyze and disseminate
information to support the decision-making cycle at all levels of

operations. Drones and UAS represent a complex challenge as there
is a multitude of different models with different characteristics and
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capabilities. Larger systems can consist of many different compo-
nents which are dispersed throughout all domains, to include air,
land, space, and even cyberspace. Collecting information about all
the different drones and UAS as well as their components and
characteristics in all of these domains is likely to result in an
‘ocean’ of stored data and information. Consequently, the JISR ar-
chitecture requires a high level of agility in managing this vast
amount of information. This agility may only be achieved with the
help of automated processes and probably computer-aided analyt-
ics and decision-making support.

Adaptability

The recent decades have seen a significant change and evolution
of warfare. It shifted from global war against terrorism to a
near-to-peer or peer-to-peer confrontation. Nuclear, biological
and chemical weapons have been uncontrollably spread to states
that should never have been allowed to get their hands on these
technologies. In the same way, the ever-accelerating develop-
ment and proliferation of drones and UAS are enabling potential
adversaries to acquire new, previously non-existent capabilities.
Hence, JISR needs to adapt to these emerging capabilities and
enhance the awareness of the C-UAS challenge. Adaptability
might also be required when urgent Collection Requirements
(CRs) emerge, and the analysis of adversary UAS receives a high
priority in operational planning. NATO doctrine already states
that its JISR architecture should be adaptive to ‘rapid reconfigu-
ration’!*> With respect to drones and UAS, this implies the con-
sideration of the different domains in which the individual com-
ponents of the UAS operate and the geographical region from
which they are controlled. It also requires consideration of ene-
my UAS inventories, including dual-use commercial systems, as
well as enemy UAS and drone tactics, techniques, and proce-
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dures, to create a comprehensive awareness of how to counter
the UAS threat. To highlight the importance of adaptability,
Chapter 3 (cf. p. 43 f.) provides an example of how Russian forc-
es directed and adjusted fires in Eastern Ukraine with simple
commercial off-the-shelf drones.

Innovation

Innovative technologies and methods offer many opportunities for
data collection, processing, and exploitation. JISR should not be
limited to classically exploiting information, but rather should initi-
ate an innovative way of thinking how to incorporate the various
drone and UAS components into the Collection Task List (CTL). In a
complex environment, the use of cognitive analysis tools for the
exploitation of high-resolution images and the automatic identifica-
tion of moving objects are just two examples of potential ways to
implement computer-aided analysis support. This may help to re-
duce the workload of limited, valuable human resources. Eventually,
data analytics techniques may be able to automatically generate
JISR results,'* and significantly reduce the required time to deliver
reliable information about potential UAS threats.

Conclusion

Drones and UAS are complex systems which do not only consist of
the unmanned aircraft. All of the different system components
may provide individual opportunities for countermeasures and
need discreet consideration in the JIPOE. JISR has to provide the
relevant data of enemy UAS and their components. This large
amount of information needs to be stored in advance, preferably in
a common database, so that it can be made available at the begin-
ning of any operational planning. This database would also help to

99



Joint Intelligence, Surveillance, and Reconnaissance

feed timely, actionable intelligence into the targeting cycle to sup-
port the C-UAS weapon systems embedded in the proposed C-UAS
methodology. This may require the design of a more modern and
connected intelligence structure and information sharing policy
amongst the NATO member states. In this context, it is important
that the interfaces between JISR, the intelligence cycle, and the
targeting cycle are well defined, synchronized and harmonized.
Personnel from the aforementioned disciplines have to be trained
in the collaboration between these processes. To further improve
cooperation, it is advisable to deepen this during exercises in order
to get a routine and common understanding of the processes.
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Defensive Counter-Air Operations

Introduction

As technology evolves, the technical options and consequently the
military applications for unmanned aircraft become more diverse.
Theoretically, every manned system could be construed as an un-
manned version. But the lack of necessity for a pilot to be in the
system gives engineers options, which were not fathomable before.
However, from an Air Defence (AD) perspective manned and un-
manned aircraft are ‘effect delivery platforms’ and the delivery of
their effects needs to be prevented. This chapter will highlight a lot
of the similarities with traditional AD, but will also emphasize the
problem’s complexities and additional options for dealing with this
constantly evolving threat.
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Why are Unmanned Aircraft Systems
Different to Traditional Air Threats?

The main difference between UAS and regular aerial systems is the
fact that the UA itself has no human pilot on board. If this were the
only difference, the current requirements for AD would not change.
However, the fact that the pilot is not part of the actual airframe or
not necessary at all allows for new categories of aircraft and also
allows for new ways of using an UA with new or enhanced em-
ployment methods.

Not having a pilot on-board allows developers to perform systems
engineering with a far more mission-centric mindset than before. Not
only does a pilot impose a minimum size requirement for airframes,
but it is also a biological limiter, affecting overall dwell-time, system
robustness and even expendability. However, according to the princi-
ple ‘form follows function’, UA will have to have a certain size, weight,
and flight altitude to fulfil their mission. For example, a 10 kg UA
flying at 20 km altitude for 24 hours, carrying high-resolution cam-
eras or air-to-ground missiles is technically not feasible. That means a
certain kind of UA can be expected for a certain type of mission.

However, from an AD perspective, the main objective is to prevent
the delivery of effects by adversary air threats. For this, the air-
frame or the payload needs to be targeted in the air, on the ground
or its logistic support needs to be negated. For each option, there is
a so-called kill chain following the F2T2EA (Find, Fix, Track, Tar-
get, Engage, Assess) logic.

Kill Chain
The United States of America developed the F2T2EA kill chain

model inspired by General Ronald R. Fogleman.! Analysing the six
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steps defined by their keywords will shed some light on the ques-
tion of how the kill chain works, and why there are additional op-
tions for UA defence.

Find. This is the initial element to start the entire process. Informa-
tion collection in regards to Intelligence, Surveillance and Recon-
naissance (ISR) to provide a proper Joint Intelligence Preparation
of the Operational Environment (JIPOE) is obligatory to be suffi-
ciently informed about the expected threat. In parts, this has to take
place long before an actual C-UAS operation, but the theoretical
planning process to develop defensive reactions is based on these
prerequisites; on a practical note, sufficient surveillance is consid-
ered to be obligatory.. Before thinking about any active defensive
actions, it is mandatory to ‘find’ targets. Sensors (e.g. radars, but
also optical and acoustic systems) are required to detect any air
targets. Sensor requirements for UA, which are similar to known air
threats, should be satisfied by existing systems. Although, the
smaller the UA and lower the flight altitude, the more complex it
will be to reliably execute the first step of the kill chain with Sur-
face-Based Air and Missile Defence (SBAMD) sensors. Therefore,
finding UA before they are airborne could significantly enhance
SBAMD operations, at least in passive defence terms.

Fix. The meaning of fix in the AD domain is to identify the de-
tected air targets. This will contribute to proper situational aware-
ness (SA) and allow valid and consequent decision-making. This
becomes especially problematic, but very important in peacetime,
due to the massive increase of private or recreational UA.

Track. Tracking the identified radar contact is mandatory to con-
tinue the dynamic decision-making process. In relation to the track
history and the current track behaviour, military leaders are capa-
ble of prioritizing or retaining attack options. Individual tracks
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may be sorted and allocated to weapon systems, which directly
leads to the next step.

Target. Final coordination including the reassurance of the correct
classification and identification is going to lead into the final ap-
proval for engagement under consideration of all applicable laws
and Rules of Engagement (ROE).

Engage. The allocated weapon system is ready to fire and will re-
ceive the engagement order. Like with other air threats against
UAS, this process will work in all modes of operation, depending
on the individual situation and UA.

Assess. The last step in the kill chain is the assessment of engage-
ment success. The outcome of this assessment could be an all-clear,
a re-engagement or the alerting of threatened sites.

Additional Options to Counter Unmanned Aircraft Systems

As previously mentioned, for regular manned air threats the kill
chain can be aimed at the aircraft, the payload or the logistical
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Figure 7.1: Difference between Manned and Unmanned Aerial Systems.
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backbone. When dealing with UAS, three more target options arise.
These are the control element, the human operator or the control
link/mechanism.

Every individual target option requires an additional kill chain,
which enables the suppression of the UAS’ mission, in several cas-
es even without physically destroying the aerial vehicle itself. Also,
smaller UA might only have a very short-range and therefore will
be launched well inside of any SBAMD sensor envelope, reducing
available time for SBAMD systems to react. In this case, the initial
act of finding an UA before it ever becomes airborne is critical.
However, there are also options in how SBAMD systems can sup-
port these potential kill chains with existing or potentially added
capabilities, which will be described later.

Surface-Based Air and Missile Defence Role in
Countering Unmanned Aircraft Systems

The role of SBAMD can be defined in various contexts. SBAMD
systems are part of NATO's Defensive Counter-Air (DCA) strategy.
DCA consists of all active and passive AD operations to detect,
identify, intercept and destroy or render ineffective, adversary air
and missile forces attempting to attack or penetrate friendly air-
space.? As part of DCA, NATO employs the NATO Integrated Air
and Missile Defence System (NATINAMDS), which is very impor-
tant for controlling NATO’s airspace and protecting against bal-
listic missiles. NATO IAMD has four pillars; Active Air Defence,
Passive Air Defence, Surveillance and Battle Management, Com-
mand, Control, Communications and Intelligence (BMC3I). In both
constructs, SBAMD forces can be used in a pre-planned defence
design or a more reactive self-defence centric role (e.g. protecting
manoeuvring forces). Another distinction of SBAMD forces is the
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characteristics of the ‘to be protected’ asset. The main differences
are between area and point defence and stationery versus moving
assets. Every SBAMD system is a combination of Sensor, Shooter
and Command and Control (C2) elements. Two facts that have to
be considered are, not every track that can be seen can be engaged
and not every track that is in engagement distance for the effector
can be seen. The resulting effective space, where a SBAMD unit
can deliver its effect, is called battlespace. However, it is imperative
that the C2 mechanisms, the underlying ROE, and the delegated
rights to execute the kill chain (including engagement/neutralisa-
tion) are readily available and appropriately delegated. In the over-
all scheme of deterrence, SBAMD means can be used to deny the
adversary their ability to deliver effects with UAS, but as will be
shown later, they can also be used to inform other means of miti-
gating the UAS threat.

The picture emphasizes, that SBAMD, as part of active AD, is main-
ly aimed at the UA or potentially larger payloads (e.g. missiles or
bombs) while inflight is only one way to interrupt the application
of the entire UAS. However, SBAMD should not be seen in isola-
tion. Through an optimized system of overarching BMC3I, the ef-
fectiveness and efficiency against UAS can be optimized.

To describe the role of SBAMD systems and the necessary frame-
work, it is essential to identify the function of the SBAMD force
and the anticipated threat. In NATO, UA are classified into three
categories.

» (Class I: Small UA less than 150 kg; Mini UA less than 15 kg
* (Class II: Tactical UA up to 600 kg
* Class IIl: HALE/MALE! larger than 600 kg

High-Altitude Long-Endurance, Medium-Altitude Long-Endurance.
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Figure 7.2: The Role of SBAMD in Threat Mitigation.

These are categories based only on one parameter, but for a large
part of UA, weight can directly correlate to size, possible lift, propul-
sion and therefore maximum altitude, payload, speed and function.

Class il

A significant subset of Class IIl UA is basically ‘regular aircraft’ with-
out a pilot in the airframe, hence they can be mainly dealt with with-
in the framework of available AD. Since current Class III UA like the
MQ-1 ‘Predator’ or RQ-4 ‘Global Hawk’ are very large and relatively
slow, finding them in the airspace with available sensors should not
be more complicated than finding comparable manned aircraft. Also
identifying them is possible with already available means (e.g. IFF,
Airspace Control Means). As targets, they are well within the capa-
bilities of available interceptors or Medium-Range (MR) and Long-
Range (LR) SBAD units. Some Class Il UA might be harder to intercept
than others, e.g. rotary UA in comparison to Global Hawk, but the
qualitative difference to comparable regular air threats seems minimal.
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Also, existing threats like some Cruise Missiles (CM) seem to fulfil the
criteria of Class III UA. These threats were never manned but devel-
oped to outmanoeuvre the battlespace of existing SBAMD systems.
The battlespace is the volume of airspace, where a SBAMD system can
intercept a target, mainly based on the sensor, interceptor and threat
characteristics. It is commonly depicted as a half sphere, which is
somewhat idealistic since it rapidly decreases with the flight time of
the interceptor. With increased agility of the target, the intercept prob-
ability will decline significantly. The best way for a threat to penetrate
a battlespace is to have a combination of parameters, mainly speed,
altitude and Radar Cross Section (RCS), for which the SBAMD system
is not designed. CM employ very low or very high flight profiles with
manoeuvring capabilities to minimize contact time with SBAMD bat-
tlespace. By removing the pilot from the aircraft, the biological limita-
tion to physical forces by the human itself is not present, so for a UA,
this will be even easier to achieve. Also, heavy attrition of the air-
frames without a pilot becomes less of a problem and having the UA
as an ordnance, like a cruise missile, becomes more of a benefit. This
creates UA employment options which could significantly weaken
SBAMD defence designs.

Newer UA concepts like ‘pseudo satellites’, which are by dimension
comparable to Class III UA, but can by weight be in all three class-
es, fly at an altitude above 60,000 ft. Most of the SBAMD effectors
might be significantly challenged to reach such altitudes. Also,
such interceptors are relatively expensive, so the cost-benefit ratio
has to be considered.

Classlland |
For most systems below Class III UA, there are no manned equiva-

lents. Here, we can find relatively new types of threats, which cre-
ate new challenges for existing SBAMD systems and ideas. UA can
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be much smaller and can have different forms/formats than con-
ventional manned threats. This puts stressors on all links of a po-
tential kill chain.

As mentioned before, every sensor works within an anticipated
framework of threat parameters which are mainly RCS, speed, alti-
tude and manoeuvrability. Designing unmanned systems allows
these parameters to be challenged, which might create a require-
ment for new sensors, effectors and C2 structures/processes.

RCS: Having the opportunity to miniaturize systems, also allows
for a significant reduction of the RCS. Shapes of aircraft without
pilots on board create better RCS design options as well. Indeed,
mission requirements with impact on the RCS, like range or alti-
tude, will have to be considered in UA design, but it still allows for
more flexibility for the developers.

Speed, Altitude and Manoeuvrability: Of course, the human in the
system is a significant limiting factor of how the system can be-
have in the third dimension. High altitudes require life support
systems, which can make such a system too expensive or large.
Due to high G-forces, a manned system cannot perform flight pat-
terns beyond certain speeds or manoeuvre thresholds. These are
not limiting factors for UA.

Every SBAMD system needs to find, fix and track a potential threat
before it can be targeted and engaged. The smaller the RCS of a UA
gets, the harder this process will be and the closer a target needs to
come to the sensor to produce usable signal returns. Airborne sen-
sors might be considered for area UA surveillance, but in general
measuring against the ground, especially small targets in possibly
congested environments can prove very difficult. However, RCS
only speaks to radar energy and is very frequency dependant, so
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there might be other means of successfully sensing or supporting
existing sensors. Optical sensors in the visual, infrared (IR) and
ultraviolet (UV) bandwidth might be able to detect UA. Addition-
ally, acoustic sensors might support RF (radio frequency) or optical
sensing. Both acoustic and optical sensors have relatively short-
ranges compared to radar sensors. Class II and I UA are normally
not long-range systems and the smaller the UA, the lower the flight
ceiling. This means that due to their operations at lower flight lev-
els, possible stop-and-drop flights and very agile flight paths, these
classes impede C-UAS area defences. The lower a UA flies, the
more impact the surrounding environment has on the sensor cov-
erage, especially sensor data that could lead to a successful en-
gagement. The same issue generally applies to helicopter defence
within typical AD scenarios. The effective reach a C-UAS effector
has for Class I and a large subset of class II is very limited; there-
fore, the launching point will be relatively close to the intercept
point. (Specific ranges are heavily dependent on the individual
UA.) The result is a reduction of the ability to execute area AD with
shrinking UA size, leading to a potential reduction to pure point
defence. In regular AD, the term ‘point’ refers to individual assets
that need protection, which in this case could be an individual
person. This consequently results in the requirement for a very
high number of C-UAS sensors and effectors, or at least a rigorous
prioritization of the assets that need protection. Also, concepts of
extended self-defence, where individual units assist each other in
the exercise of self-defence, become more complicated.

Surface-Based Air and Missile Defence Components
In NATO terminology SBAMD systems are divided into long,

medium, short and very short-range systems. This separation was
made having air and layered defence in mind. The lower the

112



Defensive Counter-Air Operations

effective range of the specific system, the more often it can be
found in a mobile, self- or asset defence role. Currently, there are
no universal AD systems to cover all air threats. The overall func-
tionality is mainly defined by the available sensors, effectors, and
C2 systems. Since SBAMD systems are designed to cover specific
subsets of the known or emerging air threat, it needs to be iden-
tified how much UA are included and where new solutions need
to be found.

Sensors

The longer the range AD systems have to survey, the larger the
overall volume of airspace they need to cover. Therefore, modern
systems have sensors with very sophisticated volume manage-
ment to optimize surveillance and tracking in accordance with
their specific mission. Some systems have separate surveillance
radars or rely on other external sensor sources, which cue the
tracking/engagement radars to reduce the overall workload and
decrease reaction times. This improves the chance a target gets
acquired in a timely manner and that the system can maintain the
track over time. In general, targets need to be within a certain
spectrum of altitude, speed, RCS and manoeuvrability for a sensor
to be able to handle it. Modern surveillance and tracking radars
are scanning the air volume in a ‘smart’ way, meaning the volume
gets searched in accordance with the likelihood of a target being
present. Also, tracking is supported by a flight path prediction of
the individual target. This requires knowledge about the airframes
to develop these supportive algorithms. UA, when supported by
Artificial Intelligence (AI) guidance and on-board sensors, can
lessen the benefits of these sensor algorithms. This will make it
harder to search and track targets until the algorithms are up-
dated in accordance with reliable UA threat data, which high-
lights the need for accurate intelligence data about the UA threat.
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As with other air threats, certain UA require specific sensors.
Class IIT UA like High-/Medium-Altitude Long-Endurance (HALE
or MALE) UA fly relatively high between 15,000 ft and 60,000 ft
with a moderate speed and a large RCS. For long-range surveil-
lance or tracking sensors (e.g. PATRIOT, S-400) this class of UA
should not be a challenge to detect. Even for modern medium-
range sensors, these airframes should be easy to acquire and
track, but at a reduced range. However, since Class III incorpo-
rates all UA with a weight over 600 kg, larger rotary-wing de-
signs are included. Hence, the same problems as with helicopter
defence for medium and long-range SBAMD units occur. Rotary-
wing aircraft can use topography to deny or hinder sensor acqui-
sition and tracking. Also, successful guidance of an interceptor
to the target gets more complicated due to terrain masking and
RF signal interference with the surface. Short-range sensors very
likely do not have the range to be used for HALE or MALE but
are sufficient for lower flying UA of Class III, since the RCS is
significant and the short-range limits the effect of topography in
relative terms.

Below Class III UA, sensors will have a much harder time acquir-
ing and maintaining a track. Of course, the lighter the UA gets,
the smaller the RCS could be, especially because larger fractions
of smaller UA can be made out of materials that are less RF
reflective. Also, the smaller the UA get, the lower they will fly,
which reduces the effective range a sensor could acquire and
maintain a track. This is especially true for rotary-wing designs,
in which a stop-and-drop or rapid direction-changing flight pat-
tern make it harder for regular AD radars to maintain a track. The
later a sensor can produce a consistent track that could poten-
tially be engaged, the smaller the protected areas become and
the more point or self-defence centric the SBAMD capabilities
will be used.
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Modern AD radar sensors are extremely capable and their search
patterns are software definable, which would allow their use
against smaller UA when programmed accordingly. However, the
smaller the UA and the shorter the range, the more reasonable and
inevitable it becomes to use specifically designed UA sensors for
target detection. These systems will be smaller, cheaper and far
more flexible for use, especially in a self-defence environment.
Also, in this short or very short-range scenario, other sensors (e.g.
optical and acoustical) can be employed to support a potential kill
chain or to warn military or civilian personnel.

Also, the wavelength, pulse compositions or dwell times of radar sen-
sors needs to be looked at as well. Current AD sensors are optimized
against known air threats. It needs to be analyzed, in which subsets
of UA they are effective against as well. UA will introduce the pos-
sibility of using swarming techniques for attacking targets. Analysis
should be conducted in order to identify which kind of sensors are
capable of providing adequate SA of large UA swarms, flying close
to each other. Also, these sensors need to be capable of delivering fire
solutions for suitable interceptors or other means of engagement.

However, emitting RF energy also increases the vulnerability of the
SBAMD unit itself. As can be seen in the development of the Is-
raeli Harpy UA family, which uses RF emissions of SBAMD sensors
as guidance for their targeting. While the Harpy UA only had an
RF seeker to target active radar sensors, the Harop and Mini Harpy
both have optical (electro-optical and IR) sensors, which allow
them to target even non-radiating systems. Modern systems in-
crease their survivability by frequency management, agility and
diversity, as well as the use of dispersion or various camouflaging
measures in the optical and IR spectrum. This emphasizes the need
for a comprehensive approach to emissions control, passive de-
fence measures and non-radar sensors.
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When dealing with small Class I UA, flying relatively low and slow,
personal self-protection might also rely on human visual detection
and tracking or acoustic orientation to find air threats. Of course,
this capability is less precise and less stress-resistant than technical
solutions but can provide needed support in close range. However,
this ‘last resort’ option might play a very important role in passive
defence and alerting surrounding personnel.

Interceptors

After the detection of potential targets and the provision of a fire
solution, an interceptor has to execute another link of the Kkill
chain. The interceptor needs to be capable of denying the UA the
ability to deliver effects, like reconnaissance or ordnance delivery.
To effectively deny a UA access to an area, a SBAMD interceptor
needs to deliver sufficient physical stress on the structure of the
UA to render it non-operational.

Regular SBAMD interceptors, from the long-range PATRIOT to
the very short-range MANTIS (Counter-Rocket, Artillery, Mortar
(C-RAM)) can in theory cover a large subset of UA as well. The
distinction should be made between Line-of-Sight (LOS) and
Beyond-Line-of-Sight (BLOS) interceptors. BLOS interceptors for
SBAMD purposes are missiles, and LOS interceptors can, in addi-
tion, be projectiles, directed energy or even simple nets. BLOS
interceptors must be equipped with an active seeker or must be
capable of receiving target information from a different
Sensor source.

Long-range interceptors, like a PATRIOT missile, are very well suit-
ed for HALE and MALE UA. These targets fly very high, relatively
slow and are not very agile, so chances of evasive manoeuvres or
hiding behind topography are non-existent. Medium-Range inter-
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ceptors like NASAMS missiles® are capable of targeting MALE UA,
but might lack capabilities to reach all HALE UA. In general,
SBAMD interceptors are capable of intercepting UA which operate
in their battlespace and where the SBAMD system has created a fire
solution. However, as with other air tracks, this becomes more
complicated when the targets fly low or can execute evasive ma-
noeuvres before the actual intercept.

The chance of a sensor losing track of very low flying UA due to
topography increases with the distance the missile has to bridge.
This can easily lead to unsuccessful engagements and the wasting
of missiles. Missiles with active seekers will most likely engage
low-flying UA from the above, which is a problem for many seek-
ers, due to background noise and signal reflections from the
ground. This could also lead to unsuccessful engagements. In gen-
eral, engaging rotary-wing UA designs over long distances shows
little promise, due to their ability of rapid descends and generally
very low flight altitudes.

Just because an UA could be engaged by SBAMD systems, does not
mean it is a good idea to do so in general, outside of a last resort
self-defence situation. SBAMD interceptors, especially long-range
missiles, are very expensive, very limited in stock and take a long
time to replace. Engaging potentially mass-produced, relatively
cheap, easy to replicate UA with a multimillion-dollar missile does
not seem cost-effective. Adversaries might otherwise use this tactic
to deplete our resources to reduce our overall control of the air-
space. Especially in the case of UA swarm operations, where attri-
tion is a calculated factor, the right choice of the interceptor is
crucial. Long or medium-range SBAMD missiles will not be able to
deliver a reasonable cost-benefit effect on UA swarms and will
likely result in the waste of missiles that are possibly needed for
other threats.
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LOS systems like C-RAM seem very capable of intercepting UA in
their respective battlespace. However, since the bullets are not
guided, and C-RAM systems were designed to counter targets with
steady flight paths, the general effectiveness of such systems looks
promising but needs to be evaluated. Most systems fire numerous
shots with airburst munitions to increase the chances of hitting the
target. An adequate shot doctrine for dedicated UA needs to be
identified. Another LOS solution is based on laser technology.
Numerous nations (e.g. the Unites States* and Germany?®) are work-
ing on fielding short-range laser systems within the next few years.
A Laser is less susceptible to target manoeuvring. Although the
travel time for the light to the target is neglectable, the laser beam
has to stay on the target for a certain amount of time to be effec-
tive. This highlights the challenge of precision beam steering.

There is still a significant subset of UA in all three classes that cur-
rent SBAMD interceptors cannot engage. Also, since the battle-
space of current AD interceptors, especially against smaller UA,
won't look like the perfect half sphere, as it is always depicted, the
overall airspace that can be covered is quite limited and the in-
tended defended area of longer-range systems becomes more of a
point or self-defence scenario. This tremendously increases the
need for more systems, otherwise, NATO will be significantly more
vulnerable from these kinds of threats.

Command and Control Requirements

Every SBAMD system has a C2 element. This allows for SBAMD
units to be integrated into a bigger AD system (e.g. NATO IAMD
System) and to locally execute the ordered mission to control the
air space. There can be active tasks, embedded in a planned de-
fence design or reactive tasks in the form of self-defence or ex-
tended self-defence.
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It needs to be assured that a SBAMD unit has all necessary ROE
to execute the kill chain in a timely manner. For self-defence,
this is always guaranteed by Article 51 of the United Nations
Charter. For any other possible scenario, NATO and the nations
have to provide a feasible legal framework in the form of ROEs
for each unit/command/mission. This becomes more complicated
when a SBAMD unit is deployed in a foreign nation, especially
prior to a possible conflict. In this case, the legal framework for
using military force and executing effective C2 needs to be coor-
dinated and deconflicted with the host nation. Self-defence with
application of military force is an appropriate response to an
occurring armed attack, even in peacetime. However, UA can be
used to prepare such an attack without posing a direct threat to
anyone. Here, the so-called ‘Caroline Criteria’® could be used to
justify anticipatory self-defence against an imminent threat.
With a clear military purpose for higher-class UA, the declara-
tion of imminence should be less critical, but with the abun-
dance of civil/recreational use of Class I UA, this will be an issue
that needs a robust solution.

Also, the process from detection to engagement needs to be fast
enough to be effective against a UA threat. High flying Class Il UA
are no different than regular air threats. However, the timelier a
decision needs to be taken, the faster the C2 element needs to be,
concerning the technical procedures and the engagement authori-
zation.

In NATINAMDS, SBAMD units can be in various modes of opera-
tion (i.e. centralized, decentralized or autonomous), which puts the
engagement authority on the appropriate level to optimize the air
battle. Self-defence is always autonomous, but with UA defence
the terms for extended self-defence and the embedding of UA
defence in the overall air battle needs to be clearly defined to
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maintain control where possible and be flexible when necessary.
However, the more time-critical an engagement decision is,
especially with shrinking UA sizes, the more likely it is that the
decision has to be taken in an autonomous mode of operation.

The use of UA can be enhanced by employing higher levels of au-
tonomy or Al This will allow, for example, intelligent swarming
and highly reactive single systems. Any counter UAS C2 system
will have to be able to make decisions at the speed of relevance.
This will most likely force the integration of Al or at least smart
algorithms in our own C2 systems as well. The ideas of a human-
in-the-loop, human-on-the-loop or totally autonomous operations
for C-UAS systems have to be clearly defined.

The integration of other services in a comprehensive approach
against UA also needs to be considered. Therefore, the informa-
tion/data from SBAMD systems which is necessary to feed these
other processes, such as offensive targeting, must be identified.
Also vice versa, other services might be able to provide intelli-
gence/data to optimize the SBAMD battle. These interfaces and
requirements need to be analyzed and perfected.

System Summary and Future Ideas

SBAMD systems are designed to cover certain threats within a de-
fined spectrum. A lot of UA have similar characteristics with these
threats. Therefore, SBAMD systems can be used to defend against
some UA as well. The performance of SBAMD systems against this
identified subset of air threats will be sufficient and reliable for
defensive planning purposes. Some small procedural adaptations
of SBAMD employment methods might even increase the overall
effectiveness and efficiency of the entire AD system. However, a lot
of UA do not fall in the categories of known threats or SBAMD
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systems can only cover a particular subset of UA. This has several
consequences.

« Similar to Ballistic Missile Defence (BMD), UA defence cannot
be looked at in isolation. A BMD capable system is always
vulnerable to other air threats as is a SBAMD system to bal-
listic missiles. This means, when using SBAMD systems in a
NATINAMDS context for UA defence, the UA have to be part of
the layered defence design considerations with all other air
threats, areas to be protected, and critical assets or critical in-
frastructure. Also, a clear gap analysis of active defence sys-
tems against the whole threat set needs to be compiled, to op-
timize mitigation efforts and to better protect the SBAMD
systems themselves.

* Considering the capability gap of longer-range SBAMD sys-
tems against small UA at close ranges, C-RAM systems have an
excellent potential to also serve as protective means for these
SBAMD units. If a SBAMD unit is threatened by UA which they
cannot engage, C-RAM is possibly the last and only resort. The
concept of mixed/layered defence designs becomes even more
critical with the added UA threat. This puts significant con-
straints on a defence design since the numbers of C-RAM sys-
tems are very limited. Either the deployment with SBAMD sys-
tems hampers the C-RAM mission or the AD design is restricted
by C-RAM deployment locations. To maintain operational flex-
ibility, either more systems need to be procured, or other means
for UA protection need to be acquired.

* SBAMD systems are responsible for intercepting targets in the
air, although some systems incorporate surface-to-surface
operations within the limits of their interceptors (e.g. currently
SM-6, or NIKE Hercules in the past). With modern, highly capable
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radar sensors, this idea might be worth studying, for immediate
targeting or providing targeting data to other kill chains.

» For the past 30 years, the force protection community has been
arguing that one of the biggest threats to SBAMD systems is not
Anti-Radiation Missiles (ARM) but rather a team of Special Op-
erations Forces (SOF), which can easily take out the radar and
render any SBAMD unit non-operational for a significant
amount of time. Today, the small Class I UA might be a good tool
to be used by SOF as well. SBAMD means, even in a mixed/lay-
ered defence design, cannot adequately address this threat and
protective measures have to be organized more like force protec-
tion than AD. This idea holds true for all Class I UA, which are
capable of penetrating a C-RAM coverage. Adequate defence so-
lutions need to be identified.

* A comprehensive defence strategy from wide-area airspace to
individual personnel or system protection needs to be created.
Defence gaps and mitigation measures need to be identified. To
achieve that, the threat and threat perspective needs to be unan-
imous. The following questions need to be answered before cre-
ating any defence design:

Which UA are to be expected in the area?

* How will these UA most likely be employed?

* Which UA can and need to be taken care of by SBAMD means?

* Which UA threaten SBAMD systems?

» Which UA can be taken care of by other means?

* Which information is needed from SBAMD systems to achieve
this mission?

* What needs to be covered by passive defence measures to
reduce consequences?
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» What is the remaining risk for the SBAMD systems that needs
to be calculated or addressed?

Insufficient answers to these questions will lead to uncertainties in
defence planning and increase the risk of failure. This needs to be
clearly addressed before preparing optimized leadership decisions.
Realistically, there will always be a risk, especially with new
threats, but risk mitigation requires the best possible SA.

Some future capabilities might help with mitigating the UA threat
and take the stress from SBAMD systems or the overall defence
design.

 Airborne sensors could help in various aspects:

* SA and cueing of SBAMD sensors.

+ Potentially helping SBAMD sensors to remain mostly ‘silent’

* Possibly identifying UA launch points, for smaller UA.

» Supporting passive defence measures with SA.

* Overhead, airborne sensors will have the problem of measur-
ing against the surface, which increases clutter and other
unwanted signals. This might hamper the detection and
tracking, especially of very small and low/slow flying UA.
Nevertheless, it should be analyzed, to determine whether
these airborne sensors can help with the UA threat.

+ Passive Sensors will play a significant role in UA defence. UA
with a bi-directional guidance link or UA that transmit collected
data will have a strong RF signature, which can be used by pas-
sive sensors for SA and warnings. Future developments might
allow this data to be used for effective fire-solutions. Also, pas-
sive RF sensors might be able to locate the UA operator as well,
if he uses a RF remote control. This would allow passive detec-
tion beyond visual range. For visual distances, optical sensors
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can be used for surveillance, tracking and possibly engagements.
In even shorter ranges, acoustic sensors can support SA as well.

» Some UA are reliant on Global Positioning System (GPS) navi-
gation. It should be analyzed how localized GPS jamming or
spoofing could support the protection of SBAMD units.

» Airborne UA interceptors, employed with a yet to be identified
concept of human-in-the-loop, human-on-the-loop or even Al-
supported higher levels of autonomy might help in reducing re-
action times and give an overhead advantage. A similar ap-
proach can be found with Destruction of Enemy Air Defence
(DEAD) UA like HARPY or HAROP. Maybe this concept can help
to mitigate the UA threat as well. As a low-tech variant of this
idea, the use of birds to hunt drones as is used in the Nether-
lands’ needs to be mentioned.

« BMD distinguishes between Hit-to-Kill (HtK), where the ballistic
missile or the re-entry vehicle is completely destroyed, and a
mission kill, where the target gets sufficiently affected to the
point where it is unable to fulfil its mission. The same idea can
be applied for UA defence. Depending on the structural integrity
of the UA, an incoming interceptor (as described below) will ei-
ther completely destroy a target or at least render it non-opera-
tional, which would be like HtK. However, since the kill chain
can be applied to several links of an UA operation, SBAMD sen-
sor data can be used in a multi-domain approach as well, to
support other kill chains, e.g. targeting the pilot or cyber-hack-
ing the control link. This would constitute a ‘mission kill.

* Some Class I UA, potentially targeting SBAMD systems, might

be controlled by regular RF remote controls. It should be ana-
lyzed, if additional equipment with sensors covering the
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respective frequencies for general awareness or triangulation of
the operator are beneficial. Other UA might be controlled by
regular cell phone connections. Here it should be investigated if
RF and cell phone jammers can be incorporated in SBAMD units
to add additional protection. Their use before conflict will have
to be in accordance with standing laws and regulations.

* UA might be controlled through satellite relays. Since upper-tier
interceptors developed to engage ballistic missiles in their mid-
course phase are able to reach altitudes of some satellites, the use
of SBAMD units for targeting the satellite control link might
need to be looked at as well.

The trend of multi-domain threats is becoming more common.
Therefore, the approach of looking at UA defence in isolation no
longer applies. The defensive idea needs to be layered and must
cover as many threat vectors as possible. This calls for more system
interoperability, and due to very short decision timelines, more
interconnectivity. The overall system needs to be able to provide
timely information to the individual units, so that mission execu-
tion and SA for passive defence are optimized. Also, defensive
weaknesses and capability gaps need to be known so that other
mitigating measures can be planned.

Conclusion

Unmanned Aircraft cannot be considered emerging technology
anymore, as they are a current reality. Due to their potential ef-
fectiveness, relative ease of employment and affordability, they are
prone to evolve much faster than regular air threats. Also, it is far
more likely to find wide-spread use of UA by our adversaries in
upcoming NATO missions than the use of other new technologies,
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like hypersonic missiles. This is especially true for missions against
non-peer opponents.

Therefore, the following issues/factors need to be considered:

+ Stringent incorporation of UA defence in regular AD planning.
* Proper awareness of:
» Potential Red UA capabilities;
+ Capabilities of Blue SBAMD against Red UA;
+ Realistic capability gap and vulnerability analysis against UA;
* Addition of UA defence in force protection measures;
+ Adapting Passive Defence measures to counter UA effects.

Since the capabilities of UA will evolve quickly, the field of
counter-UAS needs to be on the cutting edge of current develop-
ments as well, otherwise NATO will have a clear and decisive
disadvantage in upcoming missions.
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Offensive Counter-Air Operations

Introduction

Technology is transforming our lives every day. Although it pro-
vides many advantages, it can also be utilized to develop an ef-
fective or deadly weapon by potential adversaries. Among these
technological advances are Unmanned Aircraft Systems (UAS)
and the corresponding systems to defend against them. Both
technologies, UAS as well as Counter-UAS (C-UAS) systems, are
increasingly proliferated and potential adversaries develop or ac-
quire these modern warfare technologies. The threat posed by
UAS and C-UAS can be very high, hence the goal should be to
counter their negative effects on friendly forces, preferably be-
fore these systems can unfold their full potential. In order to re-
duce the undesired effects of new threats on friendly forces, these
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threats may need to be addressed as new and highly sensitive
targets within the scope of the Air Interdiction (AI) operations
which are defined as a core counter-land mission to obstruct or
destroy adversaries’ capabilities. With Al operations, basic com-
ponents of UAS (such as UAS ground components, mission con-
trol elements, humans, airfields etc.) and C-UAS (especially some
Air Defence systems used for C-UAS) can be disabled or rendered
ineffective before battle. This chapter outlines how Al can sup-
port countering UAS in an early stage of their deployment by
attacking their ground components, personnel, and logistics. This
chapter also provides an excursion on how to challenge the en-
emy’s C-UAS systems and highlights some examples from recent
Turkish warfighting experiences about how to enable operations
of friendly UAS in an Al role.

Air Interdiction Fundamentals

By definition, Al is an air operation conducted to divert, disrupt,
delay, degrade or destroy an adversary’s military potential before
it can be brought to bear effectively. It is preventively directed
against enemy targets that are not yet an immediate threat to
hinder their later engagement against friendly forces. If total pre-
vention is impossible, the enemy should at the very least arrive at
the battle late, fatigued, with depleted logistics and low on am-
munition and supporting systems.!

Physical destruction of the enemy surface force, supporting
elements and supplies is the most direct of the aforementioned
Al objectives. However, even the enemy’s perception of its im-
minent destruction can achieve substantial delay and diversion
of resources, which can be as effective as physically destroying
the target.?
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It is crucial to concentrate the effects of counter-land operations
against critical and sensitive targets, since Al assets are generally
limited in numbers. Al targets should be determined based on
importance, then prioritized based on operational campaign
goals. To make the targeting decision sensible, air planners must
have timely and accurate intelligence regarding the enemy’s ca-
pabilities. To accomplish effective Al, intelligence is a key con-
sideration and indispensable to success. During target develop-
ment, each targeting process must relate specific targets to
objectives, desired effects, and accompanying actions. Interdic-
tion should focus on those systems that will provide the greatest
payoff and achieve the objective. Appropriate coordination of Al
with other joint force components helps preserve friendly free-
dom of action.> Hence, economy of force will be employed by
expending minimum effort and forces for Al, and it paves the
way for supporting efforts to allocate assets to other military ob-
jectives. Chapters 6 and 9 discuss the role of Joint Intelligence,
Surveillance, and Reconnaissance (JISR) as well as the targeting
process in more detail.

Air Interdiction Considerations
for Adversary UAS Technologies

UAS and C-UAS technologies require consideration in the Al target
development process, given the undeniable contributions they
have already made on the battlefield. UAS are playing vital roles
in battlefield operations and becoming an increasingly dangerous
threat against forward-deployed troops. Some technological devel-
opments have recently emerged to protect friendly troops on the
ground from potentially lethal small unmanned aircraft. This sec-
tion provides some brief examples where adversaries used UAS
against friendly or allied forces.
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Air Interdiction against UAS Workshops of
Armed Groups and Terrorists

During Operation EAST MOSUL, often referred to as the ‘Battle of
Mosul’, Iraqi government security forces, and international Operation
Inherent Resolve (OIR) forces retook the city of Mosul from the Is-
lamic State of Iraq and the Levant/Dawlah al-Islamiyah Iraq wa-as
Sham (ISIL/DAESH). Over the nine months of warfighting, more than
ten ISIL/DAESH workshops producing and modernizing Unmanned
Aircraft (UA) were identified. Even under intense pressure, the ISIL/
DAESH continued to develop these technological innovations.

Intelligence revealed that the ISIL/DAESH had a systematic pro-
curement and development strategy for converting commercially
available drones into weapons. Additionally, they managed and
planned their activities through the establishment of an air opera-
tion and observation unit. As a result of the broad possibilities and
capabilities offered by UAS technology, the capability portfolio of

Figure 8.1: ISIL/DAESH Drones Captured during Operation EAST MOSUL, Irag.*
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the ISIL/DAESH increased exponentially in both offensive and de-
fensive operations, thus posing a serious threat to friendly and al-
lied forces as well as the civilian population.*

Furthermore, the other violent armed terrorist organization, the
Kurdistan Workers’ Party-PKK has had the chance to capture small-
sized armed UA from ISIL/DAESH left over after OIR Raqqa opera-
tions and used them in their attacks against the Turkish Armed
Forces. In the city centre of Hakkari, an armed (carrying a grenade)
small drone used by PKK terrorists to attack a military base was shot
down by Turkish Armed Forces in 2016. As some other attacks were
examined, C4 type explosive material reinforced with nails was used
and carried out in different regions close to Hakkari. It was assessed
by Turkish Armed Forces that those small-sized UA were produced
as deadly weapons in an isolated workshop close to Syria.>

These small-sized UA can create severe problems for friendly
forces on the ground. Their size, small radar and electromagnetic

Figure 8.2: PKK Drones Captured in Hakkari, Turkey.
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signatures, and quieter operation capability make them difficult to
detect and track. This challenge remains the same, and compre-
hensive threat analyses have been conducted under C-UAS tech-
nologies programs. However, these drone workshops are counted
as potential Al targets. Identifying the location of the terrorist
workshops that produce UA of small size, but with large weapons
impacts and their rapid destruction within the scope of AI will
allow the friendly ground forces to continue their activities with-
out facing these complex threats on the battlefield. In future Alli-
ance operations against an asymmetric enemy, consideration
should be given to attacks against drone workshops like those in
the previous examples.

Air Interdiction Against UAS of Peer Adversaries

In contrast to the aforementioned UA workshops of non-state
armed groups and terrorist organizations, larger systems offer
considerably more attack surfaces for Al operations. Larger armed
(detectable and trackable sized) UA are game-changers and force-
multipliers on the battlefield. As UA are increasing in physical
size and technical capability, the number of inevitable impacts
they can create on the battlefield is also increasing. Apart from
the UA itself, larger UAS typically include Launch and Recovery
Units (LRU), Ground Control Stations (GCS), Communications
Equipment, Logistics and Supporting Systems, as well as their
respective personnel. These systems are highly critical capabilities
for adversary UAS operations. Considering their importance dur-
ing Al target development phase, these core UAS components
might need to be prioritized above other threats. Basically, an
interdiction target is one that is worth destroying either during the
early suppression period of a battle or by direct engagement of the
threats to provide disruptive effects. Accordingly, they need to be
defeated well in advance of Al operations to significantly affect
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the course of adversary operations. Disabling or neutralizing any
of the mentioned system components will at least disrupt the
associated UAS’ operations.

Targeting Unmanned Aircraft on the Ground: Although UA are
predominantly Air Defence targets when airborne, destroying UA on
the ground is a viable and arguably better option and well in line
with the Al definition of destroying an adversary’s military potential
before it can be brought to bear effectively. Like any manned air-
craft, larger UA require an airfield infrastructure to host their sig-
nificant logistical footprint. Intelligence has to provide the basing
locations of enemy UAS units, which should be part of the regular
Intelligence Preparation of the Operational Environment (IPOE) an-
yway. However, if strike assets are limited and targets have to be
prioritized, focusing on the UAS elements discussed in the subse-
quent sections may be the more efficient option. It is important to
note that even though the destruction of the UA on the ground is a
more difficult targeting option, it may be an undeniable Al opera-
tional task in terms of its contributions to the overall campaign.

Targeting Launch and Recovery Units: Launch and recovery of
UAS are the most critical and demanding phases of the aircraft’s
operation. Large fixed-wing UA require an airfield with a paved
runway of sufficient length for take-off and landing. Small to
medium-sized fixed-wing UA have significantly fewer infrastruc-
ture requirements and the LRU is typically more mobile by using a
catapult or other vehicle-mounted systems for take-off and land-
ing. Nevertheless, the equipment necessary to launch and recover
the UA, as well as its personnel are highly vulnerable during this
phase and can be targeted by friendly Al missions.® Successful
destruction of launch and recovery equipment and personnel or
the airfield’s runway with anti-runway penetration bombs will
cause the UA to remain grounded until the runway is repaired or
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LRU has been replaced by a redundant system and backup person-
nel. Notably, it is common practice that multiple UA are purchased
with a single set of launch and recovery equipment, so the redun-
dancy of LRUs is likely lower than the availability of backup air-
craft, which makes the LRU an even more valuable target. Those
UA using runways can be disrupted by an effective Al attack which
creates craters on the runway surface. This kind of runway or LRU
AT attacks result in indisputable functional and/or possible physi-
cal damage to adversary UA during ongoing flights. This target
diversity of Al attacks actually has the same effect on the adver-
sary UAS operations.

Targeting Ground Control Stations: The portion of the Control
Element, where the aircraft’s pilot and payload operator are physi-
cally located, is referred to as the GCS. The physical location of
GCS can vary greatly from near the Area of Operations (AOO) to far
away and deep inside enemy territory, depending on whether Line
of Sight (LOS) or Beyond Line of Sight (BLOS) communications are
established. The physical destruction of a GCS will likely disrupt
the current operation of all UA linked to it if no redundant system
is in place. In the same way as with the LRU, usually multiple UA
rely on a single GCS, which makes it a highly valuable target.® The
GCS location will be important in Al target prioritization and Al
force allocation.

Targeting Communications Equipment: UA are highly dependent
on connection with ground stations for command and control data
links. Radio communications between the UA and its remote pilot
is a vital component of any UAS. The respective communications
equipment for UAS operating in LOS is usually attached to the GCS
or can be found near its location. As the mode of operation indi-
cates, radio antennas do in fact require LOS to the UA, hence they
have to be placed quite openly and on elevated positions, making
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them lucrative targets for Al missions. UAS operating in BLOS
mode typically utilize large satellite ground terminals with diam-
eters of several metres. These ground installations are usually lo-
cated at a great distance from the AOQ, inside enemy territory or a
host nation, so they are less accessible to Al missions. However, the
large dimensions of the satellite antennas make them vulnerable to
identification by any aerial or space imagery. An array of satellite
antennas may indicate a nearby Mission Control Element (MCE)
for multiple UA and targeting either the antenna array or the sus-
pected MCE buildings could significantly disrupt enemy UAS op-
erations on a broad scale.® Depending on the location and type of
the GCS, the satellite terminal may vary and the primary satellite
equipment which enables the MCE to control the UA’s operation
will be far away from the AOO. Home-based UAS control elements
may not be identified. Therefore targeting expeditionary enemy
personnel, LRU and related logistical supplies at a forward opera-
tions base close to AOO might be the best option. Again, it is very
difficult to attack and destroy Command and Control (C2) systems
linked to such technology. Subsequently, a peer adversary may
have a well-developed remotely controlled UAS, and this is espe-
cially true with the proliferation of more effective C2 and data link
technologies. Even though the destruction of the GCS and C2 sys-
tems causes a delay in the mission of the enemy UA, they may
recover their effectiveness with the introduction of redundant GCS
and link systems. In this respect, Al assets need to strike LRU or UA
on the ground before the MCE takes control of UA during remote
split operations.

Targeting the Logistics and Support Systems: UAS logistical sup-
port refers to UAS lifetime operational support; scheduling issues;
delivery of goods and services; maintenance, testing, and fielding
of UA; design and operation for reliability, safety, availability, and
maintainability; logistics for ground station support and mobile
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UA platforms; and potentially human operator support. Although
a UA does not require a crew on board, it is a kind of flying plat-
form, which requires nearly the same logistics support as most
manned aircraft. Thus, UAS logistical support should cover the
required support for all subsystems of the UAS including LRU,
GCS, MCE, and data link or communications equipment. The UAS
logistical support system depends on many different parameters
including the type of the UAS, its operational requirements, and its
operational environment. For a small hand-launched UAS, rela-
tively little logistical support is required, while larger UAS usually
need more logistical support.” Destroying logistics and support
systems of the UAS components is a solid hit on an adversary’s
force employment and readiness. It is kind of like cutting off the
oxygen that allows UAS military function to operate properly. The
destruction of a tactical logistics chain has deep effects and its ef-
fects might not be seen in the short-term, but cause inevitable
challenges to UAS life cycle management. However, this all de-
pends on where logistical support facilities of UAS are located.
Those centres might be embedded into the main airfield’s logistics
system, or they may be isolated from the main process. UAS logis-
tics facilities, convoys, or supply chain elements are considered to
be in safe areas, targeting logistics and support systems are mainly
dependent upon precise intelligence.

It should not be forgotten that these candidate target sets are most
likely to be protected by highly integrated air defence systems. The
ability to locate and destroy these systems before the Al flight is a
big challenge. First, a huge issue is the control of the air in the area
of interest. All Al operations are tied to the degree of control of the
airspace around the target. Historically, control of air has been a
crucial factor in modern air operations’ success, because it prevents
enemy actions directly against friendly assets and facilitates the
freedom of action and movement of friendly joint forces. Any
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modest degree of air superiority permits friendly air operations to
function without prohibitive interference by the adversary. These
operations aiming to destroy UAS components may be used to shape
the operational environment or to directly support ongoing military
operations by isolating the enemy clearly within the Al target group.
Additionally, the effectiveness of Al missions is also dependent upon
the joint targeting and tasking cycle fed by timely and precise intel-
ligence regarding the operational environment. This kind of Al op-
eration actually permits Al to be considered as a C-UAS capability
of friendly forces. With Al operations, the main actions of Al such
as ‘delay the time of arrival of enemy capabilities and the destruc-
tion of enemy forces’ will be managed to prevent the peer adversar-
ies” attacks against friendly forces. Ultimately, successful Al creates
a negative psychological effect on the adversary’s morale.

Countering the Counter-Systems: An Excursion

In cases where air operations should utilize UA, air operations
planners must research which enemy troops have Air Defence (AD)
systems used for C-UAS operations or what type of C-UAS systems
they may possess. In terms of the effectiveness of the operations by
the armed or unarmed UA, it will be crucial to detect and destroy
the enemy C-UAS capabilities embedded inside their AD within the
scope of the Al campaign plan. Simultaneously, neutralizing the
enemy’s AD systems will also be key to supporting and establish-
ing air superiority over the battlefield. It is nearly impossible to
achieve success during the counter-land and air operations with-
out air superiority. After air superiority is gained, all offensive
counter operations, including C-UAS operations with Al will be
easier for friendly forces. Subsequently, the aforementioned pur-
pose of Al to delay, disrupt, or destroy enemy forces or supplies en
route to the battle area before they can harm friendly forces will be
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achieved. If the enemy ground force presents a lucrative AD (used
for C-UAS operations) target, Al can be conducted to significantly
degrade the enemy’s fighting ability. How to achieve a sufficient
level of control of the air, which allows for friendly Al operations
is, of course, outside the scope of this chapter. The following brief
excursion will, therefore, assume that air missions in denied or
contested airspace may be primarily tasked to friendly UA in order
not to expose manned aircraft to unreasonable risks. In this con-
text, the following section discusses the use of friendly UA against
adversary C-UAS systems to enable manned and unmanned Al
operations against the target sets discussed earlier in this chapter.

Current Adversary C-UAS Technologies

In late 2017, Syrian non-state militants launched a drone swarm to
attack Hmeimim airbase. (cf. Chapter 3, p. 45) In response to the
attack, Russia sought to improve its defences against drone sys-
tems by working on several models of anti-drone weapons to im-
prove the military’s protection.® Subsequently, Russia’s Ground
Forces were augmented by the introduction of units specially
formed to combat enemy UAS. Their primary focus was initially to
detect and cause interference against UAS. However, it is planned
to eventually equip these units with more direct means to destroy
UA. The Russian C-UAS units are equipped with dedicated radars
and electronic interference systems to jam the drone’s communica-
tions and navigation systems.’

Another system used for C-UAS is the Russian Pantsir-S1, which
was originally designed to provide point air defence against air-
craft and helicopters and to provide additional protection for AD
units against enemy air attacks employing precision munitions,
especially at low to extremely low altitudes. These characteristics
make the Pantsir-S1 perfectly suited to also counter the complete
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spectrum from small to tactical UAS and to close the gap between
the dedicated C-UAS systems against large-sized UA and drones in
the regular air defence units, which are directed against larger me-
dium- and high-altitude long-endurance UA.

A Successful Example of a Tactical UAS versus a C-UAS System

For the first time, Turkey used armed UA as the primary element in
Operation Spring Shield (2020) in Idlib. In the mentioned case, Turkey
extensively employed armed UA which struck multiple targets in and
around north-western Syria, adjacent to Turkey’s southern border. To
provide safety for ground troops, these Turkish-made armed UA were
hitting and destroying a broad range of military targets from tanks to
air defence systems, howitzers, and military bases which demonstrat-
ed the efficacy of such devices in a Close Air Support (CAS) role.!°

© Igor Dolgov / Shutte

Figure 8.3: Russian-Made Pantsir S-1 Air Defence System.
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In addition, there was one active Russian-made Pantsir S-1 air
defence system deployed inside Idlib for C-UAS. This was a time-
sensitive target, posing a real danger to the supporting UA and it
needed to be destroyed immediately. The Pantsir S-1 was mounted
on its eight-wheel-drive truck sitting placidly as the mini smart
ammunition projectile, fired from Bayraktar TB2, proceeded to-
ward it. The Pantsir S-1 active system failed to detect the drone
(due to intensive Electronic Warfare operations) and incoming mis-
siles that were flying within range of the radar.!

The above example illustrates how an enemy AD system used as a
C-UAS capability was destroyed by friendly UA during part of
counter-land attack operations. Without having more Al assets,
direct destruction of this C-UAS capability of the non-friendly
groups had the desired effects on adversary combat power both phys-
ically and psychologically. The destruction of these high pay-off

Figure 8.4: Bayraktar TB2 Armed UA.
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targets was perceived as critical for accomplishing the objectives.
NATO might need to evaluate using tactical UA to neutralize ad-
versary C-UAS systems. Some critical takeaways might be trans-
ferable to NATO to improve the operational effectiveness of the
alliance against peer adversary C-UAS and evolve current abilities
to adapt to threats and the changing character of armed conflict.

Conclusion

Any adversary using emerging technologies, like UAS or C-UAS,
may have the potential to be a force multiplier that can play a
decisive role on the battlefield, and also change the balance of
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Figure 8.5: Air Interdiction Targets.
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power. Considering how rapidly these technologies are developing,
it should be understood that this prediction is an inevitable reality.
The military role of both technologies is growing at unprecedented
rates. As the capabilities grow for all types of UAS and C-UAS,
nations should maintain a focus to ramp up their research and
development efforts, leading to further advances and enabling
them to fulfil the widest variety of missions. As a result, the bat-
tlefield environment has changed, and our adversaries have shifted
their capabilities. The evolving security environment and its dy-
namics will impact the need for the development of future Alliance
capabilities. The respective required technologies need to be as-
sessed using innovative ideas to keep our military edge while con-
ducting real-time analysis of NATO current operations.

According to those examples depicted above, both UAS and C-UAS
are currently a part of adversary capabilities and future perspec-
tives. C-UAS systems which are collocated with existing weapon
systems, such as counter-mortar and surveillance platforms, are
growing threats to friendly forces on the battlefield and need to be
neutralized before friendly forces enter the theatre of operations.
The widespread use of all types of UAS by both adversary nations
and non-state actors increase the threat intensity level and have
potential impacts on friendly battlefield operations. When the ad-
versary systems targeted under Al are reviewed, it is clear that
these adversary UAS and C-UAS capabilities should also be evalu-
ated as a new target vulnerability and added to the existing target
lists when generating target and threat assessments for Al.

The ability to pinpoint and destroy these systems prior to launch
remains a challenge for effective counter-land operations. How-
ever, the destruction or partial neutralization of the C-UAS and
UAS systems on the ground will lead friendly elements to have
both physical and psychological advantages over the enemy. With
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ongoing and successful Al operations against these new targets,
adversary groups will suffer some level of physical and psycho-
logical disruption. Sometimes psychological superiority can
quickly change the course of the conflict. For instance, attacking
and destroying any high-value UA acting as massive surveillance
platforms can affect the sensitivities of an adversary’s military
morale. Psychologically disruptive effects may prove to be an
added benefit to Al objectives. The detailed target risk assessment
processes and desired effects should determine the setting of
objectives and Al operation flow. We are all dependent on each
commander to effectively employ military capabilities to achieve
planned Al objectives.
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Targeting

Introduction

Targeting is the means of selecting targets to meet a commander’s
intent and prioritizing them systematically so that the most important
are prosecuted first. It includes both a lethal and non-lethal approach
by which to prosecute targets and is dependent on the campaign and
the intent of the commander. Targets will differ in each campaign.

There are many different ways to organize a nation’s or an alli-
ance’s targeting approach. The US Joint Publication 3-60 (Joint
Targeting), for example, outlines a targeting cycle that supports the
Joint Force Commander’s (JFC’s) joint operational planning and
execution with a comprehensive, iterative, and logical methodol-
ogy for employing the ways and means to create desired effects
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that support the achievement of objectives.! A representation of
this targeting cycle is outlined in Figure 9.1 below.

NATO follows a similar methodology, which is based on an approach
that prioritizes targets based on strategic and operational value. It is
unlikely that Unmanned Aircraft Systems (UAS) would feature high-
ly in the prioritized list of targets where issues of contested airspace,
freedom of manoeuvre or denied areas are prevalent. Both large and
small drones would not be appropriately targeted from a strategic or
operational point of view, similar to individual tanks or aircraft, but
their systems and the overall effect they may be having could be
targeted, again, depending on the campaign and its objectives.

It should also be noted that targeting and defending are two differ-
ent categories which do not systematically meet. One is focused on
enemy forces and their destruction whereas the other concentrates
on friendly forces’ assets and their protection (i.e. a Defended Asset

Phase 1.
Commander's objectives,
targeting guidance, and
Intent

Phase 2.
Target development and
priovitization

Phase 6.
Combat assessment

Phase 5.
Mission planning
and force execution

Phase 3.
Capabilities analysis

Phase 4.
Commander's decision and
force assignmient
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Figure 9.1: Phases of the Joint Targeting Cycle.
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List (DAL)). By knowing how to defend against or conduct Coun-
ter-Unmanned Aircraft System (C-UAS) operations, one could ar-
gue that those systems can be analyzed to target an enemy’s UAS
inventory. The offensive targeting of those assets, once the cam-
paign has reached an appropriate point in the conflict to do so, is
the focus of this document.

Application of UAS

One of the earliest uses of drones in combat was during the Yom
Kippur War of 1973, when Israel launched drones that had tradi-
tionally been used as airborne targets, to trigger the Egyptian forc-
es into launching their entire arsenal of anti-aircraft missiles. The
Egyptian defences were degraded as a result.? One could argue that
this success is seen as the genesis point for Unmanned Aerial Ve-
hicles (UAV) and UAS in what is now a common feature in most
modern militaries.

There are many military applications for drones, and they were
primarily exploited for further development after seeing their mili-
tary advantage during the 1973 conflict. In more modern times,
UAS have become more common, and their civilian application
from emergency service surveillance to photography and recrea-
tion, and even online shopping delivery have been tested and prac-
tised. The commonality of drones in society today allows very easy
access to something that can be weaponized by those who would
use them for terror purposes. There have been several examples of
non-formed (non-military) units using them to disrupt modern so-
ciety. Drones used in terror activities do not need to be packed with
explosives to have a significant effect. Examples vary from airport
disruption resulting in monetary loss® to psychological threats to
society’s well-being. Although no major attack has been carried
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out, the threat remains and therefore has a non-lethal effect on a
target/population/society, forcing them to take preventive action
and, depending on the effect you wish to achieve, having just as
effective an outcome.

With NATO’s current focus on ‘near-peer’ studies, as stated by the
Supreme Allied Commander Europe (SACEUR) in a recent US De-
partment of Defense Article,* then it would be reasonable to pri-
marily focus on freedom of manoeuvre and countering Anti-Ac-
cess Area Denial (A2AD) and applying offensive-drone employment
against that type of threat where practicable.

The layered defences that near-peer adversaries have developed
through technological advances and networked, integrated sys-
tems are the new advancement in area denial which has success-
fully countered the conventional metal-on-metal fight that would
be expected if it came to a conflict. It is unlikely that a modern
military force would seek to employ a non-traditional drone attack
on major systems as described, let alone utilize a vulnerable of-
fensive military UAS.

The more informed reader would also note that the targeting of sys-
tems associated with A2AD, in a contested environment, would need
to include everything from personnel, finance, logistics, cyber as well
as Command and Control (C2) nodes (a Multi-Domain Operations
(MDOQ) approach), as a head-on attack would yield little success.

It would be reasonable to ‘pigeon-hole’ C-UAS or offensive UAS
as a prioritized system for targeting when conditions are set to do
so in the battlespace, and not in the early stages of a conflict un-
der the threat of air defence systems. Whilst this is an important
area to manage within a conflict, those strategic targets such as
A2AD, Inter Continental Ballistic Missiles (ICBM) Threat, etc.
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would clearly have a commander’s attention at the outset of hos-
tilities as opposed to countering the drone threat. That argument
notwithstanding, this is a forum for ‘outside-of-the-box thinking’
What if proxy or Special Forces had small UAS in their arsenal
and remotely attacked a sensitive part of an A2AD structure to
disable it enough for a conventional attack to be successful? It
would require modern western forces to change a dated mindset
and accept that the development of these systems outside the
norms of modern conflict, and an ever-changing battlespace is an
investment well spent.

Unmanned Aircraft System Types

Types of UAS could be viewed in two categories: those which are
part of a formed-military unit and reflect the capabilities one
would see in a modern, western military force, or those which are
off-the-shelf, modified, and utilized for quick, hybrid-type and un-
attributable attacks by personnel whose actions would be more
related to terrorist, militia or even organized crime groups.

From a targeting standpoint, the breaking down of systems that
contribute to the output of the UAS, a Target Systems Analysis
(TSA), would highlight those contributing systems and their vul-
nerabilities which, in turn, could then be exploited by a prioritisa-
tion of targets through the targeting process.

The targeting process mentioned above would identify fixed infra-
structure that houses or supports the operations of larger UAS (e.g.
hangars, data links, communications nodes, etc.), whereas the pro-
cess for dealing with smaller UAS would be more reactive and rely
on indications and warnings (intel) and would be dynamically driven
as their location and appearance could not be positively identified at
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the beginning of the targeting cycle. It could be argued that through
intelligence-led targeting of these systems and the tracking of
personnel integral to the operation of these UAS, one could derive
the most effective means of offensively targeting this type of UAS,
tracking their whereabouts, identifying their workshops/home base
or identifying Tactics, Techniques and Procedures (TTPs).

Target Systems Analysis - General

Target Systems Analysis (TSA) is a system to identify and rank
specific targets and their elements so that attack resources can be
efficiently used and the most vulnerable element or critical link
within a system can be targeted to neutralize the system or unit.
Should the TSA determine that the data link is the most vulnerable
element, for example, in the analysis of the overall system of larg-
er military UAS, then this would be a focus area for intel gathering
and planned attacks on that particular element of the overall sys-
tem. Should the analysis determine that data links are the focal
point for neutralizing the UAS threat, then there will be many fac-
tors considered (i.e. vulnerability of satellite links, the satellites
themselves, remotely stationed satellite receiver stations, the miti-
gated risk against one’s own forces in attacking this particular ele-
ment, whether lethal or non-attributable non-lethal action is
required, recuperability, etc.)

There are many examples of how to conduct an analysis and the
CARVER method is just one example. CARVER is an acronym for
attributes used to evaluate a particular target and help in identify-
ing critical elements:

* Criticality. A measure of how critical a node is.
* Accessibility. The ability to physically access and egress from a target.
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* Recuperability. The ability of a system to recover from an attack.
* Vulnerability. The ease of accomplishing an attack.

+ Effect. The amount of direct loss from an attack.

* Recognizability. The ease of identifying a target.

From its origins during World War Il as a method of quanti-
fiably selecting possible targets for interdiction, it has since
been refined and was used extensively by the US Special Forces
during Vietnam.

Example CARVER Methodology for Larger UAS

m-nn-nn

Satellite Downlink 1

Aircraft 3 2 1 2 1 18
Control Elements 2 3 1 2 2 1 11
Data links 5 8 4 6 5 7 35
Support Personnel 7 8 4 10 4 10 43
Pilots 9 9 7 8 6 9 48

Figure 9.2: An example of the CARVER methodology based on UAS discussion.

The figures are an example only, but the weighting against the system
as a whole by targeting the pilots as a vulnerability, would be sug-
gested. Where do the figures come from and what do they represent?

To develop this thought further and to highlight the difference

between the different types of UAS, from a targeting perspective,
the following targeting details could be considered:
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Vale), . c | A | R

Loss would be Easily accessi- Extremely difficult
mission stopper  ble. Away from to replace. Long
security downtime (1 year)
Loss would Easily accessible  Difficult to replace
reduce mission outside with long downt-
performance ime (< 1 year)

considerably

Loss would Accessible Can be replaced

reduce mission in a relative-

performance ly short time
(months)

Loss may reduce  Difficult to gain Easily replaced

mission perfor- access in a short time

mance (weeks)

Loss would not Very difficult to Easily replaced in

affect mission gain access a short time (days)

performance

Figure 9.3: Notional CARVER Value Rating Scale given as an example.
Larger Drones / Formed Military Units

Conducting a TSA on larger drones would focus on the reliant support
elements, support staff, data links, communications, susceptibility to
electronic attack and the protection of the physical UAS themselves.
These elements make up the system of the UAS/unit which could be
systematically exploited through several means, and the targeting
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Special operations
forces definitely
have the means
and expertise to
attack

Special operations
forces probably
have the means
and expertise to
attack

Special operations
forces may have
the means and
expertise to attack

Special operations
forces probably
have no impact
Special operations
forces do not
have much capa-
bility to attack

Favourable
sociological
impact. OK im-
pact on civilians

Favourable
impact. No
adverse impact
on civilians

Favourable
impact. Some
adverse impact
on civilians

No impact.
Adverse impact
on civilians

Unfavourable
impact. Assured
adverse impact
on civilians

Targeting

v | e | R __|Value]

Easily recognized
by all with no
confusion

Easily recognized
by most with little
confusion

Recognized with
some training

Hard to recog-
nize. Confusion
probable.

Extremely difficult
to recognize
without extensive
orientation

process determines which element is the most critical and/or takes the
longest to reconstitute, whilst minimizing risk to friendly forces.

Target Systems Analysis — Larger Drones

There are many different types of drones, but many of them have
similar components that make up their ability to operate (i.e. the
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aircraft, the payload, control elements, data links, their human
operators and support elements). These are not exclusive, nor does
every element relate to every drone, but they serve as common
reference points from which to build a defence against such tech-
nology, from a targeting point of view, and will also suffice as a
focal point to start offensive operations. Countering UAS relates to
defence from UAS rather than the targeting of them, but there are
aspects of offensive action that can be taken against those systems.
The methodology to be applied should recognize that whilst there
are many drone systems, there are also many similarities that can
be exploited or protected against. These include:

* Aircraft have always been most vulnerable when taking off and
landing. They are less manoeuvrable, slower and easier targets.
Countering drone attacks at this point can easily identify hang-
ars and aircraft parking areas for conventional targeting. The
TSA would identify aircraft/hangars as an element of the overall
system and weigh the benefits of targeting these facilities. Fail-
ure to target these facilities when their location is known and the
capability exists would be a wasted opportunity. Factors will be
considered which include reconstitution time, and it will meas-
ure the effectiveness of the reduction of the overall force should
this element of an enemy’s UAS be destroyed.

* Control Elements are integral to all remotely piloted systems.
The disruption of the signal that controls UAS systems is where
this section is focused. Hacking into systems is not unusual,
rather it is a low-attributable offensive act that is becoming
more of a remote battleground in the ‘grey area’ of operations.
While it could be argued that modern military systems are well
protected from hacking, there is a lot of information to the con-
trary. Only last year (2019), at the Def Con Cybersecurity Con-
ference in Las Vegas, a team of highly-vetted hackers succeeded

156



Targeting

in hacking and sabotaging the flight system of a US military
fighter jet.® This ‘grey area’ of counter-military operations is
effective when targeting a known source or threat, but this is
not always the case.

Control elements include both the C2 elements in addition to the
actual controlling stations. A TSA will identify these and weigh
the pros and cons of an attack against this element, but it might
also have a different weighting dependent on the means of attack.

Formed-military units and the location of control elements/C2
elements would expect to be sourced through intelligence for an
attack to take place. However, this could result in a conven-
tional or cyber-attack, which would have a different weighting
within a TSA. For larger UAS, employing cyber is not without
precedent. The US RQ-170 Sentinal UAS, which was captured by
Iran in 2011 was ‘supposedly tricked into landing where it
thought its actual base was in Afghanistan, but instead, it was
made to land in Iran'? The Iranians allege ‘reverse engineering
techniques that they had developed after exploiting less sophis-
ticated American drones captured or shot down in recent years.
They were able to figure out how to exploit a navigational weak-
ness in the drone’s system’® The inclusion of mobile targets, such
as a UAS would be complicated within a deliberate targeting
cycle. Tacticians may never know where UAS will be in advance,
but a dedicated operation to capture something, similar to the
example above, by a land unit would be dependent upon having
local tactics to execute.

Data Link is an area that also involves the control elements.
Communications are essential to the control of UAS and have
been targeted in the past, primarily due to the vulnerability of
the link itself. There are many instances where data links have
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been targeted to gain control or bring down a drone. From a
military perspective, an electronic attack on a known location
could be an avenue for C-UAS targeting. While the technology
is in its infancy, there is the potential for an Electro-Magnetic
Pulse (EMP) aimed at disrupting data links for UAS as a means
of defeating a threat. Conversely, there is nothing to prevent the
same technology from defending critical infrastructure. Drone
Defender Technology from Battelle® and Epirus, Inc.s Leonidas!®
are examples of such technology.

EMP causes electric potential to build up in exposed circuits,
and because of its power, Electro Magnetic (EM) shielding
does not help protect a UAS design. Induced electric potential
is a very high negative charge and travels as an electric cur-
rent through conductors where the current is high enough to
knock out electronic components in its way. As Commercial
off-the-Shelf (COTS) drones necessarily use sensitive low-
power electronics and require an antenna to function, an
EMP will likely destroy all the drones’ electronic circuits. The
small proportion that are not destroyed outright would po-
tentially be incapacitated by having their radios destroyed.
Whether an EMP would have the same effect on larger UAS is
a matter for further investigation.

* Support Personnel. For military UAS pilots, their lengthy and
high degree of training makes them equally vulnerable to mul-
tiple threats. This can range from coercion and other non-lethal
threats through to individual lethal targeting. The vulnerability
of personnel, who have freedom of movement is well known
and tracked by foreign intelligence services. Anywhere along
the path of daily life could be a potential location for a conven-
tional attack, but coercion is becoming more of a weapon
against individuals who have something to hide or be embar-
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rassed about. Even the fact that they have been approached is
potentially exploitable as it pits one person’s word against an-
other as to what has been discussed and agreed, or not.

Smaller Commercial off-the-Shelf UAS

Smaller COTS UAS have a limited range and are small enough
to go undetected by regular radar defences. They are made up of
a controller and a drone, are highly manoeuvrable, and can ap-
pear without notice. All of these factors highlight a wholly dif-
ferent area of focus for C-UAS than that which would be con-
sidered for larger drones. The targeting of these systems requires
a different approach.

UAS have developed considerably in recent years. So much so
that the smaller types are becoming more affordable and are
more readily available for use by non-State groups, organized
crime syndicates and terrorists. This will increasingly become
a matter of concern for all countries and alliances when consid-
ering threats to personnel and infrastructure. There have been
numerous attacks of this nature that have had varying levels of
success, but one thing has been constant regarding the nature of
this offensive thinking, and that is the limited development in
the way of a defence against low and slow UAS threats from
a military standpoint.

Target System Analysis Smaller Drones

In conducting a TSA against this type of UAS, different factors
would be considered. It should be noted that:

* Electronic Defences. Many modern drones have been built with
digital ‘gaps’ that can be easily exploited, with security often
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overlooked in the struggle to satisfy public demand for drones.
If the threat against modern-military systems is so easily pur-
chased ‘off-the-shelf’, then these vulnerabilities will be com-
monplace amongst those threats.

A study by Johns Hopkins University identified three successful
hacks that were easily achieved on a common hobbyist drone.!!

— The first hack focused on bombarding the UAS with thousands
of wireless connection requests asking for control of the air-
borne device, overloading the Central Processing Unit (CPU)
and causing it to shut down.

- The second hack sent the UAS an exceptionally large amount
of data exceeding the capacity of the buffer in the aircraft’s
flight application.

- The last focused on sending repeated signals to the drone’s
controller, telling it that it was the drone itself. Eventually, the
controller started to believe that this was the drone and sev-
ered contact with the actual drone.

Whilst these hacks were conducted in a controlled environment,
one can easily see how these hacks could be further exploited
with little additional effort. Identifying the location of the UAS
control station and the ranges required to have an effect
notwithstanding, it is an area that could potentially focus on
countering inexpensive, COTS UAS threat that is present today.

* Control personnel are a vulnerable element of a UAS system
and would often be hidden from sight or acting remotely when
carrying out a drone attack. Distances vary, but with smaller
cheaper systems, it is reasonable to assume that there would
only be a small radius of operations from the controller to the
drone. Constant Hawk!? is a Wide-Area Motion Imagery System
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and feeds intelligence data collected in order to understand the
environment. It is not a new system and, as the article explains,
was used extensively since 2006 in both Iraq and Afghanistan
to counter roadside Improvised Explosive Devices (IEDs). More
than just Full-Motion Video, monitoring an area surrounding a
vulnerable target using this technique has the potential to cap-
ture an area of approximately 100 sq. km for constant surveil-
lance. In either real-time or when reviewed at a later stage,
following the footage back from an identified launch point/im-
pact point can lead authorities to the location or origin of the
actors involved, the building that they operated from for exam-
ple. Those control personnel can then be individually appre-
hended or targeted through the normal targeting cycle.

The legalities of this type of targeting would be considered at the
time, but the differences between legal targeting and self-defence
against this type of threat will be an area for consideration, espe-
cially when the perpetrator is a local civilian, and you cannot
argue self-defence unless an attack has taken place. The thing we
are countering is the perceived attack itself. With that legal issue
notwithstanding, and with the example of Constant Hawk in
mind, there is a means through intelligence to positively identify
and track offenders who may otherwise blend into and hide with-
in local society.

There is a very noticeable difference in the countering of these
two different types of UAS, where one is detailed and planned
action against a known system that has had a vulnerability iden-
tified, while the other is reactionary to a hybrid-type threat to
critical infrastructure or personnel. In the case of the latter, then
an analysis of the known factors surrounding these types of
attacks and utilizing a full coverage of Intelligence, Surveillance
and Reconnaissance (ISR) will best enable a defence, along with

161



Targeting

indicators and warnings, to this growing threat. Having com-
pleted a TSA, regardless of the type involved and analyzed what
primarily needs to be targeted in a UAS threat would then form
the basis of a defence.

Recommendations

The threat to governments and businesses in modern times is so
substantial that there are companies that specialize in C-UAS
technology, not only for the military and the terrorist threat that
exists in modern-day warfare, but in the civil sector itself. One
such company, for example, is the German-based Frauenhofer
whose Chairman states ‘..drones that can carry explosives, self-
sufficient delivery drones, self-learning drone swarms - and the
materials required are available in every hardware store’.!3

Many readers with interest in this subject will be aware of the
Slaughterbot demonstration on Youtube of autonomous drones
searching for targets. Their parameters are defined by facial-
recognition technology and social media. It is a fictional demon-
stration of what potentially could be utilized should drone tech-
nology be used for terrorist purposes or even uncontrolled-military
purposes.'* The video was released by autonomousweapons.org
and Stuart Russell, a Professor of Computer Science at the Uni-
versity of California, who speculate on the potential of Artificial
Intelligence (Al) and in particular, drone technology. If what the
Chairman of Fraunhofer states is true, then this technology is
available and awaiting exploitation. Utilising drones from an
offensive point of view was clearly demonstrated by Stuart Rus-
sell and it would be reasonable to expect that it is only a matter
of time before this type of attack is commonplace.
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Conclusion

It is clear that we are breaking new ground when it comes to
countering this type of threat to a modern military force. There
are many threats to protect against and many aspects with poten-
tial for exploitation. If this new and emerging technology is to be
recognized for the threat that it is, particularly the more fre-
quently used non-traditional and hybrid means, then it could be
argued that there should be doctrine to give guidance for the
protection and future development of C-UAS. This is a cheap,
affordable, non-attributable means of conducting a stand-off
attack against infrastructure and personnel of importance. The
examples thus far of dedicated lethal attacks are limited, but as
the technology develops further, the capabilities of newer threats
may leave us feeling more vulnerable than we first thought. The
reluctance of governments to accuse third parties, due to this
non-attributable means of attack, will only bolster and encour-
age future exploitation through these means.
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Electromagnetic Operations

Introduction

The Electromagnetic Spectrum (EMS) comprises the span of all
electromagnetic radiation, which is divided into many sub-ranges
and separate frequency bands due to their different physical prop-
erties. The Electromagnetic Environment (EME) is the geophysical
environment, influenced by such factors as terrain, weather and
atmospheric conditions, which supports the radiation, propagation,
and reception of electromagnetic energy across the entire EMS. To
put it simply, the EME is the physical realm which bridges all war-
fare domains of operation,! including Unmanned Aircraft Systems
(UAS). Since most UAS depend on the EMS in order to operate,
degrading or denying their use of the EMS has the potential to
prevent many UAS from conducting effective operations. Electronic
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Warfare (EW), the traditional warfighting element of the EME, has
been rapidly expanding its capability to include advanced and
joint Electromagnetic Operations (EMO) in the EME. This article
will discuss how UAS operations could be countered through EMO,
concentrating on detection, classification, and engagement.

Detecting and Classifying Unmanned Aircraft Systems

Especially considering the emerging technologies in Low, Small,
and Slow (LSS) UAS, detecting and classifying UAS and drones has
never been more challenging or critical. Features such as very low
Radar Cross Section (RCS)? and difficult discernibility in many
other spectrums, along with very low flight altitudes and slow
speeds can combine to present extremely difficult environments in
which to detect these threats. The two ways of detecting UAS using
the EMS is through active and passive systems. The main differ-
ence between the two is that an active system sends out a signal,
and the return signal is analyzed. For passive detection, the detect-
ing system remains silent on the EMS and uses active or passive
emissions from the target for analysis.

The active and passive detection and classification techniques that
should be considered to accomplish this task are discussed in the
following section.

Active UAS detection

Radio Detection and Ranging (Radar) sensors are currently NATO’s
main option for active air surveillance, target tracking and poten-
tially subsequent engagement guidance. Active radar systems emit
Radio Frequency (RF) signals and analyze the backscattered energy
from a potential target. Hereby, the architecture, composition and
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used frequency of a radar is dependent on the use case and the
anticipated targets. Different frequencies have different properties
like range, resolution, atmospheric attenuation or accuracy. Very
low frequencies could be used for ‘Over-the-Horizon’ or ‘Anti-
Stealth’ detection, but the respective systems tend to be quite large,
and their resolution is significantly lower than systems radiating at
higher frequencies. On the other hand, very high-frequency micro-
wave radar systems have an outstanding resolution and accuracy
even for very small targets, but have only a very limited range due
to atmospheric attenuation. Therefore, most radar systems are de-
signed for a specific purpose in accordance with the anticipated
target load and the necessary track quality and a ‘One-Size-fits-
All’ solution does currently not exist.

Radar systems have evolved quite a lot since their inception in
1886 by Heinrich Hertz and they are capable of tracking a wide
array of aircraft, satellites or ballistic missiles. To see, how capable
existing systems are in coping with Unmanned Aircraft (UA) and
drones, they need to be compared to the target types already cov-
ered by these systems. In general, four factors primarily influence
a radar’s capability of detection, namely RCS, altitude, range and
speed. The RCS describes the anticipated RF energy reflection of an
object from a certain angle and in a certain frequency. When the
RCS is large enough to produce an evaluable signal to noise ratio
for a sensor, the object is detectable. It needs to be able to distin-
guish between naturally small RCS (e.g. micro UA) and artificially
shrunk RCS like in stealth aircraft (e.g. F-35). The use of low fre-
quencies might help to discover stealth aircraft, but they might not
have the resolution and accuracy to detect a small Class I UA or
drone. In this case, higher frequencies in the upper centimetre or
even millimetre-wave regime can be beneficial. The wavelength
specifications need to support the target detection requirements.
Once the right frequencies are identified, the signal needs to be
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optimized for the target as well. Signal length, pulse composition
or pulse compression are just a few parameters or techniques to
support detection and tracking.? Some target parameters can be
identified by analysing changes within the return signal itself. The
well-known Doppler Effect can be used to identify the relative ve-
locity of a target towards the sensor since the frequency of the
return signal will be shifted accordingly. However, the Micro-Dop-
pler Effect will cause an effect on the return signal due to micro-
vibrations or movements of the target. For example, rotor motion
can be picked up and analyzed to identify UA and drones and
distinguish them from other unwanted targets like birds. This func-
tionality is frequency-dependent, so for very small intra-target
motions, high-frequency sensors are needed.*

The following figure is a general comparison of RCS from UA and
drones with other objects. It shows that a typical Medium-Altitude
Long-Endurance (MALE) UAS has an RCS similar to existing
fighter aircraft.
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Figure 10.1: Comparative RCS values of various platforms on indicative purposes.
These values have been collected from open sources and are referring to controlled
and certain factors, conditions and frequencies during real world trials and/or compu-
tation, which are not always addressed.
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With the radar sensor as the constant in this equation, it can be as-
sumed that the smaller the RCS of an object, the closer it needs to get
to the receiver to produce a usable return signal or the more RF energy
that needs to be radiated. RF energy output of all systems is limited, so
the distance becomes the variable. The detection distance may become
even less due to the potentially very low flight paths of small UA and
drones, which prevents a line of sight detection independent of the
RCS. The short detection range makes these threats a high risk for
NATO in general, and it becomes amplified with the employment of
small UA and drones in swarms or with high levels of automation.

Most air surveillance/defence sensors are designed to cover very
large volumes of airspace in a threat optimized fashion. This means
that sub-volumes with a higher likelihood of target presence will
be looked at more frequently to increase the probability of detec-
tion. This is normally prioritized by the threat/risk-level of the
targets, in order for the highly threatening objects to be detected
first. Large Class II or Class III UA can easily be incorporated in this
calculation and the available sensor mix should suffice. Smaller
UA and drones are not only highly threatening but also especially
challenging due to their late detection and short engagement dis-
tances. Several facts make it infeasible to incorporate these targets
into the load for a large volume sensor:

» Every air defence radar has a minimum distance for detection,
which might be longer than the UA distance to the sensor.

* A concentration of radar dwell time in the anticipated Class I UA
airspace volume will negatively impact the radar’s performance
in its originally anticipated mission.

* A longer-range sensor might be capable of sensing small UA
that pose a risk to itself, but may be challenged to provide cover-
age for extended self-defence of other entities, due to terrain
feature coverage.
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This leads to the circumstance that, as with any other air target, an
appropriate sensor for the threat has to be identified and most
likely this network of various sensors will bring benefits as well.
The sensor has to satisfy at least the following needs:

* Cover the target-specific range and altitude band.
* Provide sufficient update rate and accuracy.
» Provide sufficient agility for the mission.

Next to radar sensors using RF signals, other wavelengths of the
EMS are being looked at for ‘ranging and detection’ In addition to
radar, Light Detection and Ranging (LiDAR) can be used for dis-
tance, angular and speed measurements of distant objects. LIDAR
sensors are often used for 3D mapping of the environment but
have also found their way into automation applications, like un-
manned cars. Due to their high accuracy and fast update rates,
their application in the detection and tracking of small UA and
drones is being researched.®

Passive UAS Detection

Aside from active detection, where an artificially produced signal
is being used and the return analyzed, there are passive options for
detection and tracking. Here, the active and passive EMS signa-
tures of an object are used for further processing. The most obvious
option is to use deliberate RF emissions like data links, voice-radio
emissions or on-board radar sensors. These signals are meant to be
received by a dedicated system, so the signal is strong enough to
cover relatively large distances. However, every system that is us-
ing electronic circuits has a noticeable EMS signature. Here, the
unintentional transmission output is far lower, so it cannot be re-
ceived over large distances. A third option is to basically use a
variant of a bi- or multi-static sensor, so-called passive coherent
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location radars.® In this case, the receiver uses target backscatter
from unrelated, but known emitters (e.g. television broadcasting,
cellular networks or radio stations) as the source of analysis. Since
all of these capabilities are mostly based on the concept of trian-
gulation, arrays of passive sensors are needed for this concept to
work. In all three cases, adversary systems can install measures to
reduce the applicability of passive detection. Internal circuits can
be shielded, so their unwanted transmissions are minimized. RF
absorbing coatings or RF energy scattering designs can be used,
which are nearly impossible for lower frequency bands. The on-
board transmitter can have a very high directionality, with mini-
mized side-lobes, use strong frequency agility/diversity or use very
high frequencies that get attenuated by the atmosphere more
quickly. However, all these options are more likely to be found in
Class III UAS and not the small Class I size or drones. In general,
higher levels of automation reduce the need for RF links to a con-
trol station, which impedes passive detection as well. Despite these
possible countermeasures, the passive detection of Class I or small
Class II targets or low RCS Class III UA is a plausible alternative or
augmentation to active detection, especially since larger active
sensors have weaknesses in short distance detection.
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Figure 10.2: Commercial applications in the radio spectrum, whose waves can illumi-
nate a LSS UAS to a passive sensor.
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In addition, fielding friendly passive C-UAS detection systems
provide excellent concealment against detection by opposing
Electronic Support Measures (ESM). Since these friendly passive
radars are not emitting energy, they cannot be detected and tar-
geted by EW and SEAD' aircraft or UAVs (such as the Israeli ‘Har-
py’ or ‘Harop’ UAS). Aside from being highly mobile and detecting
small or stealthy UA, passive radars can operate in congested EM
environments such as urban centres where adversaries will likely
employ such UAS.

RF analyzers can be used to identify the frequency of a specific RF
transmission or follow complex frequency hopping patterns. These
analyzers can detect the control or video signals over the RF (in-
cluding Wi-Fil! or cell phone signals) employed for UAS opera-
tions and can be easily carried on mobile platforms. Once the
dedicated frequencies are identified, the controller and drone lo-
cations (when actively emitting) can be triangulated by the afore-
mentioned passive radar systems. RF analyzers are a valuable tool
to support passive detection of Class I UAS. However, the effec-
tiveness of analyzers can be reduced in highly congested RF envi-
ronments due to saturation.

Passive sensors and RF analyzers are typical tools in support of
ESM. This is the traditional military discipline of EW within the
reconnaissance and surveillance systems, to sense and passively
collect EM emissions and information to detect, locate, identify,
record and analyze radiated EM energy for threat recognition and
long-term operational planning. ESM information can be assessed
through intelligence products such as Signals Intelligence (SIGINT),

Supression of Enemy Air Defence
" Wi-Fi s a family of wireless network protocols which are commonly used for local area networking of devices and Internet
access.
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Communications Intelligence (COMINT) and Electronic Intelligence
(ELINT). Consequently, this EW function may report the detection
of UAS EMS emissions and could contribute to the generation of
an Electronic Order of Battle (EOB), which usually includes critical
electronic information on threats depicting the likely locations of
UAS components such as ground stations. ESM is not usually pro-
ducing real time data, but it is a good source in support of C-UAS
real time operations. Technological advancements have promoted
the evolution of tools such as CESMO’ (Cooperative ESM Opera-
tions) that can triangulate and share electronic emitter information
within networks almost in real-time and increase the opportunities
for UAS detection and C-UAS operations.

Electro-Optic and Infrared (EO/IR). A promising passive method of
UAS detection is through the use of Electro-Optic (EO) and Infrared
(IR) light sensors. EO includes the visible light and Ultraviolet (UV)
light spectrum of wavelengths. The spectrum of these three wave-
lengths is shown in Figure 10.3.

The detectability and classification of objects through the use of
systems utilizing these wavelengths is highly dependent on the
reflectivity and emissivity of the object compared to the apparent
background, including environmental effects. The designed func-
tion of the system will often determine what spectral band is best
to achieve detection. For instance, if an object is flying in an
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Figure 10.3: Electro-optics and Lasers Spectrum.
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environment with little visible and UV light present (such as dur-
ing the night), IR sensors may be the best solution to trace the IR
radiation (heat) emitted by the UA.® By contrast, in environments
with ample visible light and UV present (such as during the day),
EO sensors may be more suited for detection and classification,
depending on many variables. Since reflectivity and emissivity of
a material changes based on the wavelength of energy being ana-
lyzed, the environmental conditions greatly affect wavelength
transmission.® The use of multi-spectral sensors that can fuse UV,
IR, and visible light has great potential to detect UA across a wide
range of conditions.

Night Vision Devices & Low Light Cameras. These systems pri-
marily collect ambient visible light and intensify the image by
using photocathode technology to produce electrons from the
photons in the incident light. They may also integrate IR illumina-
tors to increase their range for detection and classification, mak-
ing them both a passive and an active system. If the object is
emitting or reflecting even a small amount of energy in the visual
spectrum, these systems have great potential to be an effective
method of detecting UAS at considerable ranges. However, since
these low light systems operate with visible light, they have poor
performance in twilight conditions and are negatively affected by
environments with high humidity, fog or smoke, not unlike other
EO systems.

Acoustic Detection

In addition to the IR and EO spectrums, the noise produced by UA
can be detected. Microphone arrays can be deployed to detect
sound waves and triangulate the origin of the acoustic emission.
However, detection ranges of acoustic sensors are very limited and
may only support detection of Class I UAS and drones.
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Chapter 4 (cf. p. 58 ff.) discusses the acoustic detectability of UA in
more detail. Depending on the background noise, detection ranges
vary greatly and can be expected to range up to 1,000 m in a
quiet rural area, but are limited to only a few hundred meters in a
noisier urban environment.

Action Against UAS Within EMS Context

Once the UAS is detected and classified with enough fidelity to
determine the appropriate response, effects will need to be applied
to the UAS to meet the commander’s intent. This section will dis-
cuss the many ways EMO can be used to affect an UAS.

Active and Non-lethal EW Actions Against UAS

Traditional active measures for EW are jamming and deception'® of
the signal for UAS control. For jamming, a large enough amount
of RF energy (in the previously identified frequency, frequency
spectrum or frequency sets) is directed towards the UA’s receiving
antenna to mask the UAS RF control or data signals. Hence UAS
operations are likely the target for denial or disruption. Deception
is more complex since it is target and even content-sensitive.
Therefore, more information than just the operating frequencies is
needed. A signal with a new or altered content to manipulate UAS
behaviour gets fed into the UA or control station to interfere with
the UAS’ mission. Terms like spoofing' or meaconing™ are being

" GPS spoofing is the transmission of interfering signals that imitate the GPS signal. In contrast to the GPS jammer, it generates and
transmits formally valid but incorrect position data. These jammers are also called pseudolites because they are usually operated
on the ground and imitate the signal from satellites. Both civil and military receivers are affected.

' Meaconing is the interception and rebroadcast of navigation signals. These signals are rebroadcast on the received frequency,
typically, with power higher than the original signal, to confuse enemy navigation. Consequently, aircraft or ground stations are
given inaccurate bearings.
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used in this context as well. The advent of UAS has accelerated the
development of portable or mobile special jamming/deception sys-
tems to counter drones by neutralizing them through EW tech-
niques. Jamming and deception can be done reactively, but also
pre-emptively, for example by flooding the anticipated frequencies
with RF noise, emitting altered GPSY signals or spoofing/hijacking
cell tower signals. Such jamming/deception modules can be in-
stalled on existing infrastructure like cellular network antennas
which would affect UAS signals within a wide geographic area and
particularly where UAS Class I and II are likely to operate. These
are non-kinetic solutions, which work effectively at close distances
against Class I and II UAS rather than Class III UAS that are typi-
cally flying at higher altitudes.

Directed Energy Weapons

Although research in the field of lasers for use in military applica-
tions has been conducted for over 50 years!!, only recently have
laser systems been able to be used to counter air threats such as
UAS. Directed Energy Weapons (DEW) systems are designed to
provide a focused beam of energy in order to disable or disrupt the
target. DEW defensive systems have many possible advantages to
traditional kinetic systems, including the capability to perform
speed of light engagements, the ability to adjust output energy, the
access to potentially unlimited number of shots (limitless maga-
zine), and cost savings when compared to many traditional sys-
tems. DEW systems are already being employed for C-UAS on
ships and surface vehicles.!? The primary DEW weapons being em-
ployed are discussed next.

" The Global Positioning System (GPS), originally NAVSTAR GPS, is a satellite-based radio navigation system owned by the United
States government and operated by the United States Space Force.
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High Energy Lasers. Since lasers designed to cause blindness in
humans were banned by the United Nations in 1995,* military
lasers have primarily been used to provide precise targeting infor-
mation to guided munitions and ‘dazzle’ targets for incoming IR-
guided munitions. High Energy Lasers (HEL) have had little success
until fairly recently due to rapid technology improvements, where-
as having to counter LSS UA was one of the main driving factors
for these developments.!'* There are currently multiple HEL systems
being deployed by NATO members to combat zones to determine
their efficacy in combating small UA.!> Systems fielded by the US
Air Force, Army, Navy, and Marine Corps have all had broad suc-
cess in the C-UAS mission during recent ‘real-world’ trials.!® These
trials bode well for the future of HEL to fill the critical role to
counter LSS UA now, with larger HEL weapons systems being de-
veloped to have increased ranges to counter much larger and ca-
pable UA (in addition to other targets).!’

Electro-Magnetic Pulse and High-Power Microwaves. These
types of weapons are capable of disabling or destroying elec-
tronic components inside a UAS, instead of hitting the surface of
the object with a laser. Electro-Magnetic Pulse (EMP) weapons
can be delivered to disrupt radio links and the electronic circuits
of the UAS. Even though EMP technology is not yet fully mature,
it has been added to many C-UAS systems as another means to
provide non-kinetic C-UAS effects.'® One of the primary benefits
of EMP is that it has great potential to be used to counter swarm
attacks, in addition to being employed with more focus at indi-
vidual threats. When focused, it also has good potential to be
employed at farther ranges than traditional HEL weapons, how-
ever, EMP weapons must be thoroughly tested and employed very
carefully since they have the potential to cause significant col-
lateral damage to friendly electronic assets, as well.
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Passive EW Actions Against UAS

Passive defence, i.e. the mitigation of radiation propagation through-
out the EMS should always be an integral part of countering UAS. It
may encompass long-established techniques such as camouflage, shel-
tering or radio discipline to avoid being detected by an airborne sen-
sor. Chapter 15 (cf. p. 269 ff.) discusses these measures in more detail.

Summary

The combination of UAS features, that may include a wide range of
physical sizes, types of missions and payloads, including potential
for swarming and full autonomy, lead to the conclusion that there
is no single defence method able to counter all classes of UAS. Due
to these vast differences, a multi-layered, tailorable, overlapping
array of sensors and effectors is required. Mobility, weather and
light conditions, network capacity and availability, atmospheric at-
tenuation, the battlespace environment, and technological ad-
vancements are all paramount considerations that need to be prop-
erly planned to ensure the effectiveness of these sensors and
effectors. The challenge of implementing this multi-layered Coun-
ter-UAS system of systems array is creating a command and con-
trol system able to merge the vast amount of incoming data to
present a clear and accurate picture enabling the employment of
the most appropriate UAS countermeasures. Managing and con-
trolling sensor data collection through artificial intelligence appli-
cations may significantly contribute to creating an adaptable and
effective UAS Kkill chain. Once a UAS is sensed by the network of
sensors, an artificial intelligence application could task sensors in
the area to gather the needed information to classify the system
and then either provide recommended actions to a human response
centre or operate autonomously to neutralize the threat.
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Cyberspace Operations

Introduction

It has been stated that Unmanned Aircraft Systems (UAS) are ‘re-
shaping the cyber security world.! While this claim might seem
overstated, there’s little doubt that the advancement and prolifera-
tion of UAS worldwide present many challenges to the cyber secu-
rity community as UAS increase in sophistication and defenders
scramble to keep up with the growing threat. However, while ad-
versaries in possession of UAS exploit their capabilities and invent
new avenues for attack, the UAS themselves are ‘highly exposed
technical systems™ and increasingly vulnerable to capabilities op-
erating in and through cyberspace. Indeed, it has also been claimed
that, in reference to countering UAS, ‘cyber or electronic attack on
UAV [sic] may constitute one of the most direct and immediate
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ways of implementing cyber power’.®> A general understanding of
the elements of Cyberspace is an important piece as it pertains to
the multi-domain, whole of government approach to countering
the UAS threat. The aim of this chapter is to provide an overview
of Counter-UAS (C-UAS) concepts as it pertains to Cyberspace. This
chapter outlines the Layers of Cyberspace, the Cyber Kill Chain,
what is meant by ‘Counter’, Attack Surfaces, Vectors and Tools and
includes a special note on the relevance of 5G technology.

UAS are ‘reshaping the cyber security world!

Layers of Cyberspace

Familiarization with what constitutes the Cyberspace Domain is
important to understand how capabilities can be brought to bear
when C-UAS missions are being considered. At first glance, an UAS
might be considered for the airborne platform itself (i.e. Unmanned
Aircraft or UA) and only as a part of the Air Domain. However, tak-
ing into account the UAS in its entirety, and not the vehicle alone,
it becomes clear that this first impression is over-simplified; the
entire UAS consists of elements accessible through the Cyberspace
Domain. The Cyberspace Domain can be described as comprising
primarily three interconnected layers: a physical layer, a logical
layer and a cyber-persona layer.* > © The physical layer comprises
the Information Technology (IT) hardware, the equipment and net-
working infrastructure for processing, storing and transmitting
data. The logical layer includes inter-related but abstract elements
such as data, operating systems, applications, network operations
and protocols. The cyber-persona layer is a digital representation of
an actor or identity created by the data and rules of the logical
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layer. A cyber-persona can be a person, multiple users, an alias, an
entity or a machine. When considering C-UAS, all three layers
should be assessed as possible attack surfaces.

Cyber Kill Chain

Generating effects in and through Cyberspace varies significantly
in degree of difficulty depending on the target and desired effect,
but the processes involved are similar. The progression from con-
ceptualization through to achieving the desired effect is referred to
as the Cyber Kill Chain and one of the industry’s more recognized
models' was created by Lockheed Martin (LM).” The steps in this
process include Reconnaissance, Weaponization, Delivery, Exploi-
tation, Installation, Command and Control and Actions on Objec-
tives. Each phase presents unique challenges requiring varying
degrees of sophistication and investment of time and resources,
normally in direct correlation to the value (monetary or strategic)
and the level of security afforded the target.

What Do We Mean by ‘Counter’?

C-UAS activities can be categorized into three distinct elements,
‘detection, non-interactive measures, and interdiction’® Detection
activities employ a variety of sensors including ’acoustic, thermal,
radar, visual or radio frequency (RF)” to identify the presence of a
UA. Non-interactive measures are those employed in response to
reduce the impact, such as warning and/or evacuating personnel

Since Lockheed Martin created this model in 2011 various versions have been released, some with 18 steps, including the APTKill
Chain’ (AIRBUS), ‘Internal Cyber Kill Chain Model’ (AT&T) and the ‘Unified Kill Chain} each with their own pros and cons. The Lock-
heed Martin Model steps best meet the purposes of this review.
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from the area. Finally, interdiction refers to action taken to actively
engage and influence a UAS. Therefore, C-UAS in this chapter is
not referring to passive, defensive measures (technical and/or ad-
ministrative) to protect our networks, data and critical IT infra-
structure from attacks (i.e. firewalls, intrusion detection systems,
antivirus applications, etc.) in order to preserve freedom of action.
Rather, C-UAS in this chapter refers to active measures implement-
ed to project capabilities in order to defend against UAS threats.
Note that NATO, as a defensive Alliance, does not possess resources
within either its command or force structure to conduct Offensive
Cyberspace Operations, but its operational commanders are able to
leverage sovereign cyber effects provided voluntarily by Allies, a
process entitled SCEPVA'®, How effects are generated in and through
Cyberspace for C-UAS measures, and what transpires in each step
in the Cyber Kill Chain, is ultimately determined by the objective,
whether it is to capture, to exploit' or to destroy UAS components.

Capture

Capturing an airborne UA might well be considered the ultimate
C-UAS response. Seizing an adversary’s high visibility asset not
only eliminates it from their inventory and provides a source of
intelligence about their capabilities, it can also have a significant
impact on morale, improving morale of friendly entities and nega-
tively impacting the morale of the antagonists. Capturing a UA
may be achieved by spoofing GPS signals to direct the UA off
course to an area where it can be retrieved by associates. One of
two popular theories of how Iranian forces came into possession of
a US RQ 170 Sentinel in 2001 was that the GPS satellite signal was

" Exploit may be expressed differently in other doctrines or concepts, for example Disrupt, Degrade, Deceive, Manipulate or Influ-
ence. See‘Additional References'1, 2, 3, and 4.
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‘overlaid by a spoofed GPS-signal originating from a local trans-
mitter with a stronger signal’!! which created a false indication of
the UA’s position.i Capture can also be achieved by intercepting
the communications links in order to take control of the UA. With
autonomous systems malware would have to be introduced before
the flight to enter a new flight path and landing coordinates.!? It is
possible to gain access (by keystroke logging), and change
authorizations or access permissions which will make it possible to
alter permissions, privileges and authorization and take over and
capture the UA. A keylogging virus was detected on US Predator
and Reaper UASs at Creech Air Force Base in Nevada in September
of 2003 ’logging pilots’ every keystroke as they remotely fly
missions over Afghanistan and other War zones’ '3

Exploitation

An adversary’s UAS might be exploited by leveraging its operation
in order to help achieve one’s own mission goals, and ideally with-
out the operator’s knowledge. UAS can be exploited through inter-
cepting the sensor data, such as the video images to be able to view
what an adversary is seeing and to analyze and interpret this for
intelligence and force protection purposes. Another possibility is to
‘compromise the keys and capture the communications’ (eaves-
drop/passively monitor) or even 'modify or fabricate informa-
tion’,!* in other words, intercept what an adversary is communicat-
ing and assess it for intelligence purposes (traffic analysis, forensics,
location tracking) or change the content (identity Spoofing, Man-

GPS Spoofing has more commonly been associated with capabilities in the Space and/or EW Domains. In this context, spoofing
is achieved via cyber-attack on a ground system, so is included as a C-UAS activity accomplished in large part, if not entirely,
through Cyberspace. The subject of the merging of the Cyberspace and EMS Domains is beyond the scope of this study. See ‘Ad-
ditional References'5 and 6.

" Brief descriptions of Cyberspace Terms are provided in the glossary.
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Figure 11.2: Block Diagram of a Typical UAS.?

in-the-Middle attack, Message Forgery, Replay Attack) in order to
deceive/mislead and influence their decision-making as part of an
Information Operation or Deception campaign. Creating a Rogue
Access Point would facilitate, depending on the Class and Type of
System, accomplishing a Man-in-the-Middle attack, for example.
Another, though highly sophisticated approach, would be to con-
duct a firmware replacement attack, the most opportune time in
which to accomplish would be when a UAS is undergoing mainte-
nance, particularly when software or firmware upgrades are taking
place. Replacing the firmware with a malicious variant supports
installing a back door to allow ongoing access to sessions with the
UAS for continuous exploitation.!® Furthermore, having malware
installed would permit influencing the performance, which, in
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turn, would enable increasing fuel depletion rates, decreasing the
time of operation and reducing the length of a mission.!®

Destruction

Destroying an enemy UA may be the most probable and more eas-
ily achieved C-UAS measure from the perspective of Cyberspace
operations. Attacks to influence on-board sensors and alter data
regarding (one or more of) location, altitude, speed, pitch, roll and
heading etc., in order to cause the UA to either malfunction and
crash, to self-destruct by flying outside its own flight envelope for
maintaining structural integrity or to fly directly into the ground
or another object and be destroyed are all plausible courses of ac-
tion. Destructive attacks also have a better likelihood of avoiding
detection or at least permitting plausible deniability considering
that, historically, UA accident rates are 100 times greater than for
manned aircraft.!’

Attack Surfaces

UAS vary a great deal in size and complexity. There is a wide array
of UA according to their construction (e.g. the size, weight and
payload), their operational capabilities in speed, range and endur-
ance, and their electronic and mechanical design. Such differences
result in a large field of UA with a wide variety of flight envelopes,
degree of autonomy, level of sophistication and functionality.
Regardless, whether small and designed for amateur use, or large
and complex, designed for national defence purposes, all UAS are
comprised of the same basic components (cf. Figure 11.2, p. 189)
and are founded on similar principles. Additionally, the many types
of UA should be considered as complex aerial vehicles and
exceptionally sensor-driven assets.'®
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Most UAS operations require interaction in a three-dimensional
environment under the continuous guidance of the operator and,
therefore, require multiple on-board control sensors. Maintaining
reliable and synchronized communication channels between these
sensors assures the real-time data transfer and control of a UA. The
main control elements consist of ‘physical infrastructure (external
hardware), computer systems (internal hardware) and non-physical
software’!® Other principle elements common to UAS include the
payload, operator, data links and support elements.

During flight, even when in autonomous mode (when applicable),
several data links may be established forming a UAS network
among one or more Ground Control Stations (GCS), ground-based
antennas, Mobile Ground Units or many other UA (e.g. in the case
of swarming). A communication link may consist of a continuous
and dedicated data link connection, a partly-continuous and semi-
dedicated connection, (such as Wi-Fi or Bluetooth), or ‘discrete
connections’, based on pre-programmed flight plan uploaded to
the UA through direct access to the hardware from external data
storage devices, such as USBs and DVDs.?° Similar to any other IT
network or operating system, UAS networks are crucially depend-
ent on the information flow through the sensors, the links, the
avionics and the hardware infrastructure.

The more complex and sophisticated the system elements, the more
attack surfaces and number of potential entry points to exploit. By
implementing common attack vectors against these surfaces, such
as backdoors in a network perimeter, software vulnerabilities, ma-
nipulating output data to actuators, compromising input data to
controllers, Man-in-the-Middle attacks, database attacks and com-
munications hijacking, it is possible to challenge the Confidential-
ity, Integrity, and Availability (CIA) of the data flow and, hence,
interdict and influence the UAS.?! These forms of attacks are
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depicted diagrammatically in the ‘UAV System [sic] Cyber-Security
Threat Model’ (cf. Figure 11.3). Remote Code Execution (RCE) is an
effective countermeasure which targets not only the flying plat-
form but also the UAS’s ground network system, exploiting secu-
rity flaws and backdoors in firmware, weak passwords, unsecure
protocols and software bugs.?? Moreover, the fact that many of the
smaller commercial and consumer drones are using standard, com-
mercially available smartphones as their control platforms, in-
creases the likelihood of known vulnerabilities in the smartphone’s
operating system to affect the UAS’ level of security.??

As mentioned, UAS are wide-ranging in type and capability, from
small and medium-sized, low-range UAS that can be modified by
insurgents and terrorists to suite their purpose, to larger more
complex UAS developed by the defence industry including the
manufacturers supplying the governments of China, Russia and
Iran. It is important to understand as well that it is not exclu-
sively high-end, military-grade UAS that are being employed in
conflict. In the Ukraine for example, a large number of civilian or
amateur UAS were utilized in the conflict both by the Russian-
backed separatists and the Ukrainian Armed Forces, and they are
being used extensively in a number of other conflicts including
Syria, Iraq, Libya and Yemen.?®* The complexity and cost of the
many varieties of UAS vary significantly. The more complex the
UAS the more attack surfaces the UAS presents, but they may
also have more security provided for them, which consequently
requires a greater investment of time and resources to conduct
effective C-UAS via Cyberspace.

‘Gyber or electronic attack on UAVs [sic] may constitute one of the most direct and immediate
ways of implementing cyber power.
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Operators

The operators, whether human or automated, are subject to
influence through Cyberspace. The scale of effects can range from
trivial such as manipulating the conditions within the deployed
climate controlled shelters within which they operate, through to a
sophisticated Information Warfare campaign that combines offen-
sive cyber operations with online information operations that aims
to influence how they operate and the decisions they make, to
more extreme impacts such as contributing to conducting physical
attacks on the operators. UAS operators in the Ukraine for exam-
ple, suffered casualties after being located by Signals Intelligence
and targeted by mortar fire.?® Operators can be targeted even when
off-duty, such as via their e-mail or social media accounts, either
to influence their behaviour and decision making or as a means to
introduce malware into the UAS.

Communication Data Link

UA that are not autonomous are controlled in flight through a
communications link referred to as the Common Data Link (CDL).
Flight sensor and command data is transmitted via the CDL be-
tween the UA and the GCS. The CDL for UAS of short-range (and
normally low altitude), such as Man-Portable and Tactical UAS, is
via Line of Sight (LoS) that employs either an omnidirectional an-
tenna or a directional antenna aimed at the GCS. Long-range UAS
rely on Satellite Communications (SATCOM) networks for the Be-
yond Line of Sight (BLoS) links. The CDL for Military UAS employ-
ing SATCOM is likely encrypted and more difficult to attack.

UAS rely on ‘a nearly continuous stream of communications to

complete the mission’?” However, this CDL can be subjected to
cyber-attack, principally with the purpose of gaining control of the
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UA. Furthermore, because "UAVs [sic] are highly dependent on ex-
ternal input and therefore provide multiple input channels’ they
are difficult to harden.?® The CDL link can be tampered with, for
example through a packet spoofing attack, whereby the attacker
mimics the IP (Internet Protocol) address and MAC (Media Access
Control) address of the controller since the UA will accept com-
mands when the source TP and MAC addresses are accurate.?® In
many instances if/fwhen this link is lost, the UA will follow a pro-
cess known as a Lost Link Procedure and first attempt to re-acquire
the link, and, if unsuccessful, fly to a pre-programmed geographi-
cal position.?® C-UAS planning that involves interference with the
CDL will take this feature of the on-board program into considera-
tion, particularly if the objective is capturing the UA. Loss of the
CDL occurs often, as a 2009 report cites that 15 percent of US
Army UA accidents were caused by communications failures.?!

Regarding frequencies, the Tactical CDL (TCDL) is a secure SATCOM
link that normally operates in the Ku Band with an uplink in the
15.15 to 15.35 GHz range and a downlink at 14.40 to 14.85 GHz.
The data has unique routing, encryption and multiplexing which
makes it more difficult to attack. LoS link frequencies are often
based on C-Band or Wi-Fi (IEEE 802.11 standard) b-/g- or
n- standards with 4.4 to 4.94 GHz uplink and 5.25 to 5.85 GHz
downlink. As Wi-Fi employs omnidirectional antennas for con-
trolling UA, it is highly susceptible to eavesdropping.

Internet of Drones

UAS may also be employed to extend an adversary’s network con-
nectivity in areas lacking critical IT infrastructure; this arrange-
ment is referred to, in line with the term ‘Internet of Things’ (IoT),
as the ‘Internet of Drones’ (IoD)?? In essence, the IoD refers to a
configuration where many drones work together, simultaneously
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exchanging data, to form a network. They can be operated
remotely via the Internet using IP addresses, and this feature opens
the possibility for many new applications. At the same time, this
means that these UAS are prone to the same security risks as all
IP-based functionalities and are vulnerable to be influenced
through Cyberspace.

Video Data Link

Apart from the CDL, many UAS employ radio links for additional
operational features. Full Motion Video (FMV) is relayed to a Re-
mote Viewing Terminal via a Video Data Link (VDL). This link is
also a potential target for exploitation where the link can be inter-
cepted and the images assessed for intelligence by agents other
than the operator. In the summer of 2009 US forces discovered
days’-worth of US UAS video footage on Iraqi insurgents’ laptops
which the insurgents were able to capture with software worth $26
(USD)?? Furthermore, there is evidence of another instance where
Israeli UAS video imagery had been intercepted by British forces.>*

Base System

A UAS is, at its most abstract, an information processing system.
Data is sensed, processed, shared, and communicated in order to
control flight parameters (speed, altitude, etc.).?> as well as to
collaborate with other UAS within a complex networked environ-
ment. UA ‘are essentially flying - and sometimes armed - com-
puters™® and the base system can be considered the operating sys-
tem. Therefore, the base system is vulnerable to cyber-attacks
comparatively to other information processing and operating sys-
tems. Since the Base System is central to the UAS, linking the
components, controlling the sensors, navigation, avionics and
communications and integrating other optional components such
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as special sensors and weapon systems, it is considered a key target
for a cyber-attack.>” With UA being highly technical and prone to
faults, many contain Fault Handling Mechanisms (FHM). These
FHM could be considered as attack vectors as well, where common
functions such as ‘self-destruct, automatic-return, land and
hover?® might be exploited, depending on the desired effect.

Sensors

The UA’s sensors include the sensory equipment and integrated pre-
processing functions and can be classified according to whether the
references are external or internal.®® Inertial Navigation Systems
(INS) are internal sensors, as they detect internal physical parame-
ters such as acceleration or angular rates. Cameras, GPS and Radar
are external sensors as they receive information from the environ-
ment. Sensors with external references are more susceptible to
spoofing and false signals. Internal sensors can drift and deviate
from the correct value particularly without synchronization with
external sensors so there are inherent errors, but they are less sus-
ceptible to attack through the sensors.*® UA can be outfitted with a
variety of different sensors. These include but are not limited to
Electro-Optical (EO) and Infra-Red (IR) cameras, low altitude altim-
eter, Laser Range Finder Designator (LRFD), Synthetic Aperture Ra-
dar and Ground Moving Target Indicator sensor (SAR/GMTI). Each
sensor provides another attack surface, another vector to engage
the UA. The sensor system should be viewed as ’a continuously
open input channel and may hence be prone to attacks’*! Directions
on how to spoof the GPS signal on civilian and military GPS receiv-
ers as well as to covertly take over the satellite-lock (a connection
synchronised in time and frequency) are posted online for all to see.
The possibility of spoofing sensors becomes less likely where data is
cross-checked, mutually-enhanced and automatically fused to cre-
ate a single optical image, as is the case with the MQ-9 ‘Reaper’
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UAS which combines infrared, daylight and light enhancing camera
imagery, via the Multi-spectral Targeting System (MTS-B).*2

Avionics

The avionics system converts the signals either received on the com-
munications channel or pre-programmed (autonomous) to adjust
the engine and control surfaces (flaps, rudder, stabilisers, spoilers,
digital accelerometers, geofencing software). 'All of these offer a
means by which safe operation can be compromised’.** UA can be
impacted by cyber-attack (such as gain scheduling or fuzzing at-
tack) the effects of which can result in deviations from the values of
the altitude, speed, heading, bank angle and/or the pitch angle.**
Many well-known drone manufacturers, e.g. DJI, for legislation rea-
sons, have embedded geofencing software in their products to pre-
vent them flying over security sensitive areas, such as airports.
However, this still voluntary practice cannot be applied effectively
for all areas and by every system.

Weapons Systems

Information regarding capabilities to conduct cyber-attacks against
Weapon Systems is classified and beyond the scope of this publica-
tion. That said, the Weapon Support Systems component of spe-
cific UA enable them to carry, launch and operate weapons. It may
be enough for C-UAS operations to influence the UA, as control-
ling the UA may provide sufficient control of the weapons system
to meet mission requirements.

UA “are essential flying — and sometimes armed — computers.
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Data Storage

Many UAS can store up to 30 days of continuous ISR data. How-
ever, since the UA sensors can be influenced, whether the stored
data is targeted may be less of a factor. Further, the suspected
value of the data that is collected and stored will influence the
decision what countermeasure to attempt. If the data is desired
with no concern whether the adversary is aware, then attempts
might be used to capture the UA. If the intent is to acquire the
data without the adversary’s knowledge, for intelligence or to
deceive, then the efforts will be dedicated to exploiting the UAS
and copy or alter the data without the operators’ knowledge. If,
however, the objective is only to keep the data from the adversary
then the UA could be destroyed or the data deleted. The storage
state will influence the course of action. For example, volatile
storage such as RAM (Random Access Memory) is more accessible
to compromise of confidentiality. Encryption of the data will
protect the confidentiality, but it does not prevent it from being
overwritten or being deleted.*

C-UAS Cyber Vectors and Tools

Overall, GPS spoofing and Denial of Service (DoS) attacks are the
most common C-UAS attacks, and hijacking and destroying UA
are the most common results.*® Passwords are a top priority target
in order to gain control of UA and this can be accomplished by
tools that execute dictionary attacks, brute force attacks or statisti-
cal attacks. Man-in-the-Middle attacks are conducted to exploit
UAS and these can be accomplished by eavesdropping and URL
(Uniform Resource Locator) manipulation. DoS attacks are used to
deny the service to UAS operators and this could be achieved by
draining system resources such as processing cycles, power or
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memory by continuously flooding the communications with re-
quests.*” Tools are available to sniff UAS Wi-Fi connections, con-
duct packet capture and export data as text files, create fake access
points, deauthenticate legitimate operators, upload malware (e.g.
Maldrone - malware for drones), and execute Buffer Overflow or
Cache Poison attacks.*® These represent but a few of the many pos-
sible types of cyber-attacks against UAS.*® A synopsis of all the
cyber-attack vectors and all common tools is beyond the scope of
this chapter. Overviews of many common cyber-attack vectors
have been published®® and more tools will continue to be created.
In fact, technologies continue to be developed to enable cyber-at-
tacks against UAS (SkyJack, Maldrone, Aircrack-ng and others)
and techniques (narratives and videos) on how this can be accom-
plished are posted online for anyone to access.”® While applica-
tions are available to the public which enable C-UAS in/through
Cyberspace for commercial drones, C-UAS capabilities for
use against hardened military UAS are classified state secrets and
the ability to create and properly Command and Control such ef-
fects to reduce unpredictable events remains a ‘high art’ of which
only a few nations are capable.>?

‘The ability to create and properly Command and Control such effects to reduce unpredictable
events remains a “high art” of which only a few nations are capable.’

A Special Note on 5G

With the advent of 5G, the next generation of wireless and mobile
network, the global commercial and consumer drone industry is
likely to change drastically. Although strictly regulatory, frame-
works are already in place to restrict commercial drones from
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flying in restricted airspaces. The fact that the 5G infrastructure,
especially in urban environments, ensures uninterrupted wireless
connection to the Internet, extends the range of small UA beyond
the LoS of the controller.

5G’s new network architecture allows data rates of up to, theoreti-
cally, 10 Gbits/sec, enabling real-time transmission of data and
video. Also, this speed reduces the latency to less than 1 ms and
ensures the devices will stay connected regardless of their velocity.
Finally, 5G exponentially increases the capacity for interconnec-
tivity allowing thousands more IP devices and users to be con-
nected in a small geographical area (network cell).

5G is going to become an absolute game-changer for small- to
medium-sized UA as it will provide them not only greater scalabil-
ity than with 3- and 4G, but also the possibility of BLoS flight, and
ubiquitous coverage. For instance, swarming technology is likely
to evolve further and military operations will include increasingly
more deployable drones with operational squadrons of manned
aircraft. Regardless whether small UAS swarms will ‘operate as a
single body to perform a single function (cooperative swarming) or
they perform separate distinct tasks in coordination with each oth-
er (coordinated swarming)’,>* it will be possible to control swarms
by a single operator and in real time as a result of 5G networks.

To date, C-UAS methods and products have been focused on ad-
dressing single UAS threats. As a result, swarming technology en-
hanced by 5G and Artificial Intelligence (AI) may seem invincible
in the immediate future. Exploiting adversaries’ UAS swarms can
only be achieved by expanding upon the same technology, tools
and methods. Sophisticated sensors, tracking software, multi-
faceted and mixed detection systems, and advanced Al algorithms
will be required for an effective C-UAS.
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Conclusion

Carter has written that ‘The threat of UAS is the strongest multi-
domain battlefield weapon of our time’>®* While such a claim may
seem extreme, it remains that effects produced in and through Cy-
berspace are considered one of the preferred avenues for C-UAS
efforts. Being able to bring to bear the capabilities described in this
chapter requires a great deal of sophistication and investment of
time and resources. Solutions involving Cyberspace are undoubt-
edly an objective of those nations developing C-UAS programmes
and have the ability to project capabilities in and through Cyber-
space. Comprehensive knowledge of the targets is critical and here
too, the Cyberspace Domain would figure prominently. Cyber es-
pionage activities will be at the forefront of gathering intelligence
into Research and Development, Design, Manufacturing, Logistics
and Supply Chain processes as part of the Reconnaissance, Weap-
onization and Delivery stages of the Cyber Kill Chain. However,
Cyberspace capabilities are only one element in what should be a
broad approach to C-UAS. In short, ‘one vector of C-UAS will not
solve an issue, other disruptive technologies will have to be com-
bined’ to provide a comprehensive solution to counter the UAS
threat, as described in the other chapters in this publication.®®

‘One vector of C-UAS will not solve an issue, other disruptive technologies will have to be com-
bined to counter the UAS threat”
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Glossary

« ARP Poisoning Attack: Sending malicious Address Resolution Protocol (ARP) packets to a network gateway table and altering
the IP (Internet Protocol) and MAC (Media Access Control) address pairs in order to redirect the target’s data to a different system.
- Backdoor: A method by which users (authorized and unauthorized) are able to by-pass normal security measures and gain access
t0 a system. Backdoors may have a legitimate use and pre-exist to enable System Administrators access. They may be used for

nefarious purposes, even created, to allow malicious actors continuous, covert access to a system.

« Brute Force Password Attack: A method of cracking a password by systematically attempting different passwords with the
intent of eventually quessing the correct password.

- Buffer Overflow Attack: An attacker fills a block of memory (buffer) with more data than there is space allocated in order to
force the system to execute arbitrary code to take control of the system or cause it to crash.

« Cache Poison Attack: Replacing legitimately saved data in a temporary storage area (cache) with corrupted data that contains
malicious code such that when the compromised data is sent to, or called up by, the client the malicious code will infect the target
with malware.

- Cinderella (Time Provision) Attack: Malicious activity aimed at changing the target’s clock so that the system’s security ap-
plications'licenses expire and renders the target system vulnerable to exploitation.

- De-authentication: Targets the communication between the user and a Wi-Fi access point by sending disassociated packets and
effectively disconnecting the devices.

« Dictionary Password Attack: A method of cracking a password by attempting combinations including common words in the
dictionary, numbers and symbols or previously used passwords from lists acquired from security breaches.

- Distributed and Denial of Service (DDoS, DoS) Attack: A DoS attack is when an attacker seeks to make a system unavailable
for its intended purpose typically by flooding the targeted system with more requests than it can process which overloads the
system and causes interruption of service. These attacks are relatively simple to conduct, even by unskilled attackers. If the source
of the attack originates from multiple, coordinated infected hosts it is referred to as a DDoS attack.

- Eavesdropping: A type of man-in-the-middle attack where the attacker makes an independent connection with a victim and
relays messages such that the victim believes he/she is communicating with a legitimate party.

- Elevation of Privilege: The attacker gains elevated rights to a network, its data and applications due to programming errors or
design flaws and is then able to perform unauthorized activity.

- Firmware Replacement Attack: Altering the instructions stored in the flash ROM (Read Only Memory) of a device for malicious
purposes. The instructions on firmware can be altered in legitimate cases to allow the devices to work more efficiently or function
with new operating systems or devices; this occasion can provide the opportunity to covertly modify the instruction set.

« Fuzzing: A software testing technique of finding exploitable vulnerabilities by randomly entering different permutations of data
(invalid, unexpected or random) into a program to promote abnormal behaviour.

- Gain Scheduling Attack: Influencing the attenuation of non-linear dynamics by attacking the systems that use a family of
controllers, each of which provides control for different operating points in a system. For example, in aircraft flight control, the alti-
tude and speed might be scheduling variables.

- Keystroke Logging: Recording the keystrokes on a keyboard, normally without the user’s knowledge, to capture the instructions
and data exchanged between the controller/operator and the UAV.

- Maldrone: A malware installed and executed in a drone’s firmware in order to impact its performance for purposes other than
originally designed or perhaps expected by the operator.

« Man-in-the-Middle (MitM) Attack: Covertly relaying, and possibly altering, communications between two or more points
such that the parties believe they are communicating with each other.

« Masquerade Application: When malware is embedded in a legitimate application or when malware is disquised as a legitimate
application but executes functions unknown to, and unauthorized by, the user.

204



Cyberspace Operations

« Packet Spoofing: Executed by mimicking the 1P Address ad MAC address of the legitimate controller, the drone accepts the
commands of the rogue agent.

- Port Exploitation: Using Internet-connected communications ports required for specific functions for malicious purposes, nor-
mally undetected by the operators. This can facilitate service disruption or data theft among other activities.

- Protocol Vulnerability Attacks: A general term to describe malicious and/or unauthorized activity against systems by exploit-
ing weaknesses in the rules (protocols) that define how two or more components within a communications system connect and
exchange data.

- Replay Attack: Delaying the transmission of valid data and re-transmitting altered data in its place without the need of decrypt-
ing the message after capturing.

« Rootkit Attack: The attacker installs malware on a computer in order to maintain privileged access to areas of its software nor-
mally restricted to a limited number of authorized personnel.

- Secure Socket Layer (SSL) Interception Proxy: The process of intercepting encrypted internet communication between the
client and server without the consent of both entities.

- Statistical Method Password Attack: A method of using mathematical statistics to determine passwords with a higher prob-
ability of being correctly guessed.

- Traffic Analysis: The process of intercepting and examining communications to gain information on transmission patterns. Traffic
analysis can be accomplished even if messages are encrypted.

- URL Manipulation: Altering the parameters in the Uniform Resource Locator (URL) such that a web server will deliver informa-
tion to those without authorization.

Endnotes

1. Ley Best, Katherina, Jon Shmid, Shane Tierney, Jalal Awan, Nahom M. Beyen, Maynard A. Holliday, Raza Khan, and Karen Lee,
‘How to Analyse the Cyber Threat from Drones; Chapter One, 1, RAND, 2020. [Online]. Available: https://www.rand.org/pubs/
research_reports/RR2972.html. [Accessed 20 Apr. 2020].

. Kim Hartmann, Christoph Steup, The Vulnerability of UAVs to Cyber Attacks — An Approach to the Risk Assessment’ 5™ Interna-
tional Conference on Cyber Conflict, 2013, p. 1.

. Kim Hartmann, Keir Giles, "UAV Exploitation: A New Domain for Cyber Power, 8" International Conference on Cyber Conflict,
2016,p.211.

N~

w

4. US Department of Defense, Joint Publication 3-12,'Cyberspace Operations, 8 Jun. 2018, I-2. [Online]. Available: https://fas.org/
irp/doddir/dod/jp3_12.pdf. [Accessed 27 Apr. 2020].
5. UK Ministry of Defence, ‘Cyber Primer, 2™ Edition, Jul. 2016, p. 7.
6. NATO, Allied Joint Publication 3.20, Allied Joint Doctrine for Cyberspace Operations, NATO Standardisation Office, Jan. 2020, p. 3.
7. Lockheed Martin, The Cyber Kill Chain’ [Online]. Available: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-
kill-chain.html. [Accessed 27 Apr. 2020].
8. Kay Wackwitz, Anti-Drone Solutions: Possibilities and Challenges; Drone Industry Insights (DRONEII), 17 Jan. 2020. [Online].
Available: https://www.droneii.com/anti-drone-solutions-possibilities-and-challenges. [Accessed 17 Apr. 2020].
9. Ihid.
10. Ibid. 6, 21.
11. Ibid. 8.
12. Ibid. 2,7.
13. Noah Shachtman, ‘Computer Virus Hits US Drone Fleet, Wired, 10 Jul. 2011. [Online]. Available: https://www.wired.

om/2011/10/virus-hits-drone-fleet/. [Accessed 1 May 2020].

205



Cyberspace Operations

14. Gaurav Choudhray, Vishal Sharma, Takshi Gupta, Jiyoon Kim and llsun You, Internet of Drones (loD): Threats, Vulnerability, and
Security Perspectives, Aug. 2018, p. 4.

15. Ibid. 13,8.

16. Ibid. 13.

17. Major Jason A. Yochim, ‘The Vulnerabilities of Unmanned Aircraft System Common Data Links to Electronic Attack] US Army
Command and General Staff College, Jun. 2010, p. 67.

18. Ibid. 3, 207.

19. André Haider, ‘Remotely Piloted Aircraft Systems in Contested Environments, Joint Air Power Competence Centre (JAPCC),
Sep. 2014, 2. [Online]. Available: https://www.japcc.org/portfolio/remotely-piloted-aircraft-systems-in-contested-environ-
ments-a-vulnerability-analysis/. [Accessed T May 2020].

20. Ibid. 3.

21. Randall K. Nichols, Hans C. Mumm, Wayne D. Lonstein, Julie J.C.H. Ryan, Candice Carter, and John-Paul Hood, ‘Understanding
Hostile Use and Cyber Vulnerabilities of UAS: Components, Autonomy v Automation, Sensors, SAA, SCADA and Cyber Attack
Taxonomy'in Randall K. Nichols (Ed.),'Unmanned Aircraft Systems in the Cyber Domain; Jul. 2019, p. 74.

22. Ibid. 20, 78.

23. Ibid. 3, 209.

24. Ahmad Yazdan Javaid, Weiging Sun, Mansoor Alam, and Vijay K. Devabhaktuni, ‘Cyber security threat analysis and modeling of
an unmanned aerial vehicle system; Nov. 2012. [Online]. Available: https://www.researchgate.net/publication/235676360_
(yber_security_threat_analysis_and_modeling_of_an_unmanned_aerial_vehicle_system/. [Accessed 1 May 2020].

25. Ibid. 3,205, 211.

26. Ibid. 3, 205, 212.

27. Ibid. 17, 56.

28. Ibid. 2, 5.

29. Elsa Dahlman and Karin Lagreliius,'A Game of Drones: Cyber Security in UAVs, KTH Royal Institute of Technology, 2 Oct. 2019, p. 19.

30. Ibid. 17, 5.

31. Ibid. 17, 68.

32. Ibid. 13, 1.

33. Ibid. 12.

34. Ibid. 3, 210.

35. Randall K. Nichols, Hans C. Mumm, Wayne D. Lonstein, Julie J.CH. Ryan, Candice Carter, and John-Paul Hood, ‘Counter Un-
manned Aircraft Systems Technologies and Operations, New Prairie Press, 2020.

36. John Villasenor, ‘Cyber-Physical Attacks and Drones Strikes: The Next Homeland Security Threat, Brookings, 5 Jul. 2011.
[Online]. Available: https://www.brookings.edu/research/cyber-physical-attacks-and-drone-strikes-the-next-homeland-se-
curity-threat/. [Accessed 13 May 2020].

37. Ibid. 2, 6.

38. Ibid. 2,17.

39. While this paper delineates UA sensors into ‘external and internal, militaries and other disciplines may separate these compo-
nents into vehicle (i.e. INS and GPS) and payload (i.e. cameras, radars etc.).

40. Ibid. 2,12.

41, Ibid. 2,7.

42. Ibid. 2,14.

43. Ibid. 3, 213.

206



44.

=

45.
46.
47.
4.

S US> 4

4

)

w

52.

~

o

5

55.

(vl

56.

53.

B

Cyberspace Operations

Alan Kim, Brandon Wampler, James Goppert, and Inseok Hwang, ‘Cyber Attack Vulnerabilities Analysis for Unmanned Aerial
Vehicles, American Institute of Aeronautics and Astronautics, Jun. 2012. [Online]. Available: https://pdfs.semanticscholar.org/1
95/4775dd9a2596b7543af7693d707415077289.pdf. [Accessed 13 May 2020].

Ibid. 2, 15.

Ibid. 27, i.

Ibid. 27, 9.

Jean-Paul Yaacoub, Hassan Noura, and Ola Salman, ‘Security Analysis of Drones Systems: Attacks, Limitations, and Recommen-
dations, in’Internet of Things, Vol. 11, Sep. 2020, p. 19. [Online]. Available: https://www.sciencedirect.com/science/article/pii/
$2542660519302112. [Accessed 13 May 2020].

. Product Description, Aircrack-NG, 25 Jan. 2020. [Online]. Available: https://www.aircrack-ng.org/. [Accessed 3 May 2020].
50.
. Sander Walters,"How Can Drones Be Hacked? The updated ist of vulnerable drones & attack tools, Medium, 29 Oct. 2016. [On-

Ibid. 20.

line]. Available: - https://medium.com/@swalters/how-can-drones-be-hacked-the-updated-list-of-vulnerable-drones-at-
tack-tools-dd2e006d6809. [Accessed 4 May 2020].

James A. Lewis, 'The Role of Offensive Cyber Operations in NATO's Collective Defence) Tallinn Paper No. 8, NATO Cooperative Cyber
Defence Centre of Excellence (CCDCOE), 2015, 9. [Online]. Available: https://ccdcoe.org/uploads/2018/10/TP_08_2015_0.
pdf. [Accessed 13 May 2020].

Sources for Figure 11.4: Ibid. 22, 74. Ibid. 49, 19. Ibid. 1, 47. Candice Carter, C-UAS Evolving Methods of Interdiction, in
Randall Nichols (Ed.), ‘Counter Unmanned Aircraft Systems Technologies and Operations, Feb. 2020, 10. [Online].
Available: https://kstatelibraries.pressbooks.pub/counterunmannedaircraft/chapter/chapter-6-interdiction-technologies-car-
ter/. [Accessed 13 May 2020].

G. James Herrera, Jason A. Dechant, and E. K. Green, ‘Technology Trends in Small Unmanned Aircraft Systems (SUAS) and
Counter-UAS: A Five-Year Outlook; Institute for Defense Analyses (IDA), Nov. 2017, 21. [Online]. Available: https://www.ida.
org/research-and-publications/publications/all/t/te/technology-trends-in-small-unmanned-aircraft-systems-suas-and-
counter-uas-a-five-year-outlook. [Accessed 13 May 2020].

(andice Carter,'Understanding C-UAS Purpose and Process; in Randall Nichols (Ed.),'Counter Unmanned Aircraft Systems Tech-
nologies and Operations, Feb. 2020, 4. [Online]. Available: https://kstatelibraries.pressbooks.pub/counterunmannedaircraft/
chapter/chapter-2-understanding-c-uas-purpose-and-process-who-may-want-or-need-to-counter-uas-operations-legiti-
mate-versus-criminal-selected-c-uas-use-cases-examples-of-how-and-when-c-uas-is-approp/. [Accessed 13 May 2020].
Ibid. 52.

207



By Lieutenant Colonel Heiner Grest, GE AF
By Lieutenant Colonel Henry Heren, US SF
By Lieutenant Colonel Tim Vasen, GE AF
Joint Air Power Competence Centre



Space Operations

Main Characteristics of Space Systems and Their Role in
Modern Warfare

Today’s modern warfare is heavily dependent on the Space Do-
main;' the use of Data, Products and Services (DPS) from Space-
based capabilities allows all national armed forces, to include
NATO as well as potential adversaries, to achieve their objectives
with increased effectiveness and efficiency, with a reduction of
time and with lower risks to friendly personnel and material. This
is especially true for Unmanned Aircraft Systems (UAS), which
strongly rely on all types of DPS.

In the early decades of Space exploration, the two superpowers,
the USA and the former Soviet Union, were the driving forces
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behind humanity’s push to Space beyond earth’s atmosphere,
and thus reaped the greatest benefits from their endeavours.
Today, there are many new members of the exclusive ‘Space-
Club’ who are engaged in scientific, governmental, and eco-
nomic activities. At the same time, there are also military ac-
tivities in Space from a resurgent Russia, and both a rising
China and India.

When talking about Space, we have to realize the term refers to
the operational domain. Often, we are actually discussing Space
Systems versus the operational domain, and so we have to add a
modifier for specificity and clarity.

Space Systems are seen as consisting of four segments:?

» Space Segment: the satellite in orbit;

+ Ground Segment: Command and Control (C2) facilities of the
satellite and its payload;

» User Segment: DPS received from the payload and used by con-
sumers;

* Link Segment: uplink and downlink of electromagnetic signals
carrying C2 as well as mission data.

Only the entirety of all segments guarantees the functionality
of the overall system. Failure of any one segment, whether
intentionally or unintentionally, compromises the use of an
entire system, which allows for more than one potential option
to counter an adversary’s Space-based capabilities, and, in turn,
its UAS.

The use of Space-based services brings advantages, (e.g. world-

wide coverage with smaller forces, terrestrial information with-
out violating any state’s sovereignty, no border crossing restric-
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tions, [near] real-time transmission, unfiltered data, enabling
expeditionary operations with light forces, reach-back options),
as well as disadvantages (e.g. time over target, resolution, some
weather conditions) and calls for exact planning (e.g. revisit
rate, persistence, responsiveness) with respect to the specifics of
each satellite on its respective orbit.

For this document an orbit is defined as a regular and repeating
elliptical path around the earth. Typical orbits are:

* Low Earth Orbit (LEO): 200-2,000km, approx. 100 min/orbit,
for ISS, ISR (EO, Radar), weather, scientific

* Medium Earth Orbit (MEO): 2,000-36,000km, 5-12 hours/orbit,
for GNSS, some communication

+ Geostationary Earth Orbit (GEO): 36,000km, 24 hours/orbit,
stationary over equator for communications, Early Warning,
weather, relay

+ Highly Elliptical Orbit (HEO): typical 200-40,000km, main
coverage over the Northern Hemisphere with a long dwell time,
especially for communications

A full integration of all DPS, provided by Space-based assets
and free from any breakage, into modern military systems will
assists the effectiveness of almost all modern military opera-
tions. The Space Domain is seen as a critical force multiplier or
at least as a force enabler; no single modern operation planned
or executed by modern armed forces can be done without
appropriate Space support.

Given this understanding of the dependencies, UAS operations
in particular are highly dependent on Space-based DPS. How-
ever, the degree of dependence may vary based on the class,
range, mission, and system specifics of individual UAS.
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Military Space Capabilities in General

To gain an appreciation for the military use of Space-based ac-
tivities, a review of the current classifications utilized by NATO is
helpful, as is possible adversarial use of the Space Domain. Space
activities can generally be structured into six functional areas:?

Positioning, Navigation and Timing

Space-based Positioning, Navigation and Timing (PNT) from
Global Navigation Satellite Systems (GNSS) provides accurate
geo-spatial positioning and timing information anywhere on or
near earth. GNSS provide for multiple uses and they allow for
precision and lethality in military operations.

The Global Positioning System (GPS) is an established US GNSS,
initially intended for military applications, but available for free
civilian use since the 1980’s. Other GNSS’s in use and/or in
development are Galileo (EU), Glonass (Russia) an Beidou-III
(China).* Additionally, India’s NAVIC (Navigation Indian Constel-
lation) or IRNSS (Indian Regional Navigation Satellite System)
and the Japanese QZSS (Quasi-Zenith Satellite System) are sys-
tems with regional coverage and orientation. These are called
Regional Navigation satellite systems (RNSS). This variety of sys-
tems highlights that GNSS are not limited to only NATO, and that
a potential adversary could utilize other PNT information for
their unmanned systems as necessary.

Moreover, all of these passive systems, meaning only the satellite
is transmitting a signal, enable high-fidelity force navigation and
specific military operations, such as precision strike, personnel
recovery, friendly force tracking, and network synchronisation.
However, there are some potential limitations to these systems

212



Space Operations

due to the weakness of the signal (e.g., atmospheric influences,
urban canyons, or dense vegetation), which makes interfering
with the signal (i.e., jamming or spoofing) an excellent option to
reduce the effectiveness of an adversary’s GNSS.

Intelligence, Surveillance and Reconnaissance

Military planning and operations require access to pertinent in-
formation. Intelligence, Surveillance and Reconnaissance (ISR)
satellites are one of many means for collecting information for
the intelligence community, which can be processed into target-
ing information for UAS operators. Electro-Optical (EO), Infrared
(IR) and Synthetic Aperture Radar (SAR) are typical sensors using
specific wavelengths to collect images for various purposes. Most
of these satellites provide global coverage, which is valuable for
preparations prior to possible conflicts. There are limitations to
specific sensors in the form of resolution, coverage area, revisit
times, the predictability of their orbits, as well as atmospheric
disturbances.

Meteorology and Oceanography

Precise weather forecasts are necessary for planning and execu-
tion of all kinds of military operations, especially for UAS, which
are generally vulnerable to adverse weather conditions. Satel-
lites monitoring for changes in the earth’s atmosphere are one
integral part of the Meteorology and Oceanography (METOC)
Expert’s toolbox. In addition to terrestrial weather conditions,
these satellites also monitor solar activities, which may have
impacts on military operations. Electronic circuits (both within
and outside the atmosphere) may be affected, and this could
have a negative impact on communications, navigation accura-
cy, and ISR sensor capability.
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Space Situational Awareness

Space Situational Awareness (SSA) is the creation of an extensive
operational picture to monitor all activities in Space, including
debris tracking, for operational situational awareness. This encom-
passes mainly threat warning and assessment, re-entry-warnings
as well as the protection of satellites by avoiding collisions through
the performance of manoeuvres. Overflight prediction of adversary
satellites in order to provide warning to friendly forces is also an
element of SSA. In short, SSA is the up-to-date awareness of what
Space-faring actors are performing in, through and from Space.

Satellite Communications

Transmission of data (texts, words, videos, etc.) via satellite is pos-
sible from any point in the world to another, with some limitations
in extreme northern or southern polar areas due to the commonly
used GEO orbit. To cover the extreme northern or southern polar
areas satellite constellations in LEO or HEO are required. This pro-
vides very flexible and secure wireless communications, especially
in deployed operations and/or in areas with limited infrastructure.
Satellite Communications (SATCOM) utilizes various frequency
bands, each with distinct advantages and disadvantages, and some
bands which are protected communication lines. SATCOM is pri-
marily used for Command, Control and Communication (C3) pur-
poses, and it is irreplaceable for UAS Beyond Line of Sight (BLOS)
operations. SATCOM limitations may vary and are caused by lim-
ited capacity, size of antenna, available power, latency, and weather.

Shared Early Warning
Shared Early Warning (SEW) is NATO’s and allies use of US pro-

vided data related to early warning of imminent missile attacks.
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This is a passive part of Force Protection for friendly forces as well
as NATO territory and civilian populations and similar capabilities
can be expected from any other Space-faring nation.

In addition to these six capabilities, others include Space Launch
and Space Operations. However, due to the fact that NATO does not
own or operate any space-based resources other than some ground
equipment related to satellite communications services, these are
not further defined within NATO.

UAS Need for Space Support

Today, there is an enormous variety of UAS, offering different ap-
plications and tasks from simple toys to complex military systems.
The dependence of these myriad individual UAS on Space-based
DPS also varies greatly.

SATCOM is an essential part of all BLOS UAS operations and COTS
UAS also utilize PNT signals provided by respective satellite con-
stellations. SATCOM and PNT are the most important Space capa-
bilities required for UAS operations and therefore are the focus of
further analysis in this chapter.

Satellite Communication

Different types of UAS use different types of communications for
operating the vehicle and for managing the vehicle’s payload. UAS
operating BLOS are absolutely dependent on SATCOM; primarily
GEO satellite networks for near real time control.

Even UAS operating in an automated and pre-programmed mode of

flight require the ability to send additional navigation commands to
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the air vehicle, typically in cases of mission change, and sometimes
these changes are necessary on a short notice. Therefore permanent,
real-time, low latency and stable Lines of Communication (LoC) are
a must. In addition to the primary LoC, alternate, contingency and
emergency lines should be planned for and available for critical mis-
sions. It should also be understood that these commands generally
require less data and lower bandwidth than the payload. At the same
time, system status of the UAS must be transmitted to the ground
station, and this also calls for stable lines with a low throughput.

© JAPCC

Figure 12.1: UAS using Satellite Communications.

In addition to the Unmanned Aircraft (UA) itself, the use of the
respective mission relevant payload also requires dedicated LoC.
Besides the uplink of mission commands to the payload, it may be
possible to downlink data collected by the payload. The capabili-
ties of certain UAS creates opportunities and a few challenges.

Today’s more advanced and complex sensor payloads generate an
ongoing growth of sensor data with an intense demand for storage
capacity for high resolution pictures (EO, IR, and SAR) and in some
cases video streaming. The transmission of this data from many
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UA via SATCOM to their ground control stations can cause chal-
lenges to the system due to limited throughput capabilities of some
SATCOM systems.

To compensate for the bandwidth limitations, data and video are
often compressed, however this can result in the loss of data, de-
pending on the techniques utilized.

Complex UAS missions, which are dependent on SATCOM, require
planning with a mind-set on the communications path of the sig-
nals involved. Some of which may result in mission limitations
that might affect dynamic asset re-allocation during mission exe-
cution, in turn requiring alternative solutions.

Information collected by the ISR payloads of an UAS are often
time-sensitive and must be distributed across multiple military or-
ganizations, requiring each element of the LoC to be optimized to
prevent a delay in data dissemination.

Currently, the main concentration of communication satellites is in
the GEO belt. Research on current trends indicates in the near fu-
ture we will see an increasing number of communication satellites
stationed in lower orbits such as LEO or MEO which are known as
‘Mega-Constellations’ of up to several hundred satellites. They will
provide a higher capacity of dataflow, the so called ‘virtual fibre’,
almost anywhere around the world with less limitations than expe-
rienced today. This will offer additional primary LoC for UAS op-
erations, as well as alternatives. Besides the developments of NATO
member nations, there are also projects declared by potential op-
ponents. China has two militarily usable systems that are currently
in their technical test phase prior to their deployment. The
‘HONGYAN’ constellation® has one test satellite in orbit and is to
be planned at Full Operational Capability (FOC) in 2023. The
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‘XINGYUN'’ constellation® has deployed two satellites already and
is planned to be FOC in 2025. Both constellations offer frequencies
that are usable for the operational control of UAS or for the sensor
download-feed. Both of these constellations are operated by state-
owned companies. Russia has also planned to enter this arena with
the ‘SPHERA’ constellation’ a more complex system which also
includes payloads other than communications. This constellation
will be operated by the Russian Space Agency ROSCOSMOS. The
first launch is planned for 2022 and FOC for 2028. It is very likely
that the projected operational timeframes for these systems may be
delayed due to several reasons. It is also very likely that due to the
fact that these systems are state-owned and operated, these sys-
tems will not be cancelled due to financial problems.

Positioning, Navigation and Timing

PNT services are a substantial requirement for many types of UAS,
based on their individual mission sets; even for most Class I UAS
and consumer drones. This is evident for the UA itself, but this ap-
plies also for specific payloads.

If an UAS is operating in automated mode, PNT information is
vital for flying the pre-planned route, as well as alternate routes or
course-corrections. Likewise, if an UAS is being controlled remote-
ly, the transmission of accurate position reports to the control ele-
ment is essential for the location information and also for the tim-
ing signal shared between the ground and air segments of the UAS
as they communicate via SATCOM.

For some kinds of payloads, like the employment of Precision-Guid-
ed Munitions (PGM), actual PNT-data is indispensable. ISR data col-
lected by a variety of on-board sensors also requires an exact geo-
reference for subsequent analysis and further operational use.
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Space Weather and Potential Impact on UAS

In addition to atmospheric influences like clouds, heavy rain,
smoke, reflections or industrial pollution, Space weather may have
an impact on UAS operations.

Solar activity may result in charged particles, cosmic rays, geo-
magnetic storms, or solar flares, which may have an impact in
various zones above the earth, through increased ionisation, high-
er radiation levels or signal interferences. These will result in out-
ages in PNT and SATCOM services, which may impact an UAS in-
directly, but especially UA operating at (very) high altitudes could
be additionally impacted directly with the malfunction of internal
power grids, digital chips or avionics.

Cases of extreme solar activities can reach into the earth’s atmos-
phere, which can hamper electronic devices in the ground installa-
tions and user segments of Space systems. These impacts are also
potentially felt in UAS control elements, and can, to some degree,
also include the LOS and BLOS data links.

Possibilities for Countermeasures Against Adversary
Space Assets in Support of UAS

As discussed earlier, a complex Space system consists of four seg-
ments, which are interconnected. To interrupt the services of the
whole system only one segment needs to be affected, which can be
done by several types of counter-Space weapons:

Physical attacks destroy or damage Space- or ground-based Space

assets through the use of systems like direct-ascent anti-satellite
missiles, co-orbital anti-satellite vehicles or by attacking the
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ground station through various means, such as offensive counter
air operations as outlined in Chapter 8 (cf. p. 136 f).

Non-physical attacks target the means of transmission by inter-
fering with the various signals comprising the link segment. This
can be done by jamming or spoofing and is usually temporary in
duration.® Chapter 10 (cf. p. 177 ff.) discusses these types of attacks
in more detail.

If a single UAS mission is dependent on SATCOM Services and/or
PNT Data, any effective attack against one segment of the Space-
System leads to a failure of the complete Space service which con-
sequently has an impact on the success and the flexibility of the
UAS mission. However, if the UAS C2 link experiences interfer-
ence, that does not automatically equate to UAS mission failure.
The UAS might be able to complete its mission, but without receiv-
ing new instructions during the sortie.

Besides physically engaging the UA itself with Air Defence, or the
Space-, Ground-, or User-Segment of the Space-System, non-
physical attacks against the link segment provide another option
to adversaries:

Jamming. Intentional interference of the link by generating a sep-
arate but stronger signal in the same radio frequency as the origi-
nal system. This prevents receivers from distinguishing between
the false signal and the real signal, and therefore prevents the sys-
tem from processing the authentic signal and the relevant mission
information it contains.

Spoofing. A more sophisticated form of jamming is imitating an

authentic signal to force a receiver to process false data, which the
end-user believes is real data.
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Positioning, Navigation and Timing

Interfering with PNT signals requires merely some generally low-
cost GPS jamming devices.’ These devices have to be located with-
in a specific range of the GPS receivers they wish to affect. As the
antennas of GPS receivers are generally omnidirectional, many
avenues of attack are open for jammers on the ground or in the air.
Additionally, the signal strength of any GNSS is extremely low
power and therefore also vulnerable to unintentional interference.

Furthermore, jamming of GNSS also has an effect on the timing
information provided by the signal; which may disrupt the link
synchronisation.

Spoofing the GNSS signal may result in the UA flying far from its
pre-planned flight path, without giving alarms, or even may cause
the UA to crash. Forcing a consumer drone to land due to spoofing
the PNT signal has already been successfully tested and it is tech-
nically possible that this method could also be used for larger
military systems.!° However, this technique calls for sophisticated
technology to create falsified signals to impact the UAS, especially
for military-grade signals which are typically encrypted.

Satellite Communications

For communications purposes, specific military satellites provide
secure and protected radio frequency signals against jamming
threats. If these secure lines are not available for the armed forces,
generally non-protected governmental or commercial satellites
have to be used; and these signals are normally easier to attack.
There are jamming techniques which have been developed to dis-
rupt communications signals in various bands located on mobile,
fixed and naval systems.
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Uplink jamming prevents the satellite transponder from differen-
tiating the jamming signal and the original signal. To be effective,
the jammer must be located within the field of view of the antenna
on the satellite.

Downlink jamming disrupts the signals traveling from the satellite
to the receiver. To be effective, this jammer must be within the
vicinity of the receiving antenna. This type of jammer does not
need to produce a very strong signal, because it only needs to be
powerful enough to disrupt the reception of the signal at the
ground or user node.

Due to the various characteristics of individual UAS, the impact of
ground-based SATCOM jammers varies. For downlink jamming to
be effective, the jammer most likely has to be in a position between
the satellite and the antenna of the UAS. So, for high-altitude UA
only Space-based or air-based jammers have a possibility to jam
the SATCOM downlink.
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Figure 12.2: Uplink Jamming.
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SATCOM jamming is relatively inexpensive and the technology is
commercially available and therefore it is not the exclusive pur-
view of state actors. However, jamming an UA is more challeng-
ing due to the altitude, speed, range, and on-board protective
measures of UA, and therefore requires more advanced technical
solutions.

Other Aspects

The intentional interference of a link node is an effective means
to disrupt UAS missions with generally temporary effects, which
are difficult to attribute to a specific aggressor. Sometimes such
an attack is not even detected, other than a mission was not suc-
cessful.

These kinds of intrusion are elements of Electronic Warfare;
basic information and specific aspects of which are described in
Chapter 10 (cf. p. 177 ff.).
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Figure 12.3: Downlink Jamming.
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Space-based services also offer potential avenues for cyber-at-
tacks.!! SATCOM ground terminals and control centres are usually
connected via computer networks which can be exploited or dis-
rupted. Chapter 11 (cf. p. 183 ff.) discusses cyber means which are
directed against UAS components in more detail.

Conclusion

Various UAS need specific services provided by Space capabilities.
The needs are dependent on class, size, level of autonomy, and the
specifics of the operation or mission. In close cooperation with
actual Space-based DPS, UAS are able to exploit their inherent
advantages. The current and future dynamic development in many
Space-based areas, such as mega constellations of small satellites
in LEO, will provide further possibilities for the operation of UAS.

However, UA are not invulnerable. In the realm of Space-based
DPS for UAS operations there is a vulnerability to the impacts of
counter-SATCOM and PNT services. The guarantee of PNT and
SATCOM services is vital for the success of UAS operations. Denied
or degraded Space support will significantly hinder UAS opera-
tions.

In order to prevent or influence the success of adversary UAS, ap-
propriate offensive measures must be initiated, which could ham-
per PNT and SATCOM Services. These measures can target parts of
the supporting Space system as well as directly the UAS. Detailed
knowledge of the frequencies and procedures used is required in
both cases, and in particular to provide the means and awareness
to place the countermeasures in the position that makes success
most likely.
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Force Protection Considerations

Introduction
Overview

The subject of Counter-Unmanned Aircraft Systems (C-UAS) has
become what can best be described as a ‘hot-topic’ not just for
NATO, but globally. From a Force Protection (FP) perspective, it is
offered, the primary question to explore is whether this challenge
is new and unique or just one of many threats that NATO faces? As
such, can it at least be partially addressed with some intellectual
effort, adaptation of existing Counter-Threat methodologies and
the use of existing technology, perhaps in a novel' way?

Using technology or equipment designed for one task for a different, unintended task.
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Abstract

The current perception that UAS are a ‘new’ threat that requires a
bespoke approach should be challenged; who is driving current
thinking and why? Are UAS actually something different or, are
they just the logical employment by our adversaries of increas-
ingly accessible technology? Current FP Policy, Doctrine and Di-
rectives remain fit-for-purpose, as do the FP Estimate and FP
Planning processes; all that is required is the inclusion of UAS as
another one of many considerations. With the application of in-
tellectual effort to better understand the threat in all its constitu-
ent parts, it is offered that it will be realised that existing prac-
tices, procedures and technology can be employed to counter
most, if not all aspects of the UAS threat. Furthermore, there are
‘multiple defeat vectors’ and not unlike C-IED thinking, the UAS
platform (or ‘drone’) is but one part of a system-of-systems, all
aspects of which have the potential to be neutralised (e.g. the
platform, the operator and the broader adversary network can all
be targeted either individually or simultaneously). There is un-
doubtedly a role for the use of new or emerging technologies, but
this requires careful consideration mainly because each new tech-
nology comes with an inherent training and maintenance burden.
The challenge today is not the lack of capability, but the inability
to actually employ it. In a crisis situation, with the necessary legal
framework in place as a result of robust planning, forces should
have the necessary space to manoeuvre and the freedom to act.
However, this is not the case for the protection of the Homebase
in peacetime. There is a compelling argument that the operation
of UAS needs to be better regulated. However, the question of
why there is apparent resistance to this approach needs to be fur-
ther examined, particularly the role of the media. The FP Practi-
tioner when considering perceived new threats, must not lose
sight of existing, accepted threats. Finally, to successfully neu-
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tralise any UAS threat will require inter-agency co-operation;
what might be described in NATO vocabulary as ‘a Comprehen-
sive Approach’.

Boundaries
Actors

This issue is not only a challenge for the Air Component; the UAS
threat can affect any or all Components. Furthermore, UAS can
either be remotely operated or autonomous (i.e. once launched, the
vehicle functions without further input from an operator). This
said, even autonomous platforms will have a human within the
system at some point (e.g. launch and possible recovery). Also, the
level of autonomy of any platform will be a function of the level
of technology available and the ingenuity of the operator to use
even simple technology to best effect.

Focus

The focus of this Section is the conceptual (Force Protection) chal-
lenge of C-UAS at the Operational Level. It will not provide doctri-
nal guidance, specific recommendations on Tactics, Techniques
and Procedures (TTPs) or, recommend specific equipment that can
be employed at the Tactical Level. It is acknowledged that platform
capability (payload, speed, detectability, range, level of autonomy,
responsiveness, etc.) is variable and in some cases inter-related and
these factors will no doubt be considered by our adversaries when
‘attack’ planning. Technology will continue to develop and the in-
telligent adversary will always seek to exploit technology to their
advantage, therefore, our own thinking needs to remain ahead of
that of our adversaries when and wherever possible.
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Objective

To provide a baseline for thinking across a broad customer base.
This study offers a foundation for the delivery of capability and as
a result, attempt to capture and subsequently shape thinking
across as many of the NATO Capability Development, Lines of
Development (LoD)" as possible. While the reader may perceive
that this thinking is air-centric, the principles offered are applica-
ble to all components.

Approach

Recognizing that it is not just UAS that present challenges to the
FP practitioner, but Unmanned Systems in all domains, this Section
will focus on Air Systems. Countering contemporary threats, to
include but not limited to UAS, will require both a Comprehensive
and Multi-Domain approach. This Section does not seek to describe
the nature of NATO’s Comprehensive approach to operations nor
the complex issue that is the emerging concept of Multi-Domain
operations. However, what is offered, is that countering UAS will
require a multi-agency approach (so not just the military) and, ir-
respective of where a threat system is operating, all agencies will be
required to cooperate and will likely need to operate in more than
one domain simultaneously. The age-old problem of information
sharing will no doubt persist, but to create effective C-UAS strate-
gies, inter-agency and inter-state cooperation will be necessary.
This factor should lead directly to a significant conclusion - that
the Command, Control and Synchronisation (and/or deconfliction)
of FP activities, as well as the ability to communicate effectively,
often rapidly, across many involved parties, remains an essential

" Doctrine, Organisation, Training, Materiel, Leadership, Personnel, Facilities and Interoperability (DOTMLPF).
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enabling capability for effective and resource efficient provision of
FP effects, to include the neutralisation of the UAS threat.

Overarching Considerations
Requirement Drivers

This Section does not seek to explore in detail what drives NATO’s
capability requirements. What is worthy of consideration though is
‘who’ can drive the capability requirement? This subtlety is raised
because it should be understood that there can be perceived benefit
to the individual(s) who brings a challenge to the forefront. This
perceived benefit can take the form of kudos, advancement in rank
or shaping a future employment opportunity. These individuals are
often described as ‘Thought Leaders’ The second ‘who’ is perhaps
more obvious - industry. Industry benefits from being able to de-
velop and manufacture solutions that meet identified capability
requirements. Having described C-UAS above as a ‘hot-topic’,
careful consideration needs to be given to who is driving the
apparent problem set and for what purpose?

New Threats - New Countermeasures

As an extension of the above, the identification (or perception) of a
new threat should not immediately mean that entirely new counter-
measures will be needed, as much as perhaps industry would like
this to be the case. It will often be the case that existing equipment,
processes and practices can be adapted to counter the ‘new’ threat.
Equally, even if a new capability requirement is identified, it will
take time to deliver and therefore, adapting what is currently avail-
able will always be necessary in the short to medium term. A key
component to countering any threat has to be the intellectual rigour
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that is applied to properly understanding that threat in the first place
and then how it might subsequently evolve over time and space.

Measures of Effectiveness

A challenge that plagues the FP Practitioner is that of Measures of
Effectiveness (MoE). In its simplest form, has a particular FP Meas-
ure or indeed an entire FP Posture been effective? Has the adver-
sary been deterred or, simply chosen not to attack? Equally, over
the last 20+ years, the inclination has developed that any attack
must owe its occurrence, at least in part, to a failure in FP.

Reality Check

Following from the above, the reality of the contemporary operat-
ing environment is such that it is inevitable that adversaries will,
on occasion, be successful. These apparent successes when consid-
ered after the fact, could well be deemed to have been preventable.
However, with the level of understanding available prior to the
event, FP measures could still be considered appropriate. The cur-
rent threat paradigm, to include UAS, requires the application of
tried and tested FP measures, the subtle adaptation of these meas-
ures and where necessary, the development of new approaches. The
increasing capability of platforms, their enormous cost and their
declining numbers means that the loss of such assets (including
their operators, maintainers and supporting structures) would in-
flict real harm on a nation or indeed the Alliance. In turn, this
means that they present an emerging vulnerability which an ad-
versary will undoubtedly seek to exploit. For the FP Practitioner,
arguing for a return to ‘old’ concepts such as dispersal, conceal-
ment and hardening will be necessary. Equally, the availability of
resources debate cannot be ignored. This should take two distinct
forms. Firstly, the requirement for robust FP forces. Second, the
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need to have sufficient resources, particularly in terms of enablers
to allow the capability to be operated in a warfighting manner
rather than in a manner directed by ‘just-in-time’ logistics or engi-
neering expediency. Clearly, a balance is required, but the current
lack of attention to the FP of high-value, low-density and yet in-
credibly fragile assets is concerning.

Operational Context
Geographic Location

The location of assets to be protected is important from a C-UAS
standpoint. C-UAS activity at the tactical level, will necessarily be
driven by the location of the asset to be protected. Hence, if the FP
Practitioner is included during planning, they can influence the selec-
tion of the optimal location, which will help in simplifying the C-UAS
task. Furthermore, in addressing the concept that the UAS should be
treated as just another threat system, many of the factors that sim-
plify the C-UAS task will also simplify broader counter-threat activ-
ity. As an example, complex, densely populated urban terrain in close
proximity to the operating location provides a far greater FP chal-
lenge than does a sparsely populated, open agricultural landscape.

Homebase versus Deployed Operations

The Freedom of Action (FoA) allowed for the military FP commu-
nity for the protection of the Homebase in peacetime is likely to be
limited. It is often the case that they are not permitted to operate
outside of the perimeter and any activity will be confined to
responding only once a threat has been detected. In addition, any
response is likely to be extremely limited due to legal con-
siderations. In the case of deployed operations, the possibility to
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influence the selection of the operating location exists. Further-
more, the challenges of legal inflexibility at the Homebase may be
overcome, at least to some extent, through early and robust en-
gagement in the process that develops Status of Forces Agree-
ments, Technical Agreements, Memoranda of Understanding, Rules
of Engagement, etc. Perhaps a way to visualise this area is as a
sliding-scale where friendly forces FoA to C-UAS increases as
adversary action increases and the constraints on FoA are reduced,
because the operating environment is becoming less permissive.

C-UAS in Free Space

There are many potential constraints on the ability of the FP Prac-
titioner to counter the threat from UAS. However, if a hypothetical
scenario were created where none of the real-world constraints
were present, it is likely that it could quickly be identified that the
challenge is not the ability of FP to defeat UAS, but rather, the
externally imposed constraints on FP that create the difficulty (not
to say that constraints imposed are not in place for entirely valid
reasons). By first thinking of how best to C-UAS without any ex-
ternally imposed constraints, a spectrum of capabilities emerges
that would undoubtedly mitigate against the majority of the
threats. However, a perhaps unpalatable aspect of this discussion is
to acknowledge, from the outset, that there are situations where an
adversary will be successful. Equally, there can be no reference
manual that will provide a written guide to C-UAS in all circum-
stances; documentation (Doctrine) can only provide a guide or
hand-rail. That said, by considering how each of the ‘Force Protec-
tion Functional Competencies™ or ‘Elements of Air Force
Protection™ can be employed in C-UAS, a significant number of

I AJP-3.14, Allied Joint Doctrine for Force Protection.
" ATP-3.3.6, NATO Force Protection Doctrine for Air Operations.
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options emerge, many of which require neither legal authority to
employ nor substantial additional resources. This includes but is
not limited to, use of cover, dispersal and concealment. Other more
active and/or kinetic options also exist, if permitted. The key take-
away here is that effective and resource efficient C-UAS activity
has two primary drivers. First, the ability of the FP Practitioner to
employ existing capability in an emerging role. Second, under-
standing the Operating Environment, particularly its constraints, to
identify what measures could be employed, if permitted. It is then
a case for the Chain of Command to work to either remove those
constraints, accept the risk or, to terminate the at-risk activity.

Threat
Understanding Threat

Broad statements that a threat exists are often made. For a threat
to exist any adversary has to have both a capability and the intent
to use that capability. However, above this sits the fundamental
question of what is it that an adversary is actually seeking to
achieve (what, why, when, where, how, etc.)? By gaining an under-
standing of the answers to these questions, the FP Practitioner can
start to identify how any threat or, threat system, can be defeated.

Threat Actors

Like the range of possible systems available to an adversary, the
range of adversaries is also considerable. Any individual using
a UAS can cause a major incident, intentionally or otherwise.
The naiveté of the general public in relation to matters of secu-
rity and safety should never be underestimated. The spectrum of
‘Threat Actors’ covers the range from lone actor misuse, right
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through to deliberate state use. However, irrespective of who
might be employing a system deemed to be a threat, many if not
all of the available countermeasures can be employed. As already
mentioned, the primary limiting factor will usually be the legal
framework within which any FP/Security force is required to
operate. Note that it is likely that in the case of any deliberate,
nefarious use of UAS, the system user will likely be aware of the
legal framework in-place, but will simply ignore it. Of signifi-
cance, is a potential adversary’s ability to access and sub-
sequently use technology.

Threat Origin

Understanding the origins of any threat system provides both
insight into the possible scale of the threat and how it might be
defeated (i.e. if you know where something comes from, then its
supply can be interdicted). Also, the more technologically advanced
and hence potentially more capable a system is, the greater the
likelihood is that it will pose a substantive threat. The more com-
plex a system, the higher the possible cost. Equally, the more com-
plex a system, the higher the intellect of the adversary will need to
be in order to use it effectively. These aspects of understanding the
adversary and/or their systems could facilitate the targeting of
likely individuals and possible operating locations associated with
these systems. Understanding and where possible, exploiting the
technology that is being used against us, will help guide thinking
on both, what priority countering the threat needs to be given (in
comparison to other threats) as well as providing an insight into
who is operating it. Ultimately, if UAS are viewed as just another
threat, understanding important elements of its operations like:
where it comes from, who is using it, for what purpose, how it is
being operated (adversary TTPs), etc. will all be significant pieces
of information to assist friendly forces in neutralising the threat.
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Unsurprisingly, the conclusion can be drawn that intelligence will
play a vital part in any ability to C-UAS.

Threat Systems

NATO has created a taxonomy for UAS (cf. Annex A, p. 510 f.). It
is offered that the primary challenge comes from systems at the
lower-end of the spectrum, as these are both harder to detect and
(if authorised) engage. When considering the threat, it is perhaps
worth noting that the Indirect Fire (IDF) threat from the ubiquitous
107 mm rocket, familiar to many FP Practitioners, was from a pro-
jectile that weighed 18.84kg (41.51bs); similar to the weight of an
Unmanned System at the lower-end of the ‘Small’ category (20kg).
Likewise, the 122 mm rocket weighs-in at 66.6 kg (147 1bs). In other
words, even in the ‘Small’ Category UAS have characteristics that
existing technology can detect, track and if necessary/authorised
engage. Therefore, the challenge exists primarily across the ‘Nano’
to ‘Mini Categories¥ where further useful deductions can be made:

Proximity. The UAS threat of specific concern to the FP Practi-
tioner is likely to originate within the NATO assets Tactical Area of
Responsibility (TAOR)Y (e.g. the operator and the system will be
present in the TAOR).

Operating Height. Operating altitudes will fall within the surface
to 3,000 ft range for UAS. At the lower-end of this spectrum, ter-
rain or infrastructure will present an operating challenge whilst the
higher a UAS flies, the more readily it will ‘unmask’ to detection
systems (i.e. they will not be able to hide amongst ground clutter).

' Notwithstanding that a small charge can have a large effect particularly if it can be delivered ‘surgically and/or with additional
kinetic force and/or against a particularly vulnerable/fragile target.
" See AJP-3.14, Allied Joint Doctrine for Force Protection.
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Position. Understanding how any threat system functions and its
potential use(s) will translate into how it needs to be operated. By
understanding how a system must be used, will lead to the identi-
fication of locations that it can be employed from"i, These loca-
tions can then be prioritised for denial.

Endurance/Range. Smaller UAS will have limited endurance, how-
ever, increased endurance can be achieved, but often at the ex-
pense of reduced payload (and vice-versa).

Payload. Traditionally, smaller UAS have limited payloads. Remain-
ing with the IDF analogy, an 18.84kg (41.51bs) 107 mm rocket only
carried a warhead of 1.7kg (2.91bs) (see ‘Weapon Effects’ below).
Similarly, the ability of platforms to carry a sizeable payload will
decrease, as the size of the system decreases. The deduction from
this is that an intelligent adversary will most likely use smaller UAS
primarily as intelligence gathering assets, although in reality, the
potential use of any platform is only limited by an adversary’s im-
agination and subsequent access to the necessary technology.

Effects. The matter of ‘payload’ (above) should remain a separate
consideration from ‘effect’. Specifically, a small system with limited
payload could still have a significant effect, if deployed against the
likes of an unprotected 5 generation platform. Equally, the per-
ception that an UAS could be deployed by an adversary as a means
of delivering a Chemical, Biological or Radiological (CBR) payload
could have a huge non-kinetic (psychological) impact. This effect
will be irrespective of the technical feasibility and/or actual effects
of any such weapon; a Weapon of Mass Effect rather than a Weap-
on of Mass Destruction.

"It is acknowledged that data from an UAS could be transmitted via some form of link to a remote operator, however, this adds
complexity which could in turn be exploited in order to detect and ultimately counter the threat.
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 Kinetic. Linked to ‘Payload’, there needs to be a basic under-
standing of weapons effects. Most of the use of weaponised UAS
by Islamic State of Iraq and the Levant (ISIS) consisted of drop-
ping low-payload projectiles similar in size to a hand grenade.
While adversaries have become adept at increasing the effective-
ness of their IEDs through the addition of shrapnel (e.g. ball
bearings), the ability to add shrapnel (because of weight) on an
air-vehicle is significantly reduced.

Vignette

A 2016 video clip aired on many major news outlets showed an
Iragi Army tank being attacked by an ISIS weaponised UAS. It is
offered that this was a lucky strike where the weapon fell inside the
vehicle but, importantly, the vehicle in question was operating in
an urban environment and the crew should have been operating
closed-down in order to prevent a hand grenade, Improvised Ex-
plosive Device (IED) or even a cruder ‘Molotov Cocktail’ (fire bomb)
being used on the vehicle from above. Therefore, whilst the weap-
on that destroyed the vehicle was dropped from a UAS, it could
have come from multiple other sources. The actual cause of the
event was poor crew discipline resulting in a failure to implement
basic TTPs for operating armoured vehicles in close terrain. Sensa-
tionalist reporting followed by multiple rebroadcasts with increas-
ingly ill-informed comments together with a subsequent failure to
properly analyze the cause and effect have led to false conclusions
being drawn. Had the weapon (improvised or otherwise) not fallen
through an open vehicle hatch, the effects would have been negli-
gible as distance from any blast and shielding be it in the form of
armour or infrastructure, reduces blast effects.
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* Non-Kinetic. The presence or potential presence in the battle-
space of UAS will have an effect, irrespective of whether any
system is actually weaponised. It should also not be discounted
that kinetic effects can have an associated non-kinetic effect,
e.g. on the morale of personnel.

Larger System - Basic Considerations

As a system increases in size, it can be considered to also be in-
creasing in capability. It will have greater range, longer endurance,
be more robust and able to carry a greater payload. From the ad-
versary perspective, this might be considered a positive. Although,
obtaining a larger, more capable system comes with its own logis-
tical challenges which could, in turn lead to a greater ‘footprint’
that could be of intelligence value to friendly forces. However, for
the FP Practitioner, a larger system in use will also be more likely
to be detected and engaged.

Autonomy

UAS can be remotely-operated, fully pre-programmed or have the
ability to self-navigate having first been given navigational way-
points. Whilst full autonomy is possible, for the FP Practitioner the
fact remains that, if an UAS threat exists, it has at least two tangible
and therefore targetable elements; first is the vehicle itself and sec-
ond, the user."l Much has been made of the potential future use of
Artificial Intelligence (Al) and whilst the marrying of Al with UAS
adds yet further complexity, the fact remains that there are still
identifiable and subsequently targetable elements within the system.

"I In the case of an apparently autonomous system, the link between operator and system as a targetable element might be absent,
but what would be the ends of that link i.e. the system ‘owner’and the vehicle itself, remain tangible, targetable entities.
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Swarming

A potential adversary tactic that requires specific consideration
with respect to adversary use of UAS is that of the use of so-called
‘swarms’. The attacks on Russian Military facilities in Syria, widely
reported in December 2017 and January 2018, highlighted this tac-
tic. Whilst this alleged employment of multiple systems could be
used as an argument to advance the perspective that ‘new’ threats
evolve quickly both in quantity and possibly quality, an alternative
narrative could be advanced. Firstly, and specific to the example
above, the ability to confirm the validity of reports in the media is
limited in the unclassified domain. Second, and of more impor-
tance to the FP Practitioner, what element of a so-called swarm
attack should cause consternation? The reality is that any threat
can present itself at a scale that will be difficult to defeat (e.g. an
attack by a significant number of adversary personnel supported
by sustained mortar fire). Timely and accurate analysis of the
threat should lead to both the correct FP resources and the quan-
tity of each resource being identified.

Adversary Developments

In developing approaches to mitigate a threat, thought should
always be given to how that threat may evolve. If this approach is
ignored, it is likely that an intelligent and adaptable adversary
will quickly render any counter-measure impotent. As stated else-
where, consideration also needs to be given to the concept of
second order effects and/or unintended consequences. What other
effects could a counter-measure have (e.g. interference with other
electronic systems). The C-IED fight provides a valuable lesson in
this respect, where the deployment of supposedly improved pro-
tected mobility only drove the adversary to produce larger and
more devastating IEDs. Key aspects for consideration by the FP
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Planner are: what will be the impact of effectively neutralising or
even defeating a particular threat? What will the adversary con-
ceive next and could it be either more difficult to counter or in-
deed more effective? An often-overlooked approach is to tolerate
or accept one threat, in order to delay or prevent an alternatively
more dangerous one from materialising.

User Groups
Uneducated Use of Unmanned Systems

Particularly in the case of the Homebase, not all UAS encountered
will be used with nefarious intent. An aspect that has received little
attention is the general ignorance of the populace at large to the
risks to flight safety posed by unthinking use of UAS in the prox-
imity of air operations, both military and civilian. This is com-
pounded by the growing belief amongst many that it is their right
to know everything that in turn, leads a few to believe that they
have a right to use UAS to gain insight into what ‘the state’ and in
this case the military, might be doing ‘inside the wire’*

Media

The reason that media use of UAS has been considered as a stand-
alone issue is because this particular area could be problematic for
the military. Whilst legal matters are discussed elsewhere, media
use of an UAS, even if deemed illegal, is still likely to be described
(by the media themselves) as being in the public interest. Further-
more, the information or footage gained during such use is likely to

" Note that some effective measures are already in place to mitigate the risk of uneducated use of unmanned systems
(e.g. Geofencing).
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be widely broadcast and could, depending on the media outlet,
come with a degree of apparent legitimacy.* The FP response to any
detected use of an UAS in the vicinity of any asset will need to be
carefully considered in order to prevent any potential Strategic
Communications ‘own goal’. Also worthy of consideration is that in
discussion with FP Practitioners, there is a perception that some
nations are reluctant to use legislation to control UAS. Given the
argument offered elsewhere in this Section that such legislation
would be of general benefit, the question of who or what is generat-
ing this apparent resistance should be explored. Given that the me-
dia now routinely uses UAS and limiting their freedom of operation
will greatly reduce their utility to the media, the question is, whe-
ther the media are responsible for shaping public perceptions and/
or influencing political decision making regarding the use of UAS?

Other Legitimate Users

Beyond the media, there are multiple commercial users of a variety
of UAS. These users will on the whole be responsible but, better
understanding of where UAS are being employed now and where
they are likely to be used in the future is required.

Friendly Forces Perspectives

Understanding is Key

The FP Practitioner must understand, in as much detail as possible,
both what it is they are protecting and how it functions, as well as

what the adversary is seeking to do (what, why, when, where, how,
etc.) or more simply, the adversaries desired ends, ways and means.

" Due to the outlets name and/or generally perceived reputation.
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A Known Unknown

There is general consensus that unthinking and/or nefarious use of
UAS is a problem that requires attention. However, a more worry-
ing question that cascades from this is that if we believe we have
a problem, based on what we are seeing, what proportion of the
problem is going unseen or indeed unreported? For example, what
materiel of intelligence value has been gathered using UAS, with-
out the presence of that system being detected and hence, a lack of
awareness of where compromises may already have occurred? Is
the current perceived use of UAS, only the ‘tip of the iceberg’; how
much UAS activity goes undetected and/or unreported?

Novel Application of Existing Technology

Again, there is an element of understanding required here. What
existing technology is available or, which could be made available
with little delay and be used to either detect or defeat an UAS? If
the FP Practitioner understands how a piece of technology func-
tions or, can consult with the appropriate Subject Matter Expert
(SME), deploying technology in a role for which it was never in-
tended should be considered.

No Single Solution

A phrase that was often used when NATO was seeking to respond
to the growing use of IEDs by the Taliban was that there was no
‘Silver Bullet’; no single approach or piece of equipment that
would solve all aspects of the problem. Any solution to the UAS
challenge is likely to have multiple facets and require the co-ordi-
nated response of many actors/effectors. Equally, it is unlikely
that a solution that works at one location or in one environment
can be deployed ubiquitously. If multiple threats exist, each with
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their own distinct operating parameters, it is likely that multiple
counter-systems will be required. Similar approaches or processes
may be applied, but a radar optimised to detect high and fast tar-
gets will struggle to detect low and slow targets and sensor per-
formance should not be compromised by trying to cover too large
a threat spectrum. If the threat, criticality of the asset and the
appetite for risk drivers require it, a considerable range of sensors
to include electro-optical, thermal, acoustic and seismic could be
required to counter a range of threats. Similarly, if a variety of
threat systems are to be effectively engaged, a range of weapons
will be required.

Constraints

As with the majority of activities, there are likely to be constraints
on what can be done; C-UAS activity is no different. Considera-
tions will include, but will not be limited to electromagnetic spec-
trum management, jurisdiction, privacy, Rules of Engagement
(ROE), geographic boundaries, areas of responsibility, etc. It is of-
fered that the law, in many nations, is by far the biggest constraint,
particularly when considering FP of the Homebase in ‘peacetime’.
It is not that the FP Practitioner is unable to protect against the
UAS threat, it is that the means to detect and if necessary, neutral-
ise a threat simply cannot be employed. Note that it remains vital
when planning any activity to consider any negative or unintend-
ed consequences, such as the potential for collateral damage and
negative publicity.

Deconfliction
Friendly Forces and a growing spectrum of other legitimate UAS

users exist. From a FP Practitioner’s perspective, moving forward
will require broad engagement to ensure that other interested
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parties are working to develop existing traffic management sys-
tems to incorporate new users. This may require the commitment
of additional resources, but if this facet of the challenge is ignored,
you risk issues of fratricide due to an inability to separate friendly
forces and/or legitimate users from ill-advised or foolish and ad-
versary use of UAS. An ability to understand and manage what is
in the battlespace will be fundamental to managing risk.

A Proven Approach
General Considerations

While considering the threat of UAS, FP planners must also con-
sider that other, as yet unidentified threats, will undoubtedly
emerge in the future. Probably more importantly at this stage, ex-
isting threats will endure, re-emerge, evolve or be revitalised/rein-
vigorated. Consider, if NATO were to deploy a large number of
personnel, particularly at short notice, into a high IED threat envi-
ronment, would that force have institutionalised the lessons learned
during combat operations in Afghanistan? The answer is probably
not. In other words, we would have to re-learn previously hard-
won lessons.

Modification of Existing Practices

Is it realistic to develop new approaches and possibly technology,
for every new threat? The problem is that with every new approach
comes a training requirement and every new piece of equipment
brings a maintenance bill. Put simply, it is unrealistic to think that
a bespoke ‘golf club’ exists for every eventuality. The key will be
the ability to adapt existing methodologies to developing threats
through the application of intellectual rigour. Therefore, the FP
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Practitioner should focus on maintaining proven, effective and
sustainable counter-threat methodologies as captured in NATO FP
doctrine, these include:

+ Counter-Surface to Air Fire (C-SAFIRE) patrolling;

* Mortar Baseplate Checks;

*+ Vehicle Check Points (VCPs) within the Tactical Area of Respon-
sibility (TAOR);

* Influence Patrols;

* Overt and Covert Observation Posts (OPs);

* Use of residual air capacity for FP purposes.*!

How can activity be modified or re-shaped to take into account the
requirement for C-UAS? Examples here include, but are not limited
to, conducting sweeps of the likely areas where UAS can be
launched and/or operated from, similar to the way that Mortar
Baseplate Checks are currently undertaken; if an adversary is
building their own, modifying or weaponizing a commercial sys-
tem, activity designed to identify possible workshops could be
considered.®" Presence Patrols or Qutreach Activity in an urban
area can be considered to contribute, as a second order effect, to
both any C-IED and/or Counter-Surface to Air Fire (C-SAFIRE) ef-
fort - one activity, multiple effects. Knowing what to look for and/
or what questions to ask will enhance the ability to interdict any
threat before it manifests itself. Other examples of applicable prac-
tices include considering an UAS in flight as an IDF threat or, an
immobilised system on the surface as either a mine or IED.

" Most NATO installations will have at least a helipad. Any aircraft with surplus fuel can be asked to conduct an overflight of an
area(s) of interest in support of the overall FP effort.

"I For this to be a realistic option, it will be necessary to have an understanding of what UAS components look like and personnel
willin turn, need to be trained in identifying such components. A simple example would be the presence of rotor-blade assem-
blies or remote-control devices.
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Going Forward

When the threat from UAS is broken-down into its component
parts as above, it becomes readily apparent that the threat (while
clearly a challenge) is not what it may first seem. Proven FP tech-
niques to include (but not limited to) hardening, dispersal, camou-
flage and concealment, deception and redundancy will all aide in
threat mitigation. Equally, the domination of the TAOR around a
NATO asset requires the ability to detect, deter, disrupt, neutralise
or destroy the threat. The solution to this apparent conundrum lies
in the ability of the FP Practitioner to accurately identify the type
and scale of threat and subsequently articulate it; the vehicle for
achieving this is the FP Estimate. If the analysis within the FP Es-
timate is robust, it should lead to the generation of the necessary
assets to meet and ideally overmatch the threat. In addition, it will
certainly provide a solid basis for the understanding of the risk(s)
and subsequent Risk Management decisions.

Legal Considerations
Force Protection Perspectives

This is a highly specialized and critical area to consider and where
there is no substitute for expert advice. A challenge for the FP
Practitioner from the outset is that every location and every activ-
ity will have its own distinct legal parameters. In an operational
environment where there is a recognised threat, and/or designated
adversary, the constraints imposed on the conduct C-UAS activity
are likely to be less. However, the real challenge exists in peacetime
at the so-called ‘Homebase’ In this latter scenario, the inescapable
problem is that the FP Practitioner is unlikely to be able to counter
the UAS threat in the majority of its manifestations, due to legal
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constraints (e.g. the inability to apprehend the operator, the un-
willingness of civilian law enforcement to respond or the inability
to seize/impound systems). Compounding this dilemma is the cur-
rent, apparent unwillingness to address these legal issues. It is of-
fered that the ability to protect assets could be greatly simplified if
there was a concerted effort to either address legal deficiencies or,
apply existing legislation more widely and/or more robustly. Fur-
ther discussion can be found in Part IV of this book (cf. p. 373 ff.)
and also in the JAPCC White Paper entitled: ‘The Implications for
Force Protection Practitioners of Having to Counter Unmanned
Systems — A Think-Piece’.

Existing Capability
Current Doctrine

A suite of NATO FP documents exists and each contains a list of
further reading. Whilst it is acknowledged that as these publica-
tions are reviewed, particular mention of UAS as a specific threat
will be included, current documents do already provide a compre-
hensive spectrum of counter-threat methodologies than can be ap-
plied now to the challenge of C-UAS. The pillars of C-IED doctrine
(Defeat the Device, Attack the Network and Train the Force) and
much of how this is achieved is applicable to C-UAS activity.

The Human Dimension

Perhaps the NATO FP Practitioner’s most effective weapon is the
ability to analyze and subsequently understand a problem. Equally,
it would be an error to consider any adversary as less intelligent
than ourselves. Any threat will have a human in the system at
some point. Even if an UAS is categorised as autonomous,
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a human will still have to set that system in motion and will be
expecting that system to produce some output or effect. The FP
Practitioner needs to ensure that the correct weight of effort is af-
forded to the human dimension of the threat as this is ultimately
where it is most likely to be comprehensively defeated. Conversely,
over-focus on the UAS itself (in C-IED terms ‘the device’), will
likely lead to a more protracted campaign. At a very basic level, the
reinvigoration of ‘old’ TTPs, such as the deployment of Sentries,
will add to the ability to mitigate the threat.

Sensors

It was stated at the outset that this Section would not discuss
specific equipment. However, it is probable that any sensor re-
quirement will be bespoke to a specific threat or even to an indi-
vidual location. In an operating environment with a range of
threats, it is likely that a suite of sensors will be required with
each sensor system looking at either a specific threat (e.g. Direct
Fire), a specific environment (e.g. acoustic or seismic sensors
against the sub-surface threat) or, just part of a wider threat spec-
trum (e.g. an Air Defence Radar specifically ‘tuned’ for the detec-
tion of small, low and slow air threats). For the Alliance, it must
be assumed that in a 360-degree threat environment it is inescap-
able that a range of sensors will be required to detect a range of
threats. The ability to fuse sensor data so that a reduced number
of sensor operators is required is conceivable. However, the cost,
maintainability and supportability of any such solution is ques-
tionable at this time.

Effectors
Many current sensors can be deployed with associated effectors as

part of a system designed to counter existing, acknowledged
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threat-types e.g. Counter-Rocket, Artillery and Mortar (CRAM) sys-
tems or Surface-Based Air Defence (SBAD). These systems have a
range of effectors optimised for the threat that they are designed to
counter. Like the sensors, these effectors may be capable of defeat-
ing the UAS threat or if necessary, a tailored system may have to
be deployed. However, before considering effectors, the inescapa-
ble reality is that the ability to defeat an UAS has to be under-
pinned by the necessary ROE. There are three major considerations.
First, simply, is the engagement of any UAS permitted? Second, in
engaging a UAS that could be described as a ‘small and fleeting
target’, if the weapon system in use misses the intended target,
where will any effect be realised? Finally, if the UAS is success-
fully engaged, what will the effect be on both the location being
apparently targeted by the system and also any area where the
debris (to include a potentially still viable weapon) may fall?*iii
Now assuming that engagement is permitted, industry is marketing
a variety of C-UAS capabilities which utilise various novel tech-
nologies. It is offered that whilst these ‘weapons’ have some ability
proven in testing, their long-term viability in the operational envi-
ronment remains questionable. Also, new technologies will likely
have an associated resource burden, even if it is limited only to
training and maintenance. At a very basic, but nevertheless impor-
tant level, the FP Practitioner may have to consider providing FP
for any system and its operator(s) as they may not be able to self-
protect whilst engaged in C-UAS activity. Introducing new, poten-
tially unproven technologies into the battlespace requires careful
consideration with particular attention being paid to second-order
effects and unintended consequences.

M Recognising that this area could well be a civilian area outside the perimeter of an Alliance facility.
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System-of-Systems Approach

As of now, the range of threats and hazards faced, drives the range
of capability required. If multiple threats can be countered by a
single system, this is an advantage. However, an important consid-
eration should be that the system’s performance is not compro-
mised by expecting that one system can be equally as effective
against all threats. It is offered that it would be better to deploy
several systems, each optimised against a specific threat, rather
than deploy a single system that is compromised in its ability to
deal with any of the threats. With current technologies, it is most
likely that a system-of-systems approach will be required.

Further Considerations
Jamming

GPS Jamming may be considered as a tool against the UAS threat.
However, with so much Alliance technology relying on GPS or
the GPS timing pulse, using GPS Jamming will require careful
coordination and deconfliction with multiple agencies. This also
assumes that the appropriate (scarce) technology can be obtained
for deployment in the FP role? It is more likely that such technol-
ogy, if deployed, will be deployed against larger systems beyond
the immediate concern of the FP Practitioner.

Human Factors
Beyond the resource implications of introducing new capability,
is the inescapable fact is that the world of the soldier, sailor, air-

man or marine is becoming ever more complex and the point is
rapidly approaching where the individual is reaching their maxi-

252



Force Protection Considerations

mum capacity. This is in terms of both the physical sense of being
able to simply carry all the equipment required and in the cogni-
tive sense, where they are rapidly approaching a ‘saturation
point’ of absorbing how to effectively operate multiple, separate-
ly developed, often incompatible systems which is becoming be-
yond many.

Planning Tools

Following-on from the above, an area where technology could
have real positive effect for the FP Practitioner is in the area of
FP planning. The author, in the course of researching this Sec-
tion, was made aware of a software application originally called
‘Surface to Air Missile - Precision Rating and Analysis Software
(SAM-PRAS).XV This software is in use by a number of nations
and over a significant number of years has been developed well
beyond a simple Counter-Surface to Air Missile planning tool.
The system has now evolved to the degree where it can be used
as a Decision Support tool. Different layers can be developed with
each corresponding to either a different threat or different mani-
festations of the same threat. Of equal value is the ability to use
the tool to site different friendly forces sensor systems for maxi-
mum effect. The key point is that it is highly unlikely for the
foreseeable future that significant additional resources are going
to be made available for FP. Therefore, more effective planning
that enables the better use of existing, scarce resources, has to be
pursued and relatively cheap, but nonetheless effective, planning
tools require greater investigation; the JAPCC remains actively
engaged in this endeavour.

W Whilst other software applications may exist, none became apparent whilst conducting basic, open-source market research.
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NATO Defence Planning Process (NDPP)

The argument advanced within this Section is that the solution to
countering the UAS threat lies predominantly in adapting exist-
ing counter-threat thinking and TTPs. To do this effectively, par-
ticularly if it is identified that additional, specific resources are
required, it is perhaps worth considering developing a discreet
C-UAS Capability Code and the supporting Capability Statement
for introduction into the NDPP.

Takeaways
Specific Observations

During the development of this Section, a number of observations
came to the fore that need to be highlighted:

* Organisation should be wary of vocal, overly influential, mi-
norities.

» UAS are just another threat for the FP Practitioner to contend
with.

* NATO FP publications remain fit-for-purpose when applied to
the C-UAS challenge.

* The intellectual component is key.

* The threat from UAS must be considered together with all other
potential threats.

* Even a small UAS with limited range, endurance and payload
will present a major threat in certain circumstances (e.g. if used
against fragile, high-value but low-density assets).

* C-UAS is not only an FP Practitioner’s responsibility.

* A comprehensive, inter-agency, system-of-systems-based ap-
proach is necessary.
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In many cases the FP Practitioner is constrained by legal consid-
erations.

Some existing technology will be effective or, could easily be
adapted.

Any new approach must be considered across all Lines of Devel-
opment.

Traditional FP measures such as camouflage, concealment,
screening and hardening together with TTPs such as the deploy-
ment of Sentries will be effective against UAS.
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Command and Control

Introduction

Unmanned Aircraft Systems (UAS) are part of daily life, from
hobby enthusiasts and delivery companies to actual people/
groups with malevolent intentions, and also present a growing
capability in armed conflicts. This circumstance gets amplified by
the fact that Unmanned Aircraft (UA) are classified in various
size/weight categories and may have a substantially different
threat behaviour. Due to their omnipresence, Command and Con-
trol (C2) of C-UAS must be available from peacetime to conflict,
which requires deconfliction between civilian and military re-
sponsibilities. The threat of UAS is significant, increasing and
cannot be ignored. Due to the very nature of some UA, they will
be detected quite late, which drastically reduces the available
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time to execute the kill-chain. Therefore, it is not sufficient to
only have all the tools, like Air Defence (AD) systems, readily
available to counter this threat, but also an intricate system of
C2. This includes the appropriate sensors and C2 networks, which
are necessary to maximize efficiency and actually bring the over-
all system to life.

Command and Control for C-UAS in Peacetime

To fully describe the C2 situation for C-UAS, we need to distin-
guished between peacetime, crisis and conflict conditions, between
military and civilian, but also national and NATO responsibilities
and the class of UA! and the individual components of the UAS.1

In peacetime, two C2 structures/processes, military and civilian are
responsible for executing C-UAS operations. On the military side,
safeguarding the integrity of Alliance members’ sovereign airspace
is a continuous peacetime task contributing to NATO’s collective
defence. The NATO Air Policing mission is carried out using the
NATO Integrated Air and Missile Defence System (NATINAMDS),
where the Supreme Allied Commander Europe (SACEUR) has the
responsibility for the overall mission conduct. Allied Air Command
(AIRCOM) oversees the NATO Air Policing mission with 24/7 C2
from two Combined Air Operations Centres (CAOCs), which are
responsible for their respective areas of NATO European Territory
(NET). When an incident is identified which threatens the integrity
of NATO’s airspace, the CAOCs will order interceptor aircraft based

Within NATO, UA are classified in three categories. Class | (up to 150kg) for the micro, mini and small drones, to Class I (150-
600kg) for medium-sized, tactical systems and Class Il (more than 600kg) for Medium-Altitude Long-Endurance (MALE) and
High-Altitude Long-Endurance (HALE) aircraft.

Unmanned Aircraft, Operator, Data Link, C2 Element, Payload and Logistic Support
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on the location of the incident. NATO member nations provide the
necessary aircraft and assets for the air policing of their own air-
space, under SACEUR direction. Subordinate to the CAOCs, na-
tional military Control and Reporting Centres (CRCs) not only sup-
port the CAOCs with their air picture, but also control military air
traffic, including the Quick Reaction Alert (QRA) (I),! within their
national airspace.

In contrast, the respective civilian Air Traffic Control (ATC) struc-
ture is quite flat. A certain ATC service is responsible for air traffic
handling, coordinating with military or adjacent civilian ATC units
and ensuring flight safety within their assigned airspace. In case of
unauthorized flights within their airspace, they have no authority
other than reporting the incident to the appropriate military agen-
cies (CRC) or the police. Civilian ATC units do not have the capabil-
ity to interrogate uncooperative aircraft or force them to alter their
flightpath. If necessary, the corresponding national military needs
to support with official assistance.

NATO uses NATINAMDS to ensure the security of NATO nations’
airspace. All available sensor data is compiled within the CAOCs
into an overall air picture, the so-called Recognized Air Picture
(RAP). NATINAMDS includes a network for data transmission (e.g.
RAP) and adequate tools to support the AD mission in general.
New instruments like the Air Command and Control System
(ACCS) or the Air Command and Control Information System (Air-
C2IS) aim to improve this capability. In the CRCs, national systems
are employed as well (e.g. the German Improved Air Defence Sys-
tem [GIADS]). Since C-UAS is a mission that involves more than
the air domain (i.e. targeting all components of the UAS), an

" Quick Reaction Alert (Interceptor)
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overall Common Operational Picture (COP) is needed and being
made available by NATO sensors, C2 tools and networks.

Air traffic participants have to be identified or have the respon-
sibility to identify themselves by technical or procedural means.
Identification Friend or Foe (IFF) transponders are a requirement
for a certain subset of aircraft, so are two-way radios and regu-
lated aircraft markings. Also, the airspace is organized by ATC
means, which allows for better organization and identification. In
addition, typically for smaller drones, national regulations and
laws exist in order to deconflict drone flight areas from regular
air traffic, civilian infrastructure and special events. If an air-
craft’s action is constituting a military threat, which is difficult to
determine, as defined by NATO and national regulations, agreed
upon military measures against the threat can be executed. If the
aircraft is in a RENEGADEY situation or in violation of national/
international laws without posing a civilian threat, the appropri-
ate national civilian law enforcement agencies and appropriate
military Airspace Control Authorities are in charge of solving the
issue. This also applies to countering or addressing other compo-
nents of the UAS, e.g. remote-pilot, data link or control station.

All these situations have one thing in common: the aerial object
has to be detected and tracked by one or more sensors and sub-
sequently classified and identified. Class I UA and drones, how-
ever, are characterized by a very small Radar Cross Section (RCS).
In addition, they normally fly very low in areas with a lot of
clutter (cities). That makes it very difficult for any airspace sensor
to continuously detect and track them and therefore successfully
execute C2. It can be difficult to distinguish between aircraft that
do not appear on any higher level (e.g. CAOC or ATC) air picture

" Renegade: Civilian aircraft abused (e.g. hijacked) as a threatening system.
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or aircraft that appear only very shortly or sporadically due to
low flight levels or size. For aircraft that never appear on the
RAP, especially small Class I & II UAS, but are detected either
visually or by other means of local authorities, national law en-
forcement has the task to deal with regulation violations. How-
ever, since the respective aircraft are very likely in the category
low/slow/small, the measures can only be reactive or very local-
ized. This also applies for countering or addressing other compo-
nents of the UAS like its remote-pilot, data link or control sta-
tion. Aircraft that only shortly or sporadically appear in the RAP
in the CAOC will be checked by means of an air policing response.
If local airspace violations are detected by ATC, local procedures
are activated and the incident will be reported via a military CRC.
In both cases, countering and addressing the other components
of the UAS, such as the remote-pilot, data link or the control sta-
tion, is the responsibility of national law enforcement authorities.
Because of that circumstance, the military, ATC and law enforce-
ment C2 architectures and systems need to have a feasible level
of multilateral interoperability and certain automated informa-
tion exchange mechanisms.

Since these processes, structures, sensors, interceptors and tools
are designed to handle known regular and irregular manned air
traffic participants and their unmanned equivalents, there need
to be regulations about who is responsible for all aircraft which
are currently not reflected in or do not abide by the rules. Overall,
it is of the utmost importance that the different C2 channels in-
terface seamlessly in real-time.

Deployed NATO forces in peacetime, like maritime task forces,

will be part of NATO’s peacetime C2 structure. Here C-UAS op-
erations will be limited to self-defence.

261



Command and Control

Command and Control for C-UAS in Crisis/Conflict

When circumstances dictate the transition from peacetime to cri-
sis/conflict, it will have significant impact on air traffic and its
control in the affected region or Joint Operation Area (JOA). The
continuous use of civilian UAS will definitely have to be addressed
to prevent unintended actions against non-threatening aircraft. In
joint operations, NATO will stand up a Joint Force Air Component
(JFAQ) equipped and manned to conduct and support air opera-
tions as part of the joint force in the region. Depending on the in-
tensity of the crisis/conflict, the civilian air traffic will be restricted
and reduced to maximize air safety and minimize friendly force
attrition. So, regional ATC C2 and NATO military C2 for air traffic
control need to be clearly harmonized to maximize safety and
minimize friendly attrition. This becomes very critical during the
transition from peacetime, when NATO nations start to transfer
military forces into NATO’s C2 structure and NATO starts execut-
ing the mission.

The military approach to counter UAS can be separated into
offensive, defensive, active and reactive actions. In the construct
of Defensive Counter-Air (DCA) and Integrated Air and Missile
Defence (IAMD) operations, military force can be applied accord-
ing to the Rules of Engagement (ROE) and as necessary for self-
defence. In both cases, a clear hostile act or hostile intent needs to
be present, or in the most extreme case ‘the absence of friendly
behaviour’, to act with military force. Hostile intent in an environ-
ment with a large presence of friendly or neutral UA will be more
complex to be unambiguously identified and must be well defined,
coordinated and communicated before the mission starts. Other-
wise, either collateral damage or the risk level for NATO forces
might be disproportionally high. For UA that are within the cover-
age of IAMD systems, the JFAC can employ various forms of
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engagement zones like Fighter Engagement Zones (FEZ), Missile
Engagement Zones (MEZ) or Short-Range Air Defence Zones
(SHORADEZ). Here, the air battle will be conducted within NATO’s
Air C2 construct, using current concepts, plans and tools like ROEs
or Tactical Battle Management Functions (TBMF). In accordance
with international law, NATO forces can always act in self-defence
to protect NATO/NATO-led forces and personnel, when an attack
is ongoing or imminent. Since a lot of Class Il UAS threats (and a
majority of Class I as well) are ad hoc, hardly show up consist-
ently on the RAP and have to be dealt with in real-time, which
leaves little room for a long C2 chain for engagement decisions.
This means that the more time critical the anticipated engagement
decisions are, the lower the engagement authorities have to be
delegated towards the actual shooter to be effective. Decision
points to delegate engagement authorities have to be identified
during the planning phase. For the UA that cannot be included in
regular air battle decisions, covered by Weapon Control Status,
ROE and TBMF, self-defence will have to be applied as the only
alternative. This however implies that most C-UAS capable units
for Class I and II defence have to be constantly in a higher alert
state to cope with the constant threat that cannot be handled by
higher C2 levels. This has direct impact on the defence design and
emission control planning. In general, even in the regular air bat-
tle, the engagement authority for ad hoc threats, like smaller UA,
might have to be delegated lower and earlier on compared to more
predictable air threats. This could speed up engagement decisions,
as dictated by the UA threat.

In smaller NATO missions, where land or maritime components are
deployed independently, the C2 for C-UAS will be heavily depend-
ent on self-defence, but otherwise has to be defined in accordance
with the task and available capabilities within the mission con-
struct.
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For other UAS components, such as the data link, the C2 element
or the operator, more C2 segments outside of the JFAC may be
necessary. Since it requires special Electronic Warfare (EW) equip-
ment to identify, analyze, interrupt or hijack a UAS data link, es-
pecially the more complex satellite or cell phone links, the appro-
priate C2 of these effects needs to be planned and coordinated via
the EW element in the theatre component and effected via the Air
Operations Directive (AOD) or the Air Tasking Order (ATO). Engag-
ing or even identifying UAS operators or C2 elements during DCA
operations is challenging and therefore needs to be dealt with ei-
ther by Offensive Counter-Air (0CA) operations or with the support
of other theatre components like the land, maritime or cyber com-
ponent and most likely managed through a Joint Forces Command.

Command and Control Considerations for Deployed Forces

In general, three variations of the operational environment can oc-
cur: 1) the JOA encompasses all of NET, 2) the JOA is within a
fraction of NET and 3) the JOA is outside of NET. In all three cases
it is important to synchronize the C2 of the operational forces and
the receiving region within the JOA and with bordering C2 sys-
tems/architectures, especially on the fringes of the JOA. Synchro-
nizing with non-NATO C2 architectures might cause interoperabil-
ity issues. All this needs to be considered during the operational
planning process.

If the JOA is outside of NET as part of NATO crisis management,
the necessary NATO C2 to engage UAS either within ROE or self-
defence have to be coordinated with the host nation’s military
and civil C2 elements. As a crucial part of operational planning,
the activation of ROEs has to be closely negotiated with the host
nation. Furthermore, the use of the Electro Magnetic Spectrum
(EMS) to control, capture or disrupt the UAS data link needs to be
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coordinated with national and potentially other non-hostile mili-
tary entities as well. For necessary military action on the surface
and in the cyber domain, NATO land, maritime and cyber C2
needs to be harmonized, as well. C-UAS operations in NET will
continue as before, however, a close linkage to the Air C2 in the
JOA needs to be established to foresee or coordinate an increased
UAS threat for NET.

If the JOA is within a small fraction of NET, the corresponding
crisis/conflict C2 elements also have to coordinate with the host
nation’s military and civil C2 counterparts. In this case a closer
coordination with NATO's peacetime Air C2 structure needs to be
maintained to have a seamless C-UAS coverage (within the IAMD
spectrum) over the whole NET. The increased likelihood of ‘spill
overs’ into NET needs to be taken into consideration and poten-
tially the military augmentation of local law enforcement agen-
cies outside, but close to the JOA and within NET should be
planned for sure.

In case of a Major Joint Operation (MJO) that encompasses all of
NET, NATO C2 will be responsible for the defence of the whole
region. However, close coordination with civilian authorities to
maintain civil air traffic where possible and to use civilian law
enforcement capabilities to augment NATO and NATO nation’s
military is necessary.

In all three cases, it is possible that components of the UAS (e.g.
operator, C2 element, data link hubs) are not within the JOA, ene-
my territory or a NATO country. Since targeting these components
might be necessary, the appropriate authorities need to be identi-
fied, potential operations deconflicted and a legal framework needs
to be identified. This might encompass military, civilian, regional,
national and local C2 structures.
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General Issue of C-UAS Command and Control

One major issue with C-UAS C2 is the very small RCS and poten-
tially low flight paths of a large subset of UA, since detection is key
to start the C2 process. This leads to significant sensor coverage
problems, hampering successful C-UAS C2. Like all other C2 con-
structs, the C2 for C-UAS operations is constantly evolving to cope
with the always evolving threat. However, C-UAS operations are
joint and multi-domain by nature, so the corresponding C2 is quite
complex. Timely information sharing between decision-makers
and operators is key and it needs to be agreed who needs and gets
which data for what purpose. However, the use of surveillance data
for offensive operations against UAS segments lends itself to legal
discussions between NATO nations and might require so called
‘red-card holders’ Also, military-civilian information exchange in
deployed situations, especially outside of NET, needs to be regu-
lated. In general, the situational awareness of the UAS threat needs
to be maximized with available real-time and non-real-time data.
For example, equipping highly flexible SHORAD Man Portable Air
Defence Systems (MANPADS) with a Link-16 RAP increased their
efficiency and effectiveness. Ideas like this could be applicable for
C-UAS missions below the IAMD spectrum.

The more data from various sensors in the joint environment that
is available and the more dynamic the opposing use of UAS will be
(especially with small RCS and low flight profiles), the faster C-
UAS C2 needs to be to produce decisions that will be relevant and
effective. The implementation of Artificial Intelligence (Al) or deep
learning processes might be beneficial to support C-UAS C2 for air
picture interpretation and potential decision support. Again, it
needs to be regulated and defined how machine supported C2 deci-
sions can be used/implemented in C-UAS missions or if such tools
only augment the current C2 process.
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Conclusion

NATO has existing and functional C2 structures, processes, net-
works and tools that are capable of countering the traditional air
and surface threats. Over the last decade, NATO developed and
improved its C2 to counter evolving and emerging threats like bal-
listic missiles or threats from the cyber domain. The same needs to
be done with C2 for C-UAS. For missions that fall into the realm of
IAMD, available C2 seems sufficient, but UAS that are clearly not
within the scope of IAMD or on the fringe areas, need to be re-
flected in a well-integrated C2 environment. Especially because the
very nature of C-UAS makes it a joint and multi-domain issue, the
associated C2 needs to take that into consideration to allow for the
appropriate effects to be delivered in time. It needs to be evaluated,
whether the structure, process, tools and network are fast enough
to address the threat and minimize the risk.

The widespread use of UAS of all classes for civilian and military
purposes complicates proper situational awareness and therefore
accurate and timely reactions to a potential threat or to mitigate
the risk. Regulations about the use of civilian UAS and military/
law enforcement authorities need to be robust in peacetime, crisis
and conflict.

C-UAS as a military problem involves all levels of C2, from strate-
gic decision-makers down to the individual warfighter. C-UAS C2
needs to ensure that all necessary information is available at all
levels to allow vital decisions, especially final engagement deci-
sions, to be made in time to be relevant. Lastly, the C-UAS C2
needs to be flexible enough to reflect the evolving multi-domain
environment and all available and upcoming C-UAS systems.
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Education and Training

Introduction

Education and Training (E&T) is an integral part of any armed
forces’ ability to generate, maintain and strengthen their military
capabilities, provide security and practise collective defence in the
broader context of the NATO Alliance. With today’s swift innova-
tions in technology and their incorporation into military forces,
non-state armed groups, and terrorist organizations, E&T requires
constant review and adaptation. This holds especially true for un-
manned systems, due to their increased civilian and recreational
use and the subsequent complications for military activities, even
before actual conflict.
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NATO has defined four core dimensions to this adjustment process:
education programmes, individual training, collective training,
and exercises.! With an emphasis on the tactical level, this chapter
focuses on the first two dimensions as prerequisites to any further
collective training and exercises on the operational level and high-
er. It discusses how Unmanned Aircraft Systems (UAS) and drones
present new challenges to NATO forces and thus require enhancing
individual knowledge and skills to defend against them.

How Unmanned Aircraft Systems and Drones
Change(d) Warfare

Proliferation of Unmanned Aircraft Systems and Drones

The last two decades have seen the evolution of military unmanned
capabilities, predominantly in the air domain. The success of UAS
operations in the global war against terrorism, as well as the use of
drones by the terrorists themselves, created an unprecedented de-
mand for those systems on both sides. At least 95 countries cur-
rently possess UAS or run their own development programmes.? At
the same time, the commercial market has been flooded with
drones for a variety of recreational and commercial applications.
Chapter 3 (cf. p. 34 ff.) outlines the proliferation of UAS and drones
in more detail.

Due to this widespread proliferation of UAS and commercially
available drones, and based on numerous examples of recent con-
flicts, it should be expected that the probability of these systems
being used against NATO forces is exceptionally high. This likeli-
hood, in turn, requires a thorough analysis of these systems’ capa-
bilities, the potential new threats they present, and how forces
need to be educated and trained to cope with this challenge.
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New Capabilities, Potential Threats, and Challenges

For decades, if not centuries, the military has been the driving fac-
tor for the development of new technologies and state of the art
equipment, which has almost exclusively been reserved for mili-
tary purposes. This situation changed drastically after drones be-
came a product for wide recreational and commercial use.

Sensors. Chapter 3 (cf. p. 41 f.) provides an overview of the typical
sensor suites currently available for military and commercial sys-
tems, such as Electro-Optical/Infrared (EO/IR), Synthetic Aperture
Radar (SAR), Light Detection and Ranging (LiDAR), or Multi-/Hyper-
Spectral Sensors. Most of these sensors are not new, but due to the
commercialization of drone applications, these sensors are no longer
exclusively reserved for military use and are no longer a niche capa-
bility. Sensor resolution has been significantly increased over the
last 5-10 years, while Size, Weight and Power (SWaP) requirements
have been drastically reduced. These improvements enables even
small drones to carry sophisticated sensor equipment, something
that was not considered feasible just a few years ago. Hence, NATO
has to expect that every UAS and drone is likely capable of captur-
ing high-definition imagery and video, to include recognizing ther-
mal signatures. More dedicated sensors such as LiDAR can even map
terrain and objects through clouds and beneath forest canopies or
detect disturbed soil from, for example, tracked vehicle movements.

Weapons. Depending on their size, many UAS are capable of car-
rying the same air-to-ground and in some cases air-to-air muni-
tions as their manned counterparts. It is noteworthy that Russian,
Chinese and to some extent Iranian systems are almost always
armed, independent of their actual primary mission. Chapter 3 (cf.
p. 36 ff.) and Annex B (cf. p. 513 ff.) provide an overview of these
systems. Commercially available drones, although generally
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unarmed, can be converted into an airborne Improvised Explosive
Devices (IEDs). Even a payload of explosives as little as a couple of
hundred grams can have devastating destructive potential if aimed
properly. Moreover, UAS and drones report their sensor data back
to their attached network or operator which can then be used to
generate coordinates for targeting or indirect fires. Hence, even
small drones require serious attention if spotted in the vicinity of
friendly forces or infrastructure.

Employment. UAS and drones offer the unique advantage to em-
ploy a surveillance and strike capability at relatively low cost and
with reduced risk of friendly casualties. Consumer drones, due to
their almost negligible cost, may be intended for one-time use only
and not recovered. Additionally, Low, Slow, and Small (LSS) drones
operate at altitudes insufficiently covered by traditional air sur-
veillance radars. LSS drones also offer little to no relevant signa-
tures for current air defence systems to be employed successfully,
notwithstanding the significant cost-benefit imbalance of high-
tech anti-air munitions against the drone. These factors strongly
support the employment of UAS and drones even in heavily
defended air space or other situations where manned combat air-
craft are at risk. Therefore, NATO has to anticipate UAS and drones
to be directed against friendly forces at all stages of a conflict and
independent of own air superiority.

Current Education and Training versus New Threats

The possibility that our forces may be subject to airborne ISR, air-
to-ground strikes, and indirect fires is not new. However, NATO
forces have neither experienced nor were required to anticipate
any substantial air threat since the end of the Cold War-era. Air
dominance was either a given or always achieved easily and there-
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fore not a priority task for the majority of NATO forces. A lot of
NATO nations significantly reduced their Surface-Based Air and
Missile Defence (SBAMD) forces and some nations even totally dis-
mantled their Short-Range Air Defence Systems (SHORAD), losing
with them an entire generation of educated and trained personnel.
However, the possibility to employ UAS and drones anytime, any-
where, and with affordable, robust capabilities implies a significant
change to the potential threats NATO has to anticipate from the air.

Airborne Intelligence, Surveillance, and Reconnaissance

Protection against reconnaissance from the air has taken on a
whole new dimension. UAS and especially drones are affordable in
much larger numbers, and often operate at significantly lower al-
titudes than legacy ISR aircraft, thus bringing their modern sensors
way closer to their target than was thinkable in the past. During
the Cold War-era, it was assumed to be sufficient to spread camou-
flage nets over large areas and blur vehicle tracks in the terrain to
escape enemy reconnaissance from the air, or at least to make it
more difficult. However, today’s sensors can easily penetrate the
forest canopy and wide meshes of traditional camouflage nets, de-
tect IR radiation and recent changes in ground conditions.

Air-to-Ground Strikes

The leap in unmanned technology in conjunction with the refine-
ment of Precision-Guided Munitions (PGM) merged into a strike
capability that was not envisioned during the Cold War nor has it
been witnessed from any adversary in NATO’s recent warfighting
history. Moreover, UAS and drones can be used with kamikaze
tactics by turning the vehicle itself into a weapon, homing in via
their sensor inputs, such as thermal signatures, pre-programmed
picture patterns, or radar and radio emissions. These threats were
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traditionally countered, for example, by the dispersal of forces in
order to minimize the potential damage of an attack. In contrast,
NATO’s recent decades of warfighting against an asymmetric enemy
led to a situation in which protective measures focused mostly on a
two-dimensional threat. For example, vehicles in military convoys
or patrols followed each other very closely, and field camps were set
up centrally and in the open to host large amounts of forces.

Direction of Indirect Fires

In the same way as NATO’s recent warfighting history was not
confronted by any substantial air threat, massive artillery fires
were also not of concern apart from irregular and uncoordinated
mortar fire incidents. Future conflicts against a near-peer or peer
adversary, however, may see a re-emergence of an indirect fires
threat. Modern artillery systems can deliver massive firepower
within minutes of request and UAS and drones are likely to provide
the respective target information. This has already been demon-
strated in Eastern Ukraine where Russian forces directed and ad-
justed artillery fires with even Commercial-Off-The-Shelf (COTS)
drones. The new threat dimension arises from the potential in-
crease in speed between target acquisition and delivery of fires. In
addition, improved accuracy of target data and therefore fires as a
whole must be expected, since both UAS as well as artillery sys-
tems now utilize space-based navigation and timing support.

How Education and Training Needs to Adapt
to Countering the Unmanned Threat
First and foremost, it is imperative to recognize the C-UAS chal-

lenge and approach the problem holistically. Chapter 5 (cf. p. 75 ff.)
outlines a possible comprehensive approach to C-UAS, whereas
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E&T plays a fundamental role for the recommended preventive
and reactive countermeasures. However, it may not always be re-
quired to develop new Tactics, Techniques, and Procedures (TTP) to
deal with a changing threat environment. Many long-established
training concepts probably just need to be revitalised or moder-
ately adapted to cover parts of the new unmanned threat. The fol-
lowing sections briefly describe the respective educational disci-
plines and training areas.

General Knowledge of Drone Capabilities

The first step in defending against a threat is to understand it.
Education about UAS and drone capabilities should start as early
as possible, preferably as part of the general basic training of new
recruits or cadets. ‘Drone Defence’ should have a priority equal to
other general topics, e.g. Nuclear, Biological, and Chemical (NBC)
defence or All Arms Air Defence. The curriculum should at least
cover the different classes and types of military UAS and com-
mercially available drones, their sensor capabilities, as well as
their potential weapons effects. For very little money, basic train-
ing units may be equipped with consumer drone models to dem-
onstrate basic sensor capabilities first-hand.

Adapted General Rules of Conduct for the Individual Soldier

Defensive tactics against UAS and drones needs to be trained
down to the lowest tactical level. There are already many tradi-
tional countermeasures against air threats in place that merely
need to be adapted. The following subsections contain brief
examples of possible adaptations of established tactical level
TTPs. This list is far from exhaustive, and the general rules of
conduct should be thoroughly reviewed concerning UAS and
drone threats.
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Camouflage. Command posts, combat vehicles in resting areas or
hidden positions, as well as larger equipment, have always been
concealed from air threats. In contrast, traditional measures of in-
dividual soldiers were usually aimed against observation from the
ground only. Soldiers need to amend their camouflage tactics to
also include measures against UAS and drone observations.

Thermal Screening. The standard pairing with an EO camera is an
IR sensor. Thus, heat sources require additional attention when at-
tempting to conceal them from enemy view. Older camouflage nets
have a mesh size of several centimetres which cannot sufficiently
shield thermal radiation. If newer generations of heat shielding
nets are not yet available, makeshift measures such as covering
bonnets with a thick layer of earth, may be considered.

Emission Control Measures. UAS can be equipped with Signals
Intelligence (SIGINT) payloads which can be used to detect, track
and locate the source of Radio Frequency (RF) transmissions, since
modern Command and Control (C2) relies heavily on this type of
communications. Therefore, enemy SIGINT requires thorough atten-
tion and probably reintroduction of traditional measures such as
radio silence, cable communication or even forwarding messages by
courier if possible. Other often overlooked sources of radio transmis-
sions are the soldiers’ mobile phones, wireless headphones and
smartwatches which can undermine all other radio silence measures.

Dispersion. A long-established and successful measure to mitigate
enemy weapons effects is the dispersion of combat vehicles and
soldiers. With regard to the anticipated future presence of armed
UAS and drones converted into airborne IEDs, it is even more es-
sential to stick to this principle. Current TTPs developed and re-
fined over the last decades of asymmetric warfare probably require
an update in this regard with added focus on the third dimension.
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Reporting. With their sensors, UAS and drones can cover an area
much larger than can be observed by an individual soldier,
a team, squad or even platoon. The presence of an enemy UAS
or drone can be very likely linked to an upcoming attack or
other effect. Reporting procedures about these detections help
alert adjacent units and support the situational awareness of
higher echelons. With regards to UAS and drones, it is important
to accurately identify the class and type of system, altitude,
direction and observable weaponry to help prepare appropriate
countermeasures.

Adapted Readiness Levels for Air Defence

Dedicated air defence systems as well as All Arms Air Defence
adhere to a set of NATO wide defined readiness states which regu-
late the weapons control status and areas of anti-air weapons.
These levels may be reviewed and amended to also incorporate
rules and measures to defend against the different classes and
types of UAS and drones, if not already covered. Permission to fire
at unmanned systems may be granted more easily than against
manned aircraft since only material damage will be inflicted.

Adapted Responsibilities and Fire Areas for Anti-Air Weapons

UAS and drones come in various sizes and operate at different
altitudes and airspeeds. To avoid responsibility gaps, all anti-air
weapons in NATO are typically integrated and fire areas coordi-
nated. However, NATO’s Integrated Air and Missile Defence Sys-
tem (NATINAMDS) needs to adapt to the new UAS and drone
threats and consider (re)integrating the Army’s organic air de-
fence units as well as the upcoming generation of dedicated C-
UAS systems. This, in turn, requires review and revision of current
air defence capabilities related doctrine and TTPs.
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Figure 15.1: Layered Approach to C-UAS.

NATO Integrated Air and Missile Defence will have to counter the
UAS air threat that already is within its identified threat spectrum
(e.g. HALE/MALE). Also, the total subset and amount of UAS and
drones that can be handled by NATINAMDS needs to be identified
and integrated into current doctrine and policies. The interface to
other capabilities outside of NATINAMDS needs to be specified and
incorporated into these same doctrine and policies.

Short-Range Air Defence (SHORAD). Tactical UAS fly typically
lower and are usually smaller than HALE or MALE systems. This
lower region of defended airspace may be covered by SHORAD
systems that are not part of NATINAMDS. As tactical UAS are
relatively low cost, Anti-Aircraft Artillery (AAA) and Counter-
Rocket, Artillery, & Mortar (C-RAM) systems could provide a cost-
efficient anti-air capability against these systems.
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All Arms Air Defence and Dedicated C-UAS Systems. Consumer
and commercial drones fly at even lower altitudes than tactical
systems, typically below 1,000 ft. They can usually only be detected
by dedicated C-UAS systems and the reaction time for counter-
measures is so low, that defending against these drones is mostly
a self-defence duty.

Supplementary Curriculums for Aircraft Identification

LSS Drones, and also to a certain extent tactical UAS, can be ex-
pected to fly below the threshold of traditional air defence radars.
This capability gap could be filled by air observers, which are sup-
ported by dedicated C-UAS equipment against LSS air threats. E&T
for air observers should be reviewed and adapted to include the
aforementioned threats. Specialized C-UAS equipment will likely
expand the respective curriculums significantly and may necessitate
the training of dedicated specialists on the unit or platoon level.

Recommendations

UAS and drones have been successfully incorporated into our
countries’ military inventories, and these systems have significant-
ly changed the way NATO conducts warfare. Due to this success,
potential adversaries are keen to follow the same approach and
replicate NATO’s unmanned capabilities. As a result, the Nations
have to review and adapt their E&T curriculums to address the
threat from UAS and drones being directed against friendly forces.

NATO Training Doctrine, Tactics, Techniques, and Procedures
Countering UAS and drones is a comprehensive challenge, and

this chapter primarily discussed how education and training are
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affected down to the lowest tactical level. Still, the true scope of
the C-UAS challenge unfolds only in conjunction with the other
chapters of this book, which address the various other military
disciplines involved. To address this challenge, the different NATO
training doctrines and TTPs need to be identified, reviewed, and, if
necessary, revised. It may be worth considering having a dedicated
C-UAS doctrine as a single point of reference and to avoid spread-
ing interrelated content over too many publications.

NATO Countering Unmanned Aircraft Systems Working Group

The NATO Countering Unmanned Aircraft System Working Group
(NATO C-UAS WG) was formally established in February 2019.
This working group may also opt to take responsibility for further
developing C-UAS related E&T in NATO, as the review of existing
policies and the development of new policies, doctrine, and TTPs is
already one of its priority focus areas.

Dedicated Countering Unmanned Aircraft Systems Discipline

‘Discipline’ is a NATO-approved sphere of knowledge and skills
which supports existing and evolving capabilities. The list of disci-
plines is developed by the NATO HQ Supreme Allied Command
Transformation (SACT) to focus E&T efforts on achieving NATO
operational requirements in the respective fields. NATO should
make ‘Countering UAS and drones’ a dedicated discipline in order
to coordinate and align the respective E&T curriculums. The de-
partment head could help liaise between all the different disci-
plines involved in the C-UAS challenge.
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Strategic Communications

Introduction

This article will focus on the current and future use of UAS by
states and groups hostile to NATO and Western allied nations and
the Strategic Communications (STRATCOM). There are two salient
facts that NATO forces have to take into account:

Firstly, UAS technology, primarily provided by Russia and Iran, is
supplied to proxy nationalist and militant groups, thus, the em-
ployment of UAS against NATO and allied nations will become a
standard feature in future operations.

Secondly, the Russians, Iranians and other states, as well as the
assorted nationalist and militant groups allied with those powers,
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will employ disinformation about their UAS (and all other) opera-
tions in order to gain political support and confuse and dishearten
their enemies.

Countering disinformation and providing a full range of informa-
tion support for the operations of NATO and Western allies is an
essential mission for NATO STRATCOM leaders and planners. This
article will propose some means by which an increasingly capable
NATO STRATCOM programme can deal with the current threat. It
will also look forward to understanding how the disinformation
threat will likely evolve. Understanding the nature of the threat is
an essential step in shaping an effective STRATCOM response.

Strategic Communications and Disinformation -
An Overview

Disinformation, that is using various media to deliberately spread
false accounts of events in order to defame and discredit one’s
enemies and gain and support and influence for one’s own cause,
is an ancient and very effective tactic within a broader strategy of
conflict. Propaganda and disinformation are as old as warfare.
However, thanks to mass media, modern means of communica-
tions and social media, spreading disinformation is an easy task.
When carefully crafted for a target audience and used as part of a
broader strategy of STRATCOM, disinformation can be highly ef-
fective as a political weapon. A careful study of disinformation
shows different approaches used by nations and militant groups.
The Russians, for example, have long employed a broad spectrum
of STRATCOM methods from traditional media to social media and
use of influencers and the use of ‘troll factories’ to flood social
media and crowd out commentary. The Russian states use disinfor-
mation routinely more to seed confusion in the minds of the public
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and their adversaries rather than to convince anyone. A common
approach is to employ the media and influencers to encourage
sometimes outlandish conspiracy theories and to provide alterna-
tive interpretations of Russian actions. A blitz of false information
was an integral part of Russia’s first push into the Ukraine.!

Not only hostile states, but even large terrorist movements have
the talent and media resources to mount a STRATCOM effort that
uses various media- newspapers and magazines, videos, pam-
phlets, films, and social media and internet sites to spread a mes-
sage. The Islamic State (IS) has shown a genuine sophistication
in using a wide variety of media to disseminate an array of mes-
sages to targeted audiences. At one level there is a campaign to
encourage its followers and to assure them of eventual victory.
At another level different media campaigns were developed to
recruit targeted audiences. Finally, media was developed to dis-
credit the Western and hostile regional powers that opposed the
IS. Disinformation was part of all these campaigns and standard
themes developed. Over time the IS honed and evolved its mes-
sage.? Hamas and Hezbollah in the Middle East have demon-
strated a real talent for putting together crafted messages geared
to specific audiences. Both groups represent a large, popular
party and they have used every form of media in a sophisticated
manner to spread their message. Both have proven to be experts
in working sympathisers in the international media and Non-
governmental Organisations (NGOs) to support their narrative.?
These groups develop their own video and photo media and are
skilled in using the internet and social media to reach their own
members and to put their case to a large, international audience.
Their anti-Israel stance wins them broad support in the Middle
East as well the support of many factions and groups in the
West, usually the hard left of the European and American politi-
cal spectrum. Both factions have shown they can use sympathetic
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NGOs in the west to spread their version of the news and to ac-
cept their press releases and claims with little critique.

In short, some states and militant groups hostile to the West have
demonstrated a sophisticated and multifaceted approach towards
influencing the local and international public and media. Such
states and groups have made strategic communications a major
component of their conflict strategy. Adversary groups and nations
do not hesitate to use disinformation as one of their major tactics.
In many cases disinformation has proven to be an effective means
to confuse their opponents, camouflage their true intent, and win
support locally and among Western sympathisers. Information op-
erations provide a militarily weak opponent the means to gain
significant political advantages. However, disinformation themes
also fall into common patterns and can be predictable to Western
STRATCOM specialists who have studied the adversary’s informa-
tion operations. Armed with an in-depth knowledge of how adver-
saries promote their narratives, NATO and Western STRATCOM
staffs can employ strategies that effectively counter adversary
campaigns and expose their credibility and legitimacy as a sham.

NATO established the principles of STRATCOM during the ideo-
logical struggles of the Cold War and those principles are still val-
id in today’s conflicts. Democratic societies can only conduct mili-
tary operations with the support of their people and a healthy
civil/military relationship can only function if the military is open
and transparent about its operations - keeping classified only op-
erational plans and capabilities whose release might put the mili-
tary in danger. NATO will not allow disinformation as such actions
would erode the legitimacy of its operations. NATO STRATCOM
asserts that information about operations, even information about
mistakes made and collateral damage inflicted be released to the
public fully and as quickly as possible.
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UAS Technology of Groups Hostile to the
Western and Aligned Nations

We can look at some recent military operations in both Europe
and the Middle East to examine the kind of groups that have ac-
quired sophisticated UAS and how they employ them and factor
them into their information campaigns. Russia, for decades one of
the leading nations in aviation technology, has been able to field
a considerable number of sophisticated UAS to support their spon-
sored Russian separatist forces fighting the Ukrainian government
in the Donbas region since 2014. In 2018, Russia deployed 741
UAV across the 409km front line between Ukraine and the Rus-
sian occupied east of the country. Ukrainian forces today face two
to three sorties a day from Russian or Russian allied militants in
the Donbas, but as many as ten sorties a day have been noted. In
order to hide the Russian nature of the UAS and make them look
as if they were the product of homemade Russian nationalists the
UAS have been equipped with Swedish and Japanese-made video
recorders and Chinese-made engine parts and even Israeli compo-
nents. The Russians have shown considerable sophistication in
providing these very capable hybrid UAS equipped with a wide
variety of foreign made avionics and parts, but such efforts enable
the Russian denial that they are actively arming and supporting
Russian nationalists in a civil war in the Ukraine.*

The Iranian aviation industry, which has long supplied rockets
and missiles of increasing range, firepower and sophistication to
client factions in the Middle East that include Hamas, Hezbollah,
and the Houthi rebels in Yemen, has designed some large UAS
capable of long-range strike missions.> The Qatef, or ‘Striker’
drone used by the Houthis was examined by Western experts in
2018 and found to be ‘virtually identical in design, dimensions
and capability to that of the Ababil-T, manufactured by the Iran
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Aircraft Manufacturing Industries’ The Ababil-T can deliver up to
a 45-kilogram warhead up to 150 km away. Apparently the Ira-
nian UAS was brought into Yemen and assembled there. In this
manner, much like the Russian UAS supplied to the Ukrainians,
the Iranians could deny that its drones had fired on targets in
Saudi Arabia. In 2017 and in 2019, models of this UAS were fired
at Saudi oil infrastructure targets from Houthi territory, while the
Iranians denied any responsibility for the attacks. However, parts
from the one largely intact drone that had failed to explode in
Saudi Arabia proved to be Iranian -made parts identical to Iranian
UAS recovered in Afghanistan and Iraq.® As the Iranian Quds
Force, Iran’s combination of intelligence agency and special forc-
es, is heavily involved in Yemen and given the very limited Yem-
eni technical capabilities, it is likely that the Iranians are fully
behind the use of UAS against their Saudi enemies.

For decades Iran has been the sponsor, financier, military sup-
porter, and supplier of arms to the Hezbollah Party in Lebanon.
Since its founding in 1982, Hezbollah has been closely linked with
Iran as both countries are Shia and Hezbollah sees the Iranian
Revolution as a model for its own ideology. Hezbollah has always
had a large supply of rockets and missiles because the friendly
Syrian regime has allied with Hezbollah and Syria offers an easy
transit route for Iranian weapons and supplies. Although rockets
have always been the primary weapon for Hezbollah, since 2004
Hezbollah has employed UAS against Israeli targets. During the
2006 conflict between Israel and Hezbollah, a small Hezbollah
UAS packed with explosives struck an Israeli gunboat off the Leb-
anese coast and caused extensive damage. Given this success, the
Hezbollah/Iranian UAS programmes proceeded and soon Hamas,
also an Iranian client, was equipped with UAS. In late 2010, Head
of the Counter-Terrorism Bureau in Israel, Brigadier-General Nit-
zan Nuriel said that both Hezbollah and Hamas were in posses-
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sion of a number of drones with a range of over 300 km.” In 2013
the Israeli Air Force intercepted a Hamas UAS inside Israeli air-
space. Since then the Israelis have shot down a number of Hamas
drones but the Hamas UAS programme, working with Iranian
components, has progressed to field more capable models. By
2014 Hamas was beginning to employ the Ababil UAS which is
essentially the Iranian Sarir H-110 UAS.8

It should be noted that the forces employing UAS in increasing
numbers - from the Ukraine to Yemen, Lebanon and the Gaza
Strip - all try to hide the direct involvement of their suppliers
Russia and Iran by claiming the UAS fielded are their own
manufacture. Indeed, the Houthis and Hezbollah and Hamas have
claimed great successes for their UAS, and they have certainly
had some successes, and they use their possession of UAS as a
major propaganda weapon- claiming that they have the capabil-
ity to strike deep into Israeli or Saudi territory.® Thus, possession
of UAS, especially those capable of carrying a warhead has
become an important propaganda method for Middle Eastern
factions. However, the groups also assert that these UAS are
indigenously produced and attempt to maintain that they are
independent forces and not serving as mere proxies for another
power. Russia and Iran, for their part, work hard to hide their
role as supplying and effectively controlling the factions aligned
with them.

What this means for NATO STRATCOM is significant. One can
look at a likely scenario. Should Iran supply any of its UAS to a
militant group fighting the government of Afghanistan, a country
that NATO supports with military aid and a training mission, then
it should be a STRATCOM priority to expose and publicise the
Iranian connection to the militants. Exposure of the Iranian con-
nection would not only be a blow to the militants, undermining
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their message that they are independent actors, but also win inter-
national support from the Arab states and encourage political ac-
tion to further sanction the militant groups. One can also see a
similar STRATCOM strategy playing out in the Ukraine, where ex-
posure of Russian high-tech military support would help build
political support for sanctions.

Human Shields Protecting Adversary UAS Assets and
NATO’s Response

In conflicts since the 1980s, the use of human shields to protect
military targets and to create a propaganda message has become
a common tactic in fighting Western powers. Indeed, the use of
human shields has become one of the most effective weapons in
limiting Western Air Power. Although highly illegal, the use of
human shields is more effective - and much cheaper - than a
sophisticated anti-aircraft system. The use of human shields is a
tactic used by both state military forces and by non-state militant
groups. The practice is widespread enough that planning to deal
with it and to deal with the STRATCOM effects of this tactic should
be part of NATO air doctrine and planning. The use of human
shields is a key part of an adversary STRATCOM strategy that
seeks to maximize civilian casualties whenever a vital military
asset is targeted during an air campaign. If a valid military target
is attacked and civilian casualties occur, the story will be pre-
sented to the international media that Western nations are delib-
erately targeting civilians. If air forces are deterred from attacking
valid military targets for fear of the media effect, then the adver-
sary state or group has effectively protected its important weap-
ons. Adversary groups see this brutal use of civilians as a 'win-
win’ strategy.
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In Middle Eastern conflicts first the PLO, then Hezbollah and Ha-
mas employed human shields to protect their military forces and
assets and to serve as an important disinformation tactic as well.
They know their opponents take great care to avoid civilian casu-
alties and collateral damage in air operations. Placing command
centres, arms depots, drone workshops and UAS ground stations
next to clearly civilian institutions, such as schools or hospitals,
are likely to deter Western air forces from attacking the targets for
fear of killing civilians. If Western air forces strike such targets -
even taking exceptional precautions and using only precision mu-
nitions to minimize collateral damage - the militants will show
sympathetic journalists the civilian damage and casualties as
‘proof” that their Western enemies are war criminals attacking ci-
vilians as they ensure that no mention of the actual military target
is made. Even if military forces and equipment are lost by means
of an air strike, the political/media effect can be of equal or great-
er worth than the military loss.

UAS have become valuable prestige weapons for militant non-
state groups. The possession of large rockets and weaponised UAS
demonstrate to their followers and their enemies that they have a
genuine conventional military capability to strike targets deep in
their enemies’ homeland. The possession of UAS gives non-state
groups considerably more political leverage and credibility. Prolif-
eration and rapid technical development of UAS means they will
be acquired and used in ever increasing numbers. Absent highly
sophisticated and expensive anti-aircraft systems, military items
beyond the financial and technical expertise of non-state groups,
NATO and Western nations can expect that non-state movements
in possession of UAS will routinely employ human shields to de-
fend their prestigious weapons that are important for both mili-
tary and information operations. In operations against non-state
groups NATO and Western nations can expect that the UAS and

291



Strategic Communications

larger rocket will be assembled and stored, and likely controlled,
from prominent civilian targets (schools, mosques, hospitals). It is
probable that they will be launched in the close proximity to
prominent civilian facilities. This will place any Western forces
trying to destroy hostile UAS before they are fully assembled or
launched in the difficult position of either allowing the enemy full
use to employ long-range weapons with no retaliation, or face
negative media coverage for striking such weapons. Indeed, such
‘human shield’ actions by authoritarian states and militant groups
are common enough that NATO headquarters and staffs need to
train to deal with this tactic and also plan to conduct an informa-
tion campaign to educate the media and the public.

Another key part of the information/disinformation campaigns
carried out by militant groups is their ability to control the media
coverage and present a united front to support their message. Ad-
versary non-state groups could also enforce their will and their
message upon the population they control with brute force.!
Many militant groups admit Western journalists to their territory,
but only under strict conditions and controls and their coverage is
carefully edited and censored by media minders.!

This theme of civilians killed by Western Air Power plays well
with the local population and has played well with much of the
European public in the past, so this theme and variations on it can
be expected as a pillar of any future adversary information cam-
paign. Another key theme played in the information campaigns of
militant groups is their ability to carry out strikes into enemy
territory. This theme is directed to both internal audiences as well
as international audiences. A poor military situation can be played
as a military/political victory as long as the adversary maintains
the ability to fire rockets and fly UAS into their enemy’s terri-
tory.!? One can easily imagine a conflict in the near future where
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a NATO air strike on a drone storage facility surrounded by
civilian human shields would be presented to the international
media and cause a severe political backlash for NATO. On the
other hand, if NATO refrained from targeting the UAS storage
facility, the ability to continue long-range attacks by UAS would
give the adversary state or group an enhanced level of military/
political credibility.

Evolution of NATO STRATCOM Policy and Doctrine
in the Last Decade

STRATCOM has taken an increasingly prominent role in NATO
planning and operations in the last decade. By 2010, NATO began
publishing more detailed guidance on STRATCOM that included
improved coordination among friendly actors, more use of social
media, market research to better understand the audience, and
developing civilian channels of communication.!* The Russian in-
vasion of the Ukraine in 2014 added further emphasis to NATO’s
effort to improve its STRATCOM capabilities. The STRATCOM
doctrine has evolved considerably and, thanks to the Afghanistan
experience, today NATO moves more quickly and efficiently in
declassifying imagery information and in responding to adversary
propaganda and charges. Indeed, rapid declassification and infor-
mation response was a primary lesson from Afghanistan where
NATO had to contend with a constant onslaught of Taliban disin-
formation. All of these changes and the new emphasis on
STRATCOM remains firmly within the democratic principles of
NATO: truthfulness is paramount. STRATCOM must maintain the
credibility of the organization as democratic institutions require
credibility, communication remains a collective effort, the infor-
mation environment must be understood, and words and actions
must be aligned.'*

293



Strategic Communications

To effectively understand the information environment and to
counter disinformation and adversary narratives NATO took a big
step forward in establishing the NATO Centre of Excellence (CoE)
for STRATCOM in Riga, Latvia in 2014. The STRATCOM CoE
directs and publishes detailed research on adversary information
operations. The Riga CoE is a key resource for understanding
adversary states and groups and their disinformation methods,
media use, influencing operations and narratives. The NATO
STRATCOM CoE studies provide the essential background for the
STRATCOM and operational planner to organise and conduct
information operations prepared with information about adver-
sary information methods, most common themes, and methods of
disseminating disinformation.'®

Ensuring that the message and actions are aligned, requires train-
ing and doctrine. The Strategic Communications Principles on
NATO Joint Air Power of November 2017 provides guidance on
building STRATCOM capability and better training and coordina-
tion. The accompanying document, The NATO Joint Air Power
Capability and Capacity Needs (9 November 2017), specifically
mentioned the importance of countering disinformation and lays
out a concept of improved STRATCOM training to meet the threat.

Helping the Public Understand Air Power and UAS

While training and doctrine are essential parts of the military
response to disinformation, one must also look to the long-term
need to counter disinformation and improve STRATCOM before
the broader public. A main reason for disinformation being able
to flourish is the lack of understanding of Air Power and UAS
among the general public of the NATO countries. The mainstream
media tends to have little understanding of the military and Air
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Power, so even when the media is given accurate information,
they tend to lack the basic context needed to communicate clear-
ly to the public. There are several long-term actions that NATO
STRATCOM can employ to improve the understanding of the me-
dia and the public about Air Power and its use by NATO. The 2017
study on Air Power and Disinformation by the Joint Air Power
Competence Centre (JAPCC) recommended that NATO provides
week-long orientation courses for media members to educate
them about air power and UAS. Such a course would let journal-
ists visit airbases and receive an orientation on air operations and
the UAS themselves. The adversary UAS threat could be outlined
and, in the case of targeting adversary UAS the essential elements
of UAS operations, to include the requirement for ground control
stations, UAS storage and workshops, and satellite communica-
tions (SATCOM) installations as well as the UAS itself. Dealing
with the UAS threat requires not only anti-air actions, but also
targeting the key elements of the UAS system before the UAS is
launched. Should NATO need to target adversary UAS at least
some in the media will understand the basic concepts of UAS
operations.!®

Another recommendation of the JAPCC study on disinformation
is to embed some selected journalists with air units during opera-
tions. Embedding journalists with ground units in Afghanistan
proved successful as a means to educate the public about the na-
ture of the NATO forces employed in the country and the prob-
lems they faced. Moreover, this has been done without exposing
classified information. Embedding journalists into air units is pos-
sible under similar controls that would assure that current opera-
tional plans or exact technical capabilities would not be revealed.
Such actions, in the long-term, can help the media report more
accurately and give the public a better view of the operational
challenges faced by NATO.!”
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Responding to Disinformation about Adversary UAS

In countering the expected disinformation that has, and will, arise
from adversary use of UAS the first step is to maintain NATO
STRATCOM'’s current policy and doctrine of quick declassification
and release of information concerning the employment of UAS.
Accurate information to the public about the operating principles,
effects and capabilities of UAS and the defensive response will
help settle the expected hype that will originate with the states and
factions that employ UAS. A first principle of STRATCOM is to be
truthful and transparent. Without credibility NATO could lose the
public support required in a democratic alliance.

In responding to an adversary UAS use there are two specific ac-
tions that should be emphasized by NATO and Western STRATCOM.
First of all, as adversary UAS use today comes not from nation-
states fighting conventional wars, but primarily from proxy groups
that are not capable of designing and manufacturing capable UAS
on their own and are reliant on outside powers - specifically
Russia in the case of Russian factions fighting in the Ukraine and
Iran in the case of non-state groups fighting in the Middle East. In
both regions of conflict, large state powers go to considerable
lengths to hide the origins of the UAS being supplied to the non-
state groups. The non-state factions, for their part, attempt to min-
imize or deny their close dependence on outside powers as their
own information campaigns push the popular narrative that they
are fighting a valiant 'David versus Goliath’ battle against over-
whelming odds. Thus, rapid exposure and analysis of imagery of
adversary UAS, as well as analysis of captured or shot down UAS
and determining their origin and manufacture, will go a long way
to discredit the false narrative of the proxy groups that employ
UAS. While local people and foreign media find the image of the
resolute and independent freedom fighters attractive, the image of
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a proxy army doing the will of a major power is certainly not
conducive to building a popular local and international image.

The second action that should be emphasized is to record, docu-
ment and publish the use of human shields protecting UAS ground
installations and drone workshops by adversary states and militant
factions. The use of human shields is one of the most common
disinformation tactics of militant groups. Given their record to
date, and the positive media they have achieved from the civilian
losses and collateral damage that occurs when legitimate military
targets are struck, we can expect that militant factions will protect
their UAS assembly, storage and launching sites by placing them
in, or adjacent to, civilian homes and institutions. Such actions are
a clear violation of international humanitarian law and the use of
human shields to counter any NATO operation needs to be thor-
oughly exposed. NATO could deploy a specialized media and legal
team to collect, record and document the use of human shields by
adversary states and groups. Such records should be used to bring
war crimes charges against the perpetrators.!® Adversary violations
of international humanitarian law should always be a major theme
of NATO STRATCOM.

Information operations are more important than ever. Disinforma-
tion can be expected, but it can also be effectively countered with
a good understanding of likely enemies and their information op-
erations. The last decade has seen a much more developed
STRATCOM doctrine, a well-resourced STRATCOM directorate, en-
hanced training in information operations. This is also supported
by the research and analysis of the NATO CoEs for STRATCOM and
Joint Air Power. While disinformation remains a major threat
against Air Power in general, training and better understanding
puts NATO in a much stronger position to counter the threat of
enemy information operations than a decade ago.
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Protection of Critical Infrastructure

Introduction

The challenges in countering drones are faced in both war and pea-
cetime. As discussed in the previous chapters of this book, the risks
presented by drones have increasingly come into the civilian focus
over recent years. In particular, the incidents at Gatwick Airport
(cf. Chapter 3, p. 48) and their consequences for flight safety, flight
operations and, above all, economic losses have clearly illustrated
this.! However, drones do not only threaten large facilities such as
airports or military installations. The range of critical civil infra-
structure is immense and in contrast to burglary and fire protection,
awareness of the potential threat posed by drones is far from being
widespread. Therefore, this chapter is intended to show which areas
of critical civil infrastructure are exposed to a possible threat from
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drones, what these threats may consist of, and how they can be
dealt with pre-emptively because civilian businesses usually do not
possess the legal authority to employ most of the active counter-
measures discussed in this book.

Critical Civilian Infrastructure

Depending on the country, the definition of what constitutes criti-
cal infrastructure varies slightly. The German Federal Office for
Information Security defines critical infrastructure as ‘organizatio-
nal and physical structures and facilities of such vital importance
to a nation’s society and economy that their failure or degradation
would result in sustained supply shortages, significant disruption
of public safety and security, or other dramatic consequences’.

The United States’ Cybersecurity & Infrastructure Security Agency
defines 16 critical infrastructure sectors (cf. Figure 17.1) ‘whose
assets, systems, and networks, whether physical or virtual, are con-
sidered so vital [...] that their incapacitation or destruction would
have a debilitating effect on security, national economic security,
national public health or safety, or any combination thereof”.3

Critical infrastructure components are, to a large extent, dependant
on one another. Agriculture requires the supply of clean water,
water purification and pumps require electricity, and electricity
may be generated from the stored water behind a dam. Interferen-
ce with transportation systems may cut off supplies for critical
manufacturing and medical services. Communications, informa-
tion technology and financial, commercial as well as public ser-
vices are closely interlinked. These are just a few examples of how
the disruption of a single critical infrastructure can trigger a series
of effects that, together, can have far worse consequences.
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Figure 17.1: Critical Infrastructure Sectors. Infrastructure Security Agency (CISA)

Therefore, any critical infrastructure has usually an emergency re-
sponse plan in place to cope with any threats that may interfere
with its operation. With the increasing proliferation of drones, a
new threat has emerged that now requires consideration and incor-
poration into these response plans.

The Drone Threat - New Wine in Old Skins?

Critical infrastructure - civilian as well as military - has always
been protected against the threats of its time. For centuries, even
the principal threats have not changed, including burglary, theft,
espionage and catastrophic damage to property and lives. Since
the Great Wall of China, the construction of walls and fences
around a site has been and still is the standard measure to protect
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it against the aforementioned threats. The computer age was the
first real game changer by offering a new attack surface for an
adversary, namely the internet and its connected networks. But
even in this new cyber domain, the traditional threats remain un-
changed and the standard measure is - again - building a digital
variant of a wall, commonly known today as a ‘firewall’. The ‘dro-
ne age’ is not different. It just offers a new attack surface, the air
domain, for the same set of threats, whereas the air domain is not
even new, but it’s now accessible for the broader public.

The 2019 Global Cyber Risk Perception Survey conducted by Marsh
and Microsoft revealed that cyber-attacks are the predominant
concern of international businesses, outranking other threats like
criminal activities, industrial accidents, espionage or terrorism by
a wide margin.? Because drones were not even part of the question-
naire it could be concluded that the current perception of their
threat is rather low. However, it could also be argued that drones
themselves do not represent a new type of threat, but could rather
be seen as a new means of delivery only. Therefore, the following
sections briefly outline how the initially mentioned centuries-old
threats can be delivered by a drone and where traditional counter-
measures continue to be sufficient or are being challenged.

Burglary

Burglary is typically defined as the unlawful entry into a structure
with the intent to commit any crime inside. Traditional protective
measures include, but are not limited to, building walls and fences
around the structure, closing and locking gates, doors and win-
dows, or employing a guard force. These measures either try to
physically prevent access to the building or deter illegal activities
by threatening the offender with detection, identification and pro-
secution.
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Drones offer an offender the possibility to bypass any physical
barrier by simply flying over them. Current consumer models reach
altitudes of several hundred metres with ease. If no dedicated dro-
ne detection system is in place, chances are high, that this intru-
sion will even go undetected if properly planned. For example,
guard shift changes or visual conditions at dawn, dusk and night
may open a window of opportunity for an intrusion attempt. Dro-
nes also offer the advantage of minimizing the offender’s risk of
being identified and prosecuted, even if the drone is captured.

In peacetime, it is extremely challenging to prevent the intrusion of
a drone as legal restrictions prohibit the use of active defence systems
in many cases. It is therefore important to realize that burglary usu-
ally has a purpose, which is to commit one of the crimes described
below. So even if it cannot deny access to the property, a reliable
drone detection system will help to take the appropriate security res-
ponse and measures to prevent the drone from fulfilling its mission.

Theft and Industrial Espionage

The term theft is used widely to refer to crimes involving the taking of
a person’s property without their permission. In our information age
with businesses operating globally, not only physical, but also to a
greater extent intellectual property has large monetary value. Physical
property is typically secured by the measures of the structure hosting
it. Sometimes it is additionally protected to either prevent unauthor-
ized access to the property or to prevent removal of the property itself.
In the cyber domain, this concept is represented by firewalls preventing
access or by encryption of the property to prevent theft and espionage.!

Encryption does not prevent downloading a file from a compromised network, but it will prevent the use of the obtained in-
formation unless it is decrypted.
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Apart from specialized bomb disposal robots, drones are not (yet)
designed to remove physical property from a structure. However,
this is different with intellectual property. Current consumer drone
models are typically equipped with electro-optical high-resolution
cameras which are often also capable of sensing in the infrared
spectrum. Drones may also be reconfigured with highly sensitive
microphones to capture voice communications or even with a
high-power wireless network repeater to force wirelessly network-
ed devices and mobile phones to connect to the drone and, in turn,
capture their communications.

Long established security measures for the protection of intellectu-
al property and sensitive information can significantly hinder a
drone from accomplishing its theft or espionage mission. It just has
to be recognized that height no longer provides protection and
every window, no matter on which floor, is prone to a drone’s
high-resolution camera and microphones. Closing the window and
its curtains easily prevent a drone from taking any imagery. Arran-
ging the office so that no sensitive information faces a window is
also an option. Classified meetings can be held in windowless
rooms so that no sound can be sensed through any windows or
outside walls. Strict enforcement of cybersecurity measures not
only for the company’s computer systems, but also for the person-
nel and the private hardware they bring with them, would help
reduce the risk of a drone-based cyber-attack.

Damage to Property and Life
Threats which may cause fatal damage to property and human life
can range from unintentional, unwitting, or careless actions by

one’s own staff, resulting in an accident, up to intentional, wilful,
or malicious acts of crime or terrorism.
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Accident prevention is an integral part of even a small business’
operations and is usually required by law. New structures are usual-
ly planned with fire protection and extinguishing systems right from
the start. Fire drills are often mandatory to be performed at least
once a year. Evacuation plans or information on hazardous substan-
ces are typically displayed prominently for everyone to see. All the-
se measures contribute to raising the awareness of existing threats
and to educate the staff on the appropriate mitigation strategies.
Expanding on this principle by displaying information about drones
and educating personnel on a corresponding mitigation strategy
would help them to better respond to a potential drone incident.

‘Run a drill. You don't have to have a flying object to run drill any more than you have to have a
fire to have a fire drill.

Richard Lusk
Director, UAS Research Center, Oak Ridge National Laboratory

Defending against criminal or terrorist acts in the civilian domain
is usually limited to passive protection measures, as businesses
do not possess any (or very restricted) legal authority to employ
potentially lethal force against an intruder. Apart from the exter-
nal protection of the premises, additional access controls, bagga-
ge screenings or metal detectors are often used to prevent the
introduction of weapons and other dangerous materials into the
structure. Drones can be used to bypass these security measures
and to deliver hazardous materials into the site, near the outer
walls or on rooftops of a structure, where these materials may
range the entire Chemical, Biological, Radiological and Nuclear
(CBRN) spectrum. Similar to the aforementioned accident preven-
tion measures, establishing shelters or evacuation points and
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maintaining the respective drills can help to mitigate the effects
from criminal and terrorist acts.

Indications and Warnings

Not every drone sighting is an attempt to compromise the site and
spy on the business’ intellectual property. Not every drone sighting
is an attack. Indeed, it can be assumed that most incidents are cau-
sed by drone operators who either act carelessly or simply unkno-
wingly violate the boundaries of a property. Drone detection sys-
tems can help to establish patterns of routine drone presence in the
area and detect unusual flight activity that may indicate a poten-
tial threat.® Moreover, law enforcement, intelligence, and other re-
lated agencies need to provide appropriate indications and war-
nings to help businesses build and maintain a sufficient level of
situational awareness so they can adjust their mitigation strategies
against potential criminal or terrorist threats accordingly.

Threat Analysis and Risk Assessment

Threat Analysis and Risk Assessment are two sides of the same
coin. To recognize potential drone threats, they first need to be
distinguished from the regular and lawful airspace users. Once re-
cognized, the drone model and its capabilities need to be identified
to further proceed with a risk assessment, i.e. the evaluation of the
drone’s potential actions that could negatively impact the critical
infrastructure’s ability to operate. Without proper data put into the
risk assessment, an organization is likely to remain vulnerable to
their top priority threats without even knowing of their existence.

Therefore, airspace activity data must first be collected and tho-
roughly analyzed. Airspace activity data is gathered through de-
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tection hardware, such as radio-frequency sensors, cameras, mi-
crophones, or radar. These sensor inputs are then fed into a software
program, which can process the raw data and provide a situational
picture over time and statistics of the respective airspace for fur-
ther analysis. Emphasis is placed especially on the following statis-
tical information:

* On average, how many drones are regularly operating in the
respective airspace?

* On which days, at what time, and how long are specific numbers
of drones operated in the respective airspace?

» What kinds of drones are being used?

This data helps to build a statistical drone usage profile for a cri-
tical infrastructure’s airspace and its surroundings, which, in
turn, helps to identify deviations from the statistical norm. These
deviations are the first indicator of a potential threat. Hence, the
information-gathering process is the most important, but at the
same time, the most challenging step for critical infrastructure
security leaders to begin. Building a statistical drone usage pro-
file can take several months until sufficiently meaningful data is
collected.

Once a solid statistical picture is available, security teams can start
analysing questions, such as:

+ Can drone activity be correlated with standard operational acti-
vities within the organization such as shift changes or shipping
and receiving?

* Does the level of attention from outside organizations such as
competitors or media change the level of drone activity?

» Are drones appearing during special events outside of normal
operations, whether they be quarterly forecast meetings, prior or
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during major acquisitions or announcements, or arrive when
special guests are on-site?

* What are the flight patterns of the drones? Do they reveal com-
mon flightpaths or areas on the property which may require ad-
ditional security?

With these insights, backed by statistical data and a solid drone
usage profile, security personnel can adequately detect deviations
from regular air traffic and identify potentially malicious intent of
non-compliant drones.

Planning and Integrating the Countermeasures

Not every drone incident requires security teams to actively in-
terfere with the drone or even to take it down. Simple passive
measures to counter a potential threat have already been descri-
bed in the previous sections. But it is important to have a drone
mitigation plan prepared and exercised. It should be the norm
that a drone mitigation plan is mandatory for any critical infra-
structure, very much like it is required to install fire extinguis-
hers, first aid kits, and emergency exit signs, as well as having
personnel trained in emergency response or the company’s data
security policy.

The following passive techniques and measures may be conside-
red when developing a drone mitigation plan.

+ Sirens, loudspeaker announcements, flashing lights: The most
actionable of all countermeasures. This strategy not only ensures
that the drone pilot knows he/she has been spotted, but it also
can trigger other ground support to implement further emergency
or protective procedures.
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* Leading people and sensitive materials to safety: The first ac-
tion should be to minimize the risk of injury to people and/or
the destruction of property, whether it be to move an outdoor
gathering away from a hovering drone, or cover and hide sensi-
tive property or prototypes from view.

+ Dispatching security teams to locate and apprehend the drone
pilot: Modern drone detection systems can not only detect a
drone in mid-air, but also triangulate the location of the remote
control. Security teams can use this information to get hold of
the operator and hand him/her over to law enforcement autho-
rities. The statistical drone usage profile also helps discover pat-
terns in drone activity which highlights airspace vulnerabilities,
and allows security to strategically target areas with the most
drone activity.

+ Integration of IoT'! capabilities for automated responses: Espe-
cially when protecting intellectual property or large groups of
people, drone detection systems can be integrated into additional
security technologies, such as automatically or manually deploy-
ing retractable roofs, lowering window blinds, closing doors or
enabling additional physical security measures.

There are many ways that location information can be used to either
locate or deter operators who are flying their drones where they
shouldn’t. It is well worth considering the variety of passive res-
ponses that are now possible via the integration of real-time detec-
tion data. Although it is only natural to think of defeating unwanted
drones, that option is not available to most organizations.

" Internet of Things (loT). The loT is a system of interrelated computing devices with many applications in the consumer, industrial
and military domain.
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However, when passive mitigation measures are not enough, and
the last option is taking down unwanted drones it is essential to
layout what technologies and assets are available, as many defeat
systems are restricted or reserved for governmental use only. All
organizations can implement defensive responses to drone incursi-
ons, but explicit legal authorities must be granted for those using
offensive techniques.

As is the case with deploying a suitable detection solution, there are
several factors to consider when using offensive techniques, including:

* Physical environment: The physical environment where mitiga-
tion is desired is the first major driver and challenge to determi-
ne mitigation options. A vast physical space, such as an airport
or military installation poses entirely different challenges from a
building or campus in a dense, urban environment.

+ Legal authorization for use: Laws vary across countries for dif-
ferent organizations on how they can defeat drones. The US fe-
deral government specifically prohibits the interference with a
drone’s operation with very few exceptions. To implement offen-
sive mitigation techniques, users need to research and under-
stand what the legal prohibitions are and what organizations
and situations are exempt from compliance.

* Current policies and security procedures: Some organizations
already have existing policies and procedures that define how
security teams will respond to reports of drone sightings. In
many cases, visual identification of an incursion is first required
for further reporting and action, which is often too late with

" The DJI Phantom 4 Pro drone, a very common consumer model, has a top speed of 72 km/h or 20 m/s.
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regard to a drone flying on average between 10 and 15 metres
per second at full speed.t

Offensive mitigation techniques include kinetic and non-kinetic
solutions that will either ‘hard-kill’ (destroy the drone hardware) or
‘soft-kill’ (interfere with the drone software or operating system).
Kinetic solutions involve some form of physical motion that inter-
acts with the drone hardware, for example.

* Hard-Kill: Shotguns, bullets or other projectiles will destroy or
damage the drone

+ Soft-Kill: Net guns or net drones can be deployed to capture the
drone, and keep it intact for forensics

Non-Kinetic solutions do not involve a physical motion, but rather
an electronic or technological interference, for example.

* Hard-Kill: Directed-energy such as lasers and dazzlers use tech-
nology to destroy the drone’s hardware

» Soft-Kill: Jamming and protocol manipulation may force the
drone to land, return to home or enable another pilot to com-
mandeer the drone and control the flight path

It is still reasonable to deploy defensive strategies first, and then
escalate as needed and authorized with offensive tactics to protect
assets. It should be noted that many if not all of the offensive mea-
sures are usually reserved for the law enforcement authorities.
Therefore, close cooperation with the police and incorporating
them into the drone incident response is often required to success-
fully implement an adequate drone mitigation plan.
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Summary

Drones are a new tool to deliver century-old threats. Hence, it is
not always necessary to develop new mitigation strategies. There
are a variety of established measures which are more than adequa-
te to counter a drone threat and which can easily be adapted and
implemented into existing emergency response plans.

However, drone threats are not yet commonly recognized, and
many critical infrastructures lack a drone mitigation plan. Gather-
ing drone traffic data is a prerequisite for developing a statistical
drone traffic profile which enables businesses to understand the
actual scope of the threat. It should be a matter of course to have
a drone mitigation plan in place, just as there is a plan for fire
protection. Obviously, this also needs to be exercised in regular
‘Drone Drills’.

Finally, active measures are almost always reserved for law enforce-
ment agencies. Hence, close cooperation with the police is required
to establish an adequate drone mitigation plan which can hold
against even a worst-case scenario.
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Introduction

Today, drones have become omnipresent and are widely used through-
out society. Not only are they popular products for recreation, but they
are also more and more used in the commercial sector. At present, the
number of drones used in Germany is estimated at more than half a
million units. In addition, the portion of drones used for commercial
purposes continues to increase steadily.! The fact that drones are
spread throughout society is what makes them a challenge that reach-
es far beyond the military sector, and, hence, falls under the sphere of
competence of national regulatory authorities - at least in peacetime.

This chapter serves to show the limitations of the individual ca-
pabilities and powers of both police and military, where civilian
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and military agencies can and where they must complement one
another. This chapter has been written with a view to general
applicability to the extent possible. However, various national
legal provisions, powers, and competences for the domestic em-
ployment of military resources, in particular, may deviate from
the perspective represented within this document.

Law Enforcement Authorities and Military Powers
in the Homeland and in Peacetime

Whereas International Humanitarian Law (IHL), the Law of
Armed Conflict (LoAC) and, where necessary, an associated UN
mandate form the legal foundation for the employment of mili-
tary force between nations, the use of military assets and re-
sources in the home country during peacetime is subject to dis-
tinctly different regulations in most NATO nations. Often, the
lowest common denominator when using force of arms is the
right to self-defence only.

Military Aid to the Civil Authorities

In general, the constitutions of the Western democracies allow
the domestic employment of regular armed forces within a
strictly limited legal framework only. However, many NATO na-
tions have either amendments to their constitutions in effect or
particular legislation that enables so-called ‘Military Aid to the
Civil Authorities (MACA)’, ‘Military Aid to the Civil Power
(MACP)’ or ‘Defense Support of Civil Authorities (DSCA)’. As a
rule, all terms denote the employment of armed forces in support
of the civil authorities of a state.>? The armed forces do not, in
general, operate autonomously under military command but are
assigned for mission performance under operational command

320



Law Enforcement

of the police forces to be supported or at least ordered to cooper-
ate with them. Based on such arrangements, many countries
have employed military forces in response to national crises af-
ter the SARS-CoV-2 coronavirus breakout.*

Military-organized Police Forces (Gendarmeries)

Many NATO nations also have military-organized police forces,
so-called Gendarmeries, which belong to the military. However,
in peacetime, these forces are assigned to the Home Office and
assume various police responsibilities in their home countries.
Gendarmeries can be found, for example, in France (Gendarme-
rie Nationale), Italy (Carabinieri), the Netherlands (Koninklijke
Marechaussee) or Spain (Guardia Civil). In 2004, the European
Gendarmerie Force (EGF) was established on the initiative of
France as an autonomous supranational gendarmerie unit. Be-
sides France, present EGF member states are Italy, the Nether-
lands, Poland, Portugal, Romania, and Spain.®

Domestic Military Operations

To counter an already increased threat situation in peacetime,
several nations have established their own domestic ‘operations’
for their armed forces.

Operation Sentinel is a French military operation with 10,000
soldiers and 4,700 police and gendarmes deployed® since the
aftermath of the January 2015 fle-de-France attacks, with the
objective of protecting sensitive ‘points’ of the territory from
terrorism. It was reinforced during the November 2015 Paris
attacks, and is part of an ongoing state of emergency in France
due to continued terror threats and attacks.”-8
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Operation Temperer is a British government plan to deploy troops
to support police officers in key locations following a major terror-
ist attack. It was put into effect for the first time on 22 May 2017
following the bombing of an Ariana Grande concert at Manchester
Arena’® and for a second time following the Parsons Green bombing.

Operation Vigilant Guardian was a Belgian army operation fol-
lowing the January 2015 ile-de-France attacks and the dismantling
of a terrorist cell in Verviers'® having foiled attacks imminent, to
deal with the terrorist threat and protect the ‘points’ of sensitive
territory. The operation was put in place 16 January 2015 and sig-
nificantly strengthened during the same year, after the attacks of
13 November, notably through the implementation of an absolute
emergency in the Brussels area from 21 to 26 November 2015 and
after the attacks of 22 March 2016 in Brussels.!>12

Military Assistance - The ‘New Normal’?

As a conclusion, one can say that the employment of armed forces
at home and in peacetime can be an option for protection against
threats to public safety when resources and assets of the civil regu-
latory authorities do not suffice. For such a purpose, the estab-
lished and proven approaches described above already exist and
may serve as an example for potential implementation in other
nations.

On the other hand, based on the lessons learned in recent history,
in particular the two world wars, the separation of police and mil-
itary, as well as the separation of powers in Western democracies
in general, has proven to be purposeful and sensible over many
decades. With a view to past crisis situations, such as natural dis-
asters or terrorist attacks, it can also be seen that the domestic
deployment of armed forces is an increasingly recurring necessity.
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It should be assured, however, that these operations will not be-
come the new standard, so that the separation of police and the
military mentioned above remains clearly defined.

With regard to drone defence, it must be clarified in a timely man-
ner at which threat level, with which military resources and under
which hierarchy, military force should or may be used.

The Applicability of Military Countermeasures against
Drones in the Homeland and in Peacetime

As mentioned above, the use of military force is subject to funda-
mentally different legal provisions in peacetime and in case of war.
However, despite national differences, it can be generally conclud-
ed that domestic military operations in peacetime are subject to
considerable restrictions. For this reason, the military options for
drone defence and their limitations in peacetime and at home will
be discussed in the following paragraphs.

Employment of Weapons

The most obvious military resource in drone defence is the use of
force of arms. These assets may be, for example, air defence sys-
tems to engage the drone itself or firearms employed against the
drone’s operator.

The principles of the distinction between civilians and combatants
and the proportionality of the resources used, as laid down in in-
ternational humanitarian law (IHL), do not constitute the legal
foundation in peacetime, but can by their very nature also be
found in various national legislations on the use of sovereign
force. For this reason, it must generally be assumed that within the
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NATO community of shared values, the protection of its population
has priority over all other considerations. This is in direct contrast
to IHL, which allows balancing the military advantage against the
collateral damage anticipated. In peacetime and at home, such bal-
ancing is not admissible and the protection of the health and life
of uninvolved persons must always be given priority.

This issue places the use of potentially lethal force of arms under
considerable reservations, unless other legal foundations, such as the
right to self-defence, explicitly allow this use of force. For this reason,
the employment of weapons in or near urban areas can be regarded
as largely unwarranted, as it is not possible to exclude with certainty
that uninvolved persons will not be jeopardized. In individual cases,
this issue may be assessed differently with regard to the protection of
remote military installations or critical civilian infrastructure that is
not located in immediate proximity to the population.

Electronic Jamming

Defence action that has become a de-facto standard in both the
military and police sectors in recent years is the jamming or spoof-
ing of radio communications between drone and operator as well
as drone and satellite. This ‘jamming’ has already proven itself in
military operations against the threat of ‘improvised explosive de-
vices’ (IEDs) by preventing the attacker from detonating IEDs by
interrupting radio contact. Within drone defence, depending on
the model, the interruption of radio contact usually results in the
drone remaining in its current position, returning to its starting
point, or even in the crash of the drone itself.

Wireless networks. Commercial drones use various frequency

bands for their data links, including the range between 2.4 and
5.8 gigahertz (GHz). The two frequency bands are used, among
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other things, for wireless network connections, which are also used
by many civil authorities, industrial plants, or hospitals. For this
reason, jamming measures in the vicinity of such facilities have the
potential to cause considerable problems and possibly economic
costs, unless very directional or localized omnidirectional radia-
tion is being employed.

Mobile radio networks. Recent drone models are capable of using
mobile radio networks to establish data connections. Electronic
countermeasures in this area will presumably cause at least local
communication failures in the mobile radio network affected. Since
many private homes and smaller companies no longer have land-
line connections, emergency calls may no longer be made in the
event of a mobile radio connection failure, which could indirectly
jeopardize human lives.

Navigational systems. Usually, many drones use the ‘Global Posi-
tioning System’ (GPS) to determine their altitude and position. Due
to the relatively weak GPS signal strength, the system can easily be
jammed or spoofed. However, GPS does not only transmit position
details but also extremely accurate time information. A variety of
military and civilian applications take advantage of this. For this
reason, jamming the GPS signal presumably has the most far-
reaching consequences of all electronic countermeasures. Depend-
ing on the range of the GPS jammer, interference with air traffic
may also be expected. Hence, cooperation with the national avia-
tion authorities is essential in this area, since the authorities must
alert manned aviation to GPS failures in cases of the compelling
need to jam GPS frequencies. This procedure has already been suc-
cessfully tested by the police in operational situations.

Typically, domestic frequency jamming in peacetime is subject to
strict conditions and licensing requirements imposed by national
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telecommunications or regulatory authorities to avoid the afore-
mentioned implications with other users of the networks. For this
reason, large-scale and continuous jamming measures in the vicin-
ity of other network users must always be assessed with regard to
the proportionality of the measure and possible failures must be
communicated to the bodies concerned. If used in a target-oriented
manner, limited in time and space, and above all coordinated with
the civil authorities, these electronic countermeasures are an ade-
quate means, for drone defence. It should be noted, however, that
the effects of jamming are often only indirect and it is, therefore,
often difficult to assess the benefit of their use.

Cyber Attacks

Electronic jamming - as described above - always requires an in-
tervention in the civilian network structure, and negative impacts
on other network users must always be anticipated. Countermeas-
ures in cyberspace, on the other hand, can be employed in a much
more target-oriented manner and possibly allow taking over and
controlling the drone in question. One civilian manufacturer of
drones already offers a system exclusively to regulatory authorities
that is capable of tracking its own drones.'* In most cases, such
systems also allow locating the remote control so that measures
against the operator can be taken as well. Military developments in
this sector are based on either the voluntary disclosure of data
protocols or reverse engineering of such protocols without consent
provided by the drone manufacturers. Some of the latest systems
are capable of filtering radio signals of known drones in a radius
of more than 10 km, identify the model, read out stored details
(such as the serial number), and - depending on the model - take
over these drones fully automatically to, for instance, keep them
outside of a perimeter, fly to a particular position or turn off the
rotors and, thus, cause them to crash.
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Cyber-attacks against and the takeover of drones always involves
infringing on the property rights of the operator. Moreover, read-
ing out the data memory may violate national data protection
regulations. Reverse engineering of decrypted radio communica-
tion protocols will most likely violate patent rights. However, the
higher precedent right to protect the health and life of the popula-
tion should presumably justify such interventions. This weighing
of the proportionality must, however, always be carried out with
regard to the individual situation of the operations, and may re-
quire a court order or authorization.

If legally assessed and admissible, the above measures in cyber-
space offer the advantage of causing the least possible impairment
to uninvolved persons and the public space in general.

Potential Police Actions and Powers for Drone Defence
Police Responsibilities

The basic pillars of police responsibilities include the protection
against threats to public safety, monitoring compliance with ap-
plicable laws, and law enforcement. These responsibilities are also
part of drone defence.

Protection against threats to public safety. An essential element
of police work is the protection of life and limb of the popula-
tion. With regard to the threat posed by drones, this responsibil-
ity has most often priority in the protection of events. These may
be public events, such as concerts, sports events, or demonstra-
tions, but also closed events, such as summit meetings, expert
meetings or conferences. Also, critical infrastructure and facili-
ties that are currently in the public focus always represent
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potential targets for an attack and must be protected from the
threat of drones as well. Since the scope of responsibilities of the
protection against threats to public safety can be compared very
well with military installation defence (force protection), syner-
gies between police and military concepts of operation and tech-
nical equipment should be identified to learn from one another
and provide mutual support, where required.

Monitoring compliance with applicable law. In drone defence,
this responsibility includes monitoring compliance with the rel-
evant regulations, such as the European drone regulation, or
compliance with the conditions for drone flights under national
aviation law. However, in contrast to the long-established moni-
toring of civil air traffic, comprehensive monitoring of drone
flights can only be performed in smaller areas at the moment
since there is neither pertinent legislation nor general technical
implementation by the drone manufacturers. At present, only
one larger manufacturer offers appropriate antenna systems
capable of identifying their own drones within a radius of up
to 50 km.!*

Law enforcement. Following the measures taken to protect pub-
lic safety against threats and in the event of violations of, among
others, the laws mentioned above as an example, the police are
responsible for criminal prosecution. As a precondition for all
further criminal prosecution activities, it is first of all essential
to identify the owner or user of the drone. For this purpose, reg-
istration of the owner would be helpful, similar to the licensing
of a vehicle by its owner. However, at present, it is usually nec-
essary to locate the position of the drone’s remote control, since
the drone itself rarely bears identification marks of its owner or
does not even come into the possession of the police.
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Potential Drone Defence Systems in Police Operations

Not every available drone defence system is suitable or admissible for
police operations. Some systems that may be used or that are already
in service use are briefly described in the following paragraphs.

Radio bearing. The direction of a radio signal can be determined
by means of radio bearing. Using several direction-finding facili-
ties results in cross bearings, which can be used to determine the
position of the radio transmitter. Since the drone and its remote
control both act as transmitter and receiver, this technology can be
used to locate the signals transmitted. From the perspective of the
police, special focus is on the drone’s launch preparation activities.
The signals resulting from the remote control’s coupling with the
drone when the devices are switched on can inform the emergency
services of the possible location of the drone operator, even before
the drone takes off.

Radio frequency detection. In addition to the aforementioned ra-
dio bearing, the monitoring of radio frequencies received can also
be used to filter out and decode typical communication signals
transmitted by drones. This allows the readout of position details
and other data of the drone and its remote control. The system by
DJI mentioned above is partly based on this principle but uses an
additional ID signal transmitted by DJI drones. Future develop-
ments might also decrypt signals transmitted by uncooperative
drones and read out this information. This might be endorsed by
appropriate legislation on the disclosure of encryption and com-
munication protocols for governmental purposes.

Primary radar. In contrast to the secondary radar (see below), the

primary radar actively transmits signals and is capable of locating
objects in the airspace based on the reflections received. Modern
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radar systems with several radar panels arranged in a circle can
thus achieve coverage of 360 degrees all around and 180 degrees
upwards with a range of up to 5 km. These so-called 3D radar sys-
tems have the advantage that not only the direction but also the
altitude of approaching flying objects is determined. By software
analysis of the radar energy reflected and the object’s flight path,
these radar systems are capable of distinguishing quite reliably
between drones and other naturally occurring objects, such as
birds or leaves.

Secondary radar. As a rule, manned aircraft are equipped with a
transponder that, if available, must be used. In some areas of the
airspace, such as airports and their surroundings, aircraft may only
fly using an active transponder.!®> At present, there is no obligation
for drones to use a transponder, and there is a general ban on fly-
ing in areas where a transponder is required. If future regulations
stipulate the installation and use of a transponder or make it a
precondition for the licensing of drones, secondary radars might be
capable of providing a pertinent air picture to aviation and regula-
tory authorities. In conjunction with primary radars, uncoopera-
tive air traffic participants might be filtered out to enable further
target-oriented countermeasures.

Laser-based video reconnaissance. The normal ambient lighting
may not be sufficient for visual verification of objects in the air-
space, in particular, for the identification of smaller drones, de-
pending on the local conditions, e.g. in case of heavy clouds, rain,
twilight, or at night. In such cases, laser-illuminating the flying
object to be verified can still enable identification using a high-
resolution electro-optical camera at a distance of more than
2,000 m. A precondition for this so-called laser-gated viewing is,
however, target location and tracking by more traditional means
of, for example, radar.
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Laser defence. High-energy lasers can be used to blind the sensi-
tive electro-optical sensor of a drone camera and if necessary, de-
stroy it. For this purpose, the laser is scattered to generate a cor-
respondingly wide laser field in the direction of the drone or sensor.
On the other hand, a laser can also be focused on the drone in or-
der to heat its electronics in fractions of a second to such an extent
that the electronics eventually fail and the drone is destroyed.
However, it should be noted that the use of a high-energy laser
always involves a risk to the affected areas of the airspace, and its
scattered light can be dangerous to the human eye. For this reason,
the use of lasers always requires local conditions to be taken into
account and cannot be realized by the police under the current
circumstances.

Hunter drones. Destroying drones always entails the risk of
jeopardizing uninvolved parties, e.g. through falling compo-
nents or the release of hazardous substances. Hunter drones
solve this problem by tracking, capturing, and transporting the
drone to be repelled, usually by using a net, which can be eject-
ed by the hunter drone. The captured drone is then transported
to a predetermined position, which is typically defined in such a
way as to eliminate the hazard to personnel and material. Here,
further measures can then be taken, e.g. defusing of explosives,
evaluation of the data memory, or determination of identifi-
cation features.!®

Problematic Issues

Due to the legal restrictions to military and police operational re-
sources within drone defence, but also with regard to technical and
operational differences, the problematic issues briefly discussed in
the following paragraphs can be derived.
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Protection of Domestic Military Facilities

The guarding and securing of military facilities against unauthor-
ized entry and espionage is usually the responsibility of the mili-
tary. However, traditional measures of installation defence usually
aim at only securing the immediate area of the military site. In
legal terms, too, the use of military force is usually limited to this
area. Outside military installations, only the police are responsible
for the protection against threats to public safety. However, this
strict separation is not helpful in the defence against drones, as
drones can easily operate both inside and outside military installa-
tions. So when it comes to the defence against drones, the question
arises as to the extent to which police forces are allowed to act
inside military installations, or military forces may act and possi-
bly engage drones outside the installation. In addition, there is also
the question of coordinating the measures in order not only to
avoid jeopardizing uninvolved parties but, above all, to avoid
jeopardizing their own personnel.

Resources Required for the Protection
of Critical Infrastructure and Major Events

Even when combining all currently procured police and military
defence systems, the present capacities would not nearly be suffi-
cient for comprehensive protection against the threats posed by
drones. Drone defence measures are therefore only performed se-
lectively and based on careful threat analysis. In the event of a
general increase of the threat situation and the resulting increased
need for protection of civilian and military facilities, the capacity
limits of all available state resources for drone defence will be ex-
hausted quickly. For this reason, it is imperative to effectively co-
ordinate and deploy the defence systems, which are available to
only a limited extent. This raises the question of the command
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relationships and directive powers among the authorities involved.
There is also the question as to what extent defence systems and
measures can be placed under the responsibility of state or com-
mercial operators of critical infrastructure, and how these can be
integrated into a holistic approach to drone defence.

Interoperability of the Police and Military

In order to enable joint operations, if necessary, technical inter-
operability of the systems used on the one hand and mutually
agreed-upon procedures on the other hand are essential.

Technical interoperability. Police and military reconnaissance and
defence systems are generally optimized for use under their own
command and within their own network infrastructures. For secu-
rity reasons, the police and military usually operate these system
structures as separate and self-contained systems. For example,
frequency ranges are reserved for the individual police or military
use and, if necessary, secured by their own discreet encryption
protocols. Some radio sets are not even designed to transmit or
receive in the frequency range of the other authority. Since drone
defence is still at a relatively early stage of development in both
the police and the military, these interoperability issues should be
taken into account in the planning phase of procurement projects.
It will also be helpful to use widespread file formats for audio, im-
age, and video files to ensure the possibility of mutual data ex-
change.

Mutually agreed procedures. In accordance with the military
principle of ‘train as you fight, fight as you train’, joint measures
for drone defence can only be successful if police and military
operational procedures are coordinated and successfully tested
together in exercises. This includes even the simplest but most
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essential training contents, such as the common understanding of
appropriate operational terminology.

Mutual Legal Foundations

As briefly outlined at the beginning of this chapter, the police and
military operate under different legal prevailing conditions. As a
rule, this also applies if the military is deployed at home on special
occasions. Whereas different legal provisions do not stand in the
way of joint operations, they can complicate planning and imple-
mentation. If this conflict cannot be resolved by special legislation,
a jointly agreed upon regulation of competences, subordination
and responsibility is imperative in order to create security of action
and clarity of the available options for all parties involved.

Summary and Recommendations

Due to the widespread proliferation of drones, they must be ex-
pected to fly into military installations and critical civilian areas at
anytime and anywhere - whether it be intentionally or acciden-
tally. The number of areas in potential need of protection exceeds
the resources available to the police by a considerable amount. The
military can provide temporary and local support in the event of
an increased hazard situation. However, the rules of engagement of
soldiers and their military defence systems must be modified to
reflect the legal prevailing conditions for operations in peacetime
and in their home country. To improve joint drone defence be-
tween the police and the military, or in some cases to achieve it in
the first place, it is necessary to procure equipment that is inter-
operable on a technical basis, and practice coordinated operational
principles.
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Drone Forensics

David Kovar and Joel Bollé explain how the growing use of
Unmanned Aerial Vehicles (UAVs) creates new forensic challenges
and opportunities for investigators.

Introduction

The popularity of small UAVs (a.k.a. Drones) has been surging for
several years now among both hobbyists and professionals in a
range of industries, producing stunning videography, superb sur-
vey maps, and an increasing tempo of interference with manned
aircraft operations.

But this growth has brought risks and threats as well. Malicious ac-
tors ranging from ISIS to drug cartels to local criminal organizations
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have also adopted these highly flexible and capable aircraft for their
purposes. ISIS used off-the-shelf UAVs as early as 2014. A BBC arti-
cle! suggests that Her Majesty’s Prisons first saw drones overhead in
2013. A blog article? states that Mexican drug cartels were research-
ing home built drones for drug deliveries in 2013 as well.

Her Majesty’s Prisons reportedly investigated more than 160 drone-
related incidents in the last eighteen months and a heavy lift con-
sumer drone delivered 13 kg of methamphetamines in California
late last year. A weaponized DJI Mavic was captured from a Mexi-
can drug cartel months later.

Drones are a component in a larger system, an Unmanned Aerial
System (UAS). Information relating to UAS sourcing, construction,
tactics, and operations are created, stored, and transmitted through-
out the UAS environment. Information resides in sensors, ‘black
box’ log files, cell phones used as Ground Control Stations (GCS),
and in NVRAM' on flight controllers, GPS chips and other difficult
to access hardware. This data, when correctly extracted and accu-
rately analyzed, provides valuable tactical and strategic intelli-
gence about launch locations, flight profiles, and logistical and
operational linkages.

It is important to remember that drones are not some strange new
technology for which we require completely new tools and ways
of thinking. Innovation is certainly required but it rests on exist-
ing forensic principles and techniques. Any drone can be broken
down into component parts. Considered in this light, they are

Non-Volatile Random-Access Memory (NVRAM) is random-access memory that retains data without applied power. This is in
contrast to Dynamic Random-Access Memory (DRAM) and Static Random-Access Memory (SRAM), which both maintain data
only for as long as power is applied, or such forms of memory as magnetic tape, which cannot be randomly accessed but which
retains data indefinitely without electric power.

338



Drone Forensics

simply an instance of the Internet of Things (IoT) or a Cyber
Physical Engineered System (CPES), a network of sensors, stor-
age, CPUs, and actuators with network connections that enable
them to share data and control information. All of these compo-
nents are involved in a complex, often real time, flow of tele-
metry, sensor, and environmental data in clear text, binary, and
encrypted formats.

The art and science of UAV forensics is at the point where mobile device forensics was
10 years ago.

So, a single drone is an IoT/CPES instance unto itself, several
CPUs, a network and sensors all on board talking to external sys-
tems via network links. In most cases those external systems are a
remote controller and the GCS, often a standard mobile device.
Extending outward, a swarm of drones is a collection of inter-
operating ToT/CPES instances. To understand the entire environ-
ment we need to break all of these instances down into component
parts, CPUs, networks, sensors etc., establishing a foundation, and
building a complete picture from the component parts. Many of
those component parts are familiar to us, particularly the mobile
devices used to control the drones.

Challenges
There are a number of major challenges facing us:
* Learning what questions we can ask;

» Learning where the data to answer those questions resides;
» Learning how to extract and analyze that data;

339



Drone Forensics

* Learning how to present the analysis in the most efficient form
for the analyst;
* Preparing for tomorrow, while answering today’s needs.

For investigators and analysts working to mitigate threats from
drones and utilize drone forensics in their operations, two chal-
lenges stand out:

1. We must prepare for tomorrow’s threats or we will be reacting
to the threats rather than proactively addressing them.

* There are many vendors other than DJI. ISIS are already using
PixHawk flight controllers in their home built drones.

* Drones are part of unmanned systems. We must be able to ana-
lyze all of the components, not just the drone, or the mobile
device, or the remote controller.

* Machine learning, artificial intelligence, and the use of swarms,
are coming or are already in use, the classic dual use technology
problem.

* 3D printing, a global supply bin, ‘maker spaces’, and hackers will
all help enable one off, custom, or heavily modified drones that
challenge our ability to extract and analyze data and other fo-
rensic evidence.

* Non-state, state, academic, and commercial organizations are all
creating new capabilities and demonstrating possibilities for
others to operationalize.

2. We must know what is possible to ask of the data and we must
challenge vendors to enable us to answer those difficult questions.

Different cases will lead investigators in different directions obvi-

ously, but some common questions that investigators should be
prepared to answer are:
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What happened during this flight? Where did it start, how high
did it fly, what route did it take?

What other flights did this aircraft perform? What other sites
might have seen this aircraft?

What are the history, flight, maintenance, software, and firm-
ware, of this aircraft?

Did an expert maintain it capable of modifying the firmware or
hardware?

What components of the aircraft are uniquely identifiable and
traceable?

What identifiable components, such as batteries, are shared with
other aircraft? Can we link this aircraft to a larger operation?
What other devices, services, individuals and accounts are re-
lated to this aircraft and how can we identify them? How do we
reach out into social media, third party data services, and the
physical world using the data on the drone?

What questions should we be prepared to ask operators, ser-
vice providers, and vendors to enhance our investigations?
What can we expect them to know, and to share? How do we
frame the questions to encourage an efficient and accurate
response?

Where is the Data?

There are three ways of thinking about UAVs that help an inves-

tigator identify all of the potential sources of forensic artefacts.
Evidence from one source will lead you to evidence from other
sources. Combined, they produce a compelling picture of the
immediate flight, but also of operations, logistics, and supply

chain.

The three approaches are: Physical, Process, and Flow.
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Figure 19.1: Typical UAV Deployment Scenario.

Attribution

Accessibility, availability, and lack of registration enforcement pose one
of the greatest challenges to investigators. Anyone with a credit card
and shipping address can order highly capable and flexible drones on-
line with few restrictions. This is true for the common consumer drones
but also for drones such as the DJI Agras MG-1 that can be purchased
from Walmart or Amazon. The MG-1 has a ‘... powerful propulsion
system that enables the MG-1 to carry up to 10 kg of liquid payloads,
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Evidence is on the physical devices, the drone, the batteries, the
sensor, the remote controller, the ground control station, and on
any computers used to maintain the drone or process its data.

Process evidence derives from how an operator prepares for a
flight, conducts it, and manages the data after the flight. The
phases are:

* Mission Planning;
* Approval;

» Execution;

* Analysis;

* Delivery.

Each phase involves documentation, communication, or activity
that can be collected and analyzed. Some artefacts reside on drone
specific hardware or in drone specific databases but a lot of useful
information is available to normal tools once the investigator
knows where to look.

including pesticide and fertilizer. The combination of speed and power
means that an area of 4,000-6,000m? can be covered in just 10 min-
utes. A significant threat in the wrong hands.

Cyber Physical Engineered Systems
Cyber-physical systems (CPS) are ‘engineered systems that are built

from, and depend upon, the seamless integration of computational
algorithms and physical components’
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Flow evidence derives from the communication between the drone,
the environment, its supporting systems, and systems on the Inter-
net. Wi-Fi traffic can be collected and analyzed, cell tower logs
will support evidence of the operator’s location extracted from the
drone, DNS tables will show that the operator was using a specific
third party drone data analysis service.

What Data is Available?

Most investigators will work with one of two primary log sources,
the drone and the mobile device used as a ground control station.
The drone’s logs are generally very detailed, containing frequent
entries from every system on the drone. The mobile device usually
has a less robust version of the data on the drone but adds more
information about the user’s actions, such as setting waypoints
and changing views in the application.

Both sources generally contain the following fundamental information:

» Serial number of the aircraft and some components;

» Version numbers for critical firmware;

+ State change information such as launch/land, manual/waypoint
operation, GPS available or unavailable;

* Geo-location information for critical locations - launch, land,
and home point;

* Flight track information.

The onboard logs for most DJI products contain information from
the following systems:

 Vision Positioning;
» Telemetry;
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* Barometric;

+ GPS;

* Flight Controls;
* Gimbal;

* Motors;

» Batteries;

* Message Console.

Different models and different versions of firmware will add or
remove systems. For example, the agricultural model adds a spray-
er system to the drone. References to it exist in some versions of
the firmware even if it is not equipped.

Drones are not some strange new technology for which we require completely new tools and
ways of thinking.

Collecting Evidence

Many vendors provide ready access to the onboard logs and often
to the application logs as well. Access to the onboard logs is gener-
ally through a USB port on the flight controller and the logs appear
in a mountable filesystem.

Older DJI models stored the onboard logs on a SD card epoxied
onto the main board of the drone. For forensically sound extrac-
tion the card could be physically removed and imaged. Alterna-
tively, the drone could be put in ‘flight data mode’ and the files
would be available via a mountable filesystem.

In October of 2017, the log files on DJI Mavic’s running the latest
firmware vanished, users could no longer instruct the drone to
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expose the SD card via the USB port. Investigations revealed that
in newer Mavic models the SD card slots were present but empty.
It seemed unlikely that DJI completely disabled such a valuable
source of maintenance and failure data. Further investigation de-
termined that the log files had been moved to storage on the flight
controller and that they were no longer accessible via flight data
mode.

DJI's Assistant 2 application provides some ability to export the
flight logs however:

* the resulting files are sometimes corrupted;

* the process is unreliable; and

* the application reports some user activity
to DJI's servers.

Missing Valuable Data

Many law enforcement agencies are currently failing to find and re-
cover valuable evidence from drones.

Kovar & Associates purchased a DJI Mavic drone from a police auc-
tion site in the US. It arrived intact but with signs that someone had
started to disassemble it but stopped. Continuing the process, we
extracted an intact micro SD card and found over 30 flight logs on
the card, valuable evidence of where and how it had been operated.

Many law enforcement agencies are not aware of the volume and
value of data present on drones and on the supporting devices, so
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DJI certainly has access to these files using in-house tools. Re-
searchers located an exploit that provides limited access to the files.

It is expected that this change in the user’s ability to access flight
logs on their own aircraft will extend to some or all future models.
If this trend continues, exploits may be the best option for extract-
ing flight logs. For drones with failed electronics JTAG or chip off
data extraction maybe the only option.

Log Structure

Some vendors provide flight log data on the drone in the form of CSV
files. This is certainly the simplest source to work with but doesn’t
necessarily reflect the way that the systems actually record the data.

greater awareness is needed. Widely used mobile forensic tools like
XRY and Cellebrite now support drone forensics for many of the
most popular models.

Internet of Things (loT)

The Internet of Things (loT) is the network of physical devices,
vehicles, home appliances and other items embedded with elec-
tronics, software, sensors, actuators, and network connectivity
which enables these objects to connect and exchange data. Each
thing is uniquely identifiable through its embedded computing
system but is able to inter-operate within the existing Internet
infrastructure. (Source: Wikipedia)
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Two common flight controllers, PixHawk and DJI's family, write log
messages from each subsystem as individual records as they come
in so the structure is more similar to a network packet capture than
an event log. Viewing this data as a table rather than as a series of
distinct but related messages obscures valuable nuances in the data.

Her Majesty’s Prisons first saw drones overhead in 2013.

DJI complicates flight log analysis by encoding each record and by
not publishing the file format. Vendors developing analytical tools
are further challenged by the fact that the file, record, and field
formats and names change depending on the model, firmware ver-
sion, and other factors. A tool that supports a DJI Phantom 3 will
not automatically support a Phantom 4. Support for a Mavic Pro
running today’s firmware will not necessarily fully support the
next release of the firmware.

Onboard versus Mobile Devices

As noted earlier, flight log data resides both on the drone and on
the mobile device. The log files from vendor and third party ap-
plications are generally less of a moving target and are subject
only to the access controls provided by the operating system.
Conclusion

The art and science of UAV forensics is at the point where mobile

device forensics was ten years ago and will likely follow a similar
trajectory with surges in understanding and capabilities offset by
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development of security controls that inhibit our ability to access
and comprehend the data. Drones will never be as ubiquitous as
mobile devices but they will certainly play crucial roles in our so-
ciety. As drones continue to advance in capabilities and come into
wider and wider use by both legitimate users and by malicious ac-
tors, it is essential that law enforcement, corrections, security and
military professionals increase their levels of knowledge and pre-
paredness regarding drone threats, including the art and science of
drone forensics.

Endnotes
1. ‘Big rise in drone jail smuggling incidents, BBC News, 23 Feb. 2016. [Online]. Available: http://www.bbc.com/news/uk-

35641453.
2. http://missouridronelaw.blogspot.com/2013/05/if-drones-are-illegal-then-only.html. [Source no longer available].
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Cloud-based

Command and Control

for Security and Drone Defence
Applications

Introduction

Small drone systems for private and commercial use consist of
many high-tech components, offering many useful new applica-
tions for the public. However, drones are also ideal instruments for
criminals and terrorists to considerably expand their capabilities.
An effective defence against drones which are operated with mali-
cious intent is therefore likely to require a similar approach utiliz-
ing sophisticated counter technology.

Today, drones are readily available to anyone and are becoming
increasingly powerful. The potential, and with it the frequency, to
harass, endanger and commit criminal or terrorist acts with the
help of drones is constantly increasing.
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Figure 20.1: The Common Offences Using Drones
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Figure 20.2: The Security Triangle

Drones allow offenders to act quickly and undetected, thereby
minimizing their risk. At the same time, it is not easy for a
victim to recognize a drone and immediately assess its inten-
tions. The sudden and unexpected appearance of a drone, in
the vicinity of critical infrastructures or protected persons,
should generally always be considered a malicious use of a
drone.

How can one protect themselves from such surprises? Are there
countermeasures that are about as expensive to purchase as drone
systems and that can be used swiftly and readily in any given area
of application?
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Traditional Protection Measures

Historically, castles or strongholds were erected (structural measures)
and guards were stationed (organizational measures) to protect prop-
erty with valuables and to safeguard key persons. If an important
person had to leave the castle or precious materials had to be trans-
ported, they were usually accompanied by a reinforced guard force.

Today, in addition to fences, walls and protective armour, techni-
cal equipment such as fire alarms, intrusion detection systems,
video security systems (technical measures) are used as aids for
access control, security guards and response teams to protect crit-
ical infrastructures. The organizational measures comprise risk
analysis as well as contingency plans to avert and limit damage in
the event of any threat.

The highest level of security against potential threats can be
achieved if all three of the above-mentioned groups of measures
(cf. Figure 20.2, p. 353) are properly coordinated.

A feasible, yet cumbersome method, to protect against a drone
attack, is placing people and property inside a building (shelter)
and to close all entrances and windows. However, hardly any
structural measures are feasible against airborne drones in the
open. Organizational measures, like security guards performing
airspace surveillance, are also largely ineffective against small
drones, since their size, speed and mobility overstrain human eye-
sight, especially in the closer vicinity.

Therefore, countering drones can only be achieved using special-
ized technology in conjunction with the appropriate organization-
al provisions. It should be noted that drones may also be used
while key persons are travelling, valuables are being transported,
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many people are gathering at one place or while valuables or
critical materials are temporarily stored in the open.

Drone Protection Technologies

A technology for protection against drones should be as fast and
as user-friendly as possible and be applicable everywhere, just as
one or more drones can be used quickly, easily and at any place.

Drone Detection Methods (Sensors)

To protect against drones, it is first necessary to detect them. This
requires sensors like:

Radio Frequency (RF) Sensor: The RF sensor is a Beyond Line-
of-Sight (BLOS) sensor that can detect drones and drone remote
controls at great distances and distinguish their transmissions from
the overall radio spectrum. It is the only sensor that is capable of
detecting drone operations in the preparation phase, as soon as
a remote control unit is activated. Smart RF sensors capture the
content of radio transmissions to drones which allows for -
depending on the model - identification and display of the drone
model, battery charge status and maximum payload of an
approaching drone. For accurate 3D target acquisition of drones, an
RF sensor must have at least 2 (preferably 3) distributed 3D RF
antennas in order to determine the targets’ details (drones and
drone controller) by means of triangulation. A single RF sensor can
detect a drone at a distance of several kilometres.

Acoustic Sensor: An acoustic sensor is also operating BLOS and can

detect the typical noise of a drone’s propellers. However, depending
on ambient noise, the detection range may be quite limited.
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Radar Sensor: A radar sensor actively transmits RF energy and
captures the reflected signals. This mode of operation requires LOS
to the target, but it can detect drones at higher altitudes and dis-
tinguish them from other flying objects such as birds. A radar with
3D characteristics can also determine the direction to the drone
target, its flight altitude and speed. Dedicated radars for drone de-
tection are capable of sensing drones at distances of up to several
kilometres. Radar sensors often require approval from the civil au-
thorities to operate, depending on the model and location.

Image Sensor: An Electro-Optical (EO) video camera, often also
combined with an infrared (IR) sensor, requires LOS to the drone
and recognizes it using image processing, provided that the drone
passes the camera’s field of view. Special camera systems with
smart video sensor technology achieve viewing angles up to 360°.
A camera mounted on a Pan-Tilt-Zoom (PTZ) head is usually de-
pendent on initial target recognition by an RF or radar sensor.
However, once a PTZ video camera has locked on the drone, it can
follow it autonomously and provide live images of the drone, its

© Securiton GmbH
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Figure 20.3: Drone Detection — Chances and Risks.
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cargo and its behaviour. A PTZ high-performance camera with an
Al-supported video sensor can track a drone at a distance of sev-
eral kilometres and still display a recognizable image of the target.

Remote Identification Sensor: This type of sensor detects the Re-
mote Identification (RID) signal transmitted by a drone. In addition
to the unique RID, it is foreseen that drones will also be required to
constantly transmit their current position, altitude, speed and flight
direction. Drones with CE Class C1 - C3 are to be equipped with
RID from 01.01.2021 onwards. From 31.12.2022 onwards, RID will
become a mandatory standard for every drone, and older systems
are to be equipped with it as well. Chapter 21 (cf. p. 375 ff.) covers
these upcoming regulations in detail. If drones then have to be
registered with the authorities, the registered owner of the drone
can be identified through its RID. It is foreseeable that receiving
drone RID signals will be supported by cell phones as well. This
will enable any private person with the appropriate app to track
the drone traffic in the vicinity.

This is a significant advantage not only for airspace surveillance
but also for drone defence. Now, all drones have to transmit radio
signals during flight and thus are identifiable by RF sensors at all
times, even if they operate autonomously or on a pre-programmed
flight path. Additional information about the drone can be ob-
tained immediately once the RID transponder is in place. Drones
without RID can then be distinguished from RID-compliant ones,
and special attention can be paid to them.

However, even today's drones without RID, which operate autono-
mously or pre-programmed typically still send radio signals back
to the remote control and thus are detectable by RF sensors today.
This is especially true when on-board cameras transmit their video
signals to the operator’s screen. Hence, since almost all drones and
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their remote controls emit radio signals, RF sensor technology for
the detection of these systems should always be considered as the
primary sensor option. Simple yet powerful RF drone sensors are
already available on the market for a reasonable investment.

In the unlikely case of a drone operating completely autono-
mously and without any emission of radio signals or RID, this
drone needs to be treated like a flying object without a predicta-
ble flight path. For this purpose, other sensors such as radar,
acoustics or video must be used in addition. However, as a gen-
eral rule, more than one sensor should always be used for reliable
drone detection.

Drone Defence (Effectors)

Having to counter airborne drones is literally the civilian variant
of the military Air Defence mission. Although the civilian options
are limited, there are several possibilities available, which are
listed below:

Jamming: Since almost all drones and their controllers emit RF
signals, radio interference is the most straightforward and effective
countermeasure against small drones. Jamming affects the ap-
proaching drone in its communications with the drone controller
or its navigation via GPS and will force the drone to initiate con-
tingency measures, which usually leads to aborting its mission.
However, interference on public frequencies is generally prohibited
and reserved for the civil authorities.

Depending on the jammer, certain frequency bands or only spe-
cific frequencies can be interfered with. If the direction of approach
and the communication frequencies of a drone are known, it is
possible to jam the drone without overly disturbing other radio
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users. However, it should be noted that some drones can auto-
matically tune the frequency within their used frequency band in
case of radio disturbance. Hence, in most cases, the entire frequency
band used by approaching drones needs to be jammed.

Locating the Remote Control: Locating the remote control and
thus pinpointing the operator of the drone is a highly desirable
means of taking legal action against the originator of unauthorized
drone activities. However, the time following detection must be
sufficient for authorized security personnel to reach the location of
the offender while he is still present.

Take over control: The complete takeover of a drone by security
forces is feasible from a technical point of view but due to the
complexity and potential legal challenges of this countermeasure,
it can only be carried out with specialized equipment and only by
authorized law enforcement agencies.

Hard Kill: Firing at drones using special weapons with pellets or
net projectiles, laser, sound, heat or electromagnetic pulses are
technical possibilities for the defence against drones. However, due
to the potential hazards to uninvolved parties these countermeas-
ures are restricted, if not prohibited, for private and commercial
use and reserved solely for authorized law enforcement agencies,
which are then also responsible for any collateral damage caused
by their operations.

Intercept: It has already been tested to intercept drones with
trained birds of prey, with varying success and always with the risk
of injury to the animal used. The more effective way is probably to
use sophisticated intercept drones equipped with special sensors
and a net to capture small drones and transport them to a safe lo-
cation. Intercept drones are already available on the market, and
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due to the lower risk of collateral damage, specially licensed ver-
sions may even be authorized for use by the private and commer-
cial sector in the future.

Many variables such as drone size, numbers, speed, distance, flight
behaviour, topography, or environmental conditions can have a
significant impact on the effectiveness of sensors and effectors
used in drone defence. Provided that radio communication is used
for almost all drone operations, the influence of the aforemen-
tioned factors on the radio frequencies used is minimal. Hence,
radio communication is still the primary vulnerability of drone
operations, which allows for its detection and countermeasures to
be taken.

In contrast to the mere detection of drones, the possibilities for
actively defending against them are very restricted for the private

© ™ Securiton GmbH

Figure 20.4: Example of a portable, small and lightweight RF sensor and display of the mod-
el specifications of a detected drone and its remote control on a cell phone or smart watch.
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and commercial sector. Unfortunately, harassment, threat or even
the committing of a crime using drones can currently only be re-
ported to the police, who will then follow traditional prosecution
measures to cope with a non-traditional offence. Whether the po-
lice will be able to effectively counter drone incidents in the future
is currently subject to new legislation, the provision of new equip-
ment for police forces, the intended implementation of RID and
registration of drones also supports this objective.

Command and Control

For cost reasons, small drone defence systems do not have ded-
icated personnel available for 24/7 operations. The reporting of
detected threats as well as the activation of countermeasures
must be handled via mobile devices such as cell phones or tab-
lets, so as not to have personnel permanently tied to one loca-
tion, like an operations centre. When a drone is detected, the
alarm is immediately sent to one or more designated mobile
devices and the person(s) concerned can then decide on any
further measures that need to be taken. A minimum configura-
tion of such a small system with a detection range of up to 2 km
is depicted in Figure 20.4.

In addition to the small configuration example above, drone de-
fence sensors and effectors can be integrated into any existing
security infrastructure as well. Many larger companies have
stationary alarm centres established where fire, intrusion and other
alarms are centralized. Hence, it seems reasonable to integrate the
alarms for unwanted or unauthorized drone incidents as well. The
staff on duty can alert people affected by a drone incident, mobi-
lize security forces, report to the law enforcement agencies, or ini-
tiate technical countermeasures.
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Security Applications and the Internet of Things

The ‘Internet of Things’ (IoT) is a collective term for a global infra-
structure of information technologies, which enables physical and
virtual objects to be networked with each other and to collaborate
through information and communication technologies.

Applications that are implemented with IoT technologies allow in-
teraction between humans and any electronic systems that are
connected to them as well as between the systems themselves. Em-
bedded computers, which are continually being made smaller and
smaller, are designed to support people without being distractive or
even noticeable.

Mobile Monitoring, at its highest level, is the IoT of security tech-
nology. Mobile Monitoring is a collective term for temporary sur-
veillance using mobile technical equipment. In this context, the
term ‘mobile’ stands for being mobile and relocatable as well as for
mobile (cellular) communications. Mobile Monitoring supports se-
curity companies and their staff with the surveillance of persons
and objects.

Digital video and audio technology, sensors, effectors, GPS, radio
systems, mobile communications, the Internet, Virtual Private Net-
works (VPN), mobile and cloud computing, as well as small
accumulators form the basis for mobile monitoring. Many of these
technologies are also in use with drone systems.

Of course, (mobile) monitoring systems can also be used for an un-
limited period of time in a fixed location to protect infrastructure
and personnel. Actually, most of the security systems in use today
are located at only one site, and are permanently installed, with
fixed cable connections for power supply and data exchange.
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Examples of such isolated applications are fire alarms, intrusion
detection systems, or surveillance cameras, together with their sen-
sors and effectors. These are connected to a siren and/or a control
centre, manned by personnel on 24/7 duty, who initiate the appro-
priate countermeasures and damage mitigation in case of an alarm.

Drone systems, on the other hand, can be considered an applica-
tion of IoT technologies as well. Therefore, mobile monitoring
must keep pace with, if not stay ahead of, the development of
drone technology to provide a comprehensive solution for coun-
tering them.

The Advantages of loT Security Technology

The advantages of networked IoT security technology, especially
for drone defence, are:

« Sensors, effectors and devices for Command and Control (C2)
that can be deployed swiftly everywhere.

» Temporary or permanent use with mobile or stationary sensors,
effectors and devices for C2.

* Plug and play - easy to use with little training effort.

+ Suitable for applications in personnel and infrastructure protec-
tion as well as for site security.

» Can be networked as required, also with ground-based devices,
to form an all-encompassing perimeter protection system against
today's known threats on the ground as well as against the new
threats from the air.

+ Tailored for client or mission requirements

* Inexpensive in procurement as well as in operation.

* High computing power and plenty of data storage capacity pro-
vided by cloud systems in secured data centres. Scalable in any
number of sensors, effectors and devices for C2.
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» Comprehensive monitoring and logging of all processes and
events in data, text, audio, image or video.

* Features such as current 3D position displays and Artificial In-
telligence (AI) can be made available across the board.

* Remote operations and support for reporting are possible at any
time.

* The most current technology together with the latest system data
and configurations of drone and drone defence technology is
always available.

A drone control system has to be built only for its specific drone
model. In contrast, a drone defence system needs to cope with all
drone types and their control systems available on the market. This
is a challenge that can only be met with networked IoT security
technology, from both a technical but also a financial point of view.

Cloud-based Security

Cloud Computing is the on-demand availability of computer sys-
tem resources, especially data storage (cloud storage) and comput-
ing power, without direct active management by the user. The term
is generally used to describe data centres available to many users
over the Internet. Large clouds often have functions distributed
over multiple locations from central servers.

Cloud-based Security describes the use of cloud computing for the
purpose of providing security for people and property. Here, the

The Tier IV certification is currently the highest classification among data centre facilities. Tier IV data centres are considered fault
tolerant” Unplanned maintenance does not stop the flow of data to a data centre Tier IV. Day-to-day operations continue regardless
ofany support taking place.
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cloud is the central element of the security system in conjunction
with modern data network technology.

These security systems use corporate or private cloud systems, as
opposed to a public cloud, which is accessible to essentially every-
one. The technology of these two types of clouds is basically iden-
tical, the difference being only the level of the security measures
implemented to protect these clouds. These security measures give
only selected users and devices controlled access to the cloud, thus
restricting flexibility.

Cloud computing is usually distributed over several redundant
and secured data centres at different locations. A data centre in
which a security cloud is hosted should be certified to comply
with the following international security and Information Tech-
nology (IT) standards:

+ Built and certified to Tier IV' standards;

+ ISO 27001:2013 for highest information security;

» ISO 50001:2011 for comprehensive energy management;

* ISAE 3402 Type 2 Test Report;

» Payment Card Industry Data Security Standard (PCI DSS).

+ Security Cloud applications are also characterized by:

» High-security encrypted data transmission;

» High-performance firewalls;

* Minimal latency through special routing concepts;

* Multicast capability;

* Designed to interface with various system technologies across
sensors, effectors, as well as C2 centres;

* Support for all common data transfer protocols for data, text,
audio, image and video;

* Fully scalable for data storage capacity and number of applica-
tions;
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System Support

© M Securiton GmbH

Figure 20.5: Security Cloud application using the example of a drone detection system
for private or government use by a service agreement with a security provider.

» Capability to separate, manage and monitor clients and mis-
sions.

All complex technical systems in the cloud are set up in such a way
that their application in the field - including the required hardware
- is as simple as possible and as secure as necessary: ‘plug and
play’ and ‘easy to use’ also means minimal training effort on site.
In addition, being networked with the cloud's system support al-
lows remote assistance for users on the job, if required, and keeps
the entire system up to date.
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Figure 20.6: Implementation of security cloud applications on the example of drone detec-
tion and defence of a private-sector security organization or a government agency with
corresponding functions from the perspective of the security cloud.

Examples of Cloud-based Security Applications
Cloud-based Security for Consumers

For private use, a consumer subscribes to a service agreement with
a private security company. The security company then provides
the consumer with portable RF sensors. The consumer can now use
these sensors at home, in his vehicle or anywhere else he desires.
Via a small portable router, the RF sensor is then connected to the
security company's cloud over the cellular network. There, a user
account is set up for the consumer and the secure connection with
one or more RF sensors is established. Now the consumer installs
an app on one or more mobile devices (‘cell phones’) and registers
with this app on the security cloud. The application is now set up,
and the consumer receives a warning whenever drones are near
one of his active RF sensors.
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Cloud-based Security for Government Agencies

An application for governmental use is basically identical with the
private use. A government agency such as the police or the mili-
tary purchase the sensors and effectors for their officials to use and
the security cloud is then set up and operated by the security agency.
In contrast to the private user, officials may also have the authori-
zation to use portable effectors to counter drone threats. Examples
of such an operation would be large-scale incidents, such as acci-
dents, natural disasters, or demonstrations, where unwanted pri-
vate drones would interfere with the deployment of first respond-
ers and security forces.

Cloud-based Security for Mobile Applications

For large events such as music festivals, outdoor sporting events,
street protests, military exercises or police operations, mobile coun-
ter-drone systems can be installed in trailers or mounted on vehicles
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Figure 20.7: Deployable drone defence system with high-performance sensors, effec-
tors and built-in command and control centre.
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and deployed to the area that needs to be protected. These systems
may include a mobile C2 unit or the sensors and effectors can be con-
nected to a remote alarm centre, both options utilizing the security
cloud for event monitoring and response activation. When connect-
ed to the security cloud, security teams (with or without portable
sensors and effectors) can be integrated into the system as well, so
that they can swiftly respond to events wherever necessary.

Cloud-based Security for Stationary Applications

Critical infrastructure such as harbours, airports, industries, tourist
attractions, stadiums, power plants, communication hubs as well
as important structures of governments, militaries, or law enforce-
ment agencies may have large and powerful sensors and effectors
permanently installed and wired to the site’s power and data net-
works. If the infrastructure has its own operations or security cen-
tre, the sensors and effectors may be directly linked to it, so that
the drone situational picture would be readily available to the
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Figure 20.8: 3D Drone Position Picture.
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security staff. Connected to a security cloud, the drone situational
picture could be transmitted to other alarm centres such as
dislocated security forces or the police who may then support with
emergency response or other countermeasures.

Flexibility and Scalability of Cloud-based Security Applications

Cloud-based security is highly flexible and scalable. It can easily
grow with the expanding requirements of the customer, be it an
individual, commercial industry or a government agency. Sensors
and effectors, mobile as well as static, can be integrated as needed,
even if it is only temporary. Cloud-based security allows for swift-
ly adapting to a developing and dynamic drone threat by provid-
ing and distributing situational awareness where it is needed while
supporting centralized as well as decentralized C2 of drone defence
missions as required.

Cloud-based security also offers the possibility to share sensor
data, countermeasures and security personnel amongst multiple
co-located infrastructure. Large commercial or industrial areas
with multiple businesses may collectively set up a drone defence
system with a central guard force which protects all property in the
respective area. The same approach may be feasible for govern-
mental districts in capital cities or large logistic hubs where air,
water, rail, or road transport lines merge.

Summary

Today, consumer and commercial drones are readily available to
anyone and are becoming increasingly powerful, making them
ideal instruments for criminals and terrorists to considerably ex-
pand their capabilities.
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With cloud computing and IoT technologies, security systems for
drone defence can be deployed quickly, easily, anywhere at reason-
able cost. This permits drone defence applications to be maintained
over a long period of time, with the necessary services, and at a
level of performance that can keep pace with the rapid develop-
ments in drone technology.
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Regulatory Frameworks in
Support of Counter-UAS

Introduction

Effective Defence against threats by Unmanned Aircraft Systems
(UAS) requires timely detection and ranging. The determination of
intended threats and unintended violations of rules and regula-
tions is of significant importance. The technology available is
prevalently more developed than the legal framework. Hence, de-
tection and defence systems need adequate legal consideration: it
has to be checked, whether the system is admissible from a legal
point of view and/or whether new regulations need to be created
or existing ones need to be amended.

This article will therefore mainly focus on discussing the above-
mentioned questions. This chapter will first consider the current

375



Regulatory Frameworks in Support of Counter-UAS

legal framework and then move on to discuss possible future legal
solutions to the questions at hand.

To avoid a detailed discussion of the respective regulations in na-
tional laws, we will focus mainly on European law, and only touch
upon national law where necessary.

Subsequently a special focus beside the European legal framework
will be put on those legal principles which are implemented in all
democratic systems, e.g. self-defence and the legal doctrine of self-
help, protection of personality rights and personal data as well as
guaranteeing physical integrity and the protection of property.

Existing Legal Framework

Defence of common security and order against threats is subject to
the state monopoly on the use of force and predominantly at-
tended by (national) police organizations with support of military
forces in special situations. The prerequisites for military activities
for homeland security are a matter for national determination.
Since this topic is discussed in another article in this book, the le-
gal privileges and competencies will not be a subject of this article.

Self-defence

In exceptional cases, the citizen can also use force if he/she finds
him-/herself in a self-defence situation. Such a situation is only, if
a present unlawful attack against a legally protected right of the
citizen cannot be averted in any other way.

The law recognizes various reasons for justified self-defence. These

can be violations, among others, against the honour of a person,

376



Regulatory Frameworks in Support of Counter-UAS

against the general personality right, or trying to commit trespass-
ing or criminal damage.

Especially attacks with UAS or drones deliver many threats and
violations against common and individual rights, e.g. integrity of
the home by unauthorized overflights or landings as well as film-
ing or taking photos without permission. These activities can affect
secrecy, economic issues as well as health and life and violate per-
sonal rights. A further example of a threat would be preparing or
setting off an explosion.

Self-defence is also allowed in cases of threats against third per-
sons’ rights. This principle is called necessity as justification.

If a drone is approaching and justifying reasons can be excluded
(e.g. inspection flight), as a general rule, one has to assume that a
present illegal attack is underway. This is, because it has to be as-
sumed that a violation of rights is immediately impending. A de-
fence is justified, if it is suited to defeat the attack and it represents
the least restrictive means available in the present situation. The
attacked person, however, does not need to use a means he/she
deems insufficient to achieve success, i.e. to defeat the attack. Be-
cause informing the respective authorities whilst a drone is ap-
proaching and asking for help will normally not work out time-
wise, the attacked person will regularly be allowed to use robust
defences up to shooting down the drone (if he/she cannot find
cover). In this situation, neither criminal damages (against the al-
ien drone) nor tort damages are given. This is even the case, if the
attacked party overreacts in his/her defence out of confusion or
fear or if he/she imagines a situation that would justify a defence,
but it is not proven to be the reality (legally considered a mistake
in fact). Here, the behaviour cannot be justified, but is excused
under the law. Seeing that targeted drone attacks are a new threat,
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and further considering the speed with which they happen, mis-
judgements and irrational reactions are to be expected.

Nevertheless, self-defence is not a sufficient legal framework, es-
pecially for enterprises, when trying to establish regular drone de-
fence systems. That is, because the burden of proof (i.e., that a
self-defence situation existed and that the act of self-defence can
be excused) lies with the attacked. Further, there is a real danger
that the rights of third parties might be infringed or violated - be
it due to the inexperience of the company’s personnel or simply
their personnel overreacting. In any case, this cannot be in the
interest of the enterprise, namely for publicity reasons. Therefore,
as long as there is no legal framework that expressly allows com-
panies the operation of drone defence systems, companies should
refrain from using robust defences.

Jamming

This is currently also true for the use of jammers, with which the
radio contact between drone and pilot is blocked, disrupted or
heterodyned to put the drone into ‘fail-safe-mode’, which in turn
initiates an automated landing. Currently only authorities have the
right to jam radio traffic under national law, and only in very nar-
rowly defined exceptions; certainly, citizens or companies are not
allowed to do so. This ‘destructive use’ of radio frequencies would
run counter to the general principles of telecommunication law.
Furthermore, such a usage would also run counter to the basic prin-
ciples of the European Radio Equipment Directive 2014/53/EU as
well as the Directive on the Harmonization of the Laws of the Mem-
ber States relating to Electromagnetic Compatibility 2014/30/EU.
These regulations demand that electrical means of production have
to be designed in a way that guarantees that its electromagnetic
interference does not reach a level where the normal use of other
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means of production is not possible anymore. Furthermore, radio
installations must not represent a danger to the health and safety of
its users and third parties. Unsurprisingly, no case has come to light
in Europe yet, where the use of a jammer in a civilian, private
environment as a protection against drones has been permitted by
the respective authorities. Additionally, a basic problem of all
jamming techniques is, that its use is only effective if the drone is
in remote or GPS navigation mode. In such a case, the radio signal
between pilot and drone respectively the data synchronization be-
tween GPS and the drone can be detected and then jammed. If the
drone, on the other hand, is used to execute a pre-programmed
attack, it cannot be diverted from its pre-programmed flight path.

Preventive Systems

On the other hand, the civil usage of preventive systems, that serve
to detect, verify or identify drones, is legal. Most of the models
available on the market use so-called multisensor-datafusion: this
system analyzes the data collected (images, audio, radio frequen-
cies) by running it through its internal software to compare it with
technical data about UASs available from a data base. Only in this
way it is possible, to not only detect the approaching UAS, but also
to allow to separate it from other flight objects that are not consid-
ered dangerous. As well, the so-called ,drone DNA’ can be identi-
fied (information regarding type, weight, possibly technical outfit
and the load it is carrying).

Nevertheless, the devil is in the (legal!) details here as well. For one,
preventive systems are also radio systems under European law, in-
sofar as these devices can receive and analyze radio frequencies
respectively Wi-Fi signals. Under the respective legal requirements
set by the EU, such devices can only be put on the market and be
operated if a conformity assessment test was conducted and the
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devices received the respective CE-label. This is true for most of the
systems available on the market. Because these systems do not send
their own radio signals, but just receive Wi-Fi and radio signals
(namely drones and their control units), they are generally in line
with national rules on the allocation and use of radio frequencies.

On the other hand, when operating such devices personality rights
and data protection laws have to be considered as well, if audio
and video data are collected that allow conclusions as to the iden-
tity and behaviour/movements of natural persons (so-called per-
sonalized data). It should be avoided, e.g., that a drone operator
enters the coverage area of a CCTV camera respectively that con-
versations of personnel or third parties are recorded by the device.
In the latter case, there might even be legal consequences in crim-
inal law, since it is generally prohibited by law to record or wiretap
the spoken words of other persons (violation on the confidentiality
of conversations). However, such potential violations of the law
can easily be prevented, because video cameras as well as audio
recording devices are directed toward the airspace so that the re-
cording of personalized video images or audio material is effec-
tively nearly impossible.

Localization and Capture of the Drone Pilot

Finally, one part of the preventive measures also is the immediate
access to the drone pilot once his/her position has been localized
via RF sensors (which can be done via the radio contact of the
drone with said sensors). Given the relatively short-range of mul-
ti-copters, the range is probably limited to a radius of a few kilo-
metres around the attacked object/premises. If, plant security is
well-trained, and is able to move quickly, the localization and
securing of the drone should only be a matter of minutes. In this
way, an ongoing attack can probably be interrupted and - in any
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case — future attacks by the same drone pilot, using the same
drone, can be prevented.

Such infringements on individual rights are justified in most legal
systems through the institute of self-help/self-defence. If an at-
tacker is caught red-handed, every citizen is allowed to arrest the
attacker for the time being -without a warrant- if the attacker
could otherwise flee or prevent his identification. Furthermore, the
attacked person(s) is justified in taking away an object (which
could be a drone for our purposes) or in destroying or damaging
the object, hence using robust force, if the following condition is
met: the police or other authorities will probably not make it to the
scene in time to prevent further damage or infringements to the
attacked person and/or his/her property and rights. This includes
the right to use direct force (physical violence) against the attacker
him-/herself, if said person resisted the arrest; and the right to
damage or destroy the drone or its control unit, if the risk of re-
peating is given. Of course, self-defence is not limitless: it is only
allowed to end the immediate threat. Following this, the respective
authorities have to be notified to allow them to initiate the neces-
sary measures.

Future Regulations

As presented supra, even under the current law a number of coun-
termeasures against drone attacks are permitted for use by not
only state actors, but also by citizens and institutions. Neverthe-
less, there is a need for further regulations, for one in the field of
detecting dangerous attacks, but also in relation to possible de-
fences against them, seeing the steadily increasing number of
drones and its potential for dangerous situations. Concerning this
field, the new European drone law offers a range of regulations
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which could improve the detection and drone defence against un-
cooperative drones in the member states if the regulations are cor-
rectly implemented.

The New European Drone Law

The EU passed two new regulations in 2019, both of which are to
regulate the future operation and the technical configuration of
UAS in the European member states. These regulations are based
on Section VII of the EU Regulation on common rules in the field
of civil aviation and established a European Union Aviation Safety
Agency ((EU) 2018/1139, 4 July 2018), in which -for the first time-
basic rules for UASs are identified including the authorization to
pass further regulations on this basis. This refers to the Commis-
sion Implementing Regulation on the rules and procedures for the
operation of unmanned aircraft ((EU) 2019/947, 24 May 2019),
which defines UAS categories of operation, creates rules as to the
operation of UASs, names rules and procedures for the competency
of remote pilots, illustrates the allocation of operational risk and
the process to receive a drone operation license and sets conditions
concerning the registration of operators and flight devices, the
definition of UAS geographical zones, the tasks assigned to the
responsible authorities, the exchange of security information and
the adjustments of approvals, declarations and certificates, which
have to be met by the member states.

Concerning the definition of categories of operation and the op-
erations allowed in these categories (open, specific and certified),
the Commission Implementing Regulation on the one hand refers
to an annex which contains further specifications and rules. On
the other hand, this regulation refers to Commission Delegated
Regulation 2019/945 on unmanned aircraft systems and on third-
country operators of unmanned aircraft systems (12 March 2019),
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which deals with the technical qualities of UAS and specifications
as to the equipment standards of UAS which have to be met in the
respective category of operation.

Both regulations are binding in all of their parts and are directly
applicable in all member states; however, for the Commission Im-
plementing Regulation (EU) 2019/947 it was ordered that the mem-
ber states be given sufficient time to establish the structures and
processes prescribed in the regulation. The end of this transitional
period will most likely be moved to 1 January 2021, due to the
Corona virus pandemic. This time is also necessary to allow the
member states to complete the mandated tasks, amongst them the
future registration duty as well as the obligatory configuration of
most UASs with remote identification systems and geo-awareness
- both of which are important when it comes to drone defence.

Registration of UAS-Operators and UAS Requiring a Certificate

Pursuant to Article 14 of the Commission Implementing Regula-
tion 2019/947 all member states have to create and maintain
systems for the exact registration of UAS-owners and UAS subject
to authorization, whose operation can create a risk to public safe-
ty, air space security, the right to privacy, personal data or the
environment. They have to make sure that the systems are digital
and interoperable and are enabled to allow mutual access to its
respective data and its exchange via a central database. To allow
for individual identification, only one distinct registration number
will be handed out for each operator and each UAS that is subject
to authorization.

Registration is mandatory for all citizens and legal entities that

operate or intend to operate one or multiple UAS if it has a MTOM
of 250 g or more, or, in the case of an impact can transfer to a
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human an amount of kinetic energy above 80 Joules and/or their
operation poses a risk to the right to privacy or personal data (es-
pecially if they are equipped with a sensor to capture personal
data) or poses risks to state security or the environment. In the
future, we estimate that more than 90% of all commercial drone
operators will fall into the aforementioned categories. These drone
operators have to provide the following data when registering:
their full name, date of birth, identification number (legal entities
only), address, email, telephone number, insurance policy number
and a confirmation on the competence of the drone pilot to operate
the drone. Furthermore, existing operating licenses have to be pro-
vided. The unique registration number, following successful regis-
tration, is to be placed on the drone.

Owners of aircraft which fall under Article 14 (7) of the Commis-
sion Implementation Regulation in conjunction with Article 40 of
the Commission Delegated Regulation (EU) 2019/945 (12 March
2019), i.e., one, aircraft designed to transport human beings and
hazardous goods, and two, aircraft with measurements (wingspan)
larger than three meters that were constructed to be used in the sky
above gatherings of humans and three, those falling into a special
category, where the licensing process is necessary to mitigate cer-
tain risks, have to be registered by the operator by providing the
producer’s name, the product name, the UA serial number as well
as information about the identity of the operator.

Because of this duty to register the identification of drone opera-
tors that do not stick to the rules will be easier in the near future.
By using the drone registration, which must be placed on the drone
(see above), deductions can be drawn as to the responsible operator
respectively owner - e.g., if a damaged drone or one used in an
attack is captured. However, a precondition to this is, that all states
adopt suitable measures to guarantee a complete registration of all
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potential operators/owners respectively all UASs subject to author-
ization. Furthermore, this process must be safeguarded against
outside manipulation, because criminals want to avoid registering
their aircraft in the first place respectively will try to achieve
a registration by making false claims.

Therefore, it should be mandatory that buyers have to register dig-
itally at the point in time when they purchase the drone, via
a digital means provided by the seller. Alternatively, or addition-
ally, producers could be forced to program the drone software in
such a way that initial operation of the drone is only possible if the
buyer registers with the responsible authorities first. Furthermore,
it should be confirmed via a data comparison process that no
cheating takes place. Finally, ignoring this ‘duty to register’ must
result in severe penalties, starting with fines and leading up to the
confiscation of the aircraft and the imposition of operational pro-
hibitions for the future.

If we, however, allow the buyer or drone ‘tinkerer’, who builds his
own drone, to register at will and without the option of sanctions,
and if the information provided by said persons is not compared
within the EU, then the logical consequence will be a registry/data
base that is incomplete and, simply put: wrong, since especially
those operators that want to use their aircraft to cause harm or
damage, will not have been registered.

Remote Identification

Another feature which could facilitate drone detection and drone
defence is the so-called ‘remote identification method. The
Commission Delegated Regulation makes it mandatory in its
annex that UASs (classes C1 to C4) will have to have a direct
remote identification feature which allows the uploading of the
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UAS-operator identification number (Article 14 of the Commission
Implementation Regulation) and the exclusive compliance of the
process prescribed with the registration system. It has to be espe-
cially guaranteed that during flight a series of UAS data can be
transmitted directly and regularly by using an open and docu-
mented transmission protocol, which mobile phones must be able
to receive. Finally, it must be guaranteed that no recipient can
manipulate these data.

The data transmitted contains the following, extremely illuminat-
ing information:

» the UAS operator registration number;

* the unique physical serial number of the UA compliant with
standard ANSI/CTA-2063;

» the geographical position of the UA and its height above the
surface or take-off point;

* the route course measured clockwise from true north and ground
speed of the UA; and

* the geographical position of the remote pilot or, if not available,
the take-off point.

These data about approaching UASs, which right now can only be
identified by detection systems with the right sensors by compar-
ing data bases, will be easily available in the future. This concerns
most of the devices available on the market, because only those
UAS that weigh less than 250 grams, including payload (compare
Commission Delegated Regulation) do not have a duty to allow for
remote identification.

In the future, the person responsible for drone defence at a com-

pany can retrieve a lot of useful information out of the data trans-
mitted. He/she can calculate the position of the UAS, its previous
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flight path and the speed with which it is approaching - and
therewith calculate when the UAS will enter protected air space.
The geographical position of the drone pilot is of importance to
plant security to catch him/her red-handed, arrest him and secure
the drone and/or to hinder the continuation of the attack. Further-
more, the UAS identification number allows the identification of
the responsible operator/owner, against whom tort claims might
be brought.

All of this is of course based on the assumption that the drone used
for an attack really uses the technology prescribed by law and does
not send incorrect information, e.g., because the software was ma-
nipulated. Concerning this, it is the duty of producers in the first
place to equip their devices with the respective hard- and software
that cannot be manipulated by the operator/pilot. It also seems
possible to install detection systems within the software that send
a signal to the producer once manipulation takes place (or at the
latest the next time the drone is operated). Such precautions are of
course useless, if the criminal drone operator uses a drone that he/
she has built - without a remote identification system (for good
reason from the criminal’s point of view).

In this last case, the drone provides a clear sign of its illegality
simply by not sending a signal; it will therefore be recognized as a
threat. Once such an illegal drone approaches an air space protec-
tion zone, it is probably sufficient from a legal point of view to
assume that the conditions for self-defence are given.

Geo-Awareness
Pursuant to Article 15 of the Commission Implementation Regula-

tion, every member state has the right to limit or prohibit the op-
eration of drones above certain areas of its territory due to public
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and air space safety reasons, hazard prevention, to protect the right
to privacy or the environment. Alternatively, the state can allow
operation if certain conditions or requirements are met. If the
member states identify such a ‘UAS geographical zone’ they shall
ensure that the information on the UAS geographical zones, in-
cluding their period of validity, is made publicly available in a
common unique digital format. Inversely, the annex to the Com-
mission Delegated Regulation states that all UAS in classes C1 to
C4 have to be equipped with a geo-awareness system, which has to
have an interface through which all information on air space limi-
tations can be uploaded and updated and depending on the geo-
graphical zone, be compared to the position and altitude of the
UAS. If the system recognizes a possible airspace limitation viola-
tion, a warning notice is supposed to go out to the pilot; this is also
true, if the positioning or GPS system of the UAS cannot guarantee
the proper functioning of the system.

This technical feature, now incorporated into EU law and soon to
be implemented by the member states, will contribute to making
drone operations safer. Oftentimes even law-abiding pilots steer
their drone astray and pose a risk for geographically protected le-
gal assets. In such a case, the warning notice will lead the pilot
back onto a legal flight path. If an operator or pilot, however, aims
to intentionally enter a geographically protected zone, he/she will
not likely be stopped by such a warning notice (if the warning
notice was not already disabled). Therefore, it should be discussed
whether it is possible to program virtual fences into the drone soft-
ware in such a way that the aircraft is technically prohibited from
entering restricted zones. Such a geo-awareness is envisioned in
the annex of the Commission Delegated Regulation (concerning
obligatory geo-awareness systems): If the UAS is equipped with a
function that limits its access to certain airspace and frequencies,
this function has to interact seamlessly with the command module
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of the UAS without impairing its flight safety. Furthermore, the
drone pilot has to receive clear instructions as soon as this function
hinders the UAS to enter certain air spaces and frequencies.

It remains to be seen, whether the EU will come up with further
mandatory provisions, or if the member states will mandate that
with regard to certain areas geo-awareness systems will have to
have integrated virtual fences. One will have to differentiate be-
tween permanent lines/borders (e.g., around airports or penitentia-
ries) and flexible lines/borders (e.g., national parks during breeding
seasons). Whether or not the latter can be achieved by uploading
the respective orders to the software, would have to be tested by
software experts. As could be read in the press, the German federal
state of North Rhine-Westphalia plans a legislative initiative to
anchor geo-awareness in European law, especially for sensitive ar-
eas like penitentiaries and airports. A letter suggesting such a law
has already been sent to Brussels.

Cooperation (Aiming at Increased Security) Between Operators of
Critical Infrastructures with Law Enforcement Agencies

The current legal situation allows private parties/enterprises in
most member states to operate drone detection systems, yet be-
cause of the state monopoly on the use of force, they are not al-
lowed to defend themselves using effectors or jamming. Self-de-
fence, as it is an exception to the rule, is not suited to justify the
systematic operation of a drone defence system- apart from the
fact that private enterprises would not be willing to buy such cost-
intense defence system given the unclear legal situation.

On the other hand, law enforcement agencies, seeing their insuf-

ficient equipment, are currently hardly able to effectively protect
all properties/institutions that are potentially endangered. This
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concerns especially those considered critical infrastructure, such as
energy, water and heat supply, telecommunications, or transporta-
tion infrastructure. If such institutions are attacked, it would not
only have a tangible impact on the operator of the attacked plant,
but could also present severe consequences for the general public
(e.g., power plant accident). It is therefore in the interest of the
state to protect such critical infrastructure.

Especially large passenger airports have moved to the fore. The
incidents at London-Gatwick in December 2018 and Frankfurt in
May 2019 showed how vulnerable air traffic is to uncontrolled
drone traffic. It is just sheer luck that up to now no collisions be-
tween airplanes and drones have happened, and that no airplane
has been brought down yet by such an incident. However, even the
temporary suspension of flight operations has grave consequences;
not only in economic terms for airlines and airport operators, but
also for passengers whose flights are postponed or cancelled. Be-
cause of this situation, solutions must be found to deal with such
problems in the future - technically and legally.

A feasible solution might be the amending of existing rules and
laws to allow for an explicit conferral of responsibility for safety
to the responsible bodies/institutions. For airports, this might mean
that air traffic management, a state actor, would be entrusted with
the task of drone detection. Since it is costly, the equipment neces-
sary to fulfil this task should be financed by the state and/or the
airport operator — both do have an interest, especially an econom-
ic one, in undisturbed flight operations. In that case, it must be
mandated that findings gained by such detection operations are
provided to the respective police forces, which in turn will coordi-
nate drone defence measures with air traffic control and the airport
operator. To avoid interface problems here, it would be ideal if the
drone defence systems contained a subsystem that could only be
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operated by airport police. Otherwise, the law enforcement agen-
cies would need to procure their own systems, which might not be
compatible with the systems bought by the airport operators. Such
cooperation is of course only possible, if all participating parties
agree to a financing concept - this might well be a problem in
states with a federal structure.

Concerning the protection of other properties/installations of criti-
cal infrastructure, for which law enforcement cannot always be
present (e.g., power plants), a so-called ‘security partnership’ be-
tween the operator of the plant and the responsible government
agency should be installed. Most likely, plant operators will only
show an interest in procuring such costly systems if comprehensive
drone defence measures are possible. In such constellations, a secu-
rity partnership could be organized in the following way: the op-
erator receives a permit issued to be the responsible state agency to
conduct certain, defined, active drone defence measures by him-/
herself if a certain, well defined threat scenario is met. Allowing
this could be achieved by transferring certain duties to the opera-
tor, if he/she is considered reliable and their personnel are trained
for these situations. The state monopoly on the use of force would
have to be broken, but drone defence is not about the defence
against another human being, but about possible damage to an
object, namely the attacking drone — which seems acceptable con-
sidering the severe consequences a successful attack could cause.

Conclusion

The current civil law allows certain protective measures and de-
fines the requirements to gain the approval for extended counter-
measures against threats delivered by UAS. It was the intention
of the author to show opportunities for the cooperation of
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stakeholders in two areas: one, detection and two, defence in
certain scenarios as described above.

There is legal leeway for effective drone detection and defence,
yet on the state side there needs to be determination to develop
the law further and use the leeway available. This is especially
true with regard to the new legal requirements of the EU drone
regulations. The registration obligation in this new regulation, as
well as the mandatory remote identification and the rule to respect
certain geographical zones are well suited to separate the wheat
from the chaff, i.e. to separate cooperative, legally operated drones
from uncooperative, illegally operated drones. The latter group
generally poses a threat to air space safety and in most cases also
for public safety on the ground, especially when committed with
criminal intent. In such cases, robust defences are justified,
because it cannot be expected that the attacked party can question
the reason for the irregular operation of a drone approaching with
high speed. Furthermore, the operator/owner of the drone who
does not stick to the law has to expect defensive measures by
potentially endangered third parties. Whether the operation of
defensive measures should remain exclusively with the govern-
mental agencies responsible for the safety and security or whether
it should be opened up to private parties via special permits
(security partnership) is up for discussion.
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The Juridical Landscape
of Countering Unmanned
Aircraft Systems

Introduction

Countering Unmanned Aircraft Systems (UAS) in international
armed conflict is a difficult task, since it can be hard to determine
the scope of a threat. There is no single threat scenario: the threats
come in various shapes, formats, and applications. A major com-
plication in countering UAS for defence purposes is caused by
emerging technologies such as autonomous applications imple-
mented in UAS.

An example of a UAS for military purposes that makes use of ad-
vanced autonomous applications is the ‘Harpy’, developed by Israeli
Aerospace Industries (IAl). The ‘Harpy’ is designed to attack targets
by self-destructing into these targets or, if no target could be engaged
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during the duration of the mission, return home. An undisclosed
number of ‘Harpy’s’ were bought by China in 1994. China created its
own system, the ASN-301, which appears to be a near copy of the
‘Harpy’; it was unveiled at a military parade in 2017. Examples of
autonomous applications can be found in consumer products as well,
such as active detecting, tracking and following of persons and ob-
jects, or waypoint navigation with autonomous trajectory calculation
and active obstacle avoidance based on the device’s sensor inputs.!
‘Both categories, commercially available drones as well as military
UAS, should be considered ‘autonomous’ in the way that they prob-
ably no longer require a permanent command and control link to
fulfil their mission. This eliminates many of the current countermeas-
ures which rely on jamming their radio transmissions.”?

Against the background of these already existing examples of ad-
vanced autonomous applications in UAS we will focus, without
delving into specific (advanced) autonomous capabilities, on coun-
tering UAS that make use of autonomous applications in general.
Our point of departure is Counter-UAS (C-UAS) systems with au-
tonomous applications within the scope of military operations for
defence purposes in armed conflicts. The developments on the au-
tonomy of UAS imply that current countermeasures, such as jam-
ming, will not be sufficient. Moreover, time can be a factor that
limits the possibility to counter UAS adequately. The difficulty to
detect and determine if a UAS is being used as a weapon -in an
early stage- is high, and countering a UAS is a time critical opera-
tion. It is possible that the time window to response is too limited
to leave the countering task solely to a human decision-maker and
therefore it might be necessary to implement autonomous applica-
tions in C-UAS operations as well.

In this chapter we investigate how the operational use of C-UAS
systems is connected to the Rule of Law and International
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Humanitarian Law (IHL) in general. Additionally, we will elabo-
rate on the review process of new weapons, means or methods as
described in article 36 of Additional Protocol I of the Geneva
Conventions (AP I), with a particular focus on emerging tech-
nologies. We also propose some considerations with regard to the
novelty of emerging technologies and how -and under which
rules, regulations and procedures- new countermeasures can be
shaped. We will especially reflect on how the review process of
the study, development, acquisition or adoption of new means
and methods of warfare, in article 36 AP I, might have to evolve
with regard to C-UAS systems that make use of emerging tech-
nologies such as data- and code-driven applications. Our chapter
will be divided into three sections.

In the first section, we will give a short introduction to the relevant
legal framework and a short explanation of the Rule of Law.
We will provide a general outline of the legal basis and the legal
regime of using countermeasures for defence in armed conflicts.

In the second section, we will discuss article 36 AP I and point out
some difficulties in C-UAS systems that incorporate data- and/or
code-driven applications, such as machine learning and artificial
intelligence. We will also reflect on the question as to whether data-
and/or code-driven applications in C-UAS can be seen as new.

Our considerations will culminate in the third section with reflec-
tions on the acquisition procedures, which leads to suggestions for
how to shape emerging technologies such as data- and/or code-
driven applications and how to provide safeguards in the acquisi-
tion procedures of C-UAS systems. We place emphasis on the fact
that it might be desirable to mandate a preregistration of the
research design as a requirement - without disclosing classified
information in these acquisition procedures - in order to provide
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transparency. More specifically, we will state that transparency is
needed with regard to future claims on the safety, security and
reliability of such applications, while transparency is also key in
enabling the contestability of decisions based on such applications
in terms of potential violations of fundamental rights.

Legal Framework and the Rule of Law

The purpose of a legal system is to have rules that bind all people
living in a community.? These rules are there to protect the general
safety and to ensure that the rights of citizens are protected against
abuses by other people, organizations or governments. Two basic
principles of any legal system are first, to have a code of conduct
that enables all relevant actors to know what their rights and obli-
gations are, thereby enabling a more predictable and efficient in-
teraction in any particular sphere of activity; and second, to set out
norms that are considered to be essential to protect basic shared
values. To find out which countermeasures can be employed in
situations of an armed conflict, it is necessary to establish a legal
basis and to determine the relevant legal regime. The legal basis
will answer the question of whether the use of force is legal, the
legal regime regulates the where, how and against whom the use of
force can be employed.* The legality of C-UAS systems will not be
discussed in front of a court, when there is no legal basis for the
operational use to begin with.

Legal Basis
Jus ad bellum refers to the conditions under which a state can le-
gally resort to the use of force.> The UN Charter states ‘All Members

shall refrain in their international relations from the threat or use
of force against the territorial integrity or political independence of
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any state, or in any other manner inconsistent with the Purposes of
the United Nations’® This provision is considered as binding upon
all states in the world.” However, there are three important excep-
tions to this provision: (1) individual or collective self-defence, as
described in article 51 of the UN Charter,® (2) a mandate of the UN
Security Council, as described in articles 39 to 42 of the UN Char-
ter® and (3) aid to the authorities of a state, in other words the use
of force on the territory of a third state requested by its govern-
ment.'® When it is determined that there is a legal basis for the use
of force, the next step is to determine which rules are there to obey
during the deployment of C-UAS systems.

Legal Regime

In addition to jus ad bellum, international law also seeks to regu-
late the conduct of hostilities, also called jus in bello. This relevant
legal regime is primarily based on IHL.! IHL limits the right of
parties to an armed conflict to freely choose any means and meth-
ods of warfare.!2 There are certain principles in an armed conflict
that are valid at all times and have as their purpose to strike a bal-
ance between humanity on one hand and military necessity on the
other.!® This balance is stated by the International Court of Justice
as ‘cardinal’ principles of IHL as, inter alia, basic norms of target-
ing.!'* These basic norms of targeting set rules on the use of certain
types of weapons. The main principles relating to targeting in IHL
are (1) distinction, (2) precautions and (3) proportionality.

Firstly, in order to protect the civilian population, the means and
methods used should be able to make a distinction; meaning that
no civilians or civilian objects may be attacked, but only combat-
ants and military objects.!> As a consequence, a state is never al-
lowed to use means and methods that are incapable of distinguish-
ing between civilians and military targets.'®
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Secondly, precautions in attack, which entails the prohibition of
the use of means and methods of warfare that are of a nature to
cause superfluous injury or unnecessary suffering.!” As a conse-
quence, all feasible measures should be taken to avoid or at least
minimize damage or injury to civilians from the effects of an at-
tack on a military objective.

Lastly, proportionality: in attacking a military objective in
situations where civilians and civilian objects are likely to be
affected, the attack may not be carried out if the estimated
collateral effects would be excessive in relation to the anticipated
military advantage resulting from the attack. In 1996 the Interna-
tional Court of Justice has addressed the issue of the IHL princi-
ples in the context of the use of weapons and confirmed that
these principles of THL apply [...] to all forms of warfare and to all
kinds of weapons, those of the past, those of the present and
those of the future.!®

Although the relevant legal framework of C-UAS systems -the
legal basis and legal regime- is quite clear, we are questioning
which problems in acquisition procedures might arise with regard
to data- and/or code-driven applications. As stated in the intro-
duction, our point of departure is the assumption that C-UAS
systems are likely to need to contain these emerging technolo-
gies, since current countermeasures such as jamming will not be
sufficient in some situations. ‘The fact that a weapon system did
not exist at the time a particular treaty rule of IHL came into
force or customary international law mnorm crystallized into
binding law does not preclude application of the rules.® To make
sure that future means or methods of warfare adhere to the rules
of IHL, it is necessary to have a meaningful review of these new
means and methods.
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Article 36 Additional Protocol (I)
to the Geneva Conventions

The question of whether data- and/or code-driven applications can
be seen as ‘new’ depends on the role these applications play in
C-UAS systems. This involves not just an understanding of the
technology itself, but also of the military use of that technology.2°
If the application solely collects data, without altering the nature
or content of the data, and does not further use that data, then it
would not be considered as falling within the scope of means or
methods of warfare. However, if the application would provide an
integral part of the targeting decision process, it becomes part of
means or methods of warfare.?!

An existing legal instrument to review the legality of new weapons
and weapon systems used in armed conflict can be found in article
36 of the first additional protocol to the Geneva Conventions
(AP 1).22 The article states that ‘In the study, development, acquisition
or adoption of a new weapon, means or method of warfare, a High
Contracting Party is under an obligation to determine whether its
employment would, in some or all circumstances, be prohibited by
this Protocol or by any other rule of international law applicable to
the High Contracting Party.®® This article is an example of a provi-
sion of [HL that is also relevant and applicable in peacetime, because
the process from the development to the employment of new weap-
ons does not usually take place during the armed conflict itself. New
weapons and means and methods of warfare should be reviewed
with respect to meeting the IHL targeting rules before being em-
ployed, to ensure that these new weapons employed during armed
conflict are capable of meeting the IHL targeting rules. IHL is the
only legal regime that has an instrument to review new weapons. For
example, there is no comparable obligation under human rights law,
the legal regime which would be applicable in a peacetime situation.
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Article 36 binds all parties and for all parties to AP I there is an
unequivocal duty to conduct reviews of weapons that are being
employed in an armed conflict. Moreover, article 36 reflects —
customary law, as it is argued that the obligation of a legal re-
view of new weapons, described in article 36 AP I, is only a
codification of a pre-existing customary obligation.?* This en-
tails that it is a binding obligation on (nearly) all NATO mem-
bers. Subsequently, there is no legal distinction between weap-
ons used in international armed conflict, a conflict between two
or more opposing states, and non-international armed conflicts,
a conflict between governmental forces and non-governmental
armed groups, or between such groups only.?* In this regard, the
International Criminal Tribunal for the former Yugoslavia right-
ly determined ‘What is inhumane, and consequently proscribed,
in internal wars, cannot but be inhumane and inadmissible in
civil strife’?® 1

Unmanned combat aerial systems are already a reality, for ex-
ample the Predator and the Reaper, and can be qualified as sys-
tems that are operated remotely.?’” Given the current state of
technology and the nature of the threat of a UAS, it is to be
expected that some form of autonomy in C-UAS systems is nec-
essary to effectively eliminate, for defence purposes, the threat

We would like to make two side notes, firstly, the mere fact that a state is not a party to AP I, does not automatically mean
that they do not conduct a review of new weapons. For example, the United States of America is not a party to AP I, but the
US Department of Defence (DOD) has a longstanding policy that requires a legal review of the intended procurement or
acquisition of DOD weapons. Secondly, article 36 is only applicable for weapons employed in an armed conflict, so it would
be desirable that a national government creates a policy driven application, other than those who form the basis of
article 36 AP 1, of review of new weapons to ensure compliance with legal norms when they want to take countermeasures
against UAS attacks within national security. [ref. M.N. Shaw, International law, Cambridge University Press, Seventh Edition,
2014, 5, 60; Protocole additionnel aux Conventions de Genéve du 12 aolit 1949 relatif a a protection des victimes des conflits
armés internationaux (Protocole I) ; Sipri 18.].
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of a UAS. The rules of IHL apply fully on such a C-UAS system,
although the means of complying with the applicable rules may
differ as a result of the fact that the operator is not co-located
with the system. This implies that the operator must be able to
verify that the target is a military objective to a reasonable lev-
el of certainty, especially when relying upon information pro-
vided by onboard sensors.?® Moreover, the fact that a weapon is
unmanned does not relieve those who plan, decide, and execute
attacks from the obligation to fully consider collateral damage
in assessing the proportionality of an attack.?®

‘The transformative potential of autonomy derives, first and
foremost, from the fact that autonomy can help the military to
overcome a number of operational and economic challenges as-
sociated with manned operations.”® For instance, to overcome
the problem of the short time window wherein a UAS threat
should be eliminated. Moreover, autonomous applications
change the means and methods of warfare on the aspects of
greater speed, agility, accuracy, persistence, reach, coordina-
tion and mass.?! It is self-evident that the same principles of
the rule of targeting apply to C-UAS systems that make use of
autonomous applications. This system must be capable of dis-
tinguishing between civilians and combatants and civilian ob-
jects and military objectives.?? It might be argued that new
technologies would make it easier to make this distinction,
since they can be programmed to identify military targets.
However, at the moment this is only possible in a limited num-
ber of circumstances; for instance, when the intended target is
unmistakably military and the operational environment is pre-
dictable.?* An autonomous C-UAS system should also be able
to make some kind of qualitative assessment to determine
whether an attack is proportionate or excessive in relation to
the military advantage anticipated.*
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It is questionable whether an autonomous system will be capable
of assessing military advantage, since this often requires the as-
sessment of the broader context, rather than only the physical
engagement of a target. Military advantage can extend beyond
the technical level, to the tactical and or even to the strategic
level. A well-known example of a counter weapons system that
already exists and uses autonomous applications, in order to pro-
vide military advantage, is the ‘goalkeeper’ of the Royal Nether-
lands Navy. Collateral damage in the open sea is negligible, since
a ship equipped with a ‘goalkeeper’ is operating in an environ-
ment with few to none civilian objects. Moreover, the conse-
quences of protection against an attack are a case of life and
death, since it is the moment of last resort.

‘Goalkeeper is an autonomous and completely automatic weapon
system for short-range defence of ships against highly manoeuvra-
ble missiles, aircraft and fast manoeuvring surface vessels. The
system automatically performs the entire process from surveillance
and detection to destruction, including selection of the next prior-
ity target.”*®

However, in the (onshore) world with many civilians and civilian
objects you will face several problems; (1) the C-UAS system
deals with a highly unpredictable and complex world, where
many factors have to be taken into account, (2) therefore, the
data- and/or code-driven applications in the C-UAS system must
be able to collect and interpret sufficient information in order to
classify threats and make a distinction between civilian and
military personnel and objects, and (3) even if a reliable distinc-
tion can be made, the algorithms must also be able to make an
assessment of (the probability of) collateral damage resulting
from engaging the threat, and whether this collateral damage is
not excessive in relation to the defensive objective.
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How to Provide Safeguards in the
Acquisition Procedures of C-UAS Systems

‘Before examining the manner in which legal reviews can be con-
ducted it is first important to understand the process by which
weapons are acquired. If the legal review of a new weapon is to
have any impact on the acquisition process of that weapon, then it
must not only be cognizant of the process of acquiring it, but also
be a part of that process. The acquisition process is complex but
can be broken down generically into several distinct phases: [...] a.
concept [...], b. assessment [...], c. demonstration [...], d. manufac-
ture [...] and e. in-service [...].7°

In this section we will focus on the first two phases in the acqui-
sition process, namely the phase of the ‘concept’ and the phase
of the ‘assessment’ This specific process is not officially guided
or determined by a legal process. Nevertheless, the system to be
acquired needs to comply with IHL, and therefore we would like
to emphasise the fact that in the case of emerging technologies
such as data- and/or code-driven applications, the legal norma-
tive impact might be severe. With this taken into account it is
desirable to open the dialogue with legal experts as early as pos-
sible in the acquisition process. Since as soon as functional deci-
sions in the design are made, without a dialogue with legal ex-
perts, the review of the legal normative impact afterwards can
become a difficult task since the design choices can entail a
‘black box’. As a result, the aim of the operational use of these
applications within C-UAS systems can become problematic,
since the normative impact within the juridical landscape cannot
be overseen.

‘a. Concept: The military will first have to assess what the ‘capa-
bility gap’ is that they wish to fill, i.e. what it is that the military
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wants the new system to do that its current equipment does not
allow it to do. Thereafter a concept for the weapon, weapons
system, platform or equipment will be developed. The acquisition
process will deal with the whole spectrum of equipment to be
acquired for military use, from beds to sophisticated weaponry.”’

We would like to point out that there exists a capability gap,
since the current equipment in C-UAS systems, such as jamming,
is not sufficient to counter the threat of autonomous UAS, and
there is a pressing need for better defence to adequately counter
these systems. The problem that needs to be solved is closing this
capability gap, and the problems related to distinction, propor-
tionality and transparency are problems that need to be focused
on in the acquisition process to counter the threat of autono-
mous UAS, and there is a pressing need for better defence to
adequately counter these systems. The problem that needs to be
solved is closing this capability gap, and the problems related to
distinction, proportionality and transparency are problems that
need to be focused on in the acquisition process.

‘b. Assessment: After the concept has been developed, it is fur-
ther refined and its characteristics delineated. If the equipment
being acquired is being purchased ‘off the shelf’, it may be pos-
sible to seek data on its performance from the manufacturer.”®

We would like to point out that if data- and/or code-driven ap-
plications are procurable as ‘off the shelf” acquisitions, it may be
desirable to include a specific review process in the pre-concep-
tual phase for the (research) design of data- and/ or code-driven
applications, which become part of a C-UAS system, in order to
be able to justify the countermeasures for defence in military
operations.
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Transparency of the Assessment

C-UAS systems equipped with data- and/or code-driven applica-
tions might introduce new risks regarding the decision support,
due to decreased transparency on how the data- and/ or code-
driven applications for decision support exactly function. It is de-
sirable that the assessment takes place early in the development
process of the concept and not at the stage when the concept is
fully developed. Monitoring the research design in the conceptual
development of data- and/or code-driven applications is key in
order to be eventually able to adapt these applications in C-UAS
systems in a responsible way. Without knowing how the analyses
exactly function, these applications can become a black-box and
cannot be used in a responsible way during military operations.
Hence, the transparency of the data- and/or code-driven applica-
tions must be guaranteed.

The research design contains the framework of research methods
and techniques chosen by a researcher. Several requirements in the
process of the research design can be imposed in order to provide
transparency and in the case of data- and/or code-driven applica-
tions determine the performance of a system.>® The goal of these
requirements is to ensure that such studies remain transparent and
to guarantee quality of the studies. The imposed requirements make
it easier to identify any research results that were found by chance.
In addition, these requirements enhance the replicability, and falsi-
fiability, of the research design.*® Whoever procures or acquires a
data- and/or code-driven application for a C-UAS should require in
the acquisition procedure that the research design is preregistered
(preferably with a highly trusted party). This preregistration in-
cludes the subsequent updates that were used to develop the ap-
plication. This will contribute to the contestability of claims re-
garding the safety, security and reliability of such applications,
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while also enabling the contestability of decisions based on such
applications in terms of potential violations of fundamental rights.*!

In terms of rules and regulations, there is currently no explicit le-
gal requirement for the preregistration of research designs in the
acquisition procedures of systems with data- and/or code-driven
applications for military purposes. We would like to state that this
requirement can also be a good example of how the review process
in article 36 AP I could evolve with these data- and code-driven
applications taken into account, and how these new means or
methods should be designed. In the acquisition of these applica-
tions the officials should be able to review the research design of
these applications, preferably via a highly trusted party, from the
very first moment in the development stage to the final implemen-
tation of the application.

The preregistration of research designs would create openness re-
garding the processes involved in developing a data- and/or code-
driven application’s capabilities. This approach makes the details
of an algorithm’s history, including its development history, and
performance clear for review during the acquisition procedure.
Preregistration of the research design is required to prevent opaque
data- and code-driven applications. It is important that the choice
of the data, the types of error it may contain and the way it has
been curated are explained in advance. The points that need to be
clarified during preregistration of the research design include:*?

» ‘The type of datasets used;

» The relationship between training data and validation data;

* How frequently testing took place, and what kind of sample data
were used for this purpose;

* How the hypothesis (about how the machine can learn most ef-
fectively) was developed;
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» All pre-processing choices — in addition to the choice of data,
this concerns the way data are cleaned up, how they are labelled,
and the range of potential labels (or alternative labels);

* The types of algorithms used, or the use of which use is planned.”

Who Should Review the Research Design?

When autonomous applications are applied in C-UAS systems and
used in military operations, these systems become part of the ju-
ridical landscape. The developments on autonomy can be traced
back in applications that are data- and/or code-driven, such as
machine learning and artificial intelligence. These forms of emerg-
ing technologies are becoming more and more part of our daily
lives. Therefore, these developments require us to take auxiliary
precautions in order to protect what is at stake: to prevent imple-
menting opaque data- and/or code-driven applications in C-UAS
systems. It is desirable to include in the review process of data-
and/or code-driven applications the standard of a research design
and it is recommendable to appoint reviewers who monitor the
development of the research design from the very first moment in
the acquisition procedure. Since transparency and classification of
information are at odds with each other, these reviewers need to be
highly trusted parties, who are allowed to work at the proper level
of classification.

‘For security reasons, such a thorough process necessarily pre-
cludes its being completely transparent. Nonetheless, for those
countries conducting it, its impact is keenly felt and this must be
considered a measure of its success. The answer to the need to
widen implementation of the legal review process is not the crea-
tion of an international agency to conduct or monitor such reviews,
but the strict adherence of States to the obligation imposed under
Article 36.*
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It is desirable that legal experts are involved in the different phas-
es of acquisition, even though this is not a legal process in itself.
Decisions will be taken throughout the acquisition process on the
basis of military requirements and commercial prudence,* it is
highly recommended that scientists who are involved in shaping
these emerging technologies and officials who lead the acquisition
procedures have a sustainable dialogue guided by legal experts, in
order to provide insights and theoretical reflection on the legal
normative impact of these emerging technological applications.

The review of the research design can be done by a highly trusted
party and a committee should be appointed with several experts
from different fields, especially legal experts need to be involved in
this committee, to ensure that the legal issues are addressed properly.

Conclusion

For operational efficacy, it might be necessary to deploy techno-
logically innovative C-UAS applications that tend to use data- and
code-driven applications. These applications come with the pre-
sumption, or promise, of enhancing capabilities, efficiency and ac-
curacy to counter UAS attacks.*® In this chapter we focused on
technological developments to counter UAS within the scope of
the rule of law and also on C-UAS systems via a dual analysis. The
dual analysis involved a delicate balancing act; on the one hand
we need -for defensive purposes- protection against the threat of
UAS in armed conflicts; on the other hand, we need to counter
UAS in a way that the chosen means or methods are in compliance
with the existing legal framework, and safeguards values and rules
within IHL. The delicate balancing act mentioned above entails
that it is necessary to take auxiliary precautions towards emerging
technologies in the acquisition process.
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Legal aspects such as transparency and contestability within the
juridical landscape, when these applications are used in C-UAS
systems, are important to take into account. Several requirements
need to play a role during the design phase and interrelated design
choices and should be connected to the acquisition procedures of
C-UAS systems.

Requirements on the design of applications are needed in order to
provide safeguards which endorse legal norms and values such as
contestability of the data- and/or code-driven applications in a
court of law. Requirements can include, for example, the obligation
that scientists who are involved in shaping these emerging tech-
nologies and officials who lead acquisition procedures have a sus-
tainable dialogue, in order to provide insights and theoretical reflec-
tion on the legal normative impact of these emerging technological
applications. It is also desirable that legal experts are consulted in
an early stage of the acquisition, and that a highly trusted party will
review the applications independently, since in-depth reflections on
these applications and presumed accuracy are needed.
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Arms Control of
Unmanned Weapons Systems:
Facing the Challenges

Introduction

Research and development within modern information technolo-
gies has resulted in rapid technological progress that is also re-
flected in the strategic and tactical considerations of military and
security policy decision-makers. Efforts to advance the automation
and digitalization of warfare can be observed in a growing number
of countries over the past few years. A prominent example of this
trend is the development, procurement and employment of Un-
manned Weapons Systems (UWS). Today, especially Unmanned
Aircraft Systems and drones are becoming more and more wide-
spread and commonly used throughout the international commu-
nity as they are setting the pace for progress. Aside from the mili-
tary advantages that can be expected, UWS also raise a number of
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new issues with regard to the danger of armament dynamics, as
well as the destabilizing effects of these weapons, and their legiti-
macy under international law. How should the advantages and
disadvantages of UWS be balanced, and how could adverse conse-
quences be limited? Due to their specific nature, UWS pose
a challenge for international arms and export controls.

UWS are highly complex and comprised of a variety of techno-
logical components. It is no longer hardware alone, but to an in-
creasing degree system control software, the interaction with ex-
ternal infrastructure, and the synergies resulting from the
interaction of various technological components that decisively
define the military capabilities of unmanned systems. Thus, mili-
tary effectiveness arises rather from ‘system complexity’ and is less
due to the individual components of an unmanned system. Most of
the technological components of UWS are so-called dual-use tech-
nologies, which predominantly originate from civilian develop-
ments. The proliferation of this civilian dual-use technology and
its military employment is very difficult to regulate or track, which
poses significant problems for export control measures. On the
other hand, fully civilian unmanned systems can also have the
potential for military applications and, possibly following some
modifications, could be employed as weapons carriers. Only a few
unmanned systems have unique and unalterable military attrib-
utes, or a design that obviously implies that they are purely used
for military purposes (an example would be the X-47B prototype
of a stealth drone). High payload capacities of unmanned systems
used to be a reliable indication of an intended armament and mil-
itary employment. However, many of the civilian systems are now
also designed in the first place as carrier systems with high pay-
loads, which is mainly due to their increasingly broad range of
tasks, such as scientific research and the transport of goods. Obvi-
ous indications for the military employment of an unmanned
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system would be existing armament, weapons stations, respective
targeting systems, or attack control software. However, sometimes
it is possible to simply remove or replace weapons payloads and
software, so that only an individual snapshot of the system’s ac-
tual configuration may point towards the intended use of an un-
manned system. By taking such measures, military unmanned sys-
tems could also be concealed as civilian systems, for example. A
purely external, unambiguous distinction between civilian and
military unmanned systems is therefore considerably exacerbated
by their system complexity and dual-use character.

With absolute certainty, the military character of some unmanned
systems will probably only become apparent through their use and
the resulting effects. Such a potential ‘military indeterminacy’ of
unmanned systems confronts the traditional verification approach-
es of arms control with almost insurmountable obstacles, and an
apparently continuous verification of unmanned systems for their
civilian or military character by using the existing instruments
seems impossible or infeasible. So far, traditional arms control has
been based mainly on the numerical, regional, and type-related
limitations of clearly defined and unambiguously identifiable
weapons categories. In most cases, verification of arms control
agreements was performed by detecting and counting weapon sys-
tems. By using such traditional instruments of arms control, it will
be possible to detect UWS today only if they expose unique and
unalterable military characteristics, as it is the case for, e.g. manned
tanks, combat aircraft, or warships.

For this reason, arms control of modern UWS has to face new re-
quirements, and thus, is in need of conceptual adaptations. Proven
approaches should be adapted to the extent possible, and supple-
mentary instruments should be developed where required. New
ideas must be elaborated, and creative solutions applied. With
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regard to UWS, future arms control must, on the one hand, cope
with the dual-use issue and address the blurred borderline between
civilian and military systems, and, on the other hand, must be flex-
ible enough to respond to new technological development trends. It
is becoming apparent that in the future, software (e.g. program
codes, algorithms, data) will affect and define weapon systems per-
formance more greatly than hardware. In conjunction with this
knowledge, a critical consideration of the potential impacts of in-
creasingly software-supported decision-making processes, which
will be a consequence of increasing automation, is strongly recom-
mended. In this context, the risk of a possible loss of human control
over future UWS requires special attention, which must be consid-
ered with regard to both the provisions of international humanitar-
ian law and the security policy implications of these weapons.

Arms and export control are still limited, particularly regarding the
various software components of modern weapons systems. As yet,
there is a lack of reliable instruments that can be used to regulate
and verify software codes, algorithms and data sets, and that are
capable of gaining international consent. Very similar circum-
stances and also overlaps can be seen with regard to arms control
efforts in the cyber domain and in space. In all these fields, arms
control research and the international discourse by experts are only
just beginning, and have to this point received too little attention.

Above all, there is still a lack of international awareness of the
risks and security policy implications of UWS. In this regard, the
essential lessons from the East-West confrontation era should be
recalled: On the one hand, the negative lessons learned and haz-
ards that originated from the arms race and the potential for mili-
tary escalation. And on the other hand, the stabilizing value and
mutual benefit of cooperative arms and export controls. Both as-
pects must be likewise taken into consideration, so that a serious
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interest by all parties in regulatory measures within the field of
UWS may evolve.

The path to the future regulation of UWS is a rocky and challeng-
ing one. Coordinated cooperation within the community of na-
tions, under participation of decision-makers, technological ex-
perts and scientists, will be vital to achieving that objective. In the
course of this process, regulatory approaches developed, negotiat-
ed and decided on the basis of international discourse must be re-
peatedly put to the test. The leap of faith provided within the scope
of arms control agreements must be substantiated by agreed and
reliable verification instruments.

For such a future arms control process, the underlying challenges,
preconditions required, and some bold starting points will be out-
lined below.!

Strengthening the International Discourse and
Establishing the Required Basics

As a subject, UWS are ‘difficult to grasp’ So far, there has been no
generally accepted definition or classification nor is there a clear
civilian-military distinction of unmanned systems. The internation-
al discourse on the future military employment of UWS, the result-
ing risks, consequences as well as the regulatory need has come to
a standstill. The causes for these difficulties lie, among others, in:

* the dual-use character of the individual technological compo-
nents;

The following sections are based on considerations of the author, which were first published in: Alwardt, Christian. (2019). Unbe-
mannte Systeme als Herausforderung fiir die Riistungs- und Exportkontrolle. In: Werkner )., Hofheinz M. (eds). Unbemannte
Waffen und ihre ethische Legitimierung. Gerechter Frieden. 85-109. Springer VS, Wiesbaden.
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* a missing basis of information - such as insufficient knowledge
of characteristics, synergies, and capabilities originating in the
underlying technologies;

* the use of different terms and notions;

» deviating political interests that in some cases contradict the
regulatory efforts.

A mutual understanding of what, on the one hand, defines UWS in
a broader sense, and on the other hand, how they might be more
easily classified would be an important foundation and precondi-
tion for a purposeful international discussion on arms control and
the non-proliferation of UWS. A discourse on the conformity of
fully autonomous weapons systems with the international human-
itarian law has been ongoing since 2014 within the scope of the
UN Convention on Certain Conventional Weapons (CCW). This dis-
course, however, has also been characterized by the difficulties
described above. A broader international debate on the peace and
security policy implications of these weapon systems is still pend-
ing. At the beginning of such a debate, awareness must be raised,
whether and to what extent, today’s and/or future UWS will impact
international security, jeopardize regional and/or strategic stabili-
ty, and expedite armament dynamics. A comprehensive interna-
tional consensus on the type and effects of the negative conse-
quences which may be associated with the increasing proliferation
and employment of UWS will be the basic precondition and moti-
vation to commence future negotiations on arms and export con-
trols, and to later promote them successfully.

Verification: Arms Control is Particularly a Matter of Trust
The success of arms control significantly depends on the contract-

ing nations’ trust in compliance of the agreements made and their
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verifiability. For this purpose, it is essential to clearly determine in
advance what exactly should be regulated, and how this can be
validated. This is the traditional approach within arms control.

However, considering the missing definitions and clear civilian-
military distinctions, this proves to be difficult with regard to UWS.
Reliable verification of the quantity of unmanned weapons is bare-
ly possible in this manner. The military characteristics of un-
manned systems are also difficult to validate as they are less linked
to distinct military attributes but rather emerge from the interac-
tion of various dual-use technologies, the system software in par-
ticular. With regard to weapons systems, this dual-use issue is not
a new one, however, as it relates to unmanned systems, it is par-
ticularly severe. Distinct identification of certain UWS and verifi-
cation of their military capabilities (such as the level of automation
or the abilities to get a situational picture) are yet unresolved prob-
lems that require new approaches as well as an increased aware-
ness of the problem space itself.

On the one hand, in order to identify appropriate starting points
for future arms control and (technical) verification instruments in
the area of unmanned systems, knowledge and understanding of
software technologies and their increasing share in the build-up of
capabilities and the automation of unmanned systems must be
consolidated. On the other hand, the potential paths of conversion
of civilian to military unmanned systems should be mapped and
analyzed in technological terms. In this way, essential insight may
be gathered as to where future regulatory and verification meas-
ures can best be applied.

A potential solution might also be to conduct ‘in-depth’ examina-

tions, which could lead to more detailed detection and analysis of
the individual system components - maybe even of the system
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software. Based on this, more accurate conclusions might be drawn
as to the military potential and the characteristics of an unmanned
system. However, the fact that nations want their weapon systems
to be understood as ‘black boxes’ within the scope of arms control
- means, they do not allow profound insights into the system or its
functioning - makes a broad acceptance of this type of verification
seem unlikely. Moreover, such time-consuming verification might
quickly reach the limits of its feasibility in case of a large number
of systems to be verified.

Further, discourse on arms and export control of UWS should not
pause simply because there are no reliable verification instruments
yet. In order to counter the dilemma of confidence, at least in the
beginning, and to advance the discourse, voluntary transparency
measures carried out by those states developing and/or operating
UWS could be an interim solution to establish confidence.

Helping to Resolve the Conflict Between
‘Autonomy’ and ‘Control’

In the course of nearly any discussion about the future develop-
ment of UWS, the terms of ‘automation’ or ‘autonomy’ are used at
some point and the conditions for adequate ‘human control’ are
debated. There is no international consensus today as to what is
meant by ‘autonomy’ or ‘human control’, nor as to which system
functions these concepts apply and, above all, how they relate to
one another. It seems obvious that there is a conflict between the
concepts of ‘autonomy’ and ‘control. Any attempt to clearly de-
fine these terms on an international level and in a manner gener-
ally applicable to UWS failed thus far and seems to be a hopeless
pursuit in moving forward. Instead of continuing to focus on ter-
minology, the discourse on UWS could also be based on potential

422



Arms Control of Unmanned Weapons Systems: Facing the Challenges

scenarios of deployment. Such a scenario, for example, could be
drawn on the following four factors, each to be assessed in rela-
tion to the weapons system used and to be weighted with respect
to one other:

[F1] the technological capabilities of the weapons system (deter-
mined by hardware, software, and supporting infrastructure);

[F2] the operational context (objective and sturdiness of the mili-
tary operation);

[F3] the complexity of the operational environment (such as bat-
tlefield or dynamic urban environment);

[F4] the level of human control (e.g. with regard to system guid-
ance, the generation of a situational picture or dedicated deci-
sion processes, such as target selection and weapons employ-
ment).

By analyzing the combination of these different factors, the objec-
tive would now be to identify deployment scenarios that are prob-
lematic on legal, ethical or security policy levels, and to regulate
them accordingly. An example scenario would be the employment
of an UWS featuring only simple sensor equipment and limited an-
alytic computing performance (F1) that should be used to identify
and eliminate enemies (F2) in an urban environment (F3), but is not
operated or monitored by a human operator at the same time (F4).
Now, the question arises whether a problematic scenario of deploy-
ment will emerge from this combination of factors, and if so, how
could such a scenario be avoided by applying specific regulations?

Such a scenario approach requires detailed elaboration, and in par-
ticular, must be feasible. Preliminary work that might be helpful
with regard to assessing and describing the factors has already
been done.! Building upon this, it may be possible in a second step
to better comprehend the conflicting relationship of autonomous
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acting and ‘human control’ of unmanned systems, and to differen-
tiate operational forms of ‘autonomy’ from one another without
getting lost in rigid definitions. In addition, it might be possible in
such a manner to find feasible solutions that may serve to ensure
the required measure of ‘human control’ for unmanned systems.

Traditional Arms Control -
Regulation of Today’s and Consideration of Future UWS

In the past decades, arms control of conventional weapon systems
and weapons of mass destruction had been subject to a number of
bilateral and multilateral arms control treaties. For example, strate-
gic nuclear weapon systems were limited (New START treaty),? car-
rier systems were disarmed (INF treaty),? or conventional weapon
systems were limited in terms of their numbers and locations of
employment (CFE treaty).* There are also a number of transparen-
cy- and confidence-building measures, such as the Vienna Docu-
ment or the UN Arms Register.” In most cases, these treaties do not
explicitly distinguish between manned and UWS, which means that
- at least in theory - they are applicable to today’s UWS. Unfortu-
nately, these traditional arms control agreements have been in-
creasingly questioned for some years now; once pioneering and
successful agreements such as the CFE treaty or the INF treaty are
already a matter of the past. Nevertheless, today’s UWS should be
examined with regard to the options for their regulation in terms of
traditional arms control. In case of the agreements still in existence,
doubts as to their scope must be eliminated and, where necessary,
specific additions to today’s UWS must be made. Although this step
may initially only be successful with regard to those UWS that have
a clear military typology (main weapon categories, such as tanks,
combat aircraft), it would be an important measure to strengthen
the overall basis of trust in conventional arms control. Within the
framework of current efforts to revive conventional arms control,
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e.g. in the form of a CFE successor agreement for Europe, current
and future UWS must be addressed from the outset. The issues that
will arise in connection with the dual-use character of the underly-
ing technologies and the issues in differentiating between civilian
and military unmanned systems, but above all whether and how
conventional arms control can keep pace with technological devel-
opments in the future must be clearly addressed in this instance.
Within the scope of nuclear arms control, for example, in the nego-
tiations on an extension of the New START treaty or a successor
agreement, new unmanned carrier systems or future hypersonic
weapons must be taken into consideration in addition to existing
carrier systems, such as strategic bombers and ballistic missiles.

With development and automation progressing, UWS will no longer
fit specified frames as clearly as previous main weapon categories.
In addition to the dual-use issue, the reason for this is their non-
physical military potential, which will be determined less by hard-
ware and more and more by software and networking features. For
this reason, the categorization of weapons systems would have to be
re-considered to take these additional criteria into account, and to
be able to design new types of verification measures based on them.

Arms control could increasingly move towards regulating military
potentials as a whole instead of the number of previously defined
major weapon systems as in the traditional sense. To this end, un-
manned systems would in the future have to be categorized on the
basis of their individual military capabilities and characteristics in
order to determine their individual military potential. Such an as-
sessment would be possible by examining their design and techno-
logical components. Conclusions could be drawn on (1) general
performance parameters (velocity, agility, range), (2) armament ca-
pacity (depending on design and payload), (3) special military
characteristics (stealth, armour) and (4) the individual degree of
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automation or autonomy (based on software, sensor technology,
data links). However, it seems rather unlikely today that nations
will grant such deep insight into their military systems. Conclu-
sions on the military potential could also be drawn by performing
an external inspection of the unmanned systems (with regard to
design, size, special characteristics) and a systematic demonstra-
tion of their capabilities. One approach to this could be a “Weapon
Review Process’ developed and standardized on an international
level, as is already in place in many cases on a national level. In
this manner, however, the capabilities and characteristics of un-
manned systems could only be estimated by tendency, and there is
generally a very high potential for deception. It is also not clear yet
how individual capabilities would have to be evaluated, or how
military potential would ultimately be calculated. It will not be
possible to assess the software capabilities of an UWS from the
outside. In addition, such an approach would probably require a
very large number of single unmanned systems to be examined
and verified individually for their capabilities and characteristics,
which would quickly push arms control to its capacity limits. So
far, traditional arms control will probably only be feasible with
regard to UWS if military potentials can be clearly identified on the
outside and verified with existing methods, but this issue should
not prevent us from ‘re-thinking’ arms control.

Developing New Approaches to Regulation

Traditional arms control must be extended by new approaches to
meet the new challenges. Rules of engagement for UWS applicable
throughout the world might be a reasonable and effective addition
to arms control. The particular attraction of such rules is that they
would not be applied directly to an unmanned system or its indi-
vidual technological components, but would regulate the use and
operational context of unmanned systems in general, with the objec-
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tive of regulating certain military effects. Such an impact- and con-
text-based regulation would not be confronted with the dual-use
issue and the difficulties of categorizing UWS. An international ar-
rangement on clear rules of engagement could thus help contain the
potentially destabilizing effects of the use of unmanned systems in
terms of arms control. On the one hand, the result of such rules could
be the deceleration of machine-based decision-making processes
with regard to certain military operations, which would otherwise be
too dangerous to rely on being time-critical. On the other hand, it
could be agreed that certain analysis processes, conclusions or deci-
sions will be reserved for human beings only, that operation with
UWS in urban areas will be restricted, or that military operations
must take place exclusively in a battlefield environment. There are
three potential categories for rules of engagement: (1) spatial restric-
tions in deployments, (2) operational restrictions in deployments,
and (3) capability restrictions. Such rules of engagement also offer a
link to the international discourse on autonomous weapon systems
within the scope of CCW, where demands for ‘meaningful human
control’ or an ‘appropriate level of human judgment’ are already be-
ing discussed. So far, there is a lack of workable concepts of imple-
mentation. An essential challenge is the verification of compliance
with the rules of engagement. Up to now, there have been no proven
verification mechanisms for this. Initial considerations have been
made as to how, for example, an independent, international moni-
toring of the employment of UWS could be made workable.® There is
still a considerable need for research on this complex set of issues.

Regulation of Weapons-relevant Key Components
In most cases, the focus of traditional arms control is on entire
weapons systems. However, modern weapons systems are becoming

increasingly complex, and consist largely of dual-use components,
which makes their regulation as a whole more difficult. However, if
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specific technological components or armaments could be identi-
fied that are significant for certain categories of UWS and their
military capabilities, these key components alone would create a
lever for arms control regulations. In the future, arms control could
then concentrate to a greater extent on these weapons-relevant key
components instead of a complex weapons system per se. Examples
of the specific identification and description of relevant key compo-
nents can already be found within export control. For instance, the
Missile Technology Control Regime (MTCR) lists subsystems and
technological components that are relevant for the construction of
military ballistic missiles or drones, and are therefore subject to
export restrictions or bans.” Applying arms control to weapons-re-
lated key components could be an interesting approach that could
benefit from previous lessons learned in export control.

Prohibition and Ban of Certain Future Weapons Developments

The need for arms control is often only realized when weapons
systems have already been fielded, and their implications for secu-
rity policy and international law can be observed immediately. The
traditional approaches to arms control, therefore, revolve primarily
around the regulation and limitation of existing weapons systems.
However, once weapons systems have been stationed ‘throughout
the world’ and on a broad scale, it is much more difficult to pro-
hibit or regulate them. Nevertheless, there are also arms control
approaches which aim at intervening in the development of certain
weapons or prohibiting them in advance. On the one hand, there
are the negotiations within the scope of the UN Convention on
Weapons (CCW), whose task it is to discuss the unlawfulness of
certain weapons or weapon applications, and, if necessary, to pro-
hibit them, as it was the case, e.g. with regard to blinding laser
weapons. From this point of view, CCW has also been holding ex-
pert talks on Lethal Autonomous Weapon Systems (LAWS) since
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2014. On the other hand, the concept of Preventive Arms Control
(PAC) provides an approach that focuses on the security policy
implications of future weapons.® The objective of PAC is to iden-
tify in advance the potentially destabilizing consequences of future
UWS and to regulate their technological research as well as devel-
opment paths in such a way that critical systems will not even be
fielded and employed.

In both cases, an awareness of future UWS risks under interna-
tional law or security policy must first be raised on a broad inter-
national front and their containment must be seen as a win-win
situation for all parties concerned. In addition to the willingness to
engage in intensive political debate, this process requires in par-
ticular a comprehensive analysis and technology impact assess-
ment of both new weapons technologies and future UWS.

In the end, it is conceivable, that automated UWS that are capable
and intended to make a life-or-death decision in a mission without
human intervention could be prohibited or banned. Conversely, the
question arises under what circumstances would sufficient human
control be guaranteed? The current discourse on meaningful hu-
man control reveals numerous obstacles and shows how difficult it
is to achieve a common international understanding of this. How-
ever, a pragmatic solution could also lie in encouraging UWS to be
programmed in such a way as to encourage rule-based and funda-
mental protection of human life. Such ‘laws on robotics’ were first
formulated in literature by Isaac Asimov.” An automated UWS
could thus be prohibited from self-directed target analysis or selec-
tion, and the killing of humans in general. However, a human op-
erator would still be free to take full control of the system to carry
out a lethal weapons employment. The difference to many previous
control approaches is significant. In most cases, the human opera-
tor only had the right of veto, for example to stop a machine target
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selection or an automated weapons employment. However, if UWS
are programmed to protect human life in all cases of doubt, this
programming would have to be overridden for a lethal attack by a
human being consciously taking over full control of the unmanned
weapons system. It is then up to human operator to analyze the
situation, determine goals, and initiate the employment of weap-
ons, which means that in the end the human really bears the direct
responsibility for the act of killing. However, ensuring that such
programming of UWS is permanently secure and verifiable is not
trivial, and so far, trusted ideas for implementation have been lack-
ing. For this reason, Isaac Asimov’s laws on robotics will remain
science fiction for the time being,.

Limitation of the Proliferation?

Over the last decade, unmanned military systems have experienced
considerable proliferation, and the number of actors operating with
UWS has steadily increased (horizontal proliferation). In addition, a
number of nations are making increased efforts to further develop
the technology of UWS, and to advance their automation. The pro-
gressive integration of these systems into various military domains
and the emergence of new spheres of operation can also be observed
in this context (vertical proliferation). The steady proliferation of
UWS goes hand in hand with the proliferation of their security risks.

The commitment and interest of the international community in
the non-proliferation of UWS has not been very strong so far. On
the contrary, for some years now there has even been an erosion of
existing export control regimes (e.g. the MTCR) since economic
interests in the export of UWS are gaining increasing influence in
many nations.!® In addition to the export of complete military un-
manned systems, it is primarily dual-use technologies that contrib-
ute significantly to the proliferation and military adaptation of
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unmanned systems, and open up various proliferation paths. How
this dual-use issue can be better addressed in export control is thus
far an unsolved problem. A starting point for this could be pro-
vided by previous lessons learned from the ‘general-purpose’ crite-
ria used in the field of biological and chemical weapons regulation.
It is also conceivable that an international export monitoring sys-
tem could be established to track the global export/import of such
dual-use key components that are not only significant for the de-
velopment of UWS but also considered problematic. If a critical
combination of such key components were then assigned to a sin-
gle actor, this could be interpreted as an indication of the desired
development of such a weapons system. As a reaction, interna-
tional export restrictions on the actor and related dual-use tech-
nologies could then be put into effect. To this end, however, it is
first necessary to clarify internationally, which kind of UWS should
be regulated, and which would be the critical combination of key
components. It should always be borne in mind that export con-
trols can quickly develop a discriminatory character if they do not
apply equally to all nations, and thus may lose their legitimacy.

Conclusion

The proliferation and automation of UWS is increasing worldwide.
While the international legal dimension of the use of autonomous
weapon systems has been discussed for several years within the
scope of the UN CCW, the security policy implications of UWS have
so far lacked the necessary attention. In a time of increasing inter-
national tensions and a weakened international security architec-
ture, the security policy risks potentially associated with UWS pose
a particular threat to stability and peace. Arms control can suc-
cessfully contain this danger - a lesson learned from the Cold War,
but which now seems to have been forgotten. However, the
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traditional approaches to arms control alone can no longer meet
the requirements posed by modern UWS. Arms control must, there-
fore, be rethought and should not hesitate to take bold steps. But
there is no reason to gloss over anything; this will be neither an
easy, nor a fast process. In this respect, many questions are still
pending, and creative solutions must be worked out, so that con-
fidence in arms control can also be ensured in the future. Some
more or less realistic approaches have been presented here. An
important first step would be to raise awareness of the security
policy risks of UWS and to recognize the benefits and necessity of
arms control internationally. If there is the will to do so, then
answers to the many open questions will be found - this much
mankind has always proven in the past.
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Research, Development,
and Acquisition of
Counter-UAS Technologies

Introduction

In general terms, Research, Development and Acquisition (RD&A)
can be loosely defined as the efforts undertaken by companies and
governments to innovate and introduce new products to achieve or
enhance specific capabilities. Therein Research and Development
(R&D) can be understood as the process towards the maturing of
technologies, while acquisition is widely recognized as the bureau-
cratic management of the procurement process that deals with the
investment in technologies, programs and products.!

Commonly, RD&A is separate from most operational activities not

expecting immediate benefit but aiming for long-term advantages
of the sponsoring entity. That accounts even more for defence-
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related RD&A, which are typically not constrained by classical mar-
ket rules mainly due to the much greater complexity of the user and
a general absence of a profit motive by governmental agencies.?

While the definition of necessary capability requirements is an in-
herent part of acquisition processes, R&D cycles are less the sub-
ject of outside demands than of focused investments and time. The
following chapter shall show basic observations and trends of
RD&A in the past, highlighting findings specific to C-UAS RD&A.
Moreover, it will outline acquisition and cost-related aspects im-
portant for C-UAS technologies and finally drawing conclusions
specific to the future development of such systems.

Technology Development

To grasp the complexity of RD&A, it is necessary to understand the
individual maturity stages, their integration and transfer towards
products as well as the targeted market. Neither Research nor the
Development of individual Technologies or Systems is a linear
process of which the timelines or end states can be accurately
predicted.

One prominent example can be found in Graphene' and related ap-
plications. After its first discovery in the early 2000s, it was quick-
ly attributed with a game-changing nature. Despite Graphene’s
superior properties such as electrical and thermal conductivity,
barrier properties and high strength, the research struggled to uti-
lize it in a larger scale. This is mainly due to the fact that it is not
trivial to upscale Graphene technologies in an affordable way.

Graphene is a modification of carbon in the form of a single layer of atoms in a two-dimensional honeycomb lattice in which one
atom occupies each vertex.
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Hence, the initial ‘hype’ was followed by smaller steps than ex-
pected leading to partial disillusion.

Assessing the Maturity of Technologies

The concept of Technology Readiness Level (TRL) is well under-
stood and commonly used by the scientific community to describe
the maturity of technologies ranging from the observation of basic
principles (TRL 1) to the prototype demonstration in a relevant en-
vironment (TRL 6) towards ‘mission-proven’ systems (TRL 9). Orig-
inally introduced by the National Aeronautics and Space Adminis-
tration (NASA) in the late 1980s, the nomenclature is also used to
evaluate specific research projects or individual technologies.

While the taxonomy of TRL is best suited for individual technolo-
gies, it lacks the structure to assess the maturity of complex systems
comprising multiple emerging technologies. Instead, other method-
ologies such as the System Readiness Level (SRL) are used to pro-
vide a qualitative and quantitative estimate of the level of readiness
of a system. Those models, based on matrix algebra approaches, are
the attempts of individual organizations to quantify and mitigate
risks related to technology developments. In contrast to TRL other
Readiness Levels are relatively new and not that commonly used.?

Even if technologies mature, successful transition to neither ap-
plications nor capabilities is certain. A phenomenon known as Val-
ley of Death symbolizes the challenges for academia, governmental
research and industry to operationalize ideas. While precise defini-
tions vary, the principle problems can be summarized as the lack
of funding, the cultural differences between academia and indus-
try, the absence of customer awareness or an ever-changing re-
quirement space.® Governmentally funded research institutions
such as the German Aerospace Center (DLR) are designed and
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Figure 24.1: Bridging the Valley of Death by Governmentally Funded Research.*

tasked to carry out the necessary Technology Transfer towards a
real-life product in close cooperation with academia and industry.

From Technology to Capability

To be successful, an emerging technology or a novel system will not
only need to be mature, rather it requires a broad understanding and
adoption by the user. If not forced, that is more a function of time
and costs rather than the technology itself. Today’s widely used
technologies such as landlines or washing machines needed more
than 50 years from entry to the market to full market penetration.®

In other words, technological driven military disruptions often

need decades to mature and to be operationally effective. That can
anecdotally be illustrated by the 36 years necessary from the
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Figure 24.2: Technology adoption rates measured as the percentage of households in
the United States using a particular technology.

Baldwin Patent for an internal combustion engine in 1879 to the
first tanks entering the military inventories in 1915 resulting in
Mechanized Armour; or the appearance of first operational Jet Air-
craft, the German Messerschmitt 262, on the battlefield in 1944
rooting back to the 1910s Coanda Ducted Fan.

In the last forty years, the adoption of new products by the market
has accelerated as has the pace of technology developments in
specific fields. Moore’s Law is one of the most illustrative examples
based on the observation that the number of transistors in a dense
integrated circuit doubles about every two years. Microprocessors
being the basic technology for numerous applications, their expo-
nential growth in performance leads to numerous of other new
technologies. Unlike common market mechanisms, military acqui-
sition programs had struggled to adapt at the same pace.”
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To be truly relevant for or successfully utilized by the military,
RD&A has to be closely aligned with doctrinal and conceptual
developments. The current Chairman of NATO’s Military Commit-
tee, Air Chief Marshall Sir Stuart Peach, argued for the necessity of
the militaries to define ‘[...] the relevant military use [...] rather
than technology telling people what they can do, [...J'8

Specifics to C-UAS Technologies

As it is possible to draw general conclusions for RD&A, it is also
possible to have a closer look into specific key technologies rele-
vant to countering Unmanned Aircraft Systems (UAS). Aside from
the specific technologies, we must also include the UAS and
C-UAS ecosystem to understand the dynamic that is characteristic
for this market and has to be considered for any RD&A decisions.

Pledrau well by reachod

I F00N

LA

© AUAV

— A - ) “ -
Plrahe lecrmcpnage:is Beraran e s # g
iRt K by LiBags b Sglmry I
Sy 1
F Tart Aarnd o AAPc Tanen
¥ Dl e D

Vary

L EVE 2

time

Figure 24.3: Selected emerging technologies relevant for (counter) UAS technologies
projected on Gartner Hype Cycle as of July 2018.1?

442



Research, Development, and Acquisition of Counter-UAS Technologies

Since the acceleration of the United States’ global UAS operations in
the beginning of 2008, the numbers and types of UAS have rapidly
evolved.® While the military user was the major driving force behind
the utilization of UAS in the very beginning, the rise of commercial
manufacturers and the introduction of new business models have
shifted that situation. A broader technological basis and decreased
costs have allowed a wider utilization of the required technologies
allowing defence related RD&A to focus on add-on research.

Maturity of Counter-UAS - Reality Check

A first indication of the current maturity and expected advance-
ment of related technologies can be derived from strategic technol-
ogy assessments such as the Gartner Hype Cycle model. It charac-
terizes the exemplary progression of emerging technologies from
an enthusiastic innovation trigger through a period of disillusion-
ment to an understanding of the technologies utilization.!® Al-
though not fully congruent for some technologies, those general
trends give a good understanding and comparison over time.!!

According to Gartner, Mobile Robots and Autonomous Vehicles
reached their peak of expectations for civil applications in 2013.
Half a decade later, technical and non-technical obstacles remain
preventing them from utilization for day-to-day operations such
as integration in the civil airspace or performing long-haul flights,
especially for small UAS and drones. Nevertheless, a steadily grow-
ing number of market entries beyond private customers indicates
growing maturity.!?

Highly Dynamic Interaction Between Market and RD&A
Following a similar pattern, exemplary C-UAS technologies such as

3D Geofencing or general Drone Countermeasures are experiencing
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their medial overenthusiasm while others have already claimed to
be operational ready reaching their plateau in the near future.'*
Taking into account that successful C-UAS operations require the
interplay of the whole processing chain stages, maturing only iso-
lated stages will make them not operationally effective.!® For the
very reason that the advancement of commercial and military Un-
manned Aircraft will result in more performant systems, numerous
research questions around technology, safety, practicality, policy,
and legality of C-UAS measures continue to be of high importance.'®

Meanwhile, the market of C-UAS systems and the number of man-
ufacturers have skyrocketed. As of September 2019, at least ninety-
five countries operate UAS and the number of market available
C-UAS systems or sub-systems has exponentially increased from
about 12 in 2015 to 537 in 2019. At the same time, the number of
manufacturers increased to about 277.!7 Furthermore, a steadily
growing number of tier suppliers at all levels has resulted in multi-
level partnerships accelerating innovation for both Unmanned Air-
craft and Counter Systems, in hardware, software and services.'®

Multifaceted and Multi-layered Threat — No Single Solution

The current non-technological as well as technological landscapes
including industrial solutions do already indicate the fast amount
of future challenges posed to C-UAS Systems. Given the multifac-
eted and multi-layered threat environment, the response cannot be
based on single solutions in any of the processing chain stages or
for any given military scenario.!®

‘[...] it has proven difficult to identify and mitigate threats using
currently fielded technologies’,?° which is mainly due to drawbacks
such as camera systems being degraded by weather conditions,
radar systems picking out low flying small UAS and drones very
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late or interdiction methods only working for specific entry
modes.?! However, the aforementioned dynamics in R&D and mar-
ket demand indicate that the rapid advancement of individual
technologies will be very likely, but the effectiveness of counter-
measures will still rely on the ‘weakest’ stage in the process chain.
Hence, even if all individual elements of C-UAS or air defence
capabilities are well developed and in place recent developments in
UAS operations in Libya show that the effectiveness of C-UAS can
be limited if confronted with an overwhelming number of UAS.??

Challenges for Technology Research -
the Cat and Mouse Game

'This threat is evolving every three to six months — it is just that adaptive . .. This is going to be
a continuing challenge due to the adaptive nature of the problem of being able to use small
drones in so many different ways and you cannot rely on one technique to respond to them.’”3

Vayl S. Oxford
Director, US Defense Threat Reduction Agency, March 2019

In the absence of fully autonomous capabilities operating drones
still relies on the smooth interplay of all Unmanned Aircraft Sys-
tem Components as introduced in Chapter 1 (cf. p. 13 f.). The com-
plexity of comprehensive C-UAS operations has been introduced
in Chapter 4 (cf. p. 55 ff.), show-casing numerous possible entry
modes to disrupt that interplay of technologies.

Since militaries are generally depending on most of those tech-

nologies, not only for UAS operations, significant efforts and re-
sources are devoted to ensuring their smooth operations also in
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contested environments. A kind of an arms race has already start-
ed either intentionally by the defence and security sector or unin-
tentionally by manufacturers improving their products. Some of
those efforts can be already found in the available literature and
current research portfolios of nations.?*

Robust Navigation - Current Effectors Might Fail

To navigate a UAS and drones properly, accurate values of its posi-
tion and orientation are needed. Therefore, usually data from a
space-borne navigation system like the Global Positioning System
(GPS) are used. The signals coming from such systems can be
jammed or spoofed, causing the loss of the system or at least a mis-
sion failure. Besides, GPS signals are degraded or absent in many
areas hampering the operational use of UAS.?

The majority of market available effectors of C-UAS systems use
these two aforementioned countermeasures. Hence, great efforts
are currently underway by militaries but also civil UAS and drone
manufacturers to harden their products towards more resilient
modes of navigation.?® Countermeasures dealing with this problem
are described in the following paragraphs.

Jammers can be countered by using a Controlled Radiation Pattern
Antenna (CRPA), which either can steer the radiation pattern of the
array to form a spatial null towards the jammer or to provide addi-
tional gain towards the satellites. A notch filter in the receiver front-
end can mitigate Continuous Wave (CW) signals, adaptive notch
filters can be used to counter chirp signals' to a certain extent.

" Chirp signal frequency increases or decreases with time. That mode of signals is commonly applied to sonar, radar, and laser sys-
tems, and to other applications, such as in spread-spectrum communications.
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Figure 24.4: Principle function of Visual Odometry.?”

In this context, it has to be mentioned that low-cost Commercial
off-the-Shelf (COTS) receivers are often more robust against chirp
jammers than professional receivers. COTS receivers often have
very narrow front-end filters, so that the most part of the chirp
ramp is suppressed by these filters. Professional receivers usually
use front-ends with a broader bandwidth. This allows a more
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accurate measurement but also increases their vulnerability to
chirp jammers. To fill this gap, wideband Global Navigation Satel-
lite System (GNSS) signals like Galileo E5 or Galileo PRS allow
advanced mitigation techniques.

To counter Spoofing, the use of array antennas is a feasible meth-
od. So the footprint of the signal can be as small as possible, and a
side interaction suppressed. More actively, arrays can be used to
assess the directions of incoming signals indicating whether the
signal is artificially created or from different satellites. Also, inter-
nal information generated by a UA’s or drone’s inherent sensors
can be used to identify a spoofing attempt and to react. Meacon-
ing' can be countered by the same techniques used to navigate in
GNSS denied environments.

On-board Navigation and Positioning -
Hampering External Manipulation

In the absence of external navigation information, an onboard
initial measurement unit has to provide the required data. A lo-
calisation and mapping algorithm can build up a live map which,
in combination with a visual sensor, can be matched to the cur-
rently captured image of that sensor. Another possibility is Visual
Odometry (VO), a procedure which estimates the position and ori-
entation of the UA analysing the deviation induced by the motion
of the vehicle regarding images captured by onboard visual sen-
sors (cf. Figure 24.4, p. 447).

" Meaconing is the interception and rebroadcast of navigation signals. These signals are rebroadcast on the received frequency,
typically, with power higher than the original signal, to confuse enemy navigation.
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Figure 24.5: The DLR developed transportable optical ground station (TOGS) and the

‘Free-space Experimental Laser Terminal II"will allow secure data communications be-
tween the aircraft and the ground.

Future techniques will use not only visual cameras but also infor-
mation coming from microwave sensors like radar images. In com-
bination with information generation based on Artificial Intelli-
gence (Al) algorithms, the position and orientation of the UA can
be calculated more accurately. New technologies with respect to
quantum navigation and timing can also lead to accurate, inde-
pendent positioning and navigation of UAS.?®

New Command and Control links — Expanding UAS Performance

Safe operation of UAS requires a stable command and control link
between the pilot on the ground and the UA. Conventional links
will gradually deteriorate when the distance increases, making the
link more vulnerable to interference and sudden condition chang-
es, which in turn can compromise safe flying. New network tech-
nologies offer promising solutions. An example is the usage of
Internet Protocol (IP) datalinks based on commercial Long-Term
Evolution (LTE) networks or specific Information Technology (IT)
infrastructure. Multi-static transmitters, robust coding schemes as
well as the very high sensitivity of receivers offer unique condi-
tions for robust communication to small UAS and drone swarms.?
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UAS carrying a variety of sensors for monitoring and surveillance
generate new needs for large data transfer in real-time. Free Space
Optics (FSO) communication provides data rate capabilities of up
to several Gbit/s at unprecedented distances with low transmitter
power and therefore is superior to all possible microwave and Ra-
dio Frequency (RF) solutions. FSO allows for very narrow and di-
rectional beams, is immune against electromagnetic interference,
and cannot be detected with RF meters or spectrum analyzers. It is
the ideal technology for robust, secure air-to-air and air-to-satel-
lite data links.>®

Distance and Speed - Shrinking the Response Window

Slow-moving and non-stealthy UAS are easily targeted by state-
of-the-art C-UAS. However, the effective detection range, espe-
cially for low, slow and small (LSS) UAS, can be only a few hun-
dred meters or less given the terrain characteristics and height.
Even with high detection effectiveness, the response window for
the operator can be very small.

Future generations of UAS will benefit from higher speeds and
unprecedented agility since the designers need not worry too much
about the ‘g’ effects and push the aircraft to its absolute limit.
Greater speed is clearly an advantage in combat. UAS will domi-
nate the OODA (observe-orient-decide-act) loop and operate faster
than a defender can observe the threat, orient himself, decide how
to respond and act on that decision.

That will apply to all classes of UAS. Highly agile rotary-wing air-
craft with tricky trajectories, jet-powered fixed-wing aircraft in
combination with stealth technologies, and of course the upcom-
ing threats, hypersonic glide vehicles and hypersonic cruise mis-
siles. Likewise, novel developments such as distributed sensor-to-
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shooter networks as well as Al-supported or automated decision
making will shorten timelines to counter UAS.

Hardening of Drones - No Clay Pigeon Shooting in the Future

For all military vehicles, plating is the usual countermeasure
against mechanical threats. For airborne systems, weight aspects
are important. Therefore, new plating materials like carbon-rein-
forced resins were and will be designed which are light and strong.
Openings for sensors or engines within the UA’s airframe are weak
points for mechanical cracks.

The ongoing miniaturisation for almost all components helps to
reduce critical structural elements, to use and distribute multiple
components with the same function making the overall system
resilient against failure and to integrate most components into the
structure shielding them.

Furthermore, military tests have shown that striking drones by
conventional projectile weapons is difficult especially if the vehi-
cle is fast and flying at an acute angle to the defence. Also, the
UA only will be influenced if relevant components like the navi-
gation system or the engine will be hit. Otherwise, the UA’s mis-
sion is impeded.>!

As in most military equipment, the hardening against electro-mag-
netical threats is a standard requirement advancing survivability.
High Power Microwave (HPM) threats against UAS and drones can
cause three major impacts on the system. Pulse energy can disturb
or destroy the sensors as well as important electronics of the drone,
huge energy induction can degrade the power system or the struc-
ture and architecture effects can hit the combination of the elec-
tronic components within the vehicle.
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Countering pulse energy specifically designed components with
high resistance against Electro-Magnetic Impulses (EMI) were and
will be designed. Also, metallic shielding of components or the
whole vehicle is an effective countermeasure. Additionally, minia-
turization of components will allow designs that can help to reduce
a possible energy flow through structural openings. Using shielding,
reflectors and heat pipes within the vehicle reduces the electro-
magnetic and thermal influence of energy flow. To counter archi-
tectural effects, the distribution of relevant components and their
distances within the vehicle are important. Using a larger size UA
makes it easier to distribute the energy impact, and intelligent de-
sign of the system helps to harden it against HPM.?2

Avoiding Detection - The Invisible Drone

While most UAS in militaries’ inventories are designed in a ‘tradi-
tional’ way, next generations such as the French NEURON or the
US Navy’s MQ-25 will incorporate stealth features. The adapted
structure of the surface and the inlet reduces the reflections within
the radar frequency bands. Specially designed metamaterials can
further support this behaviour. Miniaturisation and/or mission-
specific varnishing reduce optical visibility. Infra-Red (IR) emis-
sions can be decreased by distributing the occurring thermal en-
ergy away from hot spots with heat pipes or radiators.

Low observability flight path planning in the presence of multi-static
radar detection systems is a new controls challenge that will increase
capabilities for UAS. Current flight path optimization relies on simple
aircraft models coupled with detection models with a limited effi-
ciency if confronted with an increasing number of path dependencies
and multiple minima requirements. Explorations with variations of
the non-linear trajectory generation methods are capable of produc-
ing solutions that satisfy observability constraints in the future.*?
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Likewise, noise detection for surveillance gained more attention in
recent years. Passive noise can be reduced by modifying the air-
craft structure. Therefore, various vibration-absorbing materials
can be used in a limited frequency band. Also, the design of UAS
with favourable drag coefficient usually creates less noise during
flight than other designs. This can be done, e.g. by modifying the
geometry of the wings or the blades. Reduction of low-frequency
noise (< 200 Hz) is more challenging than the reduction of higher
frequencies. Acoustic metamaterials can support to manipulate the
acoustic behaviour in the right way.

Active noise behaviour can be influenced by electromechanical
systems which can control the structure, the isolation against
sound radiation, or the noise itself. Some of those systems use pi-
ezoceramic actuators attached to the skin of the drone or manipu-
late the engines in a way to actively shape the noise pattern emit-
ted by the drone.3*

Quantity Has a Quality All Its Own -
Overwhelming the Countermeasures

The threat posed by single UAS and drones has been acknowledged
and sophisticated C-UAS technologies have been developed to
counter threats from LSS to High Altitude Platforms. The alarming
trends for increasingly available, cheap, and operational UAS was
showcased in coordinated operations such as the attacks on the
Saudi Arabian oil facilities in 2019 or the use of drone swarms at
the Winter Olympic Games in 2019.

Swarms of UA and drones in combination with the ability of vehi-
cles to follow a pre-programmed flight-path or to autonomously
make decisions based on shared information have the potential to
revolutionize the dynamics of conflict in near terms. Swarm size
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will grow significantly, enhancing the swarm'’s behaviour and de-
cisions. A swarm of both large and small drones equipped with
different payloads will create a whole that is more capable than the
individual parts.*®

State-of-the-art C-UAS technology may be able to cope with
a bunch of attacking drones, but an offensive swarm is much
worse because the drones might be able to adapt to whatever is
done to counter them or simply saturate the whole processing
chain of countermeasures.

Electronic warfare seems to be the most promising technology to
counter swarms since swarm functionality inherently depends on
the ability of the drones to communicate and share information.
Vulnerabilities to electronic warfare depend on the composition of
the drone swarm. Swarms may incorporate drones specifically
designed to counter jamming, communication drones serving as
relays to share information, or drones equipped with anti-radiation
missiles and other anti-jamming weapons.>®

Procurement and Costs

‘Governments purchasing defence equipment have a bad record because buying military hard-
ware isn't like other types of procurement.””’

As an example, the United States’ Defense Acquisition Guide-
book describes military acquisition as the bureaucratic manage-
ment and procurement process dealing with a nation’s invest-
ments in the technologies, programs, and product support
necessary to achieve its national security strategy and support
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its armed forces including the sustainment of necessary indus-
trial capabilities.?®

Similar holistic approaches might vary in granularity across NATO
and Partner nations, but in the end, they put required military capa-
bilities in perspective to resources available. Here it is not important
what particular acquisition process is used; each has its advantages
and disadvantages. Finally, the uncertainties of the future operating
environment and the characteristics of defence acquisition will
always be challenging, and disappointments are inevitable.>

Market Characteristics

Unlike the commercial markets, the defence procurement process
has to operate in a market with limited buyers and limited sellers.
That basically results in major tenders occurring on an irregular
basis with a variety of well-defined but conflicting objectives
pushing the technology envelope. In contrary, the industry has to
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Figure 24.6: RD&A and projected In-Service timespans of exemplary defence projects.
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aggressively bid on military procurements, ‘even if a particular
offering doesn’t quite meet the requirements.*°

RD&A has to develop equipment requirements based on a very
dynamic security environment with limited knowledge of the fu-
ture. In combination with very long in-service times of 20 or more
years, this can often result in fastidious requirements that probably
only one or no supplier can meet. In any case, planners are re-
quested to agree on a well-defined set of requirements as a key
element of a successful procurement.*!

Furthermore, military requirements plus other technical, regulatory
and industry policy tend to multiply complexity, risks and costs
challenging governmental budgets even further. Even if reasona-
ble, in case secondary objectives overtake the primary ones, project
success is jeopardized in most of the cases. The distribution of
governmental budgets, yearly planning cycles and appropriation
do the rest.

An Example of a National C-UAS Approach -
US DoD Procurement

One of the most prominent examples for national C-UAS RD&A
can be found in the United States Department of Defence (DoD). ‘In
Fiscal Year (FY) 2021 the DoD plans to spend at least USD 404
million on C-UAS research and development and at least USD 83
million on C-UAS procurement’*? making it one of the most vital
RD&A environments for C-UAS technologies in NATO.

To account for robust defence capabilities, the DoD is developing
and procuring several different C-UAS technologies across their
four operational services — Air Force, Army, Marine Corps and
Navy. This multi-agency approach explicitly includes the assessment
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and validation of defence capabilities and concepts in real life ex-
ercises looping the feedback in the national RD&A process.

Similar to bigger RD&A projects the DoD has adopted its new ‘De-
sign-Build-Fly’ philosophy to C-UAS technologies accounting for
the broad range of challenges outlined in the previous paragraphs.
Given the DoD’s strong market position and its user diversity, a
wide range of technologies are under consideration. Even if indi-
vidual products procured by one branch might be obsolete in the
near future, complementary technologies from other services
would allow for fast adoption and closing capability gaps in rela-
tively short times. In addition, the philosophy does not necessarily
include a procurement end-state allowing continuous further de-
velopment of C-UAS technologies.

Procurement in the EU - National and Future Cooperation?

A fundamentally different problem set can be found in the Euro-
pean Union (EU) where the total or relative spending on RD&A are
by far lower and nationally scattered compared to the United
States. Besides, most European nations do have very specialized
services pooling capabilities such as C-UAS in only one branch,
resulting in a situation that one service has to provide this specific
capability for all services.

When combined, the EU member nations have the second-largest
defence budget in the world; a general assessment concluded that
the broad diversity significantly hampers military capabilities. In-
adequate cooperation amongst the nations results in losses of
about EUR 25 to 100 billion each year mainly caused by nation-
ally centric RD&A processes, and, in turn, entailing duplication of
work and capabilities. The lack of common defence-related R&D
under the umbrella of the EU was worrisome in 2018.%
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Furthermore, those scattered national RD&A activities tend to be
overloaded with competing requirements and, unlike the services-
based US RD&A initiatives, those national procurements cannot be
easily adopted by other nations if necessary. Hence, once individ-
ual national C-UAS capabilities become obsolete, better-suited
solutions from other nations could not be easily operationalized.
Also, multi-national RD&A cooperation remains isolated to efforts
mainly limited to flagship projects.

Consequently, the EU has implemented the Permanent Structured
Cooperation (PESCO) framework complemented by regular capa-
bility reviews?, capability development priorities¥ and the common
European Defence Fund (EDF) slowly developing national RD&A
towards multi-national ones. Providing common funding of its re-
search window and co-financing of its capability window the EDF
aims towards higher interoperability and strengthening European
RD&A in general from 2021 to 2027.4

One of the ongoing PESCO projects aims ‘to develop an advanced
and efficient system of systems with C2 dedicated architecture,
modular, integrated and interoperable with C2 info-structure, able
to counter the threat posed by mini and micro Unmanned Aerial
Systems’.*> With only two participating nations this project illus-
trates the difficulties of common sense and longer-term co-opera-
tions. Interestingly, future initiatives such as the European Defence
Industrial Development Programme (EDIDP) does not include an
individual call dedicated to C-UAS technologies missing the
opportunity to collectively focus on this urgent matter.*®

" Coordinated Annual Review on Defence (CARD).
" (apability Development Plan (CDP).
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Need for Harmonization Between Nations, EU & NATO

While there is a clear need for harmonization of C-UAS capabilities
within individual nations, but especially within the two big Alli-
ances, initiatives start to emerge targeting doctrinal and policy-
making in this specific area. Stakeholders have recognized that
interoperability is more a matter of common requirement sets and
standardization rather than a technical challenge. Once that frame-
work is achieved national or multi-national RD&A will be able to
provide exchangeable solutions.

While the EU follows a centralized approach capitalizing on its
aforementioned toolset as well as common EU funding, in NATO
the warfare development of military structures, forces, capabilities
and doctrines are led by the Allied Command Transformation
(ACT). Compared to the EU, the available budget of NATO ACT or
other NATO S&T stakeholders is relatively small and not suited to
steer RD&A projects only to support decision making.

NATO relies more on focused initiatives with limited funding and vol-
untary contributions of its member states to further develop common
capabilities. Two prominent examples are the C-UAS Working Group
sponsored by the NATO Headquarters that has recently issued its
NATO Countering Class I C-UAS Handbook collecting best practices
across nations?” and the Low, Slow and Small Threat Effectors study
issued by the NATO Industrial Advisor Study Group 200 investigating
C-UAS solutions, particularly in the area of soft and hard kill effectors,
together with associated Tactics, Techniques & Procedures (TTP).*

Backdrop of C-UAS From a Cost-Benefit Perspective
The outlined dynamic of the C-UAS R&D environment as well as

the absence of widely accepted standards results in disadvantageous
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cost ratios between countermeasures and unmanned air systems.
For instance, the unit price per complete FLIR Systems’ Black
Hornet Nano can be found between USD 15,000 and USD 20,000,%°
while the majority of C-UAS systems cost more than USD 100,000
but covering mainly Class I UAS.>°

Currently, UAS are commonly used by militaries as well as non-
state actors across the globe and this is expected to grow in the
years to come, significantly impacting military operations. Hence,
the required area or point defence capabilities need to be deployed
in high numbers to cover all necessary altitudes and distances. The
combination of relatively high costs and a rather high number of
systems will make comprehensive C-UAS capabilities costly as in-
dicated by an initial estimate by the ‘Deutsche Flugsicherung’ for
civil airports in Germany.>!

So What?

This chapter outlined some basic characteristics of RD&A, which
impact the fielding, utilization and effectiveness of C-UAS in gen-
eral. From the perspective of the authors, there are three major
conclusions that can be drawn from it:

The Volatile ‘Silver Bullet’
Even if RD&A would come up with a ‘silver bullet’ to counter Un-
manned Air Systems, it might not last long and could become

obsolete in several months, setting the C-UAS efforts back to the
starting point.
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Technological Pace vs Traditional Procurement

If C-UAS solutions are volatile, constant RD&A efforts have to be
undertaken to keep up the pace of technology developments leav-
ing traditional procurement processes behind.

No Cost Shortcuts

The necessity of constant efforts has resulted in a relatively high
cost ratio to the disadvantage of C-UAS Systems draining military
budgets in peacetime and during conflicts.

Since UAS operations are going to play a major role in conflicts,
countering those systems will be a key element for successful op-
erations. From an RD&A perspective those efforts can be supported
by a constant information flow between the R&D environment and
the C-UAS operator to ensure new findings will be addressed im-
mediately. That includes regular experiments and demonstrations
as a natural part of military exercises, mutually bringing together
researcher, industry and operator.

Furthermore, the reality of C-UAS might require multiple parallel
systems or sub-systems to balance individual capability shortages
and to make it harder for UAS to succeed. While for bigger nations
that approach seems to be feasible, overall national budget con-
straints will generally limit the number of C-UAS systems that can
be fielded by individual nations. Interoperability amongst indi-
vidual C-UAS systems and nations embedded in defence frame-
works such as NATO and/ or EU will become another key element.

Finally, RD&A cycles for C-UAS need to be shortened to keep pace

with the technology development of UAS and drones. In 2019, the
current Assistant Secretary of the US Air Force for Acquisition,
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Technology and Logistics, Dr William Roper, pitched an idea to
‘adopt a rapid approach to developing small batches of fighters
with multiple companies, much like the Century Series of aircraft
built in the 1950s’.>2 Capitalizing on available commercial off-the-
shelf systems and sub-systems would allow to field operational

C

-UAS in shorter periods, probably resulting in a limited capability

set of individual systems. By fielding multiple systems and capital-
izing on frequent updates, those limits can be overcome and new
capability requirements can be addressed immediately.
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Employing Friendly UAS
for Counter-UAS Operations

Introduction

Unmanned aircraft (UA) are an established technology that con-
tinues to expand. Over the past decade, UA have become an inte-
gral component in most militaries and future military operations
must consider Friendly-UA (F-UA) and Opposing-UA (0-UA) ca-
pabilities. It has to be assumed that O-UA have similar capabili-
ties to F-UA, able to deliver kinetic and non-kinetic effects in
addition to Intelligence, Surveillance, and Reconnaissance (ISR).
Therefore, 0-UA actions must be planned for in all operations,
including considering contingencies. As described in Chapter 7
(cf. p. 107 ff) about the role of Surface-Based Air and Missile
Defence (SBAMD) systems, there currently exists an initial capa-
bility to target the majority of Unmanned Aircraft System (UAS)
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components individually. In addition to SBAMD, manned aircraft
performing Defensive Counter-Air (DCA) missions train to en-
gage larger UA in the Class II and Class III! categories, however,
both of these defence assets are scarce resources within NATO
and Counter-Unmanned Aircraft Systems (C-UAS) is just one of
their many requirements. In order to augment relatively limited
SBAMD systems and DCA aircraft, F-UA have the potential to be
an excellent C-UAS platform for many scenarios. The following
paragraphs will look at F-UA applications for the C-UAS mission.
Once these applications are described broadly, the paper will ad-
dress how F-UA may be employed to defend against O-UA con-
ducting DCA and Offensive Counter-Air (0CA) missions.

In an attempt to counter opposing unmanned aerial systems,
friendly forces may target any one or many of its critical system
components (cf. Figure 1.1, p. 13).

Although there is work being done to build a capability to target
components other than the UA,! Allied tactics currently focus on
targeting the 0-UA with SBAMD and manned DCA aircraft at
ranges that are sufficient to prevent the 0-UA from completing its
mission. Since this approach relies upon defeating a single compo-
nent of the UAS, which is also the component that often has a
large number of required targets, this approach may be considered
inefficient compared to targeting more critical components such as
the C2 element or the data link. Hence, after discussing the chal-
lenges of targeting 0-UA, this chapter will expand on countering
the other components of the opposing UAS by utilizing F-UA for
OCA missions.

The NATO UAS dlassification methodology is described in Annex A.
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Detecting the Unmanned Aircraft

Detecting the threat is the first link in the kill chain. Surface-based
detection assets such as active radars and passive receivers are gen-
erally very powerful and work well to detect Class II and III UA. The
primary deficiencies of using ground-based detection assets are
that they are susceptible to target terrain-masking (blind zones) due
to topography and that they are also relatively slow to redeploy as
compared to O-UA and other manoeuvrable enemy forces. Detect-
ing the target from an airborne asset can greatly reduce these is-
sues. Although manned aircraft are capable of executing the C-
UAS mission against Class II and III UA, there are many reasons to
look at using F-UA for C-UAS missions. F-UA are more tailorable
to specific mission requirements in terms of size and function, in-
cluding options that, due to small physical size, could not carry a
human. In addition, unmanned platforms can be tasked for higher
risk missions in that they are perceived as more expendable. F-UA
employed in tactically advantageous positions, with active or pas-
sive sensors, would be able to substantially reduce blind zones in
the coverage provided by ground-based sensors. Additionally, F-UA
have the potential to deploy and reposition as required to counter
adversarial manoeuvres much more quickly than ground-based de-
tection systems. In addition to those advantages, UA create the
potential for more effective, highly-automated tactics to be em-
ployed through the use of artificial intelligence and machine learn-
ing. Vulnerabilities of UAS include the requirement for multiple
data links that need to be maintained at various levels (which can
be exploited), in addition to smaller antennas and substantially less
energy available for transmissions as compared to ground-based
assets (especially for Class I and II UA). The optimal solution to en-
able 0-UA detection is likely a combination of tactically placed
ground units augmented by the appropriate number of F-UA sen-
sors, based on the topography and size of the area being defended.
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Classifying the Unmanned Aircraft

Once a potential target is detected, it must be classified and identi-
fied, based on Rules of Engagement (ROE) and supplemental plans
and procedures to determine the correct response. This determina-
tion is so critical in the kill chain that automated classification is
often a concern due to trust issues as well as legal, moral and
ethical principles. Although many nations are comfortable with
machine derived classifications?, they require these systems to be
supervised by human operators who interpret the complex tactical
and strategic situations to determine the classification. Although
this current approach may reduce the occurrence of collateral
damage and fratricide, there are some obvious drawbacks. The first
drawback to requiring humans in the classification process is that
in future scenarios, with fast-paced operational tempos, humans
could slow down the decision making process, hence decreasing
effectiveness. The second is if communication is lost from the for-
ward-deployed UA, the human commands would not be issued to
the UA. With fully-automated classifications allowed, F-UA may
be able to classify the contact as hostile and work with other assets
to neutralize the threat in situations that necessitate quick actions.
The level of human control over UA classification systems in the
future must continue to be evaluated to weigh the risk between
fratricide and failure to provide adequate defence from a credible
threat.?

Engaging the Unmanned Aircraft and Payload

Once a contact is classified such that it can be engaged, the appro-
priate actions to neutralize the threat need to be determined. Again,
surface-based solutions have the potential benefit of having more
capable defences such as long-range interceptors or high-power
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directed energy weapons. As previously mentioned, blind zones
and relatively limited manoeuvrability can be supplemented by
F-UA to mitigate the gap and to create a layered defence. When
defending against O-UA, especially swarm and emergent attacks,
the use of F-UA is desirable as they are more plentiful, agile, and
likely cheaper than traditional air defence assets. The use of F-UA
could also lead to optimized weapons for C-UAS, including a self-
destruction option that involves directly impacting 0-UA.* F-UA
may provide a better defence as compared to manned aircraft, es-
pecially when the mission requires long ‘on-station’ or dwell time
or necessitates operating in highly contested airspace. In addition,
the flexibility of F-UA allows for air operations to be conducted in
areas with limited access to logistic support, where conducting
manned flight operations isn’t feasible. Synchronizing the use of
unmanned and manned assets, while prioritizing the unmanned
assets to complete the most hazardous missions, will allow for
more creative, flexible, and effective engagement solutions.

It is always preferable to engage offensive aircraft before they are
able to release their payload since this approach is more efficient
and survivable. In most cases, the offensive aircraft will release
multiple individual weapons that may be more difficult to engage
than the aircraft itself, in addition to the reduction in available
friendly response time once the weapon is employed. If weapons
are released, then F-UA may be critical to the survival of the de-
fended asset. Utilising characteristics of UA already discussed, they
could be positioned in tactical locations, supplementing existing
manned defences. If adversarial tactics involve saturating friendly
defences with a high number of weapons, F-UA may be employed
as a flexible response in numbers sufficient to negate the threat.
When large numbers of credible threats need to be prioritized and
eliminated quickly, high-automated defences could be the most
survivable option and will be discussed next.
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Acknowledging known concerns, engaging all threats (both hostile
aircraft and incoming weapons) through highly-automated sys-
tems has many advantages. With a high concentration of threats
executing complicated tactics and composed of a variety of weap-
ons, a properly monitored autonomous system may be the best
solution. A highly-automated architecture may be more effective
at managing the Command and Control (C2) of vast friendly of-
fensive and defensive systems simultaneously than human-in-the-
loop systems. Legal and ethical concerns remain within many na-
tions when employing any effects without human consent.” In
addition, highly-automated C-UAS C2 systems will need to be in-
teroperable with all other overarching and potentially coexisting
C2 systems.

Employing Friendly-UA
for the Defensive Counter-Air Mission

Defensive Counter-Air (DCA) operations protect friendly forces
and vital interests from adversary air and missile attacks. It con-
sists of all active and passive air defence operations to detect,
identify, intercept, and destroy or make ineffective, adversary air
and missile forces attempting to attack or penetrate friendly air-
space.® In a typical DCA scenario, a high-value asset (mobile or
stationary) is defended from threats originating from a specific
direction. Many aspects of a typical DCA mission indicate UA
may be well equipped to fill the defender role. These aspects in-
clude relatively short distances for communication and support,
with F-UA either prepositioned or launched upon threat detec-
tion. For example, if the threat is assessed as capable of launch-
ing an O0-UA swarm attack with little friendly indication and
warning (I&W) capacity, F-UA assets could be placed in multiple
layers along the threat sector in order to provide layers of defence

472



Employing Friendly UAS for Counter-UAS Operations

as well as relaying initial indications of the threat to follow-on
layers. Forward deployed positions of F-UA also offer the oppor-
tunity to detect and engage from behind the attacking aircraft
once the attacking aircraft has passed their location and are be-
tween the F-UA and the defended asset. Considering that the ma-
jority of low observable technology (which will also be incorpo-
rated into future O0-UAM) concentrates on reducing detectable
signatures in an aircraft’s forward quadrants, having F-UA able
to detect (and potentially engage) from the rear quadrants could
greatly improve overall air defence capabilities.

Employing Friendly-UA
for the Offensive Counter-Air Mission

Offensive Counter-Air (OCA) consists of offensive operations to
destroy, disrupt, or degrade adversary air and missile capabilities,
either before or after launch.” With regard to C-UAS, this involves
the enemy’s ground control stations and satellite ground terminals
as well as other communication nodes. Moreover, it includes all the
logistics and supporting infrastructure which is necessary to oper-
ate O-UA. Therefore, a typical OCA mission will involve friendly
missiles and/or aircraft entering contested airspace in order to en-
gage enemy aircraft and missiles in their own territory. OCA by
manned aircraft in support of C-UAS is also discussed in Chapter 8
(cf. p. 129 ff.). An OCA mission can be characterized as involving
longer flight distances than typical DCA missions, which may be
more of a challenge for small, inexpensive F-UA. Typical inexpen-
sive UA have somewhat limited range and speed in addition to

" Annex B lists some examples of Russian and Chinese low-observable UAS.
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substantial vulnerability to EMS jamming, since they are utilizing
less secure or even unprotected data links for mission accomplish-
ment than larger, more expensive UA. A possible solution to these
limitations could be enabling the F-UA to proceed autonomously
after launch (minimizing the consequences of EMS attacks) in ad-
dition to planning ‘one-way’ missions where the entire range of
the system can be utilized without saving fuel for the return trip.
These kinds of missions could enable F-UA OCA missions to be ef-
fective at degrading O-UA capability before they can be used
against friendly forces.

One concept for employing F-UA® while optimizing logistics and
minimizing costs for the OCA mission is to utilise ‘plug-and-play’
payloads in a standard F-UA airframe and employ them to create
synergistic effects. The type and number of mission-configurable
F-UA platforms would be determined based on anticipated enemy
defences and desired effects, similar to today’s (manned) Com-
posite Air Operations (COMAO) strike planning. F-UA could sup-
plement or completely replace manned aircraft for certain mis-
sions within the OCA package. For instance, instead of sending
multiple manned Airborne Electronic Attack (AEA) aircraft along
with manned escort aircraft to provide Suppression of Enemy Air
Defences (SEAD), an OCA package could utilize F-UA configured
for the AEA mission to accomplish the task. With potentially a
larger number of F-UA available to complete the SEAD mission,
combined with being able to assume more risk to adversary air
defences (able to operate in more contested airspace and without
escort aircraft), F-UA may prove to be a much better solution
than the current manned options. The challenges to this kind of
coordinated attack include strike planning with assets possibly
having large differences in transit speed and other characteris-
tics. However, considering the benefits of using F-UA for other
missions within the COMAQO, it’s feasible to imagine an OCA
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package being made up completely of (mission-configurable)
F-UA at some point in the future. The majority of the F-UA in the
COMAO could be designed from the same basic UA but loaded
with mission-specific interchangeable payloads and connected to
a sophisticated C2 system. The F-UA could be programmed with
contingency plans, including various levels of lost communica-
tions. If the link to human monitored C2 was severed, the COMAO
could be programmed to make decisions autonomously based on
shared information within the ‘swarm’. If the inter-flight link was
severed, each F-UA would individually execute their lost-com-
munications contingency orders, tailored to the tactical scenario.
The future degree of human control required for large scale op-
erations, such as COMAGOs, should continue to be evaluated based
on the level of trust of the systems being employed and accept-
able risk to unintended actions of these systems if automated.’

F-UA for Self-Defence

F-UA may be well suited to help defend systems and personnel
from O-UA in a self-defence scenario.!® 0-UA have the potential
to be employed against aircraft from short distances and with lit-
tle warning, especially when the location of the manned aircraft
is predictable due to the use of standard air routes and regularly
scheduled missions. For example, 0-UA could be employed under
airport approach corridors or near frequently flown paths such as
low-altitude training routes. Rotary-wing aircraft are especially
vulnerable since they are typically slower and lower than most
fixed-wing aircraft. In addition to air assets, ground-based assets
are also vulnerable to no-warning attacks, when their future lo-
cations are predictable. Even if some level of early warning is
available, it seems feasible that specially designed O-UA could be
capable of defeating most layers of friendly defences. It is
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reasonable to assume that F-UA could be highly effective in pro-
viding self-defence, in a similar fashion to traditional expenda-
bles such as chaff or flares that are used in a final attempt to
defeat an incoming weapon. If a threatened asset, from a major
weapon system to an individual soldier, senses an 0-UA attack,
they could employ their own UA in self-defence. Self-defence
F-UA is not the only solution to C-UAS, but should be considered
as a complement to other defences and could provide a very ver-
satile and affordable option. For example, ‘Hunter’ F-UA which
are capable of catching O-UA and safely manoeuvring them to a
safe spot, could also augment the perimeter of Short-Range Air
Defence Systems if the ROEs are very restrictive and collateral
damage or public safety is a concern.!

Engaging the C2 and Operator Elements

One significant benefit of unmanned systems is that the C2 ele-
ment and operator are not primarily affected by the destruction
or detection of the UA itself. Deploying a new UA restores full
operational capability. The C2 component is not as redundant as
other components (such as the UA), which makes locating and
neutralising them paramount. In the case where the C2 element
is controlling the UA via RF transmissions, the C2 element or
transmission hubs may be located by passive RF detectors. F-UA
are especially qualified to perform the detection mission, since
their elevated position enables them to detect transmissions
over a wide field-of-regard and they can provide target location
via triangulation. Additionally, once transmissions are sensed
the F-UA may be able to call for additional F-UA in order to
obtain more precise triangulation coordinates or execute a
coordinated mission.
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Engaging the Data Link

Having already discussed how F-UA may be used to defeat the
other components of an adversary’s UAS, F-UA could also be used
to target the data link and other communications between the UAS
nodes. The effects of the attack could result in data link denial or
manipulation of transmissions to disrupt their operations. These
kinds of effects may be easier to achieve on traditional omnidirec-
tional emitter-receiver systems, but they may also be possible for
directional communication links. Especially with agile F-UA, it
could be feasible to position them in between the 0-UA and its C2
element or relay hub. Even when the data link is relayed by satel-
lite, a very high-altitude UA (also known as Pseudo Satellites)
might be able to cause the same effect.

Summary

Unmanned platforms show significant promise in conducting ef-
fective C-UAS operations in conjunction with surface-based and
airborne manned platforms. F-UA are able to complement or sup-
plement existing efforts to defeat the individual components of an
adversary’s UAS, while also bringing new capabilities. The use of
F-UA has the potential to dramatically increase overall C-UAS ca-
pacity while increasing survivability of manned offensive and de-
fensive assets. Since all future adversaries, from small terror or-
ganisations to peer competitors, are currently using or plan to use
UAS, a reliable, modern, and robust set of answers needs to be
developed. Due to the wide variety of UAS and potential missions,
C-UAS will also require a comprehensive range of counter-tech-
niques. During this analysis, the level of automation afforded to
human-machine-teaming must be considered, including balancing
the operational, ethical, and legal aspects.
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Future Threats:

Military UAS, Terrorist Drones,
and the Dangers of the Second
Drone Age

Introduction
The State of the Art of War

The world has entered the ‘second drone age’! Defined by the global
proliferation of military Unmanned Aircraft Systems (UAS) and
weaponised commercial drones, this new era of drone warfare has
seen, and will continue to see, both state and non-state actors com-
peting for power in the skies above (and beyond) designated zones of
conflict. Hostile actors, with threatening remotely operated air power
components, now vie for command of the air against NATO and al-
lied forces. Civilian populations are at increased risk in this adjusted
state of war. Ethical controversies from the first drone age have been
exacerbated by the widespread use of distant lethal robotics, making
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it difficult to distinguish between the perpetrators of drone atrocities
and attacks or accidents. This ‘deniability’ has important political,
legal, and strategic implications. Holding actors to account, or re-
taliating against belligerents, is difficult in this deniable, multi-user
context, where similar, if not identical systems, are deployed by myr-
iad disparate actors. The second drone age also poses broader impli-
cations for international security, stability, and Great Power politics.
Decisions about who joins the ‘global drone club’ are not made by
accident, especially where the transfer of military UAS is concerned.
The unrestricted supply of armed UAS to surrogate, partner, and
proxy actors by state suppliers — of which China is one of the most
prolific - will influence the fate of nations. As recent ‘State versus
State’ drone wars in the Caucasus and Libya show, the politically
motivated supply of military UAS has contributed to international
instability and conflict escalation. The supply of both commercial
and military-grade remote technologies to non-state actors, alleg-
edly by countries like Iran or through commercial shell companies,
exacerbate the manifest threats present in this altered security envi-
ronment. The relaxation of commercial drone regulations in reaction
to COVID-19 will only exacerbate this problem as belligerents seek
to move against perceived weak-points. Put simply, new ‘Drone
Powers’, and the ‘new drone world’, present fundamentally different
challenges to those faced during the first drone age.!

The First Drone Age

The American monopoly over the use of military UAS defined the
first drone age, with Western powers deploying remote aerial

Inline with the stated aims of this book, all cases chosen within this chapter reflect current and emerging challenges faced by the
NATO allies. The inclusion of non-state and state drone threats to cities is includes to highlight the broader threat to NATO member
states and the threat manifest within urban environments in zones of conflict. Finally, the inclusion of the term ‘unmanned'is in
line with the editor’s definition of UAVs and drones.
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technologies in largely uncontested airspace. Operated by the Unit-
ed States (US) military, the Central Intelligence Agency (CIA), and
the militaries of select allies, these systems were used to hunt and
kill those defined as terrorists and insurgents inside and outside
designated regions of active conflict. They were (and are) also used
to provide close air support and over-watch for friendly forces
deployed as part of the Global War on Terror (GWOT). UAS like the
Predator, Reaper and unarmed Global Hawk became symbolic of a
post-9/11 period where military robotics surged forward to become
the spearhead of American and allied force deployment. There can
be little doubt that these systems were deemed to be both politi-
cally and militarily effective. By the time President Obama came to
power in January 2009, the US had lost at least 625 soldiers in
Afghanistan and 4,221 personnel in Iraq.? In 2010, the Improvised
Explosive Device (IED) was responsible for 60 per cent of American
casualties in Afghanistan alone.? In this high-risk and dangerous
context of Asymmetric Warfare, UAS provided the ability to tran-
scend the threats on the battlefield, whilst simultaneously extend-
ing the operational reach of American military power to regions
previously deemed too hostile or too difficult to operate in with
large deployments of American personnel. As part of a broader
‘Remote Warfare’,* or as Thomas Waldman has termed it a ‘Vicari-
ous Warfare’ modus operandi, UAS were used in tandem with small
detachments of Special Operations Forces (SOF), military training
units, manned air power assets, and larger groups of local forces
who bore the brunt of the risk.> In this context, UAS played a cen-
tral role as a ‘panacea weapon’ for President Obama, who was
faced with a mounting fatality count and growing public unease
about the wars America was committed to.°

The rise of UAS, went hand in hand with - or as Clausewitz may

have put it, ‘was a continuation of’ - the casualty-fatigued politics
of the 2010s.” Yet, whilst these unmanned systems remained
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popular with the American people and many political leaders,?
concerns were raised by human rights groups who argued that the
increasing use of UAS made killing too easy.® This ‘easiness’ was
mostly due to concerns over lowering the threshold in the use of
force, as raised by organisations like PAX.!° Alongside this, NGOs
concerned with civilian protection claimed that UAS had broader
gendered, traumatic, and economic effects on the populations they
operated high above; well beyond those of the initial kinetic preci-
sion strike.! Claims of statistical inaccuracy were also made. When
it came to the counting of the dead, Non-Governmental Organiza-
tions (NGOs), such as AirWars and The Bureau of Investigative
Journalism (TBIJ), asserted that American and allied UAS strikes
were responsible for killing thousands more civilians than officials
would admit.'? Even senior administration staff worried about the
growing reliance on UAS. Former US Secretary of Defence Robert
Gates noted that US defence leaders had the tendency to view the
use of force by UAS as ‘bloodless, painless, and odourless’,'> mean-
ing deadly strikes may be used more frequently and as a first re-
sort.!* Despite these concerns, however, during the first drone age,
the prevailing wisdom was that UAS fulfilled an effective military
and political role for the US. This role continued into the Trump
administration, where UAS were consolidated in their position as
the go-to military assets when facing America’s foes. Most notably,
during the Trump era, new regions of active armed conflict were
defined and there were re-interpretations of those designated as a
terrorist.!® The Trump Administration also loosened the restrictions
on the use of drone strikes, decentralizing command over strike
decisions. One consequence of these changes was an increase in
UAS strikes in places like Somalia and the first targeted killing of
a state actor — General Qassem Soleimani, the head of the Iranian
Revolutionary Guard Corps (IRGC).!® In the second drone age, such
precedents will lead to new norms in the deployment of UAS by
other state and non-state actors, ones which are likely to travel full
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circle and challenge the security of NATO states, state representa-
tives, and civilian populations. These are the first of many worry-
ing trends that will emerge with the global spread of UAS.!’

The Global Spread of UAS
Power, Proliferation, and Escalation

It will come as no surprise that the perceived successes and sheer
scale of the US and allied UAS deployments have combined to
make UAS systems an attractive military investment. If the first
drone age was defined by the US and its allies setting broad stand-
ards and norms for UAS use, then the second drone age will be
defined by a diverse mix of new UAS actors - some friendly and
some hostile - copying established forms of deployment and push-
ing those very same standards and norms to their limits. Whole
new practices - some troubling and some improved - will also be
formed, altering the character of conflict. As this section explains,
the second drone age will see nation-states capitalizing on the
global proliferation of military UAS, providing state militaries with
a viable, and often far too easy capacity to deliver death from
above. This will challenge traditional notions of Asymmetric War-
fare and the effectiveness of a NATO-allied deterrence posture.!®

To be specific, 102 nation-states now operate a various assortment
of military UAS.! In 2010, just 60 nations possessed these un-
manned aerial technologies.?° To put these figures into perspective,
this equates to a 70 percent increase in the number of state militar-
ies operating armed or unarmed UAS capabilities. When we drill
down a little deeper into these statistics, provided by the Centre for
the Study of the Drone, it can be seen that out of these 102 states,
around 40 possess, or are in the process of purchasing, large UAS
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with the capacity to launch deadly attacks.?! These include, but are
not limited to, Israel, Iraq, Iran, the United Kingdom, the US, Tur-
key, France, the United Arab Emirates, Saudi Arabia, Egypt, Nige-
ria, and Pakistan, all of whom have, according to the United Na-
tions (UN), operated UAS for targeted killings or close air support.??
Such figures are useful, as they help highlight the extent to which
the skies above contested regions have become more congested in
recent years. For example, in June 2020, Azerbaijan was added to
the select list of nations who have deployed armed UAS in anger
as the Caucasus descended into a novel state of warfare where all
actors deployed and shot down each other’s UAS. Armenia and
Azerbaijan re-ignited old border clashes, fighting in close proxim-
ity to Nagorno-Karabakh.?? In the second drone age, the choice to
resort to military UAS as a low-cost, and seemingly low-risk, op-
tion is becoming an increasingly common decision. Yet, any preci-
sion UAS strike has broader political implications, unintended con-
sequences, and unforeseen ‘costs’ No matter how kinetically precise
and ‘surgical’ a UAS strike may be, it always generates ripples that
can exacerbate conflict or spark broader hostilities in the longer
term. This is something to keep in mind as we examine the motiva-
tions behind the supply of military UAS.

Supply and Demand

In this new epoch of UAS proliferation, the old interconnected is-
sues of state power projection and the supply of military technolo-
gies have re-emerged. As with any international arms deals, espe-
cially those concerned with high-tech weapons systems, strategic
considerations and state power interests combine to influence the
procurement process. It just so happens that China, a Great Power
known for playing politics with technology, is one of the world’s
top three suppliers of military UAS and with each sale comes an
attempt at Chinese power projection.?* According to data from
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September 2019, ‘[t]hirty-two countries operate at least one drone
made in China’'?® These include Egypt which operates 60 UAS,
Saudi Arabia which has 70, and the UAE which owns 40.26 This
group of states has been specifically selected for analysis within
this chapter as they are all involved in the Libyan Civil War. Com-
bined, they provide considerable operational or air power support
to the forces of Field Marshal Khalifa Haftar in the Libyan Na-
tional Army’s (LNA) fight against the UN-recognized Government
of National Accord (GNA).?” As this conflict has raged on, it has
become clear that visions of the second drone age are being played
out in front of an international audience of concerned states,
NGOs, and Intergovernmental Organizations (IGOs).

This is not to say that China wishes to push a particular outcome
in the Libyan Civil War, in a traditional proxy fashion, by supply-
ing UAS to these allied states. Instead, it comes back to economics
and the correlating factor that each state supplied by China is a
member of the Chinese Belt and Road Initiative (BRI). As one re-
cent study by the London School of Economics (LSE) found [...] the
Belt and Road Initiative (BRI) has gradually come to assume the
status as China’s flagship global development strategy [...] UAVs
have been part of an attempt to develop and consolidate diplo-
matic relationships with recipient states’?® In fact, when it comes
to the Middle East and North Africa most specifically, the LSE
study found that the key drivers of Chinese UAS sales relate to
Beijing’s ‘overseas investments in potentially volatile markets, and
[are used to] potentially consolidate diplomatic relationships’?® The
key takeaway here for NATO countries is that in future conflict,
where there are Chinese economic interests or Chinese BRI part-
ners, Chinese UAS will be present. Another point worth noting
here is that these UAS are not entirely separate from Chinese per-
sonnel upon their sale to the recipient state. As interviews with US
military officers deployed in Iraq reveal, it is possible to have
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Chinese contractors helping to support Chinese-supplied UAS.?®
This was evident in Iraq, where the Iraqi military purchased, and
deployed, Chinese made CH-4B armed UAS in the fight against the
so-called Islamic State of Iraq and Syria (ISIS). This led to a situa-
tion where Chinese personnel were cohabiting on-base with US
personnel and allied assets as both missile defence and offensive
UAS systems were deployed against a common enemy.?! At a time
when there are concerns about US government-owned Chinese
commercial drones and the communications provider Huawei
sending information back to Beijing - as well as hacking and state
espionage - this process of UAS providing a gateway to on base
Great Power cohabitation may wish to be reviewed and limited.>?
In essence, the Chinese sales of UAS are a continuation of the eco-
nomic ambition, military nouse, and shrewd political manoeuvring
that defines Chinese power projection. If we return to the analysis
of the Libyan Civil War, it can be seen how these elements combine
to fuel tension and pose serious threats to NATO member states.

The Libyan Crucible?®?

The Libyan Civil War can be recognized as one of the first few
conflicts where a UAS armed state has faced another UAS armed
state in conflict. As such, it presents a window into the future of
how UAS will be supplied, deployed, and countered by state mili-
taries. As the UN’s Special Representative to Libya, Ghassan Sala-
me, stated, the conflict has grown to become ‘the largest drone war
in the world’** UAS have played a major role in the conflict. It was
no coincidence that up until December 2019 Field Marshal Haftar’s
forces were making considerable gains against the GNA thanks to
support from Chinese-manufactured, Chinese-supplied, yet UAE
and Saudi-operated armed Wing Loong-IIs with a range of
4,000 km.** Haftar’s fate, nevertheless, changed as of mid-2020,
with the increasing impact of Turkey in the conflict on the side of
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the GNA.?¢ Indigenously manufactured Turkish UAS have had a
major influence on the conflict. UAS, like the armed Bayraktar
TB2, have helped the GNA push to take back major airfields, strike
supply lines, and target opposing forces.?” There are, however,
some technical limitations to the Turkish deployment of TB2 UAS.

Turkish manufactured TB2s have a shorter signal connection range
when compared to Chinese manufactured Wing Loong-II systems.
The Bayraktar TB2 may have an impressive flight time of up to 27
hours and can carry a 150 kg payload (according to the manufac-
turer), yet its range is limited to 150 km.*® This is because these
indigenously made Turkish UAS are reported to have a ‘line-of-
sight datalink’®® Ground Data Terminals (GDT), which act as a
communication relay between a Ground Control Station (GCS) and
the TB2 UAS, have been used in the field to extend the operational
range and reliability of the system.*® Nevertheless, here lies a seri-
ous vulnerability, one that is worth noting by all NATO members
in the second drone age. In a conflict where all actors have UAS
precision strike capability, UAS that rely on GDT or GCS situated
close to the region of active hostilities are detectable, in range, and
vulnerable to attack. Iranian precision missile strikes on US and
allied military targets at Ain Al Assad Airbase in Iraq in January
2020 highlighted this threat to UAS operators from hostile preci-
sion air power.*! The attacks on NATO forces, in Libya and Iragq,
illustrate the need to consider questions about where best to locate
airbases, the protection of airbases, and air defence. Until recently,
such considerations were confined to the hottest days of the Cold
War, but with the air power threat now faced by NATO states, they
are once again relevant.*?

In fact, since Turkey has entered the fray in Libya and increased its

number of deployed UAS, there has been a back and forth battle for
ever more advanced air defence systems. The UAE’s Wing Loong-IIs
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have been especially effective at striking Turkish UAS infrastruc-
ture.*? The downing of at least sixteen Turkish UAS occurred
alongside strikes on Misurata Airbase (East of Tripoli) where Turk-
ish UAS were operated from.** > According to the conflict moni-
toring, assessment, and transparency NGO (AirWars) after these
strikes, Turkey attempted to move UAS operations to ‘Zuwara in
Libya’s far east, or to Ghardabiya airbase south of Sirte’*® Turkey’s
aim was to reposition its UAS, affording the GNA ‘the capability of
striking targets deeper into Libya’s Haftar-occupied east’*’” Never-
theless, the sites in Zuwara and Ghardabiya were struck by forces
backing the LNA, making it difficult for Turkish UAS to move there
and provide effective support.*® This being said, in July 2020 the
tide appeared to turn back again in Turkey’s favour, prior to UN
talks due to be held in October and November 2020.

In a practice which is likely to feature in all future UAS conflicts,
Turkey has reportedly bolstered its air defence systems with ‘medi-
um-range US-made MIM-23 Hawk missile systems, Hisar short-
range SAMs, and Korkut antiaircraft guns’ to create a ‘layered de-
fence’* On top of this, Turkey has deployed its KORAL Electronic
Warfare System (EWS) which is alleged to have the ability to jam
the UAE’s Russian made Pantsir-S1 missile radars and ‘the datalink
frequencies of Wing Loong drones’®® According to Ben Fishman
and Conor Hiney at the Washington Institute, ‘[t]his dual jamming
capability could account for the increased survivability of the GNA
drone force and recent disruptions to LNA drone operations’®! Not
only this, but in reaction to their drone deficits, Turkey has also
begun advanced testing of long-range, beyond-line-of-sight satel-
lite-guided drones like the Akinci and Aksungur.”? Overall, there-
fore, the Libyan Civil War can be seen as possessing key character-
istics that are indicative of future UAS conflicts. Where all major
actors possess military UAS, there will be escalatory battles over
air defence, electronic warfare, and UAS hardware. Yet, these
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battles are not merely confined to the actors engaged in active
hostilities. As the supply of Chinese, US, and Russian offensive and
defensive technologies into the Libya conflict demonstrate, future
‘UAS Proxy Wars’ are also likely to become test grounds for rival
Great Power technologies that seek to gain the advantage-edge
over each other’s UAS and Counter-UAS systems. The simple truth
is that the ability to effectively counter and disable an enemy’s
UAS will help decide who wins or who loses future battles, be they
during proxy or peer on peer conflicts.

The Rise and Fall of Drone Powers

The deployment of military UAS, by competing states, to regions
deemed strategic chokepoints or politically important to NATO,
further exemplifies the role UAS will play in future tensions. With
this in mind, NATO members should look with concern at the Chi-
nese supply of CH-92A ‘Rainbow’ armed UAS to Serbia.>® Supplied
with six UAS in total and operated by a Mobile Ground Control
Station (MGCS), this sale further signifies Chinese power projection
through the sale of UAS.>* As NATO Secretary General Jens Stolten-
berg stated in June 2020, ‘this is [...] about taking into account that
China’s coming closer to us’®® The fact that Serbia, a NATO partner
country, is the first European nation to deploy armed Chinese UAS
is of considerable concern. According to Sebastien Roblin (Forbes),
the Chinese supply of UAS reflects ‘Belgrade’s deepening relation-
ship with Beijing and its plans to domestically manufacture its
own armed drones’*® Tt is no coincidence that Serbia is seen by
China as a major hub for its BRI in the Balkans, once again high-
lighting the relationship between BRI states and UAS sales.”” With
Serbia in the process of applying for European Union (EU) mem-
bership as a candidate country, there are worries in Brussels that
‘Beijing could turn countries in the region into Trojan horses that
would one day be European Union members’®® As Sten Rynning
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has argued more broadly, ‘China is more than just business, it’s
geopolitics’® One final concern here should be that as part of the
agreement with China, Serbia will be open to selling its own indi-
genously produced, yet Chinese assisted, UAS weapons technolo-
gies upon manufacture, thus further exacerbating the proliferation
of Chinese UAS technologies. Significant questions need to be ad-
dressed about to whom these Chinese-Serbian made UAS will be
sold, where they will fly, and how the intelligence information they
collect, likely from the skies around European nations, will be used.

Looking beyond Chinese activity, the burgeoning Russian UAS
market should also be of concern to NATO members. With a niche
focus on both armed and unarmed military UAS that can operate
in sub-zero frontiers, the growing presence of ‘remote systems in
remote places’, is worthy of attention. The High North and Arctic
regions are of specific interest here. Moscow has adopted an ambi-
tious 15-year plan to rebuild Soviet infrastructure and construct
new civil and military installations in the Russian Arctic.®® Over
400 infrastructure projects - including revamped military bases,
airports, and ports — have been completed since 2012.%! Most nota-
ble of these - for the purposes of this chapter — are President Pu-
tin’s ‘Arctic UAS Squadrons’ and a renewed set of Arctic airbases.®
There are at least four Cold War-era airfields that have been con-
verted for military UAS deployment across the mainland coastal
rim of the Russian Arctic.®® From Naryan-Mar (Nenets) in the west,
‘all the way to Anadyr (Chukotka) overlooking the Bering Sea in
the east’, Russia has built a UAS capability that allows it to survey
and track all passage through the economically expanding North-
ern Sea Route (NSR).%* The Russian Okhotnik stealth UAS has also
been tested in sub-zero weather conditions. According to Defence
One ‘[a] January test flight of the 20-ton Okhotnik long-range
combat UAV near Novosibirsk raised eyebrows because it took
place in 10-degree Fahrenheit (-12° C) weather’ signalling the
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likely future deployment of this armed system to the Russian
Arctic.® The hope for President Putin is that an economically stag-
nant Russia can benefit from the global climate crisis as regions of
the Russian Arctic warm faster than most other parts of the world.®®
Russia’s development of Arctic UAS is about deterring external
interference, securing economic interests, and improving opera-
tional effectiveness in a region which is difficult for humans to
operate in. Yet, with the Trump administration’s decision to expand
military operations in the Arctic,®” the deployment of Global Hawks
from Alaska,%® Iceland’s leasing of Israeli Hermes UAS,*° the Dan-
ish military’s continued deployment of surveillance UAS to secure
Greenland,” and the flexing of Russian military strength towards
the Scandinavian Arctic, it is clear that broader battles over infor-
mation security, jamming, kinetic UAS threats, and counter-UAS
seen emerging in the second drone age will spill over into the Arc-
tic in the years to come.”! These are not the only regions of the
world where NATO powers will continue to be threatened by re-
motely controlled airborne technologies. The spread of hostile UAS
and drones is a truly global phenomenon that will stretch from
distant zones of conflict to the towns and cities of NATO members.

Hostile and Terrorist Drones

As the world trudges through a turbulent period of economic de-
pression, increased Great Power tensions, and social unrest — much
of which has been exacerbated by the novel coronavirus - it seems
fitting to mention how commercial drones have risen up to take on
a role of social benefit, but also social harm, in these tumultuous
times.”> Much like in war, the drone can take the place of a human
on the frontline of a fight. Since the emergence of the coronavirus
in 2019, drones have been used to resupply the most vulnerable,
help enforce lockdowns, screen people’s temperature, and deep
clean a nation’s streets.”?> The aim here is to remove medical
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workers, community workers, and patients from other contagious
human beings. Drones have succeeded in these limited roles, and
as a predicable consequence, policymakers and manufactures have
lauded the drone, pushing for relaxed restrictions and rapid rollout
so that resilient robotic societies can flourish.”*

It is undeniable that there is a certain utility to the drone, which in
some cases can be virtuous.”> Nevertheless, any rapid relaxation
and mass roll-out of drone technologies across towns and cities
should be met with caution. The dilemmas of effective drone coun-
tering in urban environments have yet to be ‘fixed’ It is not known
how frequency jamming counter-drone systems will impact air
traffic high above populous cities,’® or interfere with intensive care
units within hospitals many miles away.”” Counter-drone technol-
ogies currently pose as much of a legal and security threat as the
drone itself in civil urban environments. In addition, there is still
no comprehensive and foolproof way to distinguish ‘bad drones’
from ‘good drones’ in an urban setting. With this in mind, it is
important to consider what would happen if whole new modes of
national logistical,”® transport,” healthcare,® and distribution in-
frastructure®' - built around thousands of drone technologies,
some identical, and others differing in size, weight, and shape -
were to be quickly taken offline. Hacking, infiltration, spoofing,
and nefarious use by hostile actors seeking to take advantages of
the vulnerabilities of the drone age would lead to the grounding of
all drones in the network, no matter how vital their role.®> How
would medical supplies continue to get to the sick and infirmed, or
goods move from rural distribution centres to inner-city hubs? To
what extent would safe and secure drone commuter transit be
compromised, and how would a disquieted public learn to put trust
back into a drone infrastructure? National, regional, and local
drone management structures need to be constructed and counter
technologies adequately tested and invested in, so that they can
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keep pace with high-tech, high-cost commercial advancements.%
Until these measures are in place, the social and economic ‘costs’
of a rushed en masse embrace of drone technologies will vastly
outweigh the proposed benefits.5*

There are countless examples that help illustrate the above-men-
tioned risks and threats. The Japanese ‘atomic drones’ flown on to
the Japanese Prime Minister’s residence in 2015,2° the ISIS ‘Trojan
Horse drones’ used against allied forces in Iraq and Syria,®® the
2018 Venezuelan ‘assassination drones’ used against President Ma-
duro,®” and the drone chaos that occurred at London’s Gatwick
airport later that same year, all offer pertinent reminders of how
the drone can violate the most secure governmental or military
sites.®® Nevertheless, in more recent years commercial drone tech-
nologies, and their related control software, have advanced at a
pace opening a whole new range of novel threats and further ex-
acerbating drone dangers. Whereas commercial drones were once
low, slow, short-range, and flown in ones and twos, they now fly
faster, further, higher, and can be piloted in synchronicity with
many other drone systems. Take the latest DJI Mavik 2 as a starting
point. Although regarded as an easy to use and readily available
commercial drone technology, it is actually far more advanced
than the previous generation of commercial drones that emerged
from 2013.2° The DJI Phantom-1 is a key example. This early com-
mercial drone had a maximum flight time of 10-mins and no built-
in camera.’® In contrast, the new Mavik 2 can fly for up to 31
minutes, at a maximum speed of 72 km per hour, over a range of
8-kilometers, with built-in live video transmission.’! Yet this is
merely the new normal when it comes to drone capabilities. With
improvements in battery technology, ever more advanced trans-
mitters, High Definition (HD) and thermal cameras, payload, and
powerful motors, today’s drones are more ‘fast and furious’ rather
than ‘low and slow’*?
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lustrative of this new generation of drone threats are the recent
cases of commercial drones being used as biological weapons and
in hostile rudimentary swarms. In terms of the former, the ex-
tended range, speed, video transmission, and payload capacity af-
forded by the latest commercial drone technologies allowed crimi-
nal gangs in China to help spread African Swine Flu. In January
2020, as families across China prepared for Chinese New Year and
the purchase of holiday favourites - like pork dumplings, braised
pork, and pork knuckles®® - a sinister drone operation exacerbated
an ongoing African Swine Flu pandemic.®* In an attempt to engi-
neer a pork scarcity, gangs in North-eastern China packed com-
mercial drones full of tainted pork meat.?® They then flew the meat
onto distant uninfected farms. It is believed that the aim was to
trigger the cheap sale of infected meat by desperate farmers.® The
gangs would then resell the meat as uninfected produce to unsus-
pecting customers far away from the source.®’” Although now
largely forgotten due to COVID-19, this disquieting bio-attack rais-
es concerns about how commercial drones can be used to easily
spread diseases by hostile actors and how hard it is to effectively
counter this threat. In this case, farmers did purchase and operate
their own counter-drone technologies, only to be found in breach
of the law as their system’s ‘transmitter had disrupted the GPS
[Global Positioning System] signal in the area’ potentially interfer-
ing with air traffic.”® In light of these counter-drone challenges, it
is worth noting that terrorist actors, such as Aum Shinrikyo and
ISIS, have previously experimented with the spread of biological
agents, yet the hostile use of Ebola, SARS, COVID, or Smallpox still
remains a difficult to deploy weapon for malign actors.’® Swarms,
on the other hand, are a novel threat that have been achieved.

Free to download software and online tutorials now combine to

make it possible for everyday drone users to launch rudimentary
‘swarms’.'%° More accurately described as multi-drone deployments,
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between five and ten drones can be ‘hooked-up’ to a single device
and flown beyond the line of visual sight. When this capacity is
combined with readily available mobile apps ‘that allow drone pi-
lots to pre-set their drones’ final destination’, it is clear to see how
open-access, automated drone swarms have been born.'' In 2018,
for instance, the FBI was operationally blinded when a criminal
gang made ‘high-speed low passes’ at agents with multiple
drones.!°2 The head of the FBI's Operational Technology Law Unit,
Joe Mazel, stated that the gang buzzed FBI hostage teams with
multiple drones all at once and even ‘had people fly their own
drones up and put the footage to YouTube’!®® Cases of multi-drone
deployment have also been noted in Mexico, with drug cartels tar-
geting the home of the public safety secretary for the Mexican state
of Baja California.'® Not only this, but in Arizona, the Palo Verde
Nuclear Power Plant, the largest nuclear plant in the United States
(in terms of power produced), had a ‘drone-a-palooza’ of five or six
drones hovering above its pressurized water reactor for multiple
nights.!% Despite the involvement of the local police, the FBI, De-
partment of Homeland Security, and counter-drone specialists, no
one has been held to account.!°® During their offensive against al-
lied forces, ISIS was also adept at drone swarm deployments. By
utilising commercial front companies and cells in the UK, Spain,
Bangladesh, and Denmark - along with smuggling channels
through Turkey - ISIS was able to access some of the most sophis-
ticated drone hardware and high-tech ‘add-ons’ like thermal imag-
ing cameras, transmitters, and motors.'” As has been documented
previously in the Bulletin of the Atomic Scientists, in one series of
attacks that occurred within a 24-hour period, ‘there were no less
than 82 drones of all shapes and sizes’ dropping bombs at Kurdish,
French, and US forces.!®® Operated as part of multi-wave coordi-
nated attacks, ISIS drones were used along with suicide bombers,
vehicle-borne IEDs, and sniper fire, to cause maximum damage
and chaos for coalition forces.!® Such attacks indicate that in
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future conflicts NATO and allied forces will face a potent challenge
at the tactical air power level bringing hostile air power threats, not
seen for a generation, back to the field of battle.!!°

To finish, it is important to mention the most impactful drone
‘swarm’ to-date. In September 2019, numerous drones and cruise
missiles struck the ARAMCO oil processing facilities at Abqaiq and
Khurais in eastern Saudi Arabia, taking 6 per cent of the world’s oil
supply offline.!!! It is still not known for certain if this attack was
conducted by Houthi terrorists or directly by Iran. This is because
the two actors (one state and one non-state) are able to deploy
almost identical systems, thus raising an important and timely is-
sue. It is believed that [ran supplies the Houthi’s in Yemen with its
military UAS hardware, and in doing so, Iran has surrounded its
own UAS activities with a certain level of deniability. NATO actors
should note that in future conflict, there will be numerous dupli-
cate state and non-state technologies in the air, making attribu-
tion, accountability, and retaliation difficult to correctly and ef-
fectively ascertain or achieve. Nevertheless, the Iran-Houthi supply
of drones also raises a second important emerging trend in drone
warfare; namely how non-state actors can now harness military
UAS capabilities and combine them with commercial capacity, cre-
ating adaptable and easy to manufacture hybrid systems. As the
2019 inspections of captured Houthi drones revealed, these weap-
ons technologies were a mix of state-supplied military UAS hard-
ware, state-designed yet locally produced fibreglass chassis, and
additional smuggled commercial elements that expand the drone’s
technical capabilities.!'? These include high-power and longer-
range petrol motors, information and connection transmitters, HD
cameras, electrical wiring, tail wings, and wing flaps.! The ability
to combine these commercial elements with state systems and to
indigenously reproduce state designs, means that non-state actors
will be able to continue weaponized drone manufacture, even
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when states supplies are cut off. These non-state actors will also be
able to share their drone knowledge with aligned groups, leading
to an uncontrolled drone proliferation at a non-state level.

To conclude, therefore, in future warfare it will be difficult to tell a
state drone strike and swarm from a terrorist drone strike and
swarm as states engage in a deliberate attempt to ‘muddy the wa-
ters’ and create an air of deniability by supplying identical systems
to non-state actors. Non-state actors will make up for lapses in
state supply by combining military hardware with easy to obtain
and ever more advanced commercial drone elements that they will
in turn supply to other terrorist actors. This trend will also make it
difficult to delineate between commercial drones and state military
UAS, especially as state actors also begin to harness their own
commercially inspired technologies and incorporate them into
their ranks.!'* Put simply, in future drone wars, the landscape will
become increasingly complex, congested, and dangerous for all as
both allied forces and urban settings face a difficult to counter and
ever-evolving hostile threat from the skies.
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NATO UAS CLASSIFICATION

Normal

e Employment

Strike/ Strategic/

Combat National
Class I Strategic/
(> 600 kqg) AALE National

MALE Operational/

Theatre
Class Il Tactical Tactical
(150 kg—600 kg) Formation

Small (>15kg)  Tactical Unit

Tactical Sub-

Mini (<15kg)  unit (manual
or hand launch)

Tactical Sub-

Micro (<66 J) unit (manual
or hand launch)

Figure A.1: NATO UAS Classification Table (Source: NATO ATP-3.3.8.1, Ed. B, Ver. 1).
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Normal
Operating
Altitude
Up to
65,000 ft
MSL
Upto
65,000 ft
MSL
Up to
45,000 ft
MSL
Up to
18,000 ft
AGL
Up to
5,000 ft
AGL
Up to
3,000 ft
AGL
Upto
200 ft
AGL

Normal
Mission
Radius

Unlimited
(BLOS)

Unlimited
(BLOS)

Unlimited
(BLOS)

200 km
(LOS)

50 km
(LOS)

Up to 25 km
(LOS)

Up to 5 km
(LOS)

Annex A

Primary

Example
Supported Platform
Commander
Theatre Reaper
Theatre Global Hawk
JTF Heron
Division,
Wiepak Watchkeeper
Battalion,
T Scan Eagle
Company,
Platoon, Skylark
Squad
Platoon, Black Widow
Squad
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Russia

Altius/Altair
NATO UAS Classification Class IlI/MALE
Sokol OKB RUS
Power Plant 2 x RED A03/V12 Diesel
Engines
Length 11.6m
Height |
Weight 5,000-6,000 kg
Maximum Take-Off Weight |
Endurance Up to 48 hrs
Speed Cruise: 150-250 km/h
450 km (LOS), 10,000 km (BLOS)
Ceiling 12,000 m
10C
Remarks
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Russia
Grusha/Granat-1
ISR
NATO UAS Classification Class I/Mini Tactical

Power Plant Electric Motor

Length

Height .|

Weight 2.5 kg

Maximum Take-Off Weight |
Endurance 13h

Speed 120 km/h

Ceiling 5,000 m

I0C I
Remarks Start by hand or catapult,

landing by parachute
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Russia

Eleron-3

ISR, BDA, EW
NATO UAS Classification Class I/Mini

ENIKS

Power Plant Electric Engine

Length 045 m

Height .|

Weight

Endurance 1 h 40 min

Speed Cruise: 70 km/h, Max: 130 km/h
Ceiling 5,000 m

I0C
Remarks Hand held or elastic rubber

band start, parachute landing
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Annex B

Russia
Eleron-10SV
ISR
NATO UAS Classification Class I/Mini UAS, Flying Wing

Power Plant Electric Engine

Length 0.88 m

Weight 15.5 kg

Maximum Take-Off Weight |
Endurance 25h
Payload/Armament |
Speed Cruise: 75 km/h, Max: 135 km/h
Ceiling 4,000 m

I0C
Remarks Hand held or elastic rubber

band start, parachute landing
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Annex B

Russia
Forpost
NATO UAS Classification Class ll/Tactical
(UWCA)
Power Plant 1 X Piston Engine
Length 585m
Weight 325 kg (estimated)
454 kg (estimated)
Endurance 175 h
Speed Max. 204 km/h,
Cruising at 110 km/h
Ceiling 6,000 m
I0C
Remarks Take-off and landing on
runway

523



Image provided by Janes.




Annex B

Russia
Granat-4
NATO UAS Classification Class I/Small Short-range
Tactical UAV
Power Plant
Length 24m
Height |
Weight
Endurance
Speed Max. 145 km/h,
Cruising at 90 km/h
Ceiling 3,500 m
10C I
Remarks
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Russia
Korsar
ISR
NATO UAS Classification Class IlI/MALE UAV
Power Plant Piston Engine with a Pusher
Propeller
Length 420 m
Height |
Weight
Endurance 8h
Payload/Armament |
Speed Max. 150 km/h
Ceiling 5,000 m
10C Presented at the International
Military Technical Forum
ARMY-2019
Remarks
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Annex B

Russia
Okhotnik (Hunter)

NATO UAS Classification Class Ill /HALE UAV

Power Plant Single AL-31 Turbo-fan Engine
Length 11.65m

Weight 20,000 kg

(Operating Weight, Empty)

Maximum Take-Off Weight

Endurance 10h

Payload/Armament 2 internal weapons bays for up
to 2,000 kg of guided and
unguided munitions

Speed Max. 1,000 km/h

Ceiling 18,000 m

10C First prototype observed on
23 Jan. 2019, introduction
planned for 2024

Remarks Conventional wheeled take-off
and landing
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Annex B

Russia
Orion-E
ISR
NATO UAS Classification Class lll/MALE UAV
Kronshtadit Group
Power Plant Piston or turboprop engine

that drives a two-bladed
pusher propeller

Length 8m

Weight

Endurance 24 h

Speed Max. 200 km/h,

Cruising at 120 km/h

250 knm

Ceiling 7,500 m
10C
Remarks
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Annex B

Russia
Orlan-10
ISR, EW (Leer-3)
NATO UAS Classification Class I/Small
Tekhnologicheski Tsentr
Power Plant 1 Piston Engine
Length 1.80m
Height .|
Weight
Endurance 16 h
Speed Max: 150 km/h, Cruise: 90 km/h

Range Radius of Operation:
140 km/10 h

Ceiling 5,000 m
10C Delivered in 2014, currently in

service with over 700 systems
operational

Remarks Rail Launched,
Parachute Landing
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Russia

Takhion (Tachyon)

NATO UAS Classification Class I/Mini UAV,

Flying Wing Design
Power Plant Electric Engine
Length 0.61m

Height |
Maximum Take-Off Weight 25 kg

Endurance
Payload/Armament |
Speed Max: 120 km/h, Cruise: 54 km/h

Ceiling 5,000 m
joc
Remarks
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Annex B

Russia

Zastava (Bird-Eye-400)

NATO UAS Classification Class I/Mini UAV
Contractor Israel Aerospace Industries (IAl),

assembled by ‘Ural Works of
Civil Aviation’ (UWCA)

Power Plant Electric Engine

Length 0.8 m
T

Weight

Endurance 80 min

Speed 80 km/h

Ceiling 1,000 m

I0C

Remarks Elastic rubber band catapult

start, parachute landing
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China

BZK-005

ISR
NATO UAS Classification Class IlI/HALE UAV

Beijing University of

Aeronautics & Astronautics

Power Plant

Wingspan |
Length

Height |
Weight 1,200 kg

Maximum Take-Off Weight |
Endurance 40 h
Speed Cruise: 150-180 km/h

Range |
Ceiling 7,800 m
joc
Remarks
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Annex B

China

BZK-007

ISR
NATO UAS Classification Class lll/MALE

Guizhou Aircraft Industry

Corporation (GAIC)

Power Plant Single Piston Gasoline Engine
Length 7.7m

Weight
Endurance 16 h
Speed Max. 230 km/h

Range |
Ceiling 7,500 m
joc
Remarks Fixed Tricycle Landing

Gear System
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Annex B

China

CH-4 A/CH-4B
ISR and strike (CH-4 B)
NATO UAS Classification Class lll/MALE UAV
Contractor Aerospace Long-March
International Trade Company
Ltd. (ALIT)
Power Plant Piston Engine
Length 85m

Weight

Maximum Take-Off Weight ~ 1,300 kg

Endurance 40 h (CH-4 A), 14 h (CH-4 B)

Payload/Armament 115 kg (CH-4 A),
345 kg (CH-4 B)

Speed Max. 235 km/h (CH-4 A)
Max. 210 km/h (CH-4 B)

Range 3,500 km (CH-4 A),
1,600 km (CH-4 B)

Ceiling ~ 7,000 m

loc

Remarks Wheeled Take-Off and Landing
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Annex B

China

Gongji 11 (Sharp Sword)

NATO UAS Classification Class Il HALE
Group

Power Plant 1x Turbofan

Length 11.65m

Weight 6,350 kg

Endurance
Payload/Armament |

Speed Cruise: 1,000 km/h

Ceiling 12,500 m

joc

Remarks

*Taxi tests are believed to have occurred in May 2013. Flight tests were reported in Chinese media through 2018-2019.
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Annex B

China

Wing Loong |

NATO UAS Classification Class Il MALE
AVIC

Power Plant 1 X Piston Engine

Length 9m

Weight

Endurance 20 h

Speed Max 280 km/h

Ceiling 7,500 m

I0C
Remarks Wheeled Take-Off and Landing
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China

Wing Loong li

NATO UAS Classification Class Il MALE UAV

Power Plant 1 X Turboprop

Length 1Tm

Weight

Endurance 32h

Speed Stall: 150 km/h, Max: 370 km/h

Ceiling 9,000 m

10C In service in PLAAF

Remarks Wheeled Take-Off and Landing
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China

Wuzhen-8/DR-8
PrimaryFuncton | |

NATO UAS Classification Class llI/HALE

Contractor |
Power Plant Rocket Powered

Wingspan |
Length

gt
Weight

[armum Take Offweight |
Endurance

Payload/Amament ||
Speed Possibly High Supersonic

Ceiling
10C Showcased in the National Day

parade of 2019. No reports if
operational in PLAAF

Remarks Speculated to be launched in
the air via a bomber or
transport aircraft
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China

Xianglong

ISR
NATO UAS Classification Class Ill/Multi-Role HALE UAV

Group (GAIC)

Power Plant 1 x Turbofan

Wingspan |
Length 14 m
Weight
Endurance
Speed Cruise: 750 km/h

Ronge |
Ceiling 18,000 m
joc I
Remarks Tricycle Type Landing Gear
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Iran

ABABIL-3
ISR

NATO UAS Classification Class I/Small

Iran Aircraft Manufacturing

Industrial Company (HESA)

Power Plant Piston Engine
Length 35m
Weight

| Maximum Take-Off Weight |
Endurance 4h

Fojoadamanent |
Speed 200 km/h
Ceiling 5,000 m
0C
Remarks
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Iran

Fotros
NATO UAS Classification Class Il

Contractor |
Power Plant

Wingspen |
Length

eght |
Weight

[Vaimum ke Offweight |
Endurance 16to30h

Payload/Armament ||
Speed

Ceiling 7,600 m

10C Accepted for service

Remarks
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Annex B

Iran

Qods Yasir (Sayed-2)
ISR

NATO UAS Classification Class I/Small
Company
Power Plant 2-Stroke Piston Engine
Length 1.19m
gt |
Weight
| Maximurm Take-Off Weight | |
Endurance 20 h

Speed 120 km/h

Ceiling 4,600 m
IRN Army
Remarks Unlicensed Copy of

Boeing ScanEagle

559



\\\,wwmﬂmm-lI&U_ .

ASES NS ..y
aesd T YT

e sasANdsaay
A\ SR




Annex B

Iran

Saeqeh
PrimaryFunction |

NATO UAS Classification
Power Plant Turbofan/Piston
Length
gt |
Weight
| Maximum Take-Off Weight | |
Endurance
Payload/Amament | |
Speed

S

Ceiling

Remarks Based on the US-manufactured
RQ-170 reconnaissance drone
that crashed in Iran in
December 2011
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Annex B

Iran

Shahed-129

NATO UAS Classification Class Il MALE
Shahed Aviation Industries

Power Plant Four-Cylinder,
Fou-Stroke Aircraft Engine

Length 8m

Weight

| Maximum Take-OffWeight | |
Endurance 24 h

Speed Cruise: 150 km/h

Ceiling 7,300 m

joc
Remarks Similar in size, shape and role

to the US MQ-1 Predator
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Annex C

© Sushiman / Shutterstock.com

DJI Mavic 2 Pro

NATO UAS Classification Class |
DJi
Power Plant Electrical Motor
Weight 9079
Speed 72 km/h
Max Photo resolution 20 MP
Market Price ~ 1,500 Euro
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Annex C

© Applied Aeronautics

Albatross
Private and Industrial Use

NATO UAS Classification Class |
Applied Aeronautics

Power Plant Electrical Motor

Dimensions (unfolded) 740 x 200 x 150 mm,
Wingspan 3 m

Weight MTOW 10 kg

Endurance 1-4 h
(depends on battery set up)

Speed Cruise: 68 km/h, max: 129 km/h

100 km

Max Photo resolution Compatible with most cameras

Max Video resolution Compatible with most cameras

Market Price ~ 3,000 Euro
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© Benedek Alpar / Shutterstock.com

Anafi

NATO UAS Classification Class |

Power Plant Electrical Motor
Weight 3209

Speed 54 km/h

Max Photo resolution 21 MP

Market Price ~ 650 Euro
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© LALS STOCK / Shutterstock.com

Spreading Wings S1000+

Primary Function Commercial and
Professional Use

NATO UAS Classification Class |
DJ
Power Plant Electrical Motor
Weight MTOW 6-11 kg
Speed -
Range -
Max Photo resolution Variable Payload
Market Price ~ 4,000 Euro
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Annex C

© Snaptain

A15H Foldable FPV

NATO UAS Classification Class |
Power Plant Electrical Motor
Weight 680 g

Endurance 7 min

Speed -

Max Photo resolution 1280 x 720 px
Max Video resolution 720 P
Market Price ~ 70 Euro
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Annex D

Major Osman Aksu

Major Aksu holds a bachelor of Electronic Engi-
neering Degree from the TURAF Academy in 2001.
He had flight training and basic Weapons Control-
ler training until 2003 in Izmir. He was assigned as
' . a Weapons Controller at Diyarbakir CRC until

’\ 2008. After that, he was selected as AEWC Project
Officer for Peace Eagle in the US. He returned to TURAF HQ Ops. Div.
in 2010, and worked as PE Project Officer until 2013. He was selected
as Weapons Controller at NAEW FC GK in 2013, Fighter Allocator at
CRC Ankara in 2014. He was assigned as Airspace Coordination Of-
ficer in ATC Ankara between 2014 and 2019. He participated in Air-
space Control-Management activities for US/Coalition OIR missions.
As of November 2019, Major Aksu became the SME for CAS/JTAC in
the Combat Air Branch of the JAPCC.

Dr Christian Alwardt

Dr Christian Alwardt is a senior researcher in the
‘Arms Control and Emerging Technologies’ pro-
ject at the IFSH, where he also heads the research
project ‘Algorithms and Artificial Intelligence as
Game Changers?. Christian Alwardt has been
conducting technology assessments since 2008,
with his research focusing on topics of security and arms control
policy, as well as the future of warfare. He is actively involved in
expert committees, acts as a media contact and advises ministries
and committees. Christian Alwardt initially studied physics, busi-
ness administration and international relations at the University of
Hamburg and graduated with a degree in physics. As part of his
research at the CLISAP Cluster of Excellence, he received his doc-
torate in natural sciences.
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Chief Inspector Sascha Berndsen

Sascha Berndsen, Chief Inspector. He is a mem-
ber of the Signal Intelligence Division of the
State Police of North Rhine-Westphalia. He start-
ed his career in 1991 as a naval officer in the
,t German Navy, including a master degree in elec-

trical engineering. In 2003 he changed to the
State Police North Rhine-Westphalia. He has been assigned to the
C-UAS section in 2015, starting at the G7 summit with C-UAS jam-
ming operations. His responsibility today is to advance the capa-
bilities in detecting and engaging UAS with Radio Frequency sens-
ing, Radar, electro-optical sensors and jamming.

Joel Bollo

Joel Boll6 the CEO of Micro Systemation (MSAB)
in 2002, Joel served as Founder/President of DLX
Group AB where he assisted technology compa-
nies in coming to market by successfully devel-
oping and launching new products and capabili-
ties. Prior to founding DLX Group, Joel played a
key role in dramatically increasing the growth of Nordic Data Dis-
tribution and subsequently at Netwise. In addition to leading MSAB
in its strategic direction and day to day operations, Joel travels
extensively around the world to advise senior government officials,
law enforcement authorities and stakeholders regarding growing
trends in technology development, privacy and encryption as it re-
lates to public safety and digital evidence.
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Captain (N) Daniel D. Cochran

Captain Cochran is currently serving as the
f JAPCC’s Maritime Air Section Head. His back-

\ /i ground includes three operational tours in
F/A-18 aircraft, with his most recent tour as

‘ I ‘ a squadron commanding officer. He’s flown
’ combat missions ISO four Operations, including
IRAQI FREEDOM and ENDURING FREEDOM. A graduate of the
United States Naval Test Pilot School (USNTPS), he has led many
aircraft test projects and instructed at USNTPS. He is a distin-
guished graduate of the Air Force Institute of Technology with
a Master’s of Science in Aeronautical Engineering and member

of the Society of Experimental Test Pilots. He’s accumulated
3,200 flight hours in 32 aircraft and 760 carrier arrested landings.

Lieutenant Colonel (ret.)
James Corum PhD

Dr Corum holds a MA from Brown University
and a PhD in History (Queen’s University, Cana-

. da). He is an internationally recognized academ-
:;4 _‘5*“ A ic in military history, airpower and counter-in-
&4 " "I surgency. He has authored eleven books and
more than 70 major journal articles and book chapters on strategic
studies, airpower and military history. Dr Corum has had a career
in higher military education, serving as a professor at the USAF
School of Advanced Air and Spacepower Studies (1991-2005),
professor at the US Army Command and General Staff College
(2005-2008), and dean of the Baltic Defence College (2009-2014).
From 2014 to 2019 he served as Programme Leader for the
MA Programme in Terrorism and Security Studies at Salford
University, UK.
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Dr iur. Ulrich Dieckert

Dr Ulrich Dieckert is a Berlin-based lawyer, who
runs his own law firm (www.dieckert.de) and has
specialized in his legal work - amongst other
fields - on the law of drones. He also published a
guide on ‘Drones - Technology and Law in Com-
mercial and Governmental Operation’ (in Ger-
man); additionally, he is the chair of the expert group ‘Legal Ques-
tions of Drone Operations’ of UAV DACH e.V. and a member of the
Advisory Council on Drones headed by the German Federal Minis-
try of Transportation and Digital Infrastructure.

Dr Hans-Albert Eckel

'L.] Dr Eckel is Head of Program ‘Impact, Protection
{ and Materials’ at the German Aerospace Center
(DLR). Within this Program, DLR develops and
¥y investigates innovative solutions for the ad-
. vancement of the capabilities of the German
ﬂ Armed Forces. This includes laser technology, re-
search on missile systems, aircraft structures, and telemedicine.
Previously Dr Eckel was head of department ‘Laserstudien und
Konzepte’ at DLR's Institute of Technical Physics. There he devel-
oped experimental and theoretical concept and system studies of
specific, mainly defence related, applications of high power laser
sources. Dr Eckel holds a diploma in physics and a PhD in laser
spectroscopy. He published more than 100 scientific papers and
holds several patents mainly in the field of high power lasers and
laser applications.
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Lieutenant Colonel Heiner Grest

Lieutenant Colonel Grest is currently serving in
the C4ISR+S Branch as a Space SME. In 1982 he
began his military career as a conscript. In previ-
ous appointments he has been working in vari-
ous command and staff positions in the area of
Surface-Based Air and Missile Defence as well as
in different national staff positions. He was deployed to the NATO
mission in Afghanistan at ISAF HQ. Lieutenant Colonel Grest holds
a diploma in business administration from the Bundeswehr Uni-
versity Hamburg.

Lieutenant Colonel André Haider Editor

Lieutenant Colonel Haider is an artillery officer
by trade with over fifteen years’ experience in
command & control and operational planning.
He is the Joint Air Power Competence Centre’s
i (JAPCC) Remotely Piloted Aircraft Systems Sub-
= ject Matter Expert for almost ten years and re-
presents the JAPCC in the NATO Joint Capability Group Unmanned
Aircraft Systems (JCGUAS) and NATO Counter-UAS Working
Group. He authored multiple studies and articles with regard to
operational and legal issues of UAS. He initiated and led the pro-
ject ‘A Comprehensive Approach to Countering Unmanned Aircraft
Systems’ which has resulted in the publication of this book.
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Dr Martin Hellmann

Since 2010, Martin Hellmann is the Coordinator
of Civil Security Research and Dual-Use at the
German Aerospace Center’s (DLR) overall Pro-

gram Coordination for Defence & Security Re-
. search. He is also a reserve officer (Major d. R.) in

the German armed forces. In his current DLR po-
sition, he is coordinator for civil security research, dual-use and
EU-related topics. As a strategy and security analyst for the DLR
Executive Board, he is the contact person for ministries, industry,
and national and European research institutions. He is DLR repre-
sentative in various national and European think tanks, working
groups. Mr Hellmann holds a Diploma Degree as well as a PhD
Degree in Electrical Engineering.

Lieutenant Colonel Henry Heren

Lieutenant Colonel Heren is a NATO Space & Cy-
berspace Strategist assigned to the JAPCC. He is
a Master Space Operator and a Fully Qualified
Joint Staff Officer with operational and planning
experience in the Pacific, Europe, Africa, and the
Middle East. After more than 28 years’ service in
the US A1r Force, he transitioned to the US Space Force in 2020. He
is a graduate of the US Air Force Weapons School, with experience
in assignments focusing on Space, Cyberspace, and Electronic
Warfare Operations.
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Heleen Huijgen LLM BSc

Heleen Huijgen has a Bachelor’s degree of Sci-
ence and a Master’s degree in International and
A/ European Law from the University of Amsterdam

: and works for the department of Military Opera-
!5 Ha i;l'l A ﬂ tions at TNO. She wrote the master-thesis ‘The
wilk . Formation of the Legal Framework Prohibiting
Chemical Weapons with Regard to Non-State Actors’ under super-
vision of Professor Terry Gill. During an internship at the Dutch
Permanent Mission to the UN in Geneva at the disarmament de-
partment, Huijgen was responsible for the preparation and organi-
zation of the Meeting of State parties to the Cluster munition con-
vention and the preparation for the First Committee of the General
Assembly meeting of the UN in New York.

Liisa Janssens LLM MA

Liisa Janssens is Scientist Law and Philosophy of
Law at Military Operations, TNO and PhD-re-
searcher at Vrije Universiteit Brussels. Janssens
has a Master’s degree in Law at Leiden Law
School and a Master’s degree in Philosophy at
Leiden University and is working in her PhD re-
search on analyses that examine Al in the scope of Philosophy of
Law. Janssens was assigned to the project on ‘The Internet of
Things’ by the Dutch Cyber Security Council (National Coordinator
for Security and Counterterrorism of the Dutch Ministry of Secu-
rity and Justice). Janssens was the editor of ‘The Art of Ethics in
the Information Society - Mind You’ Amsterdam University Press
(2016), and co-editor of ‘Being Profiled: Cogitas Ergo Sum’, Am-
sterdam University Press (2018).
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Adam Jux

Adam Jux is a retired Royal Air Force Officer
who also served in the Royal Australian Air Force
and the Australian Army over his 27 years of
military experience. He is a qualified targeteer
having worked in the discipline for the last ten
years, including on operations. He has instructed
in targeting, collateral damage estimation and has mentored tar-
geting at the Joint and Component levels. He recently consulted
with the United Nations Institute for Disarmament Research
(UNIDIR) and contributed to a research paper for the protection of
civilians in urban conflict. He is currently working as a civilian
targeteer for NATO’s Joint Warfare Centre in Stavanger, Norway
under contract for Comprehensive Training Solutions (CTS).

Major Fotios Kanellos

Major Kanellos graduated from the Hellenic Air
Force (HAF) Academy in 2003 as an Electrical
Engineer with specialization in Telecommunica-
tion and Computer Science. He holds two Master
degrees, one in Technical-Economic Systems
from the National Technical University of Athens
(NTUA) and another in Environmental Sciences from the Univer-
sity of Patras. Major Kanellos served as an inspection engineer for
T-2 C/E aircraft and system engineer for the T-6A Flight Simulator
at the Hellenic Air Training Command (HATC) in Kalamata. His
previous appointment was at the HAF Support Command (HAFSC)
managing IT and Cybersecurity projects. His current appointment
is as a Cyberspace SME at the Joint Air Power Competence Centre.
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David Kovar

David Kovar is the CEO and founder of URSA,
Inc. (Unmanned & Robotics Systems Analysis),
which focuses on the collection, integration,
analysis, and presentation of UAV related data
for fleet management, criminal investigations,
failure analysis, and predictive analysis. He has
worked in digital forensics and cyber security since the mid-1990’s
and formerly led EY’s U.S. incident response program.

Senior Chief Inspector Jiirgen Kiinstner

Jirgen Kiinstner, Senior Chief Inspector, Head
of Department of Special Technical Forces (mo-
bile radio surveillance, radio reconnaissance,
drone flight and drone defence) in North Rhine-
Westphalia (NRW). He joined the Police in 1980,
via the normal patrol service and the special
units. In 1996 he joined the present State Office for Central Police
Services (LZPD NRW). There he headed the Central Office for the
Coordination of Operational Situations, was a member of the
Advisory Group of the State of NRW and took over the present
office in 2008. At that time with ten officers, this department
grew to 26 employees (police officers, graduate engineers, techni-
cal staff) and is currently the best-equipped police station for
drone defence in Germany.
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Lieutenant Colonel Paul J. MacKenzie

A Communications and Electronics Engineering
(Air) Officer in the RCAF, he examines Cyber-
space as it relates to NATO Joint Air Power and
from a defensive perspective through to the po-
tential in exploiting offensive effects. He holds a
Master’s of Science degree in Computer and In-
formation Technology, is a graduate of the Canadian Forces Joint
Command and Staff Program and has 32 years of experience in the
provision of IT/CIS to operations. His senior appointments include
Director of Operational Support (CIS), CANOSCOM HQ (Ottawa),
Chief A6 Staff, NATO AWACS Airbase, CO CAN Contingent (Tech-
nical Element) NATO AWACS and Director, A6 Staff - 1 CAN Air
Division. He was Chief OpFor (Cyberspace) for NATO’s largest Joint
exercises from 2016 to 2019.

Lieutenant Colonel Roy Milke

Lieutenant Colonel Roy Milke joined the military
in 1979. He completed his training as Surface-
Based Air Defence Officer in 1983. This was fol-
lowed by three months of special training on
SA-5 (Gatschina, Soviet Union). From 1984
through 1992 he served in various SA-5 unit
functions. After retraining on the Patriot weapons system (EI Paso,
USA), he served among others as Squadron Commander up until
2003. Then from 2003 to 2014, he worked in units dealing with
maintenance and repair tasks, also the Patriot weapons system,
and was deployed to Termez/Uzbekistan (2011/2012) and Kahra-
manmaras/Turkey (2013/2014). In 2014 Lieutenant Colonel Milke
joined the Assessment, Coordination & Engagement branch at the
Joint Air Power Competence Centre Kalkar, Germany.
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Alex Morrow

Alex Morrow has been developing C-UAS hard-
ware solutions since 2015 for the US Govern-
ment and international partners. He works at air-
space security technology company Dedrone as
the Vice President of Defeat Solutions, focusing

- on the company’s drone mitigation efforts. Prior
to him joining Dedrone, Mr Morrow worked at Battelle for 18 years
leading up internal research and development programs. He has
expertise in electronic warfare, imaging systems, laser dazzlers, 3D
camera designs, fibre optics, spectroscopy, and non-linear optics.
Mr Morrow applies his vast experience in delivering cutting edge
solutions by leveraging innovative solution design techniques. He
lives in Ohio with his family and two cats.

Christoph Miiller

Christoph Miiller was recently appointed as Co-
ordinator Defence Research at the German Aero-
space Center’s (DLR) overall Program Coordina-
tion for Defence & Security Research coordinating
about fifty cross-cutting projects with a volume
of forty-five MEUR. He previously served as the
Executive Officer of the Applied Vehicle Technology Panel at the
NATO Science & Technology Organization in Neuilly-sur-Seine,
France, from 2017 to early 2020. He also served twelve years in the
German Armed Forces implementing and commanding a special-
ized CBRN Explosive Ordnance Disposal platoon including one as-
signment to the International Security Assistant Force (ISAF) in
Afghanistan. Mr Miiller holds two Masters’ Degrees in Mechanical
Engineering and Business Administration.
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Dr Thomas Neff

Dr Thomas Neff is recently the head of the de-
partment Reconnaissance and Security at the Mi-
crowaves and Radar Institute of the German
Aerospace Center (DLR). Previously he was the
head of the Satellite Systems Engineering group
and is with DLR since 2000. He finished his PhD
on Bearing Stress in Holed Polymers at the Technical University of
Munich in 2001.

Wing Commander (ret.) Jez Parkinson

Wing Commander Parkinson is a RAF Regiment Officer with
33-years’ regular Service; over half in the Multinational environ-
ment and in excess of 7-years on operations. He continues to work
as a Reservist in the Force Protection Environment and as a civil-
ian on Asset Protection collaborating with the military, industry
and academia. He is the author of NATO FP Policy, FP Doctrine for
Air Operations and the current Custodian for Joint FP Doctrine. He
is responsible for the development and delivery of NATO FP Cours-
es as well as writing several publications and articles on FP.
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Phil Pitsky

Phil Pitsky is a US Navy Veteran skilled in Sig-
nals Intelligence and Electronic Warfare and has
served in multiple joint, fleet, and staff positions
for the Navy and Intelligence Community during
his service. In the Defense Industry, he has held
varying roles from Training, Operations, Pro-
gram Management, and Strategic Development. In total, he brings
over 20 years of industry expertise in surveillance and reconnais-
sance in countering emerging threats. In addition to his military
service, he is a graduate of the University of North Carolina’s
Kenan-Flagler Business School, receiving a Master’s in Business
Administration in Global Business. He is currently the Vice Presi-
dent of US Federal Operations at airspace security technology
company, Dedrone.

Lieutenant Colonel G. W.‘Berry’ Pronk

Lieutenant Colonel Pronk has served for nearly
40 years in the Dutch armed forces. He served in
various national Command and training posi-
tions in the realm of Ground-Based Air Defence
as well as staff positions at the Royal Nether-
lands Air Force Command and The Royal Nether-
lands Army Command. Internationally he served at the former HQ
Extended Air Defence Task Force (with US Army and German Air-
force) and at the German Air Force Forces Command, as well as
Section Chief Air Operations at J3, NATO SHAPE. Currently, the
author holds the position as Subject Matter Expert for Surface-
Based Air and Missile Defence at the Joint Air Power Competence
Centre in Kalkar, Germany.
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Dr James Rogers

Dr Rogers is DIAS Assistant Professor in War
Studies, within the Centre for War Studies, at
University of Southern Denmark and an Associ-
ate Fellow of LSE IDEAS within the London
School of Economics. He is Special Advisor to
the UK Parliament’s All-Party Parliamentary
Group on Drones, a UK MoD Defence Opinion Leader, and an Advi-
sor to the United Nations. In 2020, James took up the position of
NATO Country Director for the NATO SPS funded ‘Vulnerabilities
of the Drone Age Project. He has previously been a Visiting Re-
search Fellow at Stanford University, Yale University, and the Uni-
versity of Oxford.

Amit Samani

Amit Samani is currently serving as Vice Presi-
dent of Enterprise Operations for airspace secu-
rity technology company, Dedrone. Amit has
over 20 years of experience working within the
emerging technology and security markets and
has been supporting clients across critical infra-
structure, aviation, and federal agencies with their strategies for
taking their security from the perimeter to the lower level airspace.
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Lieutenant Colonel Andreas Schmidt

Lieutenant Colonel Schmidt joined the German
Air Force in 1993 and studied Computer Science
at the German Armed Forces University in Mu-
nich. He built up an extensive background in
Ground-Based Air Defence as Tactical Control
Officer, Reconnaissance Officer, Battery Execu-
tive Officer and Battery Commander. Furthermore, he had two as-
signments in Fort Bliss, Texas. The main task of his first assign-
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Countering UAS and drones is a challenge in both the military and civil
domains. Therefore, it is important to incorporate all available means and
to exploit any vulnerabilities to achieve this task. It is also important to
note that countering UAS and drones is already a security mission in peace-
time, whereas most military defence applications are intrinsically designed
for a conflict scenario. To stimulate thought on a more comprehensive
approach when having to counter UAS and drones, this book provides
the reader with a broad assortment of the different military, civil, and legal
perspectives on the subject matter.
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