Annex C
Guidelines for Conducting a Drone Drill
Proper education and regular training on drone incident procedures are essential for effectively responding to threats. This is crucial for protecting personnel, material, intellectual property, and sensitive data. The following guidelines are designed to help you plan a drone drill. It is important to note that these guidelines are not universally applicable and should be adjusted to fit local conditions. Please be aware that this checklist focuses on immediate drone response measures and does not cover planning considerations for dedicated drone defence systems and their deployment. To customize this document, please visit https://www.japcc.org/drone-drills to download the editable file.


	Mission Analysis/Assessment

	

	1. Critical Infrastructure

	
 1.1 Identifying Mission-Critical Infrastructure and Equipment 
· What is the crucial aspect of the organization’s mission or production?
· Which infrastructure and equipment are indispensable for sustaining it?
· What personnel are essential for operating that infrastructure and equipment?
· What is the potential financial loss if production is interrupted?
· What is the potential impact if intellectual property is compromised?
· What is the potential impact if the mission is interrupted?
(It is highly advisable to assess the estimated loss/impact in comparison to an investment in professional drone defence systems that could aid in maintaining mission-critical processes.)

	
 1.2 Vulnerability of Critical Infrastructure and High-Value Equipment 
(e.g., weapon systems, communications, power generators, water supply)
· Can high value equipment be securely stored or quickly sheltered in the event of a threat?
· Is there redundancy built into critical systems to ensure continued operation in the face of damage or loss?
· Is it possible to disguise critical infrastructure to prevent observation or deceive drone threats?
· Can critical infrastructure be hardened to withstand smaller yields of explosive?
· Is there a way to keep drones at a safe distance to minimize potential blast damage?
If critical infrastructure or equipment is deemed mission essential and the answer to these questions above are negative, it is strongly advised to explore options for implementing professional drone defence systems.

	
 1.3 Considerations for Areas that Contain Hazards 
(e.g., ammunition storage sites, fuel tanks, chemicals)
· Has the minimum safety distance been assessed?
· Are there nearby protective structures or shelters available?
· Have designated evacuation points been established and clearly marked?
· Are special hazard-related First-Aid kits available for emergencies?
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	2. Regular Infrastructure

	
 2.1 Vulnerability to Drone Observation 
· Are computer screens positioned away from windows to prevent observation?
· Are whiteboards and flipcharts covered when not in use to protect sensitive information?
· Are there guidelines for handling classified materials?
· Have window blinds been installed to enhance privacy?
· Have additional measures been implemented to prevent unauthorized observation?

	
 2.2 Vulnerability to Explosive Drone Payloads 
· Are workplaces located at a safe distance from windows?
· Do office windows have blast-resistant resistant capabilities?
· Are the inner walls sturdy enough to provide adequate protection against blasts and fragmentation?

	3. IT Infrastructure

	
 3.1 Vulnerability of Wireless Computer Networks 
· How many wireless networks are broadcasting in the area?
(It is recommended to map all wireless networks in the area, not just your own.)
· Are your wireless networks sufficiently encrypted?
· Are intrusion detection systems in place to monitor and respond to potential security breaches on the wireless networks?
· If other wireless networks are identified as insecure, can the provider be contacted?
(Other networks that are not secured could be exploited, potentially compromising the devices of your own personnel as well.)

	
 3.2 Vulnerability of Mobile Devices 
· Are private devices with wireless connectivity permitted in the designated area?
· Are company-issued devices consistently updated and configured to adhere to the most current security protocols?
· Has a comprehensive mobile device policy been established for both employees and visitors?

	4. Personnel

	
 4.1 Vulnerability of Personnel Exposed Outside of Buildings 
(e.g., sports fields, maintenance areas, designated smoking areas)
· Are there any protective structures or shelters nearby?
· Have evacuation points been established and clearly marked in the vicinity?
· What is the estimated time needed to reach the nearest shelter?
· Are there any obstacles blocking the way to the evacuation points?



	 4.2 Vulnerability of Personnel Inside Buildings 
· Have evacuation points been established and clearly identified?
· Can personnel reach the evacuation points quickly and efficiently?
· Are there any obstacles (e.g., furniture) blocking the path to the evacuation points?

	
 4.3 Considerations for Crowds of People 
(e.g., meeting rooms, conferences, exhibitions, dining halls, sports events)
· Are the evacuation routes and emergency exits sufficiently large to allow for a quick and efficient evacuation in case of an emergency?
· Are evacuation points, emergency exits, and evacuation routes clearly marked and easily identifiable?
· Are the designated evacuation points capable of accommodating the entire crowd in case of an emergency?
· Have evacuation procedures been adequately trained and tested to ensure that panic is minimized during an emergency?
If the answer to any of the above questions is no, it is strongly advised to consider enhancing the infrastructure to protect against potential threats, such as small explosives. Another option to consider is the implementation of professional drone defence systems.



	Drone Drill Planning and Execution

	

	5. Emergency Procedures

	
 5.1 Education and Training 
· Is there a drone threat awareness curriculum (see below) in place and regularly delivered?
Suggested Curriculum Contents
· Types, classes, and key visual characteristics of drones;
· Potential threats originating from drones (espionage, terrorism, sabotage);
· Preparatory measures to mitigate the above threats;
· Drone incident procedures, warning signs, and drone evacuation points;
· Warning and reporting procedures, including emergency points of contact;
· All-clear procedures.
Furthermore, a live demonstration offers a unique opportunity to witness firsthand the acoustic and visual cues of drones in action.

	
 5.2 Drone Incident and Reaction Plan 
· Do the organization’s safety, security, and emergency procedures account for drone incidents?
Preparatory Measures in Support of Safety and Security
· Protection against espionage (refer to chapter 3.5.2)
· Defence against terrorism and sabotage (refer to chapters 4.4.2 and 5.3.3)
Immediate Actions in Support of Emergency Procedures
· Implementing measures against espionage (refer chapter 3.5.1)
· Taking steps against terrorism and sabotage (refer to chapters 4.4.1, 5.3.1, and 5.3.2)






	· Are dedicated drone incident evacuation points incorporated into all evacuation plans?
· Are warning and information signs prominently displayed? (refer to annexes F and G)
· Are drone reporting formats coordinated with first responders? (refer to annex A)
· Are central drone warning procedures in place? (refer to chapter 6.3)

	
 5.3 Exercise Preparation 
· Clearly define the exercise objective.
(review of preparatory measures, observation and reporting, evacuation drill, full exercise?)
· Determine the scope of the exercise.
(full base/organization or dedicated buildings/areas/staff elements)
· Review existing emergency plans.
(are there any overlaps, synergies, or conflicts with existing procedures that can be used or need to be deconflicted?)
· Prepare, distribute, and promote exercise materials.
(updated emergency procedures, evacuation plans, drone report sheets, warning and information signs, etc.)
· Conduct a site survey.
(are evacuation plans, drone report sheets, warning and information signs in place?)
· Issue exercise instructions, a warning order, or an announcement.
(An initial announcement for a drone exercise is essential to allow personnel to become acquainted with the newly implemented measures beforehand. Subsequent drone exercises can then be conducted regularly without prior notification.)
· Communicate, collaborate with, and/or involve external authorities.
(Depending on the objective and scope, external authorities such as the military police, the local police or the security staff may need to be informed/involved. Live drone flights, if applicable, should always be coordinated with external authorities, as the drone can trigger unplanned reports outside of the actual exercise.)
· Assign an evaluation team and provide them with a checklist of expected measures to assess the
exercise’s effectiveness.


	
 5.4 Run the Drill 
· Initiate a drone sighting.
(You don’t have to have a flying object to run a drill any more than you have to have a fire to have a fire drill.)
Alternatives to a Live Drone Flight
· Use a photo of a drone and show it to your exercise participants.
(Photos taken at various distances are effective in training observation and reporting skills.)
· Showcase a real drone in a fixed position.
(This can initiate a drone sighting report, similar to a bomb threat caused by unattended luggage.)
· Activate one of the established drone warnings.
(While only a few staff members may observe the drone, the majority of staff will need to react based on the warning.)


	
 5.5 Evaluation 
· Review the checklists used by the evaluation team.
· Interview participants to collect their self-assessments of the implemented measures.
· Distribute an after-action report to all participants.
· Make necessary adjustments to your drone incident and reaction plan.



