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Lessons Learned from State Positions on 
the Application of International Law to 
Cyber for the Evolving Space Domain

By Mr Sebastian Cymutta, Law Researcher
NATO Cooperative Cyber Defence Centre of Excellence 

Introduction

O n January 17th of 2022, NATO published its ‘Overarching Space 
Policy’,1 laying down the Alliance’s understanding and posture 
with regard to space. This policy document is a direct follow up to 

the 2021 NATO summit in Brussels and integrated the statement of the 
summit’s communiqué regarding Article 5 of the North Atlantic Treaty2 
with almost identical wording:

‘(…) Allies agreed that attacks to, from, or within space present a clear 
challenge to the security of the Alliance, the impact of which could threat-
en national and Euro-Atlantic prosperity, security, and stability, and could 
be as harmful to modern societies as a conventional attack. Such attacks 
could lead to the invocation of Article 5.’3

Thresholds in  
Cyber and in Space



44

Thresholds in Cyber and in Space

This part of the communiqué came across as logical, seeing that NATO  
already declared space as an operational domain in December 2019.4 
Moreover, it mirrors the approach taken by NATO with respect to interfer-
ence in cyberspace. With regard to cyberspace, the Alliance first clarified 
the applicability of Article 5 of the North Atlantic Treaty during the 2014 
Wales summit5 before assigning cyberspace the status of an operational 
domain two years later in Warsaw.6

Comparing the declarations of Wales (concerning cyber) and of Brussels 
(concerning space) with regard to when Article 5 of the North Atlantic 
Treaty would be activated, the wording is almost identical as well:

‘A decision as to when such attacks would lead to the invocation of Article 
5 would be taken by the North Atlantic Council on a case-by-case basis.’7

While law and policy are sometimes ambiguous, with the prevailing view 
that international law applies to cyber operations,8 a robust understand-
ing regarding the operationalization of the cyber domain has emerged.

Even though there is a legal framework for space in existence9 (which  
is not the case for cyberspace), some of the most pressing legal issues  
regarding that domain are identical to those discussed regarding cyber. 
The most prominent question revolves around the threshold for an ‘armed 
attack’ in the sense of Article 51 of the UN-Charter.10 Closely connected is 
the question, of when the threshold to a prohibited ‘use of force’ according 
to Article 2(4) of the UN-Charter has been crossed.

The Cyber Discourse Regarding ‘Thresholds’

These thresholds play an essential part when nations try to fill the above-
mentioned ‘case-by-case’-paradigms with life.
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In July 2021, the United Nations Group of Governmental Experts pub-
lished an official compendium of voluntary national contributions on how 
international law applies to the use of information and communication 
technologies by states.11 While the comprehensiveness of this compendi-
um is gradually decreasing as more and more nations continue to publish 
their state positions, these policy documents continue to provide practical 
solutions for the thresholds of armed attacks and the prohibited use  
of force.

Use of Force

The concept of the prohibition of the use of force, as it is enshrined in  
Article 2(4) of the UN-Charter, was shaped by the so-called ‘Nicaragua 
Judgement’ of the International Court of Justice (ICJ) in 1986.12 Here, the 
ICJ established what has come to be known as the ‘scale and effects’-test 
for determining if a certain state action qualifies as an ‘armed attack’13 
while addressing the duality of the concept of ‘use of force’ in Article 2(4) 
and ‘armed attack’ in Article 51.14

These considerations still provide guidance today and have been adopted 
by the Tallinn Manual 2.015 to clarify the application and purpose of the 
prohibition of the use of force regarding cyber operations.16 Although  
nations do not endorse them, the rules formulated by the Tallinn Manual 
2.0 have nevertheless proven to be very influential17 in the drafting of state 
positions.

While the benefit of translating the principles of the ‘Nicaragua Judgement’ 
into ‘Tallinn Manual rules’ for discussing the application of international law 
to cyber-operations is undeniable, it still leaves room for interpretation. 
Here, state positions benefit the discourse by commenting on certain situ-
ations, clarifying ambiguous legal terms and showcasing scenarios.



46

Thresholds in Cyber and in Space

For example, the Norwegian State Position published in late 2021 reiter-
ates that Norway would consider inter alia ‘cyber-operations leading to  
the destruction of stockpiles of Covid-19 vaccines, which could amount  
to the use of force in violation of Article 2(4)’.18

Furthermore, there appears to be a growing willingness of states to assume 
a violation of the prohibition of the use of force by cyber-operations that do 
not result in physical effects. France is the most outspoken proponent  
of this view when it ‘does not rule out the possibility that a cyber-operation 
without physical effects may also be characterized as a use of force’.19

Armed Attack

While some states would consider the legal effects of the terms ‘use of 
force’ and ‘armed attack’ synonymous20 most states that have commented 
on this topic distinguish between the two concepts.

When the Tallinn Manual 2.0 proposed that

‘A State that is the target of a cyber-operation that rises to the level of an 
armed attack may exercise its inherent right to self-defence’,21

many nations subscribed to this rule,22 effectively integrating it into their 
state positions on how international law applies to cyber.

As with the ‘use of force threshold’, there is a growing tendency to open up 
the concept of incorporating scenarios which are void of physical effects. 
For example, when discussing which factors to consider when assessing 
the effects of a cyber-operation, Germany points out that also ‘injury and 
death (including as an indirect effect)’ 23 could be taken into account. 
France puts forward the idea that even ‘considerable economic damage’ 
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could be a deciding factor when appraising the legal consequences of  
a cyber-attack.24

Though not a predetermining factor, many states pointed to the impair-
ment of critical infrastructure as a factor to be considered when assessing 
the ‘scale and effects’ of a cyber-operation potentially being categorized  
as an armed attack.25

Implications for the Space Debate

Legal questions regarding the application of international law in space 
have been discussed quite vividly in the last years. In accordance with  
Article III Outer Space Treaty, this paper will presume that Article 2(4) and 
Article 51 of the UN-Charter are applicable in the space domain.26

The following paragraphs will explore the implications of the above- 
mentioned state positions for the legal operationalization of space.

Use of Force

Leaving aside kinetic measures against space infrastructure,27 it is conceiv-
able that a cyber-attack could affect space assets like satellites and render 
them inoperable without creating physical damage. As more states are 
willing to consider attacks void of physical consequences as a use of 
force,28 the ‘scale and effects’-test needs to be applied to such a scenario.

Space infrastructure provides for many services considered essential today 
(for example, navigation, communication and banking). Thinking about 
the reliance of not only the national governments but also of private 
 businesses and citizens, widespread service denials caused by a cyber-
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operation adversely affecting the provision of satellite services could easily  
be considered as breaking the ‘use of force threshold’.

Armed Attack

Staying with the picture of a ‘threshold’, there is a logical step to be taken 
to consider an attack in the space domain not only a ‘use of force’ but also 
as ‘armed attack’. That means that the allegorical ‘threshold’ to an ‘armed 
attack’ is actually an instrument to distinguish the scope of application  
of Article 2(4) and 51 of the UN-Charter from each other while at the same 
time underlining the interconnectedness of these concepts.

If states are willing to consider non-physical results sufficient for the invo-
cation of Article 5 of the North Atlantic Treaty, the simple fact that almost 
all western nations are reliant upon space-satellite services is making  
it more likely that an attack against space infrastructure – whether staged 
through cyberspace or not – could cross this threshold.

Conclusion

Space has become NATO’s 5th distinguished operational domain of 
warfighting, yet every major mission or operation has to be conducted  
in a cross-domain setting’.29

Hence, it is important not only to think of these domains together but also 
not to reinvent the wheel with regard to legal issues that have already 
been addressed in the context of the other domains.

Therefore, the author proposes referring to the lessons learned in the cyber 
domain to facilitate the evolution of NATO’s legal posture in outer space.
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