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Editorial
As I near the end of my five years in Kalkar it is my
privilege to introduce the 31st edition of Transforming Joint Air and Space Power – The Journal of
the JAPCC. Throughout my time here as the Chief
of Staff, I have worked with a tremendous team
from our 16 sponsoring nations as well as more
than 100 contributing authors from around the
world who have provided timely and thoughtprovoking contributions to inform the Air and
Space Power Community of Interest on challenges
facing the NATO Alliance and our partners.
Issue 31 addresses some hot topics in the Alliance
today including 4th and 5th Generation systems
integration, emerging hypersonic technologies,
AI support to Battlespace Management, and the
evolution of the Cyberspace and Space domains
in NATO.
Our Assistant Director Brigadier General Giuseppe
Sgamba opens this Journal reflecting on a challenging 2020 and the ‘The Need for Speed’ to
remain the most advanced military in the world.
‘Employment Considerations for 5th Generation
Systems’ and ‘The Italian Air Force’s International
Flight Training School’ address developments in
the Air domain. ‘Crossroads of Technologies and
Authorities’ and ‘Future Battlespace Management’
highlight different aspects of C2 challenges coming along with modernization and new technology
which goes in hand with ‘Cybersecurity Challenges
with Emerging Technologies’.
The next two articles ‘Hypersonic Threats’ and
‘Distance no Longer Equals Protection’ take a critical look into emerging hypersonic technologies.
A selection of different challenges regarding
emerging technologies in Space and the Space
domain itself are covered in ‘NATO Space’, ‘Responsive Space for NATO Operations’, ‘Shortfalls in

NATO Space Education’ and ‘Exploring Synergistic
Potential of the Portuguese Space Strategy’. The
Journal moves on to a View Point on ‘Electromagnetic Operations in “Grey Zone” Conflicts’ inspiring
thoughts on a new undeclared form of warfare;
and last but not least, ‘Italian Bio-transport during
COVID-19’ examines a number of relevant con
siderations during this challenging time and the
importance of such a critical capability.
The JAPCC has been at the forefront of Joint Air and
Space transformation since its founding in 2005,
which prompted us to develop a historical volume
documenting the first 15 years of JAPCC work. Included with this issue of the Journal is an 8-page
Gatefold flyer to provide a preview of the book,
which will detail the substantial return on investment NATO has received from the JAPCC thus far.
Thank you for taking the time to read this edition
of our Journal, I sincerely hope that it stimulates
your thinking about important Air and Space Power
issues facing our Alliance and our Nations. If it
prompts you to share your own thoughts as either
a comment on a particular article, or by submitting
an article you yourself have developed as an Air
and Space Power practitioner, I encourage you to
reach out to us via our website: www.japcc.org, or
via email: contact@japcc.org. If you do not already
do so, you can also follow
us on Facebook, LinkedIn or
Twitter to keep abreast of
the latest issues in our COI.

Brad A. Bredenkamp
Colonel, US AF
Chief of Staff, JAPCC

The Journal of the JAPCC welcomes unsolicited manuscripts.
Please e-mail submissions to: contact@japcc.org
We encourage comments on the articles in order to promote discussion
concerning Air and Space Power.
Current and past JAPCC Journal issues can be downloaded from
www.japcc.org/journals
The Journal of the JAPCC Römerstraße 140 | D - 47546 Kalkar | Germany
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The Need for Speed
More and Better Military Tools are Not Enough
By Brigadier General Giuseppe Sgamba, IT AF, Assistant Director JAPCC
Introduction
2020 was a challenging year, as we continued to provide deterrence and security for our Alliance in the
face of the CoVID-19 Pandemic. I was impressed by
the way all of us continually found innovative ways to
work effectively together while remaining socially distanced. This is not the way we have traditionally functioned, neither within our militaries nor in the Alliance,
but we were able to leverage emerging technologies
and continue to advance NATO’s Air and Space Power
to remain the strongest combined force in the world.

Speed of Relevance

Speed is a core tenet of Air Power. It allows us to cover
great distances in a short period of time to mass forces
at the most effective point, or to react to incoming
threats quickly to deter or neutralize them. This also
enables us to provide an umbrella of Air Superiority
over an area of operations that enables freedom of
manoeuvre for Land and Maritime forces as well as for
Air Mobility operations such as Airdrop, Air Refuelling
and logistics support. Air Superiority, or in many cases
Air Supremacy, has been a security blanket over Allied
forces for decades, with friendly forces able to conduct operations free from almost any threat of enemy
interference from above. However, our great historical
track record does not guarantee this will continue to
be the case. Right now, we see our peer competitors
investing heavily in and gaining ground on their ability to contest the Alliance’s control of the Air domain,
thus enhancing their own ability to threaten our forces
from the air as well.

Speed is perhaps the most cross-cutting political and
military requirement for ensuring the security and defence of our Alliance. The contemporary global environ
ment in which we live and work presents our nations
and NATO with a rapidly evolving set of challenges
and threats, enabled by innovative new technologies
that can create effects quickly and in some cases with

This evolution in our Air Power tools necessitates an
a daptation of our warfare model and the way the Alliance approaches conflicts in the future. We are exploring the concept of Joint All Domain Operations (JADO)
to help us better harmonize our efforts to optimize
the effects generated by our forces across all domains
by integrating their planning, and synchronizing their

With the continuing separation we face while our
nations pursue the medical answers to this pandemic,
it is difficult to coordinate and make decisions rapidly
without the face-to-face coordination we are used to.
However, technology does not feel the effects of a
pandemic virus and continues to evolve at ever-
increasing rates. To keep pace with more capable and
faster technology, we have to be able to make decisions faster. When decision-making bodies are prevented from coming together, rapid decision-making
becomes dependent on the rapid sharing of information across networks, and the effective use of virtual
meeting capabilities that enable us to assess, decide
and act with speed.

6

very little warning. In order to counter and defend
against these threats or better yet deter the actors
who pose them, we must be able to collectively
leverage emerging technologies, network them together, make decisions and apply power across all
domains at the ‘Speed of Relevance’. Simply having
more and better military tools is not enough, if those
tools and forces can be disrupted, degraded, deceived or delayed and cannot be employed in time to
deliver decisive effects.
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execution at a tempo and level of flexibility sufficient to effectively accomplish
the mission. This level of complex exe
cution will drive the requirement to
be able to provide robust, resilient
Command and Control (C2) across all
domains in the form of Joint All Domain Command and Control (JADC2).

Networking and Data Sharing

© JAPCC

As the ongoing introduction of advanced generation
capabilities like the F-35 into NATO’s national inventories shows, we are not resting on our laurels, but
are continuing to evolve and integrate faster systems
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of our own. However, having faster shooters only
gives us an advantage when we are able to coordinate data from multiple sensors into usable targeting
information and transmit it to the shooters in time
to be relevant. These advanced Air capabilities are
highly dependent on Space-based data, products
and services that provide situational awareness, indications and warnings, communications, navigation
capability, and more with great precision and at high
rates of speed. Overhead sensors allow us to see and
sense at far greater ranges than the terrestrial horizon
allows for surface-based or even airborne platforms.
This also contributes to better informed, faster, or at
least earlier decision-making.
I want to point out that this is not just an Air and
Space problem; it involves threats across not only the
operational domains of Air, Land, Maritime, Space
and Cyberspace, but also within the human, political,
economic and information environments. So as we
look at training and equipping our existing force
structure to be interoperable and ready to employ
rapidly; at integrating emerging technologies into
that force structure in ways that multiply the capabilities of all generations of systems; and being able
to detect and defend against a fast-moving military

8

adversary, we must be cognizant that there are nonmilitary elements that have roles to play and these
elements must operate at the speed of relevance as
well in order for our Alliance to succeed in its three
core tasks.

Space Support
These non-military elements are just as dependent on
the Space-based communications, navigation, timing,
weather data and other products and services as our
militaries. Increasing civil use of and access to Space
highlights the need to not only deconflict activities
through shared awareness for safety reasons, but also
to secure the Space-based assets that provide all of the
services already noted and secure the networks over
which they transmit information. The recognition of
the growing presence in Space and the dependence
on its capabilities resulted in the Alliance recognizing
Space as a fifth operational domain just over a year ago
in December 2019. Several of our nations have already
begun to stand up separate Space Forces, and in order
to ensure the coordination of needed support to
NATO, an Initial Implementation Plan was approved in
2020 that included direction for the creation of a NATO
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Space Centre, which NATO Defence Ministers agreed
will be co-located with Allied Air Command at Ramstein Air Base1. This Space Centre will be the focal
point in the European Theatre for coordinating Space
support from nations to the Alliance and for devel
oping advice and options on Space matters for the
Supreme Allied Commander Europe and for the North
Atlantic Council.

domains and the EMS are of paramount importance
for the Command and Control (C2) of military oper
ations across all domains, and also key to the sharing of
information that supports trust, cooperation and rapid
decision-making in the political sphere to approve
those operations when necessary.

Information Protection and Sharing

NATO will continue to have the most advanced military tools in the world and the best-trained and educated people to employ them so that we can maintain
Air and Space Superiority over any Battlespace. This
nice military toolkit will not be enough unless we ensure we have the doctrine, standardization agreements,
and political policies in place to support the rapid employment of Air and Space Power when needed, and
to guarantee our communication and C2 networks are
hardened and resilient enough to enable data analysis,
information-sharing, decision-making and the distribution of orders at the ‘Speed of Relevance’.

In order to take full advantage of the impressive
Space capabilities of our spacefaring NATO nations,
we have to be able to protect the platforms and secure Cyberspace and the Electromagnetic Spectrum
(EMS) through which they collect and disseminate
information. Securing Cyberspace and competing
effectively in the information environment through
assured access to the EMS are both substantial issues
in their own rights, and are areas where we need to
get stronger or in some cases even catch up to our
near-peer competitors. How we do this is already the
subject of other ongoing studies and efforts, but
for now we need to recognize that these two new

Conclusion

1. ‘NATO’s Approach to Space’, https://www.nato.int/cps/en/natohq/topics_175419.htm, 23 Oct. 20.
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Employment Considerations for
5th Generation Systems
Incorporating F-35 Capabilities into NATO-led Operations
By Captain Daniel Cochran, US N, JAPCC
Introduction
When considering the complexities of modern warfare, including the targeting of military objectives in
contested, congested, and rapidly shifting environments, the ability to quickly and precisely identify and
counter adversarial strategies has never been more
challenging. Swiftly and accurately discerning the type
and affiliation of an object of interest is paramount to
choosing the most advantageous tactical action. When
considering the use of force, war-fighters must first ensure that the basic Law of Armed Conflict (LOAC) rule
of distinction is met, in that there must be a reasonable
belief the object being attacked is a military target

10

based on all information at their disposal at the time.1
In addition to this legal requirement, for policy reasons
nations may specify heightened identification requirements through Rules of Engagement (ROE) necessitating Positive Identification (PID) prior to attack. While the
definition of the term PID has evolved over time and
among nations, in 2003 it was defined during Operation
Iraqi Freedom by the coalition nations as ‘a reasonable
certainty that the proposed target is a legitimate military target’.2 PID can be derived from observation and
analysis of target characteristics including visual recognition, electronic signatures, non-cooperative target
recognition techniques, identification friend or foe systems, or other identification techniques.3
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The coalition Combined Air Operations Center (CAOC) at Al Udeid Air Base, Qatar.

As military technologies continue to advance at disparate levels throughout the Alliance, the potential
to determine PID at tactically significant ranges and
with precise geospatial coordinates has dramatically
increased. So that it is possible to take full advantage
of new weapons systems across the coalition force,
state-of-the-art capabilities and derived intelligence
must be shared throughout the fighting force. Information barriers that result from both policy and differing infrastructure between nations are certainly not a
new issue within the Alliance. In fact, nothing fundamentally changes with the addition of the F-35 except
that the negative effects of these information barriers
are likely to be more substantial than they have been
during previous generational upgrades.
This article describes how 5th generation systems have
the potential to enable substantial improvements in
providing more timely and accurate information, such
as PID, leading to target engagement possibilities at
longer ranges and with a higher operational tempo.
However, since only a portion of NATO nations are employing the F-35, combined with the observation that
it is highly likely the majority of NATO aircraft employing
effects will not be 5th generation for the foreseeable

future, the United States (US) and allied F-35 nations
must make it a priority to reduce information-sharing
barriers so as to field the most effective force possible.

PID Inside of ROE
In order to solve for the PID requirements detailed
within the ROE, a ‘PID matrix’ is often given to tactical
forces listing the combination of specific information
required to meet an acceptable threshold. Since ROE
are frequently local, addressing a given set of circumstances, the ‘PID matrix’ is also often unique, tailored
for geopolitical issues along with assessments of adversary and friendly equipment as well as a nation’s
Tactics, Techniques, and Procedures (TTPs). The minimum requirements to solve for PID are provided for
the purpose of abating unintended consequences
(non-combatant, neutral, and friendly casualties), while
enabling friendly forces to act effectively and decisively.
A typical ‘PID matrix’ includes heightened identification
requirements beyond the LOAC ‘reasonable belief’
threshold to attack a target. Before electronic identification systems, distinction was often solved for visually.
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A lawful combatant could see the enemy wore a different uniform, wielded foreign weapons, employed
enemy tactics, and potentially possessed different
physical features than their own forces. In air
combat, a pilot could rendezvous in a
position that was obscured from
an opposing aircraft’s sensors (including the pilot’s
field of view) and de
termine the nation
ality of the aircraft

prior to engaging. In some situations, Point of Origin
(POO) was also used. Based on the commander’s
understanding of the battlespace, orders were given
directing lethal force be used on all forces meeting
specific criteria, such as originating from a particular di
rection or located in a specific area (with other caveats,
as required).
Using electronic systems to identify an object of interest began in the early stages of World War II with the
development of the radar. National initiatives such as

Project Cadillac, conducted at the Massachusetts Institute of Technology, created the first airborne radar and
subsequent Airborne Early Warning (AEW) aircraft.4
Electronic capabilities continued to progress during
the Cold War and the modern concept of Electronic
Identification (EID), as it contributes to meeting the
requirements of distinction, was employed during
the Vietnam war by US aircraft with radar warning receivers able to identify ground-based targeting radars
and provide some situational awareness regarding
the location and type of air defences being employed.5
With each new generation of weapons systems, the
ability to electronically identify and provide the location of an object of interest has improved.

Using EID to Solve for PID
EID can be determined autonomously or manually,
depending on approved ROE. When made auto
nomously, a computer system determines a target’s
identity-based on algorithms resident in the software,
programmed by the manufacturer, or in some cases,
by the tactical system operator. EID can also be accomplished manually by the tactical operator deciphering system-generated identification information
from single or multiple sources and comparing this
information with the ‘PID matrix’ to determine the
identification of the object of interest. In other words,
manual EID occurs by a human processing pieces of
computer-generated data to determine intelligence.
During autonomous EID, the computer system analyses the data and provides the intelligence directly to
the operator.
As with any method used to determine the identification of an object, an EID will have a related level of
confidence that the identification is correct, based on
the technical details of the systems used to obtain the
EID. The confidence level of an EID obtained from a
single source, or through combinations of multiple
sources, is considered to determine when the threshold for PID is met. Although the PID matrix will list
many other considerations that aren’t associated with
EID to determine PID, there are situations where the
confidence level of an EID is so high that it can be
the sole source used to establish PID.

With each generational upgrade, the ability of military aircraft to provide EID has become more robust
in terms of effectiveness, reliability, and automation.
5th generation systems are able to fuse multispectral
signatures of objects of interest, greatly increasing
the confidence level of an EID and also providing
auto
nomous EID, minimizing operator workload.
This higher quality EID has the potential to assign
‘hostile’ declarations to objects that friendly forces
previously were unable to PID. This capability has the
potential to dramatically improve coalition effectiveness and considerably increase the speed of the kill
chain. However, there are obstacles that could limit
these improvements.
For most state-of-the-art weapons, the details of the
capabilities and actual confidence levels of EIDs are
held nationally to safeguard them from competitors
and potential adversaries. Since the F-35 has been an
international programme from the start, the ability to
share aircraft capabilities are similarly held,6 whereby
during future coalition operations comprised of both
partner and non-partner F-35 nations, many tacticallyimportant details such as EID capabilities of the F-35
may be restricted from being shared.

Intelligence Exchange
Enables Effectiveness
During the execution phase of an operational plan, it
is paramount that tactical units remain flexible so
that they can be reassigned as the scenario develops.
The operational-level joint targeting process links
strategic-level direction with tactical-level execution.
During the targeting process, air assets available to
the operational commander for tasking are assigned
missions based on their capabilities conducive to
creating synchronized effects. Time-Sensitive Targets
(TSTs) and targets developed through the Deliberate
Dynamic Targeting (DDT) process, including TSTs,
High Value Targets (HVT), and High Payoff Targets
(HPOT) can be fleeting and require a flexible approach where resources may need to be reassigned
and missions reprioritized.7 Responsibility for the result of delivered effects lies at all levels in the chainof-command, from the staff on the operations floor
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to the airman employing the effects.
Each level must ensure the engagement is valid as defined by ROE and
LOAC, based on the facts available
to them and those facts that they
should have reasonably obtained.8
In 2011, during NATO-led Operation
Unified Protector (OUP), senior nation
al liaison officers in the Combined
Forces Air Component Command
(CFACC) performed the role of national ‘red-card holders’, an element
of NATO doctrine used to resolve

a reas in which consensus does not exist for issues on
a specific mission. ‘Red-card holders’ ensure the missions their national assets undertake meet their internal policies, and possess the authority to veto the use
of their national assets if they are not convinced the
operation complies with these policies.9 During OUP,
DDT was adopted as a means of responding to urgent
tactical targets. Shown to be highly effective, one
United Kingdom representative reported that by the
end of the campaign, over 80 % of the targets were
DDT’s.10 However, the problem of intelligence sharing
among coalition partners remained throughout the
conflict. For instance, US-produced target folders and
intelligence products were initially not releasable to
NATO due to national classifications. Air Tasking Orders
(ATOs) had to be tailored in an effort to assign coalition assets missions based on national policies combined with the ability to share intelligence within the
coalition.11 These restraints undoubtedly put limitations on the use of certain national assets which led
to an overall reduction in coalition effectiveness and
reduction in flexibility.

© US Navy

In addition to causing complications for target engagement (as shown in OUP), the sharing of intelligence is also required during the assessment phase of

14
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the joint targeting cycle. Especially when considering
TST and / or HVT / HPOT, information from all sources
must be quickly collected and analysed to determine
if re-engagement is required and the target is still
accessible.12 Intelligence generated from all sources,
including 5th generation systems, will be needed by
‘red-card holders’ from nations that have committed
assets. Requests such as, ‘show me how you know the
system is still operating’ or, ‘how are you coming up
with this updated location’ are likely to occur and
without information-sharing, ‘red-card holders’ will be
forced to restrict the use of their assets and opportunities for tactical or strategic successes may be lost.

Recommendations
To address the intelligence and information barriers
related to the employment of 5th generation aircraft,
the following steps should be considered:

1. National leaders advocate for information and
data sharing between and among all NATO
nations, with the appropriate level of detail to
facilitate force packaging and common desired effects. The goal is to be able to share mission-specific
and relevant information that enables interoper
ability and military cooperation. As early as possible
in the acquisition process for future and current
European F-35 programmes, holistic intelligence
policies and requirements enabling this type of
critical information-sharing should be established
and refined, as necessary.
2. Enhance the understanding of 5th generation
fighter capabilities with NATO planners. NATO
should ensure 5th generation operators actively
participate in operational planning and exercises,
facilitating discussions at the appropriate security
classification level to mitigate risk of erroneous conclusions being made by the training audience based
on incomplete or incorrect information.
3. Refine / create a procedure to quickly approve
data sharing for future coalitions. The F-35 partner nations, with the US in the lead, should establish
and practice the steps required to share information
with coalition partners to ensure that it can be done
in a timely manner, at the speed of relevance. Establishing a policy where F-35 derived intelligence is
sharable among a coalition is absolutely required for
the aircraft to become the force multiplier it has the
potential to be.

The Grumman TBM-3W Avenger aircraft, proudly
displaying the first airborne early warning radar.

JAPCC | Journal Edition 31 | 2021 | Transformation & Capabilities

15

© US Air Force, Staff Sgt. Natasha Stannard

As an added benefit, effort given to more inclusive
intelligence policies may provide nations an opportunity
to proactively reduce national caveats. Although these
political and legal variances will remain to some degree,
they add complexity to operational plans and limit flexibility during execution. Especially when considering the
tent ROE
case of a peer adversary, clear and consis
throughout the coalition will go a long way to achieving
the full potential of the declared forces. With renewed
emphasis being given to joint, effects-based operations
through emerging concepts such as Close Joint Support
(CJS)13 and Joint All Domain Operations (JADO)14, solving
information-sharing and classification issues will con
tinue to be paramount in order to fully synchronize the
combined capabilities and efforts of NATO militaries.

1. Protocols Additional to the Geneva Conventions of 12 Aug. 1949, Part IV Civilian Population. Available
online: https://www.icrc.org/en/doc/assets/files/other/icrc_002_0321.pdf.
2. Operational Law Handbook, 2015, Chapter 5: RULES OF ENGAGEMENT, Armed Conflict: OPERATION IRAQI
FREEDOM: CLFCC ROE Card, pp. 109. Available online: https://www.loc.gov/rr/frd/Military_Law/pdf/
OLH_2015_Ch5.pdf. Accessed 28 Jul. 2020.
3. Department of Defense Dictionary of Military and Associated Terms, Joint Publication 1-02, Nov. 2010,
Amended Feb. 2016, p. 187.
4. See http://steeljawscribe.com/2010/10/06/project-cadillac-the-beginning-of-aew-in-the-us-navy for
more information.
5. See https://www.airspacemag.com/military-aviation/missile-men-north-vietnam-180953375/?page=2
for more information.
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7. AJP-3.9, Allied Joint Doctrine for Joint Targeting, Edition A, Version 1, Apr. 2016: para. 0103, 0104, 0108,
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The Italian Air Force’s International
Flight Training School
The Next Level of Training – Excellence for Military Pilots
By Colonel Gianfranco Liccardo, IT AF
Setting the Stage
The Italian Air Force’s (ITAF) world-renowned excellence for flight training and the Leonardo Company’s
leadership in integrated-training solutions come together to create the brand new International Flight
Training School (IFTS) in Italy. The announcement of
this joint venture between the Italian Air Force and
Leonardo was made on 17 July 2018 at the Farnborough International Airshow.

The IFTS’s objective is to consolidate the growth and
the internationalization process already in place
in the ITAF by increasing capacity and the range of
courses available to foreign countries in order to
satisfy a growing demand for advanced flight training
from allied and partner air forces. The IFTS delivers
advanced Phase IV (lead-in Fighter Training) courses
using the ITAF training syllabus, to adequately prepare the student pilot to operate the 4th and 5th
generation fighter aircraft.
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The IFTS offers customized training modules, in line
with the modern Air Force’s requirements, to best
help the student pilot achieve the desired level of
competence, further decreasing the amount of costly
flight hours from Operational Conversion Units (OCU),
saving time and valuable resources.

The school has a brand and vast experience the ITAF
acquired over decades of training both national and
international combat pilots.

The IFTS is characterized by an international pool of
military and former military instructor pilots, selected
and trained following the ‘Train As You Fight’ principle.

Leonardo contributes to the new IFTS with four M-346
advanced-trainer aircraft that complement the existing 18 T-346 aircraft in the fleet. All aircraft are equipped

The Hardware
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More precisely, the collaboration between the ITAF
and Leonardo further exploits the training capabilities
of the 61st Wing at Lecce-Galatina Air Base (Apulia
Region) and has facilitated the establishment of a new
IFTS at Decimomannu Air Base (Sardinia) to support
the increasing number of international requests for
advanced pilot training.

The Advanced Training
To understand what IFTS is about, it is important to
discover what happens in Galatina where the Italian
Air Force 61st Wing is located and where the essence
of the international Phase IV training is already in place.
Each day, the constant presence of foreign pilots, students and instructors, encourages the exchange of
experience and enhances the courses, as does the
modularity and flexibility of the training syllabus.

Sitting in one of the briefing rooms of the 212th Squadron, 61st Wing, we listen to the expert ITAF instructor
provide students with a detailed explanation of today’s
mission. ‘Dragon 74’ will face ‘Dragon 75’ and conduct
a series of Basic Fighter Manoeuvres to gain an advantage during a simulated combat exercise. Once completed, the exercise will be repeated reversing the roles.
After receiving the latest updates about the mission in
the operations room, the pilots go to the flight equipment room to gear up. A few minutes later they are
conducting pre-flight checks on their assigned aircraft,
which bear the patch logo of the IFTS on the tail fin.
Air-to-Air Refuelling (AAR), use of Night Vision Goggles
(NVG), Beyond Visual Range (BVR) engagements, Airto-Ground range events and use of Helmet Mounted
Display (HMD) are just some of the advanced oper
ational skills that students can be provided with,
through the use of M-346 jets and the sophisticated
simulation devices. The number of flying jets used
in multiple-aircraft scenarios and real-time events
are fewer because of the possibility to connect, in
real-time, the students flying the actual aircraft with
students sitting in a Full Mission Simulator (FMS) inside the GBTS.

The Infrastructures
The 61st Wing is where the ITAF performs basic and advanced flying training for the Italian and international
student pilots. By the end of 2020, with the arrival of
the new M-345 used for Phase II and III basic training,
Galatina will reach capacity. Activities related only to
advanced Phase IV of the syllabus will then move
gradually to Decimomannu Air Base in Sardinia (Italy).

 Architectural Drawing: © IFTS / Leonardo;
Background: © Rawpixel Ltd. / stock.adobe.com

with the Embedded Tactical Training System (ETTS),
which is in service with some of the most demanding
Air Forces, including Israel, Singapore, Poland and
Italy. IFTS also operates a Ground Based Training
System (GBTS) with full state-of-the-art training devices, including Full Mission Simulators and above all
a fully operational and leading edge Live, Virtual, and
Constructive (LVC) environment, for maximum costeffectiveness. A key element of LVC is the option
to interconnect multiple simulators to one or more
T-346s in real-time flight. The ETTS technology on
board the aircraft enables the simulation and utilization of various sensors, electronic countermeasures
and armament. These modern tactical simulation
techniques generate highly realistic virtual oper
ational environments, which are fundamental to the
advanced and pre-operational training process.

© ITAF/ Leonardo

Multiple factors make Decimomannu the optimal
location for the IFTS. It has excellent infrastructure, including two runways suitable to accommodate a high
volume of training flights. Near to the Air Base, multiple well-suited training areas are present for advanced
training to cover any simulated scenario. Modern ranges
to conduct air-to-air and air-to-ground live firing are
within a few nautical miles, such as an Autonomous Air
Combat Manoeuvering Instrumentation (AACMI) range
and the Poligono Interforze del Salto di Quirra (PISQ), a
high technology instrumented Air-to-Ground / Air-toAir / Electronic Warfare (A / G-A / A-EW) range.
A logistics and maintenance centre is being constructed that will include a new maintenance hangar
and a flight line intended for T-346 ground handling,
a new GBTS that will comprise of classrooms, offices
and space to accommodate two Partial Task Trainers
and two Full Motion Simulators. A new residential area
is being built for both students and instructors to

include 100 apartments, a restaurant, officer’s club,
sports facilities and a swimming pool. Construction
work commenced in 2020 and the first advanced IFTS
course for student pilots making use of the new structure at Decimomannu Air Base is planned for the beginning of 2022.

IFTS Mission
The IFTS, thanks to the ITAF’s extensive and consolidated flight training expertise and to Leonardo’s leader
ship in advanced integrated training systems, guarantees advanced, top level training for the modern air
forces at reduced costs. In other words, the next level
of training excellence for military pilots. In an era of
expensive flying hours and reduced defence budgets,
this military-industry partnership provides both an
effective and affordable solution to keep aircrews at
the peak of capability.

Colonel Gianfranco Liccardo
joined the Air Force Academy in 1995. In 1999 he received a Political Science degree and in 2001
completed pilot training at Sheppard AFB (USA). From 2002 to 2016 he was assigned to the
156th Sqn, flying the TORNADO and operating in Afghanistan (Operation ISAF), Lybia (Operation
Unified Protection) and Iraq (Operation Inherent Resolve).
In 2017 he received a master’s degree in Strategic Studies and was responsible for ‘pilot training
policy’ at the Aerospace Planning Department of the ITAF Air Staff. From 2018 he is also working
at the IFTS Project Team as Deputy Chief.
He is a command pilot with more than 2,500 flying hours.

20

JAPCC | Journal Edition 31 | 2021 | Transformation & Capabilities

Crossroads of
Technologies and
Authorities
By Lieutenant Colonel Henry Heren,
US Space Force, JAPCC

’… with great power there must also come – great
responsibility!’1

The United States (US) Military, particularly its Air Force
and Army, are pursuing technical capabilities to facilitate Command and Control (C2) in multiple domains
and/or across all domains … a tremendous capability
(great power) indeed. While these efforts are not
being pursued exclusively in the US, the US is currently spearheading the discussion and research into
these types of capabilities and in the process attempting to gain a clearer understanding of what this means
for future military operations. This is particularly relevant for NATO, as other member nations and NATOaligned organizations have begun exploring concepts
associated with Multi-Domain Operations (MDO)
and Joint All-Domain Operations (JADO). One aspect
of specific importance to the Alliance as it forges
ahead with developing technologies associated with
improved C2 capability will be to avoid over fixation
on emerging technologies to the extent that they
overlook the legal authorities associated with C2 …
the responsibility half of the coin.

© EtiAmmos / Shutterstock.com

Introduction
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This article explores some of the perceived seams
between the emerging technologies associated with
Joint All-Domain Command and Control (JADC2), and
related concepts, and the current command structure
within NATO (specifically Allied Command Operations
[ACO] and Allied Air Command) regarding the differences between capabilities and authorities. This article will rely on NATO ACO published definitions and
descriptions of the command structure to serve as a
basis for the discussion.

plan, conduct and execute NATO military operations,
missions and tasks in order to achieve the strategic
objectives of the Alliance.’3

The Current Structure

able to manage a major joint operation either from
their static location, or from a deployed headquarters
when operating directly in a theatre of operation.’4

’ACO is a three-tier command with headquarters and supporting elements at the strategic,
operational and tactical levels. It exercises C2 of
static and deployable headquarters, as well as
joint and combined forces across the full range
of the Alliance’s military operations, missions,
operations and tasks.’ 2
At the top of the ACO structure is Supreme Head
quarters Allied Powers Europe (SHAPE) which serves
as ACO’s strategic headquarters. ’Its role is to prepare,
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The next level below SHAPE is considered the operational level and consists of three standing Joint Force
Commands (JFC); one each in Brunssum (Netherlands), in Naples (Italy), and in Norfolk (US). ’All stand
ready to plan, conduct and sustain NATO operations
of different size and scope. Effectively, they need to be

In theory, any of the JFCs would be supported by the
third tier, or the tactical level. This level is comprised
of Single Service Commands (SSC), one each for Air,
Land, and Sea. ’These service-specific commands
provide expertise and support to the Joint Force
Commands.’ 5
However, ’they report directly to SHAPE and come
under the command of SACEUR.’6 As will be discussed
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later, this arrangement can create interesting, possibly
convoluted, interactions when the JFC Commander
strives to align forces for a specific mission.
As mentioned, there is an SSC for Air which is located
at Ramstein Air Base in Germany in the form of Headquarters Allied Air Command (HQ AIRCOM). The role
of AIRCOM is to ’plan and direct the air component of
Alliance operations and missions, and the execution
of Alliance air and missile defence operations and

The Structure in a Crisis
When it comes to executing specific operations, the
JFC has, at least in theory, some flexibility in how it
organizes its assigned and/or attached forces:
’The JFC’s mission and operational approach,
as well as the principle of unity of command
and a mission command philosophy, are guiding principles to organize the joint force for
operations. Joint forces can be established on
a geographic or functional basis. JFCs may
centralize selected functions within the joint
force but should not reduce the versatility,
responsiveness, and initiative of subordinate
forces. JFCs should allow Service and special
operations tactical and operational forces,
organizations, and capabilities to function generally as they were designed.’ 10

© Olivier Le Moal / Shutterstock.com

Additionally,
’When JFCs organize their forces, they should
also consider the degree of interoperability
among Service components, with multinational
forces and other potential participants. Complex
or unclear command relationships are counterproductive to synergy among multinational
forces. Simplicity and clarity of expression are
essential.’ 11
This seems to synchronize with HQ AIRCOM’s
approach:
missions.’7 Far from just a headquarters, AIRCOM ’with
adequate support from within and outside the NATO
Command Structure can provide command and control for a small joint air operation from its static location, i.e., from Ramstein or can act as Air Component
Command to support an operation which is as big
or bigger than a major joint operation.’8 Additionally,
HQ AIRCOM has three subordinate air C2 elements:
’two Combined Air Operations Centres (CAOC) and
a Deployable Air Command and Control Centre
(DACCC). The air elements are also structured in a
more flexible way to take account of the experience
gained in NATO-led operations.’9

’For crisis response operations, NATO’s Air Command and Control structures are based on
standing up a Joint Force Air Component – a
command and control centre that plans and
executes the delivery of NATO Air Power across
the entire spectrum of joint operations. Allied
Air Command is responsible for the standing up
of the NATO Command Structure’s Joint Force
Air Component that will be specifically tailored
in size for any NATO operation.’ 12
As long as the JFC and SSC leadership agree upon
an organizational structure, there are no issues.
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’Key to reducing duplication within NATO
will be examining ways the organization
can reduce bureaucratic infrastructure,
while maintaining only those organizations with the ability and authority to
conduct operations utilizing emerging
technologies.’
However, since the SSCs report to SACEUR, the JFCs
can find themselves in situations where their desired
command structure might not be implemented. In
the relatively permissive environments and operations NATO has encountered in recent decades, any
differences have had little to no operational impact.
However, in a major operation against a peer or
near-peer adversary (or adversaries), any differences
could carry heavy consequences.

Inclusion of JADC2 Capability
In June 2020, the US Air Force published a doctrine
that clearly defined JADO and JADC2:
JADO
’Comprised of air, land, maritime, cyberspace,
and space domains, plus the EMS [electromagnetic spectrum]. Actions by the joint force in
multiple domains integrated in planning and
synchronized in execution, at speed and scale
needed to gain advantage and accomplish the
mission.’13
and
JADC2
’The art and science of decision-making to
rapidly translate decisions into action, leverage
capabilities across all domains with mission
partners to achieve operational and informational advantage in both competition and
conflict.’14
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The doctrine also provides a vision, which ’calls for
connecting distributed sensors, shooters, and data
from all domains to joint forces, enabling coordi
nated exercise of authority to integrate planning
and synchronize convergence in time, space, and
purpose.’15
This vision requires an advanced modern communications infrastructure. To that end, the CSAF [Chief of
Staff of the Air Force] singled out a FY2021 [fiscal year
2021] budget proposal request for USD 435 million
for a digital architecture and cloud architecture ’to
be able to not only connect the Air Force, but to connect the joint force.’16
However, it is important to recall that ’command is
the authority a commander in the armed forces lawfully exercises over subordinates by virtue of rank or
assignment. Accompanying this authority is the
responsibility to effectively organize, direct, coordinate, and control military forces to accomplish
assigned missions.’17 Hence, while the US Air Force
is pursuing technologies to C2 across all operational
domains, it does not possess the authority to C2
across all domains. Therefore, and from a NATO perspective, neither does HQ AIRCOM.
The authorities of command for an operation are
delegated from SACEUR to the assigned JFC. With
the JFC possessing the technical capability to command across all domains, the question arises as to
what role the SSCs (including AIRCOM) would provide, other than expertise; expertise which could be
re-assigned to the standing JFCs.
One could argue whether SACEUR needs to maintain three standing JFCs, particularly if that capability
resides at SHAPE? While there is some merit to this
perspective, it must be remembered that the SSCs
do not possess the authority across domains; these
authorities reside with SACEUR, other than when
delegated to the JFCs.
Of course, the elephant in the room during this discussion is politics. SHAPE, the JFCs, and the SSCs
reside in seven different NATO nations. So, even
if there is agreement that NATO has too many per-
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manent organizations, given that the ability to C2
across domains resides similarly at each, the host
nations would most likely consider ‘the other’ orga
nizations as redundant rather than those they
themselves host.

Conclusion
JADC2 creates the possibility for operational and
even financial streamlining, yet faces hurdles from
the services and, in NATO’s case, national political
parochialism. The US Air Force’s idea for JADC2 is
’greater decentralized execution, a higher degree of
delegated authority, and less dependence on central
planning and mission direction than recent, lowintensity conflict operations.’ 18 For NATO, with a topheavy command structure, the challenge to not only
delegate authorities but also reduce bureaucracy
may present a higher hurdle than the integration of
the technologies which enable JADC2.
Still, NATO possesses an interoperability policy,
which aims to ensure the ability of the Alliance to
operate together effectively to achieve mission goals
and objectives. Indeed, ’Interoperability reduces
duplication, enables pooling of resources, and produces synergies among all Allies, and whenever
possible with partner countries.’19 Key to reducing

duplication within NATO will be examining ways the
organization can reduce bureaucratic infrastructure,
while maintaining only those organizations with the
ability and authority to conduct operations utilizing
emerging technologies. NATO may soon have at
its disposal capabilities which will greatly enhance
its ability to ensure the collective defence of its
member nations, but more importantly will it also
possess the ability to act efficiently in light of these
advancements?
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Future Battlespace Management
Fighting and Winning in the Increasingly Complex
Air Operations Environment of the Future
By Lieutenant Colonel Livio Rossetti, IT A, JAPCC
Introduction
Robust Anti-Access and Area-Denial (A2 /AD) structures, coupled with the proliferation of advanced
technologies across multiple domains, will dominate
the third dimension in the coming decades. Potential
adversaries will blend conventional, asymmetric, and
hybrid capabilities across each of the traditional phy
sical domains (Air, Land and Maritime) plus Cyber and
Space, and will adjust their strategies by utilizing these
advancements in an attempt to overwhelm NATO’s
strengths. This could compromise NATO’s freedom
of manoeuvre, reduce its effectiveness in deterring
potential aggressors and undermine stability along
the Alliance’s borders. A more comprehensive approach is needed for correctly dealing with these
security threats, and effectively operating in this type

of ‘multi-domain environment’. It will be fundamental
for NATO to develop new strategies that allow a more
integrated and synchronized use of forces which can
outmanoeuvre adversaries across multiple domains
at speed. Recently, there have been numerous papers,
studies, and articles proposing a new way of viewing
the future battlespace. The previous United States
(US) Air Force Chief of Staff (CSAF) General David L.
Goldfein, recently summarized his vision in a simple
comprehensive concept ‘Victory in future combat will
depend less on individual capabilities and more on
the integrated strengths of a connected network
available for coalition leaders to employ’.1 It is time to
embrace a transformation process that leads NATO
forces to effectively conduct joint operations across
all domains. This will drive the need for advanced
Command & Control (C2) systems able to properly
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connect, integrate, and synchronize forces, regardless
of their service or domain affiliation. Systems that can
guarantee future commanders the possibility to ‘consider all domains from the beginning of the planning
process and be empowered to coordinate dynamic
all-domain retasking throughout execution’.2 The
future will be characterized by an exponential growth
in airspace operations, both in number and complexity; this will pose new challenges to the battlespace
management of the Air domain. The purpose of this
article is to highlight the importance, for NATO, of developing modern battlespace and airspace management strategies, as the ‘condition sine qua non’ for
fighting and winning in the increasingly complex air
operations environment of the future.

Seeking Advanced C2 Systems
In a recent report, JAPCC depicts a possible scenario
for explaining a future vision of Close Joint Support. In
this scenario, a Multi-Domain Command and Control

System (MDC2S) will be able to share data with all
connected systems across all domains and will process multiple ‘calls for fire’ in real-time. After receiving a
digital urgent troops-in-contact message, while considering time-on-target and weapons effect radii, the
MDC2S presents a computer prioritized list of avail
able attack options together with the respective
Collateral Damage Estimation (CDE) to the Joint Fires
Support Coordinator (JFSC). The attack options will
include everything from long-range, network-enabled
missiles fired from a ship in blue water to artillery and
Multiple Launch Rocket Systems (MLRSs), to fixedand rotary-wing manned aircraft, to overhead, longendurance Unmanned Aerial Vehicles (UAVs) with
on-board payloads able to be directly controlled by
ground units.3 JAPCC’s study anticipates the search for
a new approach to combat operations; an approach
that can enable forces to plan and execute operations
rapidly, but above all, using the capabilities offered by
all domains in a synchronized, cooperative, and efficient manner. Indeed, more than the speed of the war
platforms, in future fights, the rapidity and the way the
commanders at all levels will understand and visualize
the battlespace, will be a determining factor for victory.
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To win future battles, the speed and availability of
information sharing will be crucial to accelerating the
decision-making process, exploiting the initiative, and
creating a position of relative advantage. Current
decision-making, planning, and execution processes
seem to be slow and predictable. Competing with
future peer adversaries will require advanced battle
space management concepts to facilitate rapid synchro
nization of efforts to create dilemmas for adversaries.
This will require ‘continuous and iterative near-term
tactical planning, longer-term operational-level planning, and refinement as conditions change’.4 Focused
on this need, the US CSAF presented the n
 ecessity
for an enhanced C2 system. A system that is capable
of improving situational awareness, speeding up the
decision-making process, and providing a r efined capa
bility to direct forces across multiple domains. Following this senior officer’s request, the US Department
of Defense (DoD) started a new initiative called Joint
All Domain Command and Control (JADC2). JADC2
could be defined as a new battle management vision.
A vision in which future forces will be characterized
by the capability ‘to support operations in a highly
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contested fight, ensuring not just cars, but aircraft, munitions, satellites, ships, submarines, tanks, and people
are at the right place at the right time prosecuting the
right target with the right effects, in seconds’.5 With this
initiative, the DoD is stating that it is no longer the time
for developing domain-specific solutions. It is time to
think about, d
 evelop and adopt a network-centric approach to connect each sensor from every domain
with any shooter. In line with this, the ‘Mosaic Warfare’
concept is being developed by the Defence Advanced
Research Projects Agency (DARPA). ‘Mosaic Warfare’ can
be described as a revolutionary new warfighting platform built upon an interconnected and interoperable
force package, able to leverage the best characteristics
of different platforms.6 A kind of ‘system of systems’
characterized by dedicated new interfaces, communication links, and precision navigation and timing software that will allow platforms to work together. It is
based on the concept, that ‘everything that has a sensor could be connected to everything that can make a
decision, and then to anything that can take an action’.7
NATO should leverage the possibilities offered by new
technologies and develop advanced battle concepts
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Artificial rendering of a future multi-domain battlefield scenario.
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that will enable future commanders, at all echelons, to
understand the battle rapidly, direct forces faster than
the enemy, and deliver synchronized combat effects
across multiple domains. As recently postulated by
General Goldfein, ‘The goal [is to] produce multiple
dilemmas for our adversaries in a way that will overwhelm them … an even better outcome … is to refine
Multi-Domain Operations [MDO] to the point where it
produces so many dilemmas for our adversaries that
they choose not to take us on in the first place.’8

innovative approach that can guarantee dynamic,
real-time airspace coordination while ensuring an
adequate level of traffic de-confliction. The situation
gets more complicated when considering that the
usage of the airspace by all actors will increase significantly in the future, resulting in exponential growth of
airspace operations. During the forecast period 2019
to 2026, for example, the usage of UAVs in military
operations as well as civil and commercial applications, is expected to grow at a Compound Annual
Growth Rate (CAGR) of 15.8 %.9

New Challenges for Future
Airspace Management

Moreover, all services are developing long-range,
precision-guided ‘multi-domain’ weapons, which will
drive the need for tighter joint management of the
airspace. To highlight a few of these new systems,
the US Navy is fielding a new Electromagnetic Railgun, which would be able to zero in on targets from
100 nautical miles away and fire a solid metal slug
that could travel at speeds of 4,500 miles per hour.10
The US Army is developing the long-range hypersonic weapon, a rocket-powered boost-glide missile
whose expected range is classified but could easily be

The above mentioned innovative conceptual battle
space-management models have one thing in common: the use of the third dimension. These concepts
will work only if an adequate airspace management
system guarantees the commanders rapid and flexible
tactical execution through a fast re-tasking of assets,
and the dynamic apportionment of airspace. This will
require revised airspace management focused on an
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Future
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Current

Real-time Airspace Awareness and De-confliction for Future Battles.

thousands of miles. The US Army is also pursuing a
strategic long-range cannon, a supergun using gunpowder to launch guided projectiles over one thousand miles.11 Futuristic hypersonic weapons, which
promise to cross more territory in a shorter time, will
break the traditional norms of long-range weapons,
including the maximum altitudes reached. Furthermore, it has to be considered that changes in the
A2 /AD environment coupled with adversary advance
ments in Cyberspace and the electromagnetic spectrum, will limit the use of conventional aircraft tracking systems and will drive the growth of demand
for stealth platforms. Managing airspace in the near
future will become more complex than it is today.
Anticipating the future vision of airspace management which is able to face such a complicated scenario, DARPA launched a new initiative for a programme named Air Space Total Awareness for Rapid
Tactical Execution (ASTARTE). ‘The goal of the ASTARTE
Program is to provide real-time, low-risk de-confliction between airspace users and joint fires to enable
support to tactical units and build a resilient air picture under an A2 /AD bubble while conducting JADC2
operations … It will interoperate and coordinate with
existing C2 systems to ensure airspace users and oper
ators have the most current and relevant information
available.’12 Even if only focused on the airspace above
an Army Division, (a block of airspace approximately
100 km by 100 km, from the ground up to 18,000 feet)
DARPA leads the way for a project that, if fielded, could
radically change the current concept of airspace management and make a difference in planning, and conducting future battle strategies.
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Interoperability:
A Long-Standing Problem
The operating principle of these new battle and airspace management initiatives is mainly based on
the possibility offered by leveraging technologies to
connect all the available sensors and to process the
related data by using artificial intelligence. The Director of the JAPCC and Commander, Allied Air Command, (Ramstein Air Base, Germany), General Jeffrey L.
Harrigian, warns, that ‘sensors exist across every domain, but connecting those sensors remains chal
lenging’.13 The current situation, in NATO, contains
a plethora of different systems, and sensors, that do
not guarantee an adequate level of interoperability.
ASTARTE promises to solve this issue by adopting new
algorithmic solutions designed with an Application
Programming Interface (API) that enables easy integration and interoperability with the full range of currently existing US military C2 Systems.14 Perhaps, the
moment has arrived for the Alliance, to make wideranging holistic political-military changes that can
address and solve the long-standing problem of interoperability, keeping in mind that ‘interoperability does
not necessarily require common military equipment.
What is important is that the equipment can share
common facilities, and is able to interact, connect,
and communicate, exchange data and services with
other equipment.’15 DARPA’s initiative with the ASTARTE
project aimed at obtaining an API that integrates and
makes the different C2 systems currently in use interoperable is undoubtedly something that deserves to
be sponsored and supported.
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Conclusions
The motto ‘divide et impera’ meaning divide and rule,
although of uncertain origin, highlighted a policy dear
to the ancient Roman emperors. The strategy aimed
at maintaining their territories or conquering new
ones, dividing and fragmenting the power of the opposition, so that they could not unify toward a common goal. In reality, this strategy helped to prevent a
series of small entities, each with a precise amount of
power, from uniting and forming a more relevant and
stronger entity. NATO is an intergovernmental military
alliance between 30 different countries and could
encounter difficulty competing with an enemy who
shows himself strongly united by the use of the same
language, tactics, techniques, procedures, and technologies. Using the motto mentioned above as a
warning, NATO will have to be capable of promoting
new strategies to ensure that the Alliance’s entities are
joined to form a centre of power, ready to provide the
military forces needed to deter war ‘et impera’ for a
long time to come. To achieve this, NATO must seek
innovative C2 systems, able to properly connect, integrate, and synchronize forces from all domains. This
will require revised airspace management, too. A new
one focused on an innovative approach, able to guarantee dynamic, real-time airspace coordination while
ensuring an adequate level of traffic deconfliction. Initiatives such as JADC2, ‘Mosaic Warfare’ and the A
 STARTE
programme will make the difference if developed and
adopted collectively by all 30 NATO Nations. As stated
by General Harrigian, ‘as we think about existing and
developing sensors, we must connect them to form a

cohesive, resilient, and self-healing collective network.
Therefore, it is crucial that we build in multi-domain
interoperability from early design with any future
capabilities.’16 It is time to focus on a common framework by which it will be possible to build the future
battlespace management as a comprehensive and
integrated solution, creating the conditions to position NATO to fight and win in the increasingly complex air operations environment of the future.
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Cybersecurity Challenges with
Emerging Technologies
How to Leverage New Technologies in Modern Battlefields
By Major Fotios Kanellos, GR AF, JAPCC

Introduction
It was the end of April 2020 when the first 5G base
station was installed by Huawei, together with China
Mobile, on the ‘roof of the world’, Mount Everest, at an
altitude of 6,500 m, near the Qianjin camp, providing
invaluable wireless communication to climbers and
researchers. At the summit on the Northside of
Mount Qomolangma (the Tibetan name for Mount
Everest) the highest 5G tower provides high definition live broadcast and monitors environmental and
scientific activities.

Huawei has been one of the leading providers globally of Information and Communications Technology
(ICT) and is pursuing the commercialization of 5G
technology all over the world, including in extreme
environments such as the highest mountain peaks
along the Chinese-Nepalese border, the hot deserts of
Kuwait, the subarctic areas of Russia and the wet tropical savannas of South America. This giant among IT
companies, the world’s second-largest manufacturer
with 18 % of the global smartphone market and more
than 180,000 employees, was founded in 1987.
Initially, Huawei produced communications equipment for mobile phone networks in Shenzhen, southern China, and was founded by a former People’s Liberation Army officer who was also a member of
China’s Communist Party. Because of the military
background of Huawei’s founder and its dominant
role as a supplier of 5G cellular network equipment,
an increasing number of countries have raised concern and have serious reservations about trusting its
products and services.1 The security risks and threats
that 5G networks and smart devices pose due to
design and manufacturing vulnerabilities (even intentional) are incredibly high and difficult to mitigate.
Because of these risks, United Kingdom’s National Cyber Security Centre (NCSC) published a review (14th July
2020) that changed their initial security a ssessment of
Huawei’s presence in the national 5G network, recommending the government to completely ban the Chinese technology company and remove its 5G kit from
UK’s mobile providers’ networks by 2027.2 That decision will have a significant impact on the roll-out of 5G
technology in Britain. However, the possibility of controlling the ‘sensitive parts’ of such a promising and
advanced mobile network, with a decade-long impact, would risk not only the communications but
also some of the most cutting-edge technologies of
the 21st century which are based on 5G infrastructure.
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Emerging Technologies
Self-driving cars, Artificial Intelligence (AI), Machine
Learning (ML), Automation, Virtualization, Smart Cities,
Blockchain Networks, Big Data, Internet of Things (IoT),
Internet of Senses, Cloud and Quantum Computing
are but some of the most transformative innovations
that are currently under development, and that are
substantially altering the social, financial, business,
and military environments. Over the next five to ten
years, these emerging digital technologies, together
with the sophisticated applications they produce, will
generate new opportunities and create new challenges in almost all of the daily activities, especially
the conduct of military operations.3
Thanks to 5G’s unique technical characteristics, including data rates ten times faster than present, the
capacity to support a huge number of connected
devices, almost no delay, continuous mobility, energy
efficiency and service reliability, new tools and services are continually being developed. Connecting
billions of smart devices, like ‘everything to everything’
(X2X), collecting and analysing Big Data from multiple networks (Cloud Computing) and establishing
peer-to-peer networks (Blockchain) are only possible
because of the components and functions that 5G
technology offers into the new and ever-evolving
Information Era.4
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Virtualization, for example, is an immersive technology
that can provide an effective cyber hygiene ecosystem.
It makes computing environments more independent
of physical infrastructure and creates virtual scenarios.
Together with artificial neural networks and other systems, virtualization may determine, in advance, the
vulnerabilities of the networks and the effect of these
individual technologies providing the added benefit
of building resilience. Virtualization aims at enabling a
better understanding of cyber capabilities and vulnerabilities. This knowledge will support Cyber Threat Intelligence (CTI) tracking of malicious attacks and maintaining the required security standards.5
Cloud computing, 5G technology and real-time virtual environments can take military training and exercises to a new level of innovation and agility. Access
ibility and flexibility will become key features of
new, advanced mobile simulations where trainees
will learn at their own pace and in their own space.6
Moreover, Extended Reality (XR) – encompassing
Augmented Reality (AR), Mixed Reality (MR) and Virtual Reality (VR) – has been highly developed and
empowered by miniaturization and increased processing power. Especially during the Covid-19 pandemic, XR has played an even more significant role by
becoming the next ubiquitous computing platform,
not only for gaming but also for distance training, retail shopping, working and socializing.
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Since 2019, the British Army has been working on a
project to switch from individual training to collective
XR-based training. Using advanced XR Head-Mounted
Displays (HMDs), several dozen trainees may operate
together in the same virtual world and a variety of
training scenarios based on agile operational demands.
Such high-tech collective XR-based systems can also
be deployed as mobile training services.7
This leads to the application to the Air environment,
where this technology has proven to be especially
important for air-to-air combat operations by improving human-machine teaming and communi
cation. To automate such complex air operations,
certain levels of trust, scalability and autonomy must
be reached and matured. Human-machine inter
actions are built on three levels of autonomy: semiautonomous (human-in-the-loop); human supervised
autonomy (human-on-the-loop); total autonomy (hu
man-out-of-the-loop).8 Autonomy and intelligence
are the key factors in determining the range of ‘reality-
virtuality continuum’, transforming a human experience, increasing situational awareness and refining
the decision-making process. The new communi
cation patterns and unlimited connectivity in the
Joint Air domain may also transform the level of
Command and Control (C2) across NATO and enhance even more the interoperability of such a networked operating environment.9
On 20 August 2020, the Defence Advanced Research
Projects Agency (DARPA) completed its AlphaDogfight Trials (ADT) project which can be considered
the epitome of the collaboration of multiple advanced technologies such as AI, Virtualization, Automation, ML, and Cloud Computing. During a threeday simulated aerial combat ‘tournament’ between
an AI-driven ‘pilot’ and an experienced US Air Force
F-16 pilot, the former went undefeated in all five
rounds of mock air combat.10 Through advanced
algorithms, the Heron Systems’ F-16 AI agent quickly
and effectively learned how to execute aggressive and
precise manoeuvres that the human pilot could
not match.11 The within-visual-range air combat
manoeuvres (dogfights) clearly represent the rising
interest in AI and autonomous capabilities within the
military aerospace environment.

Cyberspace Challenges
However clear it is that those technologies will radic
ally change how people work, communicate, think,
and even fight in the near future, they simultaneously
generate great concern that state-sponsored actors
could interfere and disrupt their features and services,
posing a massive threat to strategically vital networks.
5G technology has the potential to drastically increase
the attack surface and the number of entry points for
hackers because of the large number of connected
devices (from baby monitors to refrigerators and fire
alarms) with weaker security features. However, not
only do low-cost interconnected devices introduce
vulnerabilities, the communication between these
devices can be the weakest link in 5G’s security. Under
this rationale, the UK government decided to mitigate
the risk (if not eliminate it) by restricting Huawei’s 5G
kit despite the consequences of a two to three years
delay on the roll-out of the technology and the additional costs of up to GBP 2 billion.12
Similarly, cloud computing technology consists of
computer storage, front-end technology (laptops,
Personal Computers), networking infrastructure and
cloud-based applications which may also be disrupted
and exploited. Most of this risk applies both to the
extended commercial clouds (Google Cloud Services,
Microsoft Azure, Amazon Web Services) and to the
smaller-scale cloud services used for classified oper
ations and secured sensitive data. Speed and security
level are defining the different types of clouds and
depend upon ‘off-premises’ and ‘on-premises’ equipment. However, meeting the essential security demands, especially from a military perspective, while
leveraging the multi-cloud capabilities and benefits,
may be challenging. Aerospace and defence supply
chains can take great advantage of the multi-cloud
services involving different defence contractors of
varying sizes by pulling data from multiple sources
and delivering them to a single location and single
application.13 Autonomic Logistics Information System
(ALIS), a complex, web-enabled, interconnected and
distributed military logistics service, supporting the
world’s fifth-generation fighter, F-35 Lightning II, exemplifies the integration of advanced technologies in
military operations.
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The increased speed of the connections and the wide
range of services and applications will introduce a
plethora of new security challenges. Malware, Phishing,
Man-in-the-middle (MitM), Distributed Denial-of-Service (DDoS) and Social Engineering attacks have been
growing daily, creating many challenges and infecting
the digital ecosystem. After all, the great power competitions of the future will probably not take place
on battlefields or in boardrooms but on smartphones,
computers and on the digital infrastructure that supports them. In countries like China and Russia, the government and the private sector are working closely
together, developing and deploying new technologies
and applications that will have a global reach, which

36

they consider vital for their cyberspace sovereignty.14
On 1 June 2017, exactly three years after China’s Cybersecurity (Internet Security) Law was implemented, another document was published, entitled ‘Cybersecurity
Review Measures’, setting the rules of security and supply chain standards that ‘Critical Information Infrastructure (CII)’ products and services should apply.15

Cyber Threat Intelligence
In spite of introducing more vulnerabilities, emerging
technologies can also provide essential help tackling
cybersecurity challenges by offering useful tools to
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clean the cyber threat landscape. AI, for example, can
automatically gather, analyse and disseminate intelligence and valuable information across various global
networks providing capabilities to indicate cyber
attacks and mitigate anomalies based on optimum
prevention strategies. This CTI is an important factor
for all armed forces in combating cyber threats from
both a defensive and offensive perspective. According to the Allied Joint Doctrine for Cyberspace Oper
ations (CO), published in January 2020, ‘… freedom of
action in cyberspace may be as important as control
over land, air and space, or sea.’16 In an increasingly
interconnected environment, ‘it is more difficult to
distinguish between the strategic, operational and
tactical levels’.17 Since cyberspace is a domain of
operations ‘an operational shift to a focus on mission
assurance is needed’.18 Managing a real-time, dynamic,
and complex framework that can predict and prevent cyberattacks can be a real game-changer to
‘ensure the continued function and resilience of
capabilities and assets … critical to the execution
of NATO mission-essential functions in any operating
environment or condition’.19
Effective CTI primarily deals with exploiting ML and
advanced AI technology, enabled by a dynamic, specific knowledge base to understand potential threats
and what might motivate an adversary to launch an
attack.20 Delicate ML tools, together with sophisti
cated AI algorithms, can maximize accuracy in attack
attribution. These two technologies combined can
‘find correlations between events that may appear
random and unrelated to the human eye. Only AI
can analyse such a vast amount of information in realtime …’21 Therefore, training AI and feeding ML
processes necessitates increasing data from diverse
sources. Monitoring user information and analysing
user behaviours, device usage, network activities,
location and application data can, hence, be a source
of both protection and threats.
Many hacker groups, surprisingly, do not vary their
procedures when attacking either military targets or
civilian facilities, making attribution a straightforward
task. Most of the time, those actors simply pause their
behaviour for a specific period before they deploy a
new automated tool (i.e. bots22). Based on this pattern,

it is possible to use automation to track and analyse
raw threat-intelligence feeds and provide quick and
reliable information that could reveal whether something has changed over time against specific criteria.
ML and AI algorithms can also enhance Incident Management by reducing the number of the security
events and queries that need to be addressed and
solved by human operators to 10 %, shifting the status
from man-in-the-loop to man-on-the-loop level. More
over, cloud services and infrastructure not only have
the inherent ability to store vast amounts of data from
diverse sources, like the hundreds of sensors of a military aerial platform [daily data generated from IoT
devices are estimated to exceed 5 quintillion bytes
(1 Billion Gigabytes)]23, but also can establish sets of
rules and practices that can be replicated across all
different data sets providing high-security standards.
Incredibly, for aerospace and defence supply chains,
the use of Blockchain technology in a cloud environment can even further secure and simplify processes.
In particular, this would create ‘digital identities’ for all
components and parts in the supply chain and enable
the tracking of movement around the chain in a safe
manner working as a secure ledger.24

Conclusion
The extraordinary capabilities of these emerging technologies have extended and endowed cyberspace
with capabilities beyond the hyper-connectivity of
the Internet itself. These breakthroughs, however,
have not only been enormously advantageous. The
expanded network infrastructure and increased number of connected devices (even those that appear not
to be connected) introduce more vulnerabilities to
intrusions. Furthermore, the enormous volumes of
data processed and shared among the vast numbers
of Internet-connected nodes become increasingly
likely targets of exploitation and distortion.
State and non-state actors who seek to develop
sophisticated methods of manipulation and sur

veillance, particularly by exploiting emerging technologies, will shape the conflict in the geopolitical
arena for years to come. The information ecosystem
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‘becomes more polluted, segmented, and rigidly
controlled’,25 making it even harder for democratic
countries to build resilience and respond to external
threats. Therefore, it ‘is essential to the Alliance’s successful functioning in peace, crisis and conflict’26 to
coordinate, synchronize and execute cyberspace and
information activities that will deliberately create
comparable counter effects, leveraging the tools and
capabilities the emerging technologies may offer.
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Hypersonic Threats
Hype or Game Changer for NATO’s Deterrence?
By Lieutenant Colonel Andreas Schmidt, GE AF, JAPCC
Introduction
It is almost impossible to read current literature about
NATO‘s threat spectrum without having Hypersonic
Operational Threats (HOT) mentioned as an emerging
‘game-changer.’ The following article is based on a
Specialist Team Report of NATO’s Science and Technology Organization about Hypersonic Threats1 and
will analyse the impact hypersonic threats may have
on NATO’s defensive posture, what kind of gaps might
be created, and what NATO might have to do to
mitigate these vulnerabilities.
Threats like Hypersonic Glide Vehicles (HGV) or Hypersonic Cruise Missiles (HCM) are not a completely new
threat category, since they bear certain similarities to
ballistic missiles or ’old fashioned’ sub-hypersonic

cruise missiles. Hence, it seems reasonable to base the
analysis on available capabilities against these existing threats.
However, HOT are a significant challenge for
NATO’s current defensive capabilities. Extensive
studies are necessary to gain a sufficient understanding of the severity of the situation and the resulting
necessary steps to maintain a stable security environ
ment for NATO.

NATO’s Current Deterrence Framework
NATO‘s capability to successfully deter potential adversaries is based on a credible combination of offensive (including both nuclear and conventional) and
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defensive options. Therefore, these options cannot
be looked at in isolation, but rather must be evaluated in a comprehensive manner. Collective Defence
is one key element of NATO’s overall deterrence
strategy. In order to gain a military advantage, it can
be expected that potential adversaries will develop
capabilities to undermine NATO’s current capability
set (e.g. NATO Integrated Air and Missile Defence
System (NATINAMDS)), which will automatically
weaken the credibility of NATO’s deterrence. This
necessitates an adaptive posture and likely new
capabilities on the Alliance’s side, such as NATO Ballistic Missile Defence (BMD) or the NATO Very High
Readiness Joint Task Force (VJTF) in the past. From
this perspective, the emergence of HOT is a logical
reaction from potential adversaries towards the current defensive and offensive capabilities of NATO.

Hypersonic Capabilities as a Threat
A military threat, being the combination of capability
and intent, is generally anticipated to create a parti
cular effect, geared towards generating a tactical, operational or strategic advantage over an opponent. In
contrast, every defensive measure is conceptualized
to cover a specific threat or threat spectrum. In the
framework of air threats, key parameters like speed,
reach, and height2 have significant importance, as can
be seen in Figure 1 below.

Historically, the most common air threats were regular
aircraft. Over recent decades, this threat portfolio
broadened with the addition of ballistic and cruise
missiles and unmanned aerial vehicles, to which NATO
always found an answer for maintaining a deterrent
balance, for instance NATO BMD for ballistic missiles.
HOT represent an area not covered, or only marginally
so, by NATO’s current defensive capabilities; this
should energize NATO to take its next adaptive step to
mitigate this challenge.

Definition of Hypersonic
Operational Threats
Despite the lack of an unambiguous definition for
hypersonic speeds, for this paper and in most military
contexts, a speed greater than Mach 5.0 will be
assumed. This causes a severely reduced timeframe
for implementing a potential kill chain. Furthermore,
the altitude bands used by HOT, combined with significant manoeuvrability at these high speeds, create
further complications for available sensors and interceptors. In comparison to a ballistic missile threat,
HOT flight paths and impact points are very unpredictable. Generally, two classes of HOT can be identified: HGVs or HCMs. For both systems, it has to be
assumed that they have precision strike capabilities
which are supported by on-board sensors.

Hypersonic Glide Vehicles

Figure 1: Threat Model.
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HGVs are non-powered manoeuvrable vehicles that
are boosted by and later separated from, a carrier
system, for the attack of land or sea targets. The carrier
system, normally rocket boosters, must be capable of
creating the initial speed for the HGV to perform hyper
sonic gliding manoeuvres. After re-entry, they can
cover additional large distances by flying glide or phugoid trajectories. After an initial, rather depressed ballistic trajectory, HGVs have an average gliding altitude
between 30 and 80 km. During the final phase, which
can be gradual or very steep, their speeds should be
reduced to high supersonic levels. These systems consist of a launch device and at least one glide vehicle.
Options for ground, sea or air-launch are conceivable.
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Figure 2: Parallels to Existing Threats.

Hypersonic Cruise Missiles
HCMs are powered air-breathing vehicles characterized by sustained hypersonic flight for the majority of
their trajectory. They rely upon aerodynamic forces for
lift and are used to attack land or sea targets. Generally, they travel at altitudes of between 20 and 40 km
to maintain their hypersonic cruise speeds ranging
between Mach 5 and Mach 7 (higher speeds are possible.) For the attack phase, they might either perform
a steep dive manoeuvre or enter a traditional low
flight profile phase; in both cases slowing down to
speeds of approximately Mach 3.

Bridging Capabilities
Other threats with hypersonic speeds, like the Russian
Kinzhal or other ballistic missiles with very depressed
flight paths, might have attributes of an HGV, but are
not considered as a HOT. However, this shows that the
modernization of existing threats (e.g. SS-26 Iskander)
can bridge the gap between classical threats and HOT.
Therefore, HOT should not be looked at in isolation.

Parallels to Existing Threats
From a defensive perspective, and based on the manoeuvrability and range, there are parallels between
HOT and conventional cruise missiles. In both cases, it

is nearly impossible to get an early impact point prediction, and it poses a 360° threat for critical assets.
Should NATO possess an operational HOT defence
system, the defence design would most likely have to
follow the principles used for cruise missile defence.
However, NATO does not have such a system nor
enough resources to employ a comprehensive cruise
missile defence for all NATO territory today. Currently,
only specially identified objects and limited areas can
be defended against cruise missile threats.

Potential Limitations of Current
NATO Air Defence Systems
The effectiveness of Air and Missile Defence (AMD)
systems is determined by the capabilities of their sensors and interceptors. NATO’s current portfolio spans
numerous systems that cover various threat categories, but do not include any systems (due to technical
feasibility or monetary reasons) that can cover all
threat categories in all altitude bands.
This does not mean that NATO nations do not already
possess very potent space-based, airborne or surfacebased sensors. Still, they need to evaluate which sensors qualify for the detection and tracking of HOT, and
which sensors can provide fire solutions. It can be surmised that modern, often software-steered sensors can
be adapted, but how this affects overall functionality
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and performance still needs to be evaluated. Also,
adequate data fusion of all available sensors needs to
be in place or enabled to cope with these future threats.
The area in which AMD interceptors can deliver their
effect is called ‘battlespace,’ which is mainly limited by
the interceptor’s propulsion and manoeuvrability. The
significantly elevated threat requirements of HOT
increase the likelihood of them taking flight paths
outside of the current interceptors´ battlespaces.
With the currently available interceptors, it is likely
that an intercept has to occur in the final phase of
the flight path. This limits tremendously the distance
by which an interceptor can be separated from a
protected asset and reduces the opportunity for
a second shot at the threat.
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Although current Command and Control (C2) structures and data link capabilities are potent and agile
enough to handle the present threat set, how they
may need to be adapted to also cover HOT has yet to
be evaluated.

Use-Case Options for HOT
Currently, three adversary use-cases seem plausible
for HOT:
1. Due to the increased likelihood of delivering the
intended effect, HOT are likely to be used as a tool
for strategic or immediate tactical/operational
effects. Currently, peer opponents do not gain many
additional benefits by employing HOT against NATO
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credible means of coercion, to promote political
interests, and for steering escalation/de-escalation
of a conflict.
2. For an ’escalate-to-deescalate’ strategy by peer
opponents, HOT seem to be an effective tool, since
even a single weapon can reliably produce a
strategic effect. Also, HOT could support a credible
second-strike capability for peer opponents.
3. HOT can be employed as a force enabler and multiplier, by aiming at critical elements of NATO IAMD or
other critical military components to allow more
numerous offensive weapons to be employed
effectively. For peer opponents, this is currently only
a quantitative benefit, since the same effect could
be reached by saturation. Still, for near- or non-peer
opponents this is a significant qualitative benefit.

How Can a Capability Gap
be Mitigated?
As with the adversary use-cases, there is a distinction
between peer and non-peer opponents as well as
peacetime and conflict scenarios. Since HOT influence both of NATO’s pillars of deterrence (nuclear
deterrence and collective defence), compensatory
measures should ensure that the sum of both pillars
still provides credible deterrence.
European territory, since the same effect can be
achieved by existing and less expensive means.
Against the United States of America (USA), however, HOT create options for avoiding missile defence
systems like the Ground-Based Midcourse Defence
system or to threaten high-value assets like aircraft
carriers or critical infrastructure. Nevertheless, due
to the very high chance of effect delivery by HOT,
independent of employed defensive means, the
opponent’s calculation of necessary offensive
means becomes more predictable, the strategic
communications messaging more straightforward,
and places additional stressors on NATO’s defence
design decisions. For near-peer or non-peer opponents, HOT represent a real gain in capabilities, since
they have no other means to overcome NATO’s
AMD systems. Therefore, HOT, in this case, may be a

For peer opponents in peacetime against NATO
Europe, HOT will not be able to deliver extra effects
and therefore do not drive a need to react. Existing
credible means of deterrence should continue to be
employed. However, the compressed decision timelines, especially in the transition to conflict window,
need to be reflected in NATO’s C2 structure and processes. Should deterrence fail, and conflict becomes
likely, a qualitative and quantitative overmatch for
available AMD systems can be assumed. In such a
scenario, NATO should concentrate on the defence of
critical and high-value assets.
Since no potential non-peer opponents possess HOT,
NATO should concentrate on the non-proliferation of
HOT systems, materials and knowledge. Should these
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measures fail, NATO should raise the severity of consequences for opponents to employ HOT, to maintain
credible deterrence. The development of counterHOT systems will take several years, and NATO-wide
protection is not only technically, but economically
complex. Therefore, the capability gap must first be
offset by harsher consequences through credible
offensive measures to reduce the perceived benefits
to a potential adversary of using HOT. Should deterrence still fail, NATO must evolve its collective defence
capabilities so that they can be effectively employed
in a conflict including HOT. A combination of defensive, offensive and passive defence measures, supported by a suitable Battle Management, Command,
Control, Communications and Intelligence (BMC3I)
system, needs to be identified, to significantly reduce
the added value of employing HOT by the opponent.

What is Needed to Close
the Capability Delta?
As a first step, NATO needs to assess HOT realistically,
including our current capabilities to counter HOT,
and ensure that the policy/doctrine basis is fit for
their optimal employment and that these are suitable for new capabilities to be seamlessly integrated.
NATO must strategically state that initial weaknesses
in collective defence are compensated (in shortto mid-term) by other measures of credible deterrence. It seems plausible that this will necessitate
a multi-domain approach, which needs to be reflected in an adequate C2 structure, appropriate rules
of engagement, and is represented in NATO and
national 
education and training processes at all
military and political levels.

System Requirements for HOT Defence
A comprehensive answer covering system requirements for an effective solution to HOT requires an
assessment of all four pillars of NATO Integrated Air
and Missile Defence (Active Air Defence, Passive Air
Defence, Surveillance and BMC3I) and all steps of the
kill chain. Point and area defence plans or schemes
of assets must both be assessed.
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It would be beneficial to have sufficient sensor capabilities to gain and maintain a continuous track of a
HOT from launch to intercept or impact. Due to the
relatively low altitude compared to ballistic missiles
(HGVs 30-80 km, HCMs 20-40 km), this is hard to
achieve. Because of the earth’s curvature and anticipated flight levels, detection ranges are limited.

Antenna
Height/
Flight Level

80 km

40 km

30 km

1m

1,110 km

790 km

680 km

10,000 m

1,500 km

1,170 km

1,070 km

Therefore, the initial focus should be on the necessary
sensor network for early warning (both military and
civilian) and engagement; hence the boost phase and
the phase before intercept, currently most likely the
final phase. These ranges lead, in combination with the
target speed, to corresponding early warning times.

Range/Mach

5

10

20

27

700 km

410 s

205 s

103 s

76 s

1,000 km

590 s

295 s

148 s

108 s

1,500 km

880 s

440 s

220 s

163 s

For more accurate and better early warning and cueing
of other sensors, space-based sensors in various orbits
(e.g. geostationary, low earth orbit) may be beneficial.
Detailed requirements for coverage and robustness,
especially against peer opponents, must be identified.
Outside of simulation environments, HOT are not
available for testing against current AMD weapons
systems. This makes solid intelligence data necessary,
not only for future defence planning, but also for defining general system requirements. It cannot be stated with high confidence that sensors currently available (e.g. PATRIOT, SAMP/T, SMART-L) are capable of
detecting and tracking manoeuvring HOT. Although
these systems may be adapted using software
fixes, the consequences for the remaining task load
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Figure 3: Hypersonic Vehicles and Ballistic Missiles in Comparison.

(e.g. tracking aircraft or ballistic missiles) must also be
identified. Existing early warning systems like the US
Shared Early Warning (SEW) system, which uses infrared sensors to detect missiles in their boost phase,
should be capable of detecting HGVs and likely HCMs
since their boosters have a significant boost phase.
The need for further land-, sea-, air- or space-based
sensors must be analysed to guarantee successful
defensive engagement options against HOT.

PATRIOT:	
Phased Array Tracking Radar,
Intercept of Target
SMAP/T:	Sol-Air Moyenne Portée Terrestre
SMART-L:	Signal Multibeam Acquisition Radar
for Tracking, L-Band

Radar sensors seem suitable to produce fire-control
solutions for HOT, and point defence should be possible, assuming the availability of suitable sensors
and effectors. For a comprehensive area defence,
a very large number of sensors is required, especially
when considering the need for a robust array of sensors and the required communications architecture.
This also necessitates a very robust network and
seamless integration into NATINAMDS. Given these
networked capabilities, the remote engagement
options3 should be made available to support optimized sensor-effector usage.
In general, an interceptor needs to be capable of
reaching an intercept point with its intended target,
and it needs to have an appropriate warhead to
deliver a sufficient effect on the target. For HOT, this
means that interceptors need to reach altitude
bands between 20 and 80 km. Also, the interceptor

JAPCC | Journal Edition 31 | 2021 | Transformation & Capabilities

45

needs to have extended range at high speed, and
very high agility to be useful against manoeuvring
HOT. Specific parameters for different HOT must
be analysed and identified. Options for other
than ground-based interceptors should be assessed
as well.
Furthermore, the effects on target need to be sufficient to deny the primary mission of the HOT and
to minimize collateral damage, such as debris or
remaining Weapons of Mass Destruction (WMD).
Based on BMD experience, hit-to-kill technology can
achieve such effects. Alternatively, interceptors with
fragmentation warheads could be effective due to
the high speeds, high temperatures and importance
of structural integrity of a HOT. Even minor amounts
of damage caused by small fragments might be sufficient to cause fatal structural damage. Overall,
it has to be analysed, which kind of interceptor is preferable for engaging HOT targets. Directed energy
solutions appear to be less promising since HOT are
designed to withstand high temperatures by nature.
Electronic Warfare such as jamming and spoofing of
HOT seems to be very difficult due to the high speed
and non-predictability of offensive systems.
On the assumption that a HOT interceptor is available, appropriate fire doctrines need to be determined. This could be supported by ideas from swarm
technology or artificial intelligence. Also, a higher
level of interceptor autonomy might be useful, but
a legal framework to employ such systems must be
developed and agreed upon before use.

Conclusion
In the light of Russia’s claim that their HGVs have been
operationally available since December 2019 and
western scientists’ assessments that the development
of HOT is progressing well, it is reasonable to assume
that HOT will be appearing on the battlefield within
the next 5–10 years; hence the imminence of the
threat is very credible. Considering procurement
timelines for advanced weapon systems such as HOT
defence systems or the time it might take to adapt
existing AMD systems, NATO will have a capability gap
against HOT for some time. A decision must be made
as soon as possible on how to mitigate this gap. The
potential deficit in credible deterrence must be offset
by a balanced mix of defensive measures and credible
measures of ‘deterrence by punishment’. Considering
that NATO has no comprehensive area defence
against regular cruise missiles for various reasons, it
will be even more challenging to achieve this for HOT.
Hence, the initial focus for HOT defence should be
point defence of identified critical military or civilian
assets. As a second step, the necessity and feasibility
of area defence needs to be looked at and possibly
implemented. Overall, NATO must ensure that the
required framework for credible deterrence of adversaries with HOT remains intact.

1.	NATO Science and Technology Organization Technical Report: ‘Assessment of the Status and Challenges
Posed by Hypersonic Operational Threats’, 28 Aug. 2020.
2.	NATO’s Allied Joint Publication 3.3 Edition B, 2016.
3.	Young, Bonnie W. ‘Future of Integrated Fire Control’, Northrop Grumman, 2005. Available at https://apps.
dtic.mil/dtic/tr/fulltext/u2/a464249.pdf.
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Distance No Longer Equals Protection
Development and Testing of Authorities and
Planning Concepts for Hypersonic Strike Weapons
By Mr F. Patrick ‘Spam’ Filbert, US, Joint Hypersonic Strike, Planning, Execution,
Command and Control Joint Test
‘The military services are ramping up spending on
hypersonic weapons and defense capabilities,
from rocket-based glide systems to air-breathing
weapons to low-altitude cruise missiles and more.’1

Where to Start
Advances in technology continue to outpace the
techniques, procedures, and doctrinal aspects of
how a new weapon integrates into the Joint Force,

specifically Hypersonic Strike Weapons (HSW). The
‘traditional model’ has been ‘develop what we
want, we will figure things out later’, which can
thicken the fog of war due to unintended secondand third-order effects that were not originally
considered. Figuring out the use aspect, prior to
full weapon development instead of after, can rapidly improve Joint Force integration. At the same
time, technology’s rapid advancement can and
does outpace doctrinal development which also
challenges training.

© Photo provided by Purdue Research Foundation

JAPCC | Journal Edition 31 | 2021 | Transformation & Capabilities

47

© US Marine Corps, Cpl. Austin Livingston

M1A1 Abrams Main Battle Tank.2

What is the Rationale?
Manoeuvrable HSWs are not new. Research began during the Cold War in the US and Soviet Union, but various technological hurdles resulted in a ‘start/stop’ approach that continued through the end of the Cold War
and follow on period of perceived peace.3 Such hurdles
encompass the areas of propulsion, navigation, and heat
resistance due to the high speeds involved. However,
recent 21st Century technological developments have
led to progress in a number of areas. These advancements have enabled China, Russia, and the US to develop and test HSWs with China and Russia fielding HSWs.4
Recent demonstrations, claims, and military parades
by China and Russia appear to show both countries
are ahead of the US in HSW development. China
unveiled new HSWs at a military parade in 2019 and
Russia claims to have tested HSWs in 2018, fielding
an aircraft-launched HSW called Kinzhal and a landbased HSW identified as Avangard in 2020. How these
countries and the US, view HSW use and Joint Force
integration differs – to include perceptions of the actual advantage of the weapon.
During the Cold War, the nuclear triad of Intercontinental Ballistic Missiles (ICBM), Air-Launched Cruise
Missiles (ALCM), and Submarine Launched Ballistic Mis
siles (SLBM) provided the superpowers with a strategic
measure of deterrence and power. However, ICBMs,
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ALCMs, and SLBMs can be tracked by sensors due to
their stable ballistic trajectory allowing target assessment based on their flight path. HSWs introduce a
measure of unpredictability after launch. This is due to
lack of sensor optimization to accurately predict, target, and intercept HSWs as they fly towards their
targets which remain unknown until the final seconds
due to the speed and manoeuvrability of HSWs.

Ballistic Reentry Vehicle (RV) versus
Hypersonic Glide Vehicle Trajectories.
© Courtesy of RAND, document RR-2137-CC5

ICBMs required significant resources and were developed in secret. This meant that only countries with
the resources for development and fielding could
afford these weapons. Further, actual use of ICBMs
beyond their deterrence attributes is less likely than
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Common HSW warhead launch, Pacific Missile Range Facility, Kauai, HI, 19 March 2020.11

use of HSWs; especially as US HSWs are planned to
only carry conventional payloads. From a cost perspective, HSWs will be less expensive than a SLBM
(USD 31 million for a D5/TRIDENT II) compared to an
estimated USD 6.9 million per HSW.6, 7

further cost reduction due to sharing HSW technology
development. Additionally, Japan, France, and Germany
are in development of their own HSWs and benefit
from available research.9

Who is Doing Something About It?
‘Hypersonic missiles are a key military capability
because we can reach out and launch these things
from thousands of kilometres and hit their targets
within a few feet. Their high speed also makes
them extraordinarily survivable because it is so
hard to shoot down, and that’s why the United
States as well as Australia are aggressively pursuing this technology.’
Dr George Ka’iliwi III,
US Indo-Pacific Command J88

Increasing capability as a cost reduction attribute is
not just something the US, China, and Russia are
working towards. The development of HSWs has
spread to international partner nations (e.g., Australia
and India) who are benefiting from teaming with the
US, China, and Russia. This teaming could provide for

In the US, HSW development and testing continues at
a more measured pace specific to the fielding of conventional armed systems. This approach requires developing a high degree of accuracy that Russian and
Chinese weapons do not require with their intention
to maintain nuclear-capable HSWs. Recent US testing
of HSWs in 2017 and 2020 resulted in successful flight
test events towards the development of a common
HSW warhead.10
An additional HSW aspect to consider is the potential
response that may occur from an adversary after a
‘first use’, especially if the adversary has their own
HSWs and is a nuclear power. Critical to HSW use is
ensuring an adversary nation does not confuse a HSW
launch with the launch of an ICBM or SLBM, particularly through proper messaging of the new capability.
The impact of adversary propaganda, disinformation,
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and wide-scale efforts to misinform or create a media
panic must be managed related to a potential war
between nuclear-armed nations. To date, there are
only two examples of such wars. Yet the aspect of
vertical escalation towards nuclear weapons use was
identified and managed by the nations involved –
1969 Sino-Soviet war and 1999 Kargil war between
India and Pakistan. Neither conflict had the aspect of
instant news and social media that will have a de
finite impact on information operations and strategic messaging to keep escalation from occurring in a
future conflict.12

How to Start HSW Incorporation?
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The J-HyperSPEC2 JT is sponsored by US Strategic
Command (USSTRATCOM) with the team operating in
two locations: Offutt Air Force Base (AFB), Nebraska,
and Nellis AFB, Nevada. The J-HyperSPEC2 JT team
worked closely with several Combatant Commands
(CCMD), Services, and OSD to develop an initial CONOPS
through two writing groups. The J-HyperSPEC2 JT team
conducted a multi-part field test to collect data on the
CONOPS for revision and validation.

The A2 / AD Challenge
The Joint Force remains over-reliant on stand-off
weapons and fourth- / fifth-generation strike platforms
to address the Anti-Access / Area Denial (A2 / AD) challenge. As the adversary countries continue to push
their ‘A2 / AD bubble’ outwards, developing weapons
to overcome this expansion enables a way to get
within the adversary’s decision-making process.

Most reports on HSWs have been specific to the development of the weapon, problems of control at hypersonic speeds (in excess of Mach 5 or 3,800 miles per
hour), and missile / rocket body design to boost the
warheads to high speed. Yet the ability of HSWs to hold
a target at risk because of the speed and unpredict
ability attributes, coupled with the difficulty in identifying the specific target, should be driving discussions
on concept of operations (CONOPS) development before, not after, HSWs are fielded. Producing HSWs is not
as easy as simply opening or retooling a production
line. HSWs require a long lead production time, resulting in low availability until production efficiency is
achieved. How to incorporate HSWs into planning and,
ultimately, senior leader understanding of use effects
must be resolved before HSWs are fielded.

To address the A2 / AD expansion aspect to better integrate HSWs, the J-HyperSPEC2 JT conducted development and refinement efforts using warfighter inputs
from events such as CONOPS writing groups and CCMD
exercises as test events to test and refine the CONOPS.
The team interacted with US European Command
(USEUCOM); Commander, Submarine Force, US Pacific
Fleet; USSTRATCOM; and the 805th Combat Training
Squadron. The resulting C2 CONOPS was field-tested
at US Indo-Pacific Command’s (USINDOPACOM) Exercise Pacific Sentry (PS) in January 2020 in Hawaii.

Developing factors specific to Command and Control
(C2) authorities and planning for HSWs at the oper
ational and strategic levels of war requires early consideration development. The Joint-Hypersonic Strike
Planning, Execution, Command and Control (J-HyperSPEC2) Joint Test (JT) was chartered in August 2018
under the authority of the Office of the Secretary of
Defense (OSD), Director, Operational Test and Evaluation. J-HyperSPEC2 JT’s charter is to develop, test, and
evaluate a C2 CONOPS to manage authorities, support
employment, planning, and execution for HSWs. With
the continual push for rapid development and fielding, the J-HyperSPEC2 JT is at the forefront of planning
for the deployment and use of these new weapons.

The J-HyperSPEC2 JT trained exercise participants on
the CONOPS and notional HSW capabilities and then
observed deliberate planning and dynamic targeting
processes. The test’s data collectors observed HSW discussions and planning efforts at lower echelon compo
nents, gathered multiple data points to inform CONOPS
revisions and, concurrent with the PS exercise, the team
supported the integration of HSW into the Chairman
of the Joint Chief of Staff’s Global Integration Exercise 20.
This integration enabled discussions of US conventional
HSW ‘first use’. Post-exercise, a series of General Officer /
Flag Officer interviews and roundtables occurred to gain
insight on how senior leaders identify HSW integration,
authorities of use, escalation, and strategic messaging.
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Representative examples of air-, sea-, and land-HSW launchers.
© B-52: US Air Force
© Submarine: US Navy graphic
© Ground Launcher: Army Rapid Capabilities and Critical Technologies Office13, 14, 15

Looking Forward
Exploring the ‘how to use and when’ aspects are part
of the CONOPS development. Specific to the use aspect, the team identified early in CONOPS development a lack of planning tools to support planner’s
efforts to incorporate HSWs into operations. While
several entities were developing such tools, they were
not ready for use during the PS exercise. To enable
CONOPS testing the team developed a Mission Planning Handbook (MPH) as a surrogate planning tool.

The MPH provided PS mission planners with HSW attributes enabling current process planning.
The J-HyperSPEC2 JT has already benefited the Depart
ment of Defense (DoD) in getting ahead of the ‘buy,
field, develop concept of use’ approach. As the Services
field HSWs, enabling them the capability to hold distant, defended, fleeting, and high-value targets at risk,
the warfighter will be better equipped to meet national
objectives and impose costs on potential adversaries
by having a way to do this via the C2 CONOPS.
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Depiction of the US Falcon hypersonic test vehicle prior to
re-entering the atmosphere.16

The J-HyperSPEC2 JT is currently slated to end in Fall
2020. This does not mean future HSW-related efforts
will cease. The C2 CONOPS will provide an effective
operational and strategic context to inform HSW use
and, eventually, inform development of Tactics, Techniques, and Procedures (TTP). Such TTPs will further
reinforce the use of HSW by empowering the commander to develop standards in the areas of manning, equipping, training, and planning in the Joint
Force. In the interim, the J-HyperSPEC2 JT developed
CONOPS will provide planners with a starting point
for HSW use while also serving to focus future DoD
and industry investment.
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NATO Space
Recognition versus Current Reality
By Lieutenant Colonel Henry Heren, US Space Force, JAPCC
‘People see what they want to see and what
people want to see never has anything to do
with the truth.’1

Introduction
On 4 December 2019, the North Atlantic Council
announced in London: ’We have declared space an
operational domain for NATO, recognising its importance in keeping us safe and tackling security challenges, while upholding international law’.2
In the months since that declaration, NATO developed an Initial Implementation Plan for Space, while
outside NATO there have been numerous opinion
pieces published recommending how NATO should

proceed from both policy and strategy perspectives.
The goal of each of these efforts has been to normalise Space within NATO, to recognise NATO’s reliance
on Space-based capabilities and to promote greater
understanding and appreciation for safeguarding
the use of those capabilities. Questions abound
concerning how NATO should integrate Spacebased capabilities into existing policy, doctrine,
strategy, operations, and exercises.
Germany concluded in its 2010 released Space Strategy that ’a paradigm shift has occurred within space:
once a symbol of the technology race and a contest
between opposing systems, it is now, in every sense, a
part of our everyday lives and an essential instrument
for the achievement of economic, scientific, political
and social goals’.3 In 2019, France released its Space
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Defence Strategy which ’outlines the future of our
space defence in accordance with a roadmap that
looks to 2030 and beyond’.4 This document ’marks a
turning point for the future of our armed forces and
for France’s capacity to act in all domains and maintain its strategic autonomy of assessment and
decision’.5 Most recently, in June 2020, the United
States (US) released its Department of Defense (DoD)
Space Strategy which states: ’This strategy identifies
how DoD will advance spacepower to enable the
Department to compete, deter, and win in a complex
security environment characterized by great power
competition.’ 6 Collectively, these nations and others
are experiencing a renewed interest, excitement, and
focus on Space-related activities. It is both natural and
understandable that this enthusiasm will cross over
into NATO organizations and discussions.
Several Alliance Nations have increased promotion
of Space within their own militaries. France, Germany,
Italy, the United Kingdom, and the US have moved
to establish Space Commands to varying degrees,
and the US took the additional step of establishing
an independent military service, the US Space Force.
The combined national activities, accompanied by
growth in the commercial Space sector, have created
an excitement surrounding Space endeavours not
seen in several decades.

Strategy
Even as NATO recognised Space as an operational
domain, NATO Secretary General Jens Stoltenberg
emphasized: ’NATO has no intention to put weapons
in space. We are a defensive Alliance.’ 7 He further
clarified, ’NATO will continue to by and large draw
on national space capabilities in support of its
missions and operations’.8 Currently NATO receives
Space-related Data, Products, and Services (DPS)
from several member nations, and does not own or
operate any Space-based capabilities. This means,
currently, when it comes to the legal authority to
operate Space-based Capabilities, including command and control, the NATO Command Structure
(NCS) does not play an active role.9
However, this does not mean the NCS has no role
to play with regards to Space. The NCS recently
approved a concept for a NATO Space Centre, which
will serve as a hub for Space-related information,
expertise, and activities and directly liaise with the
several nations providing Space DPS. Once operational and fully staffed, it will provide greater ability
for NATO to coordinate requests for Space DPS.
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However, the various advancements in the commercial sector, national militaries, and NATO with regards
to Space are far from equal. The enthusiasm felt across
communities of interest does not mean all nations are
at the same stage of development and capacity with

regards to Space-based capabilities. This article will
discuss the unique challenges facing NATO with
regards to Space strategy, exercises, and personnel as
compared to other national entities which in some
cases possess more mature capabilities. The goal
being to allow for discussion on a way ahead for
Space in NATO based upon NATO requirements.
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In the meantime, with regards to Space Strategy, the
focus must be on how NATO ensures the flow of
Space DPS within the NCS. Calls for additional NATO
Space Strategies10 ’in parallel to its maritime and
airpower plans’11 to ’help NATO align members states
on key tactics, tools, and procedures’12 are premature
at best as this role is currently fully the purview of the
member nations. In the future, if NATO reconsiders its
position and seeks to acquire NATO-operated Spacebased capabilities, then a strategy on how to utilise
those capabilities will not only be prudent but necessary. NATO is currently better served focusing on how
it will work with the nations to ensure interoperability
and access to Space DPS across the Alliance, and not
pursuing strategies that require both capabilities and
authorities that it does not currently possess, and is
unlikely to in the near future.

Exercises
It has been suggested that NATO develop large-scale
Space-focused exercises, akin to the several Air, Land,
and Maritime focused exercises. As previously noted,
NATO does not own nor operate any Space-based
capabilities, and calls for NATO to host large-scale
Space exercises ignore the lack of capabilities present
to necessitate such an exercise. NATO could benefit
from sending personnel in an observer role to Spacefocused exercises conducted by the nations, but that
is significantly different from what is being suggested.

beyond the mere acknowledgement of Space’s role
as an operational domain. The Space Professionals
who have served in the NCS have done an admirable
job conveying that Space is important, to the extent
that exercise controllers are not permitted to fully
exercise degradation of Space DPS as it affects the
exercise too significantly.
Space Professionals participating in exercises need to
be given the latitude to meaningfully impact Space
DPS so the entire exercise team can not only gain
increased appreciation for how reliant they are upon
Space-based capabilities, but also so Tactics, Techniques, and Procedures (TTP) can be developed from
valuable lessons learned. Those TTPs will be critical
if NATO finds itself in a conflict with not only peercompetitors, but also those competitors who are
able to exploit asymmetric seams to reduce NATO
Combat Capabilities.

Personnel

Recommendations for these exercises cite the
ability ’to systematically develop and refine space
contingencies against red cell adversaries’13 to
’signal allied resolve’.14 While laudable, these ideals
overlook not only the lack of authorities within
NATO regarding Space-based capabilities, but also
the fact that NATO forces are reliant on Space
DPS … which should be the focus of increased
Space-participation in exercises.

The creation of any new policies, strategies, doctrines,
and expanded exercises will rely on educated and
trained personnel to create and maintain them.
Within the NCS, as previously noted, there are currently 19 Space Billets. The validity of that number
drops precipitously when considering some of these
positions are not filled, while still others are filled with
people who are not educated, trained, nor experienced in Space Operations (as conducted by NATO
nations). Add in the fact many personnel assigned to
those positions are double-billeted, which means
they work primarily on other activities and responsibilities, and focus only occasionally on Space-related
issues, and the effectiveness of that already limited
number of personnel is further reduced. The result is
NATO has only a handful of Space-proficient personnel dedicated day-in and day-out to Space-related
activities.

With only 19 Space Billets spread across the NCS, and
some of those filled by other than Space educated,
trained, and focused professionals, for the time being
NATO would be better served in ensuring its leaders
understand the role Space plays in their operations

A concept calling for the establishment of the NATO
Space Centre was recently approved by the Defence
Ministers in October 2020. That concept includes an
increase in Space personnel billets within the NCS, at
the Space Centre and at the Joint Force Commands
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and subordinate organizations. Space educated and
trained professionals are desperately needed to fill
these billets if NATO is to increase its interoperability
regarding Space.
Several challenges stand in the way of a trained and
ready NATO Space cadre. Aside from the obvious funding concerns, the primary nations to which NATO would
look to provide these professionals are, as noted earlier,
reorganising their Space communities internally to their
respective nations. They are therefore currently ill-suited
to provide additional personnel to the NCS. This could
result in personnel being assigned to the Space Centre
without the requisite Space education and experience,
requiring an increase in training and additional funding.
It also means NATO may have a Space Centre severely
lacking in resident Space Operations Expertise.
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Conclusion
As Space Professional and policy-makers seek to influence and guide NATO’s approach to Space, they
must be careful not to project ideas compatible within their national Space approaches onto NATO organizations, in other words to see what they want. This
will include understanding that NATO’s use of Space
is almost completely as a utility to support operations
in other domains, not operations in the Space Domain. The Alliance has not placed an emphasis on
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Space significant enough to generate personnel and
capabilities comparable to several of its member
nations, and thus requires a different approach.
National Space Professionals need to ensure they
understand the capabilities and capacity within
NATO, before promoting recommendations which
NATO might not be prepared to incorporate or execute at this point in its integration of Space-related
capabilities and expertise.
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Responsive Space
for NATO Operations
By Wolfgang Jung, German Aerospace Center (DLR)
By Lieutenant Colonel Tim Vasen, GE AF, JAPCC
Introduction
Space Support plays a significant role in modern warfare. After the fall of the iron curtain, the threat to western Space assets and capabilities was signifi
cantly
diminished. The current development of Space capabilities, especially on the commercial side, as well
as the increased number of Space users, has changed
this situation. Use of the Space domain is becoming
more congested and contested. Additionally, counterSpace assets and methods are being proliferated
worldwide. Space systems must be protected, redundancies must be increased or other means of security
have to be pursued, all of which falls under the
umbrella of resilience. Another option is to pursue
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alternative solutions, using also non Space capabilities,
which are comparable to a Space-focused approach or
refer to other technologies which still have to be
developed and fielded. The combination of resilience
methods and alternative solutions that together
ensure persistent support to warfighters is referred to
in the context of this article as ´Responsive Space´.
This article is the first in a series on the topic of
 esponsive Space and will focus on the definitions
R
as well as potential worldwide concepts currently
being discussed. Ongoing developments, an analysis for NATO and national options, and chances for
contributions to NATO will also be discussed in
follow-on articles.
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Space Resilience versus
Responsive Space
It is not simple to delineate between the two terms
Space Resilience and Responsive Space, as these two
terms overlap in several ways. Still, a path to understanding the differences can be found in the following documents provided by the USA.
The fact sheet on Space Resilience published in 2011
by the US Department of Defense included reconstitution, meaning the ability to plan and execute operations to replenish lost or diminished functions.1 The
overall goal for reconstitution was ensuring at least an
acceptable level of functionality such that military
operations can still be pursued.
In the white paper on Space Domain Mission Assurance published in 2015, the term reconstitution was
extracted from resilience and introduced on the same
level of relevance.2 Reconstitution is further defined
in that document as adding capability or capacity
through additional assets or links, which makes it an
element of Responsive Space. It is further stated that
reconstitution and resilience complement each other.

Information regarding Space Resilience concepts
for NATO are discussed and addressed in the NATORestricted JAPCC White Paper ’Resiliency in Space
as a Combined Challenge for NATO’ published in
January 2021.3

Definitions and Concepts of
Responsive Space of NATO Nations
United States
The need for a Responsive Space concept in the USA
was initiated after vulnerabilities and shortfalls were
discovered by the Rumsfeld Commission in January
2001.4 The findings led to a programme called Operational Responsive Space (ORS). In 2007, the US definition of ORS was given as the ability to gain ’assured
Space power focused on timely satisfaction of Joint
Forces Commanders’ needs’. ORS ’will provide an
affordable capability to promptly, accurately and

decisively position and operate national and military
assets in and through Space and near Space’.5
Most of the US techniques focus on responsive
launch 
capabilities. The US Joint Publication on
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Both a robust and resilient Space architecture and
the ability to react to hostile acts via Responsive
Space means offers a wide field of deterrence. As
an Alliance of 30 nations, NATO should use its multi

national approach to gain the greatest advantage
from nationally-provided Space data, products, and
services by developing resilience as well as Responsive Space methods as needed.
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Space Operations addresses the responsiveness of
Space assets and services in general and the flexi
bility of their use.6 The responsive access to Space
and the ORS programme are also addressed, but they
mainly feature under the responsive launch function.
The Defence Space Strategy released in 2020 addresses the need for capabilities to counter hostile
use of Space, which also includes responsive means.7

pacities, compensating for or replacing a diminished
or missing capability are identified as options. To
arrange this, the potential use of complementary
allied or commercial capabilities which are made
available via a cooperative and collaborative approach
are included in the Space Defence Strategy. Even
though the term Responsive Space is not used, the
French plan results in a similar capability.

Canada

Germany

Canada does not directly address Responsive Space
as a term.8 While adapting US definitions, Canada
focuses on cooperation and collaboration with

allies and partners to increase resilience and counter
opponents’ threats. Without using the term directly,
Canada addresses methods and actions that can be
referred to Responsive Space.

The Space Strategy of the German Government
(2010)10 states that internal and external stability
increasingly depends on the functioning of Spacebased infrastructure. This makes Germany vulnerable
to both unintentional and deliberate disruption
(electronic interference, hostile takeover of satellites), or even targeted destructive interference. The
German White Paper on Security Policy and the
Future of the Bundeswehr (2016)11 and the Conception of the Bundeswehr (2018)12 have all declared
Space as an operational domain. Satellites and
associated ground segments are described as secu
rity-relevant critical infrastructure, which have to be
resiliently designed and need to be protected.

France
In its Space Defence Strategy published in 2019,
France introduces the term Space Service Support in
its military Space operations.9 One element is the
reconstitution of capabilities. Apart from restoring ca-
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in collaboration with allies, specific elements are
referred to and responsiveness is implied.

Definitions and Concepts of Responsive
Space of European Organizations
International Space University

The Federal Ministry of Defence tasked the German
Aerospace Center (Deutsches Zentrum für Luft- und
Raumfahrt [DLR]) to establish the technology base for
a national Responsive Space Capability (RSC) and to
demonstrate key elements in Space. On 1 September
2020 the Responsive Space Cluster Competence
Center (RSC3) was inaugurated.13 Responsive Space is
understood to be the ability to launch small satellites
(up to 500 kg) on demand and on call into Low Earth
Orbit (LEO) and to start operating within days, in
order to reconstitute lost capabilities, augment existing – capabilities, fill unanticipated gaps in capabilities, and enhance survivability and deterrence.
United Kingdom
In their National Space Security Policy, released in
2014, Responsive Space is not stated directly. How
ever, as an element of Responsive Space, service
assurance is stated which should be realized through
the integration of commercial opportunities.14 The UK
Joint Doctrine dealing with Air and Space Power
states that it generally follows the US definitions.15
The term Responsive Space is not stated in this
document, but with synergies inside the country and

The International Space University, located in
Strasbourg, France, conducted a study, with results
published in 2010, on the requirement and capabilities for European Responsive Space.16 An outcome
of this study was highlighting the fact that definitions change over time, driven by threats and
requirements. The study stated that most Responsive Space definitions and developments are focused
on responsive launch capabilities. Responsive Space
encompasses more than just the short notice launch
of satellites to either close gaps in the Space architecture due to successful opponents’ counter-Space
activities, or to intensify the use of Space-based
services in areas of interest via specifically designed
orbits. The Space University study assessed responsive actions instead, such as reorientation of satellites or the use of on-orbit spare satellites.
European Space Policy Institute (ESPI)
Europe, via the ESPI, has been monitoring and assessing the potential need for Responsive Space capabilities for security since 2010.17 Recent worldwide counter-Space actions have renewed the relevance and
interest in the analysis. The study was primarily conducted to analyse the US ORS programme and to find
synergies for Europe to contribute Responsive Space
options to support security organizations, such as the
European Defence Agency (EDA) and NATO.
Interoperability, capability sharing, cooperation, and
integration are addressed as the building blocks for
Responsive Space in the future. Synergies between
the civil and military applications, not just from the
nations but also from organizations such as the European Union (EU), are recommended. Space functional
areas of Positioning, Navigation and Timing (PNT),
Satellite Communication (SatCom) and Intelligence,
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Surveillance and Reconnaissance (ISR) in particular are
identified and assessed to be the focus. Technological
requirements have to be formulated and new technology has to be embedded to ensure flexible and
affordable solutions for operational capabilities, even
when they are part of a long-term process. On the
administrative side, data sharing via agreements as
well as definitions and standards for data formats in
secured networks that allow data throughput to

whoever needs it must be ensured.
To achieve the best possible Responsive Space architecture and service for Europe, and for NATO as a
prominent partner, the ’responsiveness via international collaboration’ seems to be the objective for the
future. Responsive Space techniques in a multinational European approach made available as a contribution to the Alliance gives NATO the chance to use
a more resilient architecture that is based on interoperable or at least shareable national and commercial
capabilities. To ensure this, NATO has to obtain an
overview of the national capabilities and capacities
that the member nations are willing to provide.

Definitions and Concepts of Responsive
Space of other Nations
People’s Republic of China
China did not directly address developments and
needs for Responsive Space technology in its Space
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White Paper (2016).18 However, the statements focused
on developing technology with a comprehensive
approach, combined with the ongoing research at
military universities in particular, lead to the assessment that China is very active in this type of Space
approach. The development of counter-Space technology underlines this. China is able to degrade an
opponents’ Space capability and to react to the
degradation of its own Space architecture by an

opponent, which provides a certain level of deterrence. The Defence White Paper released in 2019 points
out one national defence aim that China’s security interests in outer Space19 have to be safeguarded.20
Russian Federation
Russia does not directly address the term Responsive
Space. Their military doctrine released in December
2014, identified some technical means that have to be
ensured with all available options.21 For the internal
security of the country, strategic communication links
which also rely on SatCom services are specifically
stated. Ensuring a persistent service can be seen as
a Responsive Space action. Russia follows an inter-
governmental approach in security which includes
Space data, products and services. In the National
Security Strategy released in 2015, the inter-governmental approach was confirmed.22 Additionally, Russia
will monitor the worldwide development of Space
technology to ensure that it does not fall behind potential opponents. Even if it is not stated, it encompasses counter-Space as well as Responsive Space means.
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Interim Assessment and Conclusion
Responsive Space is an element ensuring persistent
Space Support for NATO. As addressed, some Responsive
Space capabilities are already available in certain NATO
member nations. With the further development of Space
within the NATO Command Structure, it has to be assessed which role NATO will play in the future regarding
Responsive Space. The nations of the Alliance offer a
wide area for burden-sharing, especially for the European
allies to support the USA as the dominant Space power.
With its role agreed upon as a non-autonomous Space
actor, NATO should primarily focus on arrangements and
coordination, defining standards to make national Space
data, products, and services available as much as
possible. Having capable Responsive Space options that
support a resilient Space architecture offers a high level
of deterrence that NATO needs to ensure peace and
stability for the next seventy years and beyond.
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Shortfalls in NATO’s Space Education
JAPCC’s View on Potential Mitigation Methods
By Lieutenant Colonel Tim Vasen, GE AF, JAPCC
Introduction
Space support plays a significant role in today’s military operations and governmental decision-making
processes. The current technical advantage in Space
allows the NATO Alliance to act more precisely, make
assessments earlier based on independent data, and
maximize the benefits of modern command and control. However, technical developments are ongoing
worldwide and it is challenging for Alliance members
to maintain their current advantage.

NATO started to incorporate Space professionals into
its organization at the beginning of the last decade
when initial positions were established inside the
NATO Command Structure (NCS). Based on requirements and operational needs, the number of positions has increased over time but the overall number
of positions that ensure persistent Space Support
in NATO Operations is still limited. In parallel, NATO established the Overarching Space Policy (OSP)1, which
then led to the declaration of Space as an operational
domain for NATO.2 The implementation of the Space
Earth: © Johan Swanepoel /Shutterstock.com;
Business Setting: Matej Kastelic /Shutterstock.com
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domain will trigger follow-on developments that give
further advice on how the Space Support structure of
NATO has to evolve. This includes the author’s opinion
on how and where additional Space personnel have
to be assigned not only in the NATO Space organization but also in other staff functions such as intelligence, planning, or operations.

Additionally, the NATO process for accessing Space DPS
is taught relating to how and where the Space Support Coordinators, who are organizing the Space
support coordination process, can be found. This
basic course can be seen as a first minor step in individual Space education to train Space personnel to
the standard required.

All this will lead to a significant demand for Space
personnel inside the NCS within the next few years.
A similar assessment is likely for the NATO Force Structure (NFS). Even while the number of required per
sonnel has yet to be requested or even agreed upon,
there will clearly be an increased demand for Space
Education and Training (E&T) within the Alliance. These
efforts will be essential to ensure that properly trained
and experienced personnel are available to staff the
new positions.

A second course is currently in development and
planned to be established in 2021. This ‘Space Support
Coordinator Course’ will focus on personnel filling
Space positions, and teaches the specific DPS processes utilized inside the Alliance. In the future, this
course may become a mandatory requirement for
nationally educated and trained Space personnel to
be certified for NATO Space positions.

Organization of Space Education
and Training Today
NATO personnel have to be trained through national
courses to ensure they have a comprehensive baseline of Space education before they can be sent to
their NATO positions. Only a few Space-faring nations
of the Alliance currently offer Space courses and
education, and few of these national courses are
offered to Allies, as stated in the Discipline Alignment Plan (DAP), which is updated annually.3 Nevertheless, as a precondition, there usually must be bilateral agreements signed, allowing students of one
nation to attend courses in another nation. The management of the Space education in NATO is orga
nized by the Department Head (DH) in close coordination with the Requirement Authority (RA) and the
Joint Force Trainer (JFT).4
Currently, NATO offers one course at the NATO School
Oberammergau called ‘Introduction to Space Support for NATO Operations’ for entry-level Space pro
fessionals and personnel working on Space-related
activities as the primary target audience.5 The overall
aim is to give non-Space personnel inside NCS, NFS
as well as nations an overview of opportunities and
limitations of Space Data, Products, and Services (DPS).

It is important to understand that the mere completion of these two NATO School Oberammergau courses
does not provide the knowledge needed to effectively
fill a specific NATO Space position nor does it give the
ability to complete all Space-related activities required
and requested of the positions. These courses add
additional NATO requirements to an already existing
national E&T in unity with high skill.

Space Educational Demands
for the Future
Analysis of the E&T requirements, the planned increase in the number of Space personnel in NATO,
and the associated timeline for filling these positions
is needed. This requires an update of all related documents: the Strategic Training Plan (STP), the Training
Requirements Analysis (TRA), and the Training Needs
Analysis (TNA), by the RA and the DH for Space Support
to NATO Operations Discipline.
Additionally, an agreement concerning the required
basic education standards is needed to ensure only
sufficiently trained personnel are sent to NATO Space
positions. Once these standards are agreed upon,
they need to be fixed in the job descriptions of the
Space-related positions. Establishing standards that
incorporate NATO and national courses will provide
personnel with the best possible opportunity to be
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prepared to serve in Space positions inside the Alliance.
As the development of Space support also emerges
inside the national structures, some non-Space faring
nations are currently establishing various national
structures and processes, with the eventual goal of
being able to contribute to the NATO Space process as
well. To avoid excluding any Alliance nation, NATO must
find a solution that encompasses at least one national
course or a series of courses that can be offered to any
ally or groups of allies. To ensure this, bilateral and multi
lateral agreements have to be assessed and potentially
established to give allies a chance to pursue the best
educational opportunities. NATO should use this
chance to ensure a more federated approach in staffing its Space positions. The inclusion of more willing
and interested allies should be the goal, particularly in
the long-term in order to enhance N
 ATO’s Space capabilities. Conversely, lowering the required educational
requirements or allowing insufficiently trained personnel to staff a NATO Space position must be avoided.
With the establishment of Space as an operational
domain, personnel dealing with Space-related capabilities must foster connections inside the headquarters. To ensure a broader understanding of the Space
domain inside all NATO headquarter staffs, an initiative to apply Space lessons in more E&T opportunities
should be started. Especially at the NATO School
Oberammergau and potentially other Education and
Training Facilities (ETF) such as Centres of Excellence
(CoE) that offer courses for disciplines such as intelligence, operations, and planning. Space lessons should
be implemented to foster increased understanding
and it is imperative for the DH and RA for Space to
begin talks with Department Heads of other E&T dis
ciplines while striving to achieve a common understanding and exploit synergies.
Notwithstanding the previously mentioned NATOowned, NATO-accredited, and national ETFs, it seems
appropriate to also assess commercially available E&T
opportunities. These can mitigate shortfalls within
the major augmentation phase, which can be expected in the mid-term. However, it must be kept in
mind that military requirements and needs for the
use of Space may not completely align with commercial or civilian courses.
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Requirements and
Recommendations
Agree on a baseline level of Space E&T to be ensured
prior to an individual being sent to a NATO position.
Agree on the offered and selected courses (national,
NATO ETF and commercial opportunities) that are
valid to ensure this kind of education.
Openly discuss and encourage the Space faring nations to offer more courses or make more seats available for allies, to ensure continuity amongst nations
and to support NATO’s future staffing.
Identify action items the non-Space faring nations
have to achieve (e.g. data sharing agreements) to
prepare personnel to be sent to national courses and
assist the nations to do so. This can be bi- or multi
lateral, as well as for the whole Alliance.
Identify non-Space faring allies who are willing to staff
NATO Space positions. Based on this, assess an annual
demand for required courses and / or education and
training that Space faring nations are requested to
provide to allies.
Assess the required number of iterations for the NSO
courses (or those provided by other NATO ETFs),
based on the personnel augmentation that should be
decided within the short to mid-term. This also applies to the Space lessons that have to be integrated
into other discipline’s courses.
Pass all information on available national Space related
E&T opportunities, open or potentially open to member nations and / or for NATO to the DH for Space to
increase the number of offers in this domain.

Conclusions
E&T for Space Support in Operations needs to be
transformed and adapted to the new status of Space
as an operational domain. This requires a significant
number of E&T opportunities, both in NATO and
within the nations. Therefore, it is necessary to understand how many additional NATO Space personnel
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are planned within the NCS and NFS. NATO, with all
its ETF’s, does not offer baseline E&T to ensure nonSpace personnel can be trained while serving in a
NATO assignment. The first key elements are national
courses offered by Space-faring allies and making
these available to the Alliance.
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Requirement Authority (RA) (SHAPE)
is responsible for the identification of individual
and collective E&T requirements.

Department Head (DH) (JAPCC)
identifies and coordinates effective, efficient
and affordable E&T solutions.

SACT Joint Force Trainer (JFT)
is responsible for direction of the whole
E&T spectrum and coordination between the
disciplines within one discipline.
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Exploring Synergistic Potential
of the Portuguese Space Strategy
By Major Augusto Figueiredo, PO AF, DACCC
Introduction
Space is critical for societal activities and military
operations. Inferring from this axiom one can state
that ceasing access to space and space data will
severely disrupt normality. This highlights the importance of the subject and identifies the need for
coherent, thoroughly reasoned and oriented action.
Portugal has done just that by constructing a
National Space Strategy (NSS), known as ‘Portugal
Space 2030’, setting in the form of governmental resolution the ambition, vision and goals for the space
sector for the next ten years, leading inter-ministerial
efforts towards economic development, job growth
and innovation in this area. At a time characterized by

68

the advent of the New Space industry, the very own
concepts of Security and Defence evolve when
confronted with boundless threats and uncertain
risks, with the potential to impact every sector of
society, thus requiring a well synchronized whole-ofgovernment approach to tackle this challenge. One
of the required steps to achieve this desideratum is
the establishment of a more security-oriented complement to the overarching NSS, more specifically in
the form of a National Defence guidance. This article
intends to provide insights on what the end-state
should be and how to pursue it, following the vision
of a well-integrated action from civil, commercial and
security space participants, reminiscent of a truly
symbiotic interaction.
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synchronized effects are attained across domains
regardless of traditional Service or Branch expertise.
This duality of necessities, both in military diplomacy
and operational requirements, emerge from a threat
analysis where state and non-state actors reveal growing capability on the counter space continuum.2
Deriving from this context, and to properly balance
ways and means, a generic end-state, to be pursued
by the National Defence Space effort, is proposed:
ensure continuous access to space and space-generated data to permanently support combat operations, emergency situations and peacetime mission
requirements, across the entire Area of National Strategic Interest, based on a resilient, redundant, regenerative and connectable space infrastructure.

Baseline Research

Proposed End-State
Building on the understanding that strategy ‘provides
direction for the state, seeking to maximize positive
outcomes and minimize negative outcomes, as the
state moves through a complex and rapidly changing
environment into the future’1 hints that the strategic
space environment, seen as competitive, congested
and contested, is leading the need to shape the future
to meet National Interests. As the desired end-state
clearly defined on the NSS is focused mainly on the
economic development of the space sector, the reliance on space for military operations and emergency
response structures, call for a security-oriented endstate. Beyond this vulnerable reliance, the official
recognition of space as an operational domain represents an added responsibility for NATO members to
contribute for the overall effort that intertwines the
Alliance resolve. Surmounting this political-military
commitment, the competition continuum multiplied
by the fast-paced technological development has
driven an aspiration to effectively harness a Joint
All Domain concept of operations, where flawlessly

The research on NSS and the Portuguese Armed
Forces3 started by analysing the strategic space process of the United States of America and the United
Kingdom (UK), to realize that, in both cases, it is composed by several documents that follow a hierarchical, well-defined and complementary logic between
participants from the civil, commercial and security
space sectors, harmonizing efforts around the
National Interests in the space domain. Interestingly,
the analysis of the UK process, where space has been
designated a Critical National Infrastructure, pointed
out the close link between space and cyberspace
domains, in both the organizational steps followed to
build new-domain capabilities and the technological
interdependency.4 After the analysis of the strategic
framework in both case studies, the research proceeded to identify the existing connections to the
armed forces by referring to the fundamental concepts military, armed forces and joint force found
within the documents of reference on space-related
context. This layer pointed out elements such as
vulnerability, assets, reliance, human resources,
cooperation, resiliency and degraded operational
environment, fitting in the structural, operational
and genetic aspects of strategy.
The next research step was to adopt the same
approach to the incipient Portuguese space strategic
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process. Parsing through the NSS and the Portuguese
Space Agency Business and Installation Plan, the only
existing sources available for analysis, leads to the conclusion that none of the key concepts were present at
all. Such findings warranted a different approach, one
that could assess the compatibility between the NSS
and the armed forces. To accomplish that, an analogy
to the molecular biology processes of transcription5

and translation6 was sought and applied in practical
terms to the text processing of the NSS and the Portuguese Armed Forces Mission Statement, constructing
the ideation of, based on the interlinked concepts, the
current definition of what the armed forces execute
can potentially produce an outcome embedded in
the NSS, labelled synergistic potential. This abstract
conceptualization is captured in Figure 1.
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Synergistic Potential

Infrastructure

Picking up on the synergistic potential identified at
the fundamental levels of both the NSS and the
Armed Forces Mission Statement, the following
discussion aims at turning the abstract exercise into
tangible, realistic terms by highlighting some of the
current initiatives and projects that could be leveraged by Defence, while bringing benefits in the form
of capability. This is not meant to be an all-encompassing list but rather a starting point to build from
and simultaneously address the technological challenges that will define future space developments.

One of the flagship projects of the Portuguese Space
endeavour is the Atlantic International Satellite
Launch Programme, with the objective of designing,
installing and operating a spaceport on the island of
Santa Maria, in the Azores. The goal of this initiative is
to start sustainable small-satellite launch services by
2021, taking advantage of the privileged location of
the Azores to explore unobstructed, over the water,
launch trajectories for Low Earth Orbits (LEO), specifically Polar Orbits and Sun-Synchronous Orbits (SSO).
This type of facility can ensure continuous access to
Space and incorporate the concept of Operational
Response Launch7, with high-readiness times focused
mainly on Intelligence, Surveillance, and Reconnaissance satellites carrying tailored sensor payloads,
contributing to the redundant and regenerative
aspects of the integrated space infrastructure.

Agreements
The establishment of agreements on a space context
has been conducted separately by Defence and civil
entities, mainly through the Ministry of Defence and
the Portuguese Space Agency. But why not merge
and broaden the spectrum of activities, designed
jointly from the start? This approach will allow a comprehensive understanding and creation of expertise
in this field – a necessary condition to navigate the
range of European mechanisms and programs8 available, reinforcing the Portuguese Space contributions
through internal cooperation.

Maritime Activity

Figure 1: Synergistic Potential between the NSS and the
Portuguese Armed Forces (Design by Alex Curiel)

With the long-awaited extension of the Continental
Shelf9, Portugal will have increased responsibility for a
substantial part of the Atlantic. This challenge requires
extended range and depth for current Defence activities, calling for new ways to monitor surface and subsurface persistently. This might be achieved by fusing
data from Manned-Unmanned Teamed Systems, both
aerial and maritime, connected by a space structure
that enables a timely decision-making process.
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This requisite demands higher bandwidth availability
from communication satellites, a quest that might be
revolutionized by photonic-aided receiver payload on
phased array antennas, implementing optical beamforming networks.10

Development of Social, Cultural and
Economic Activities
Artificial Intelligence (AI) Moonshot is an ongoing
open-challenge that invites everyone to create solutions to identify and track Ocean plastic through the
use of AI. This approach to deal with an increasing
Environmental issue, resembling the successful
Defense Advanced Research Projects Agency Grand
Challenge format, has the potential to bring together
highly qualified participants with diversified backgrounds, voluntarily working on complex problems
that often result in disruptive concepts. Beyond this
creative ensemble, the format fosters a community
that will stay connected in intensive social dynamic,
with the potential to influence cultural evolution and
opening new economic activities, as it happened
with Autonomous Driving.11 This might be the most
intangible benefit, but potentially, the most impactful, not only at a technological level where AI will play
a role in several levels, such as payload and orbit
optimization but also at a moment when the armed
forces struggle with recruitment and retention
issues, appealing to a young space generation seems
a valid option.

Scientific Research

Space-based Data Generation
Defence is leading the national participation on the
European Union Space Surveillance and Tracking
programme that will soon have sensors and an
operations centre implemented at the islands of

Madeira and the Azores. This capability will undoubtedly contribute to an increased Space Situational
Awareness and also increment Space Safety. But it
must not stop here. This initiative can be the ground
segment starting point for a more ambitious commitment with the development of an orbital segment that allows the generation of data, essential for
several other mission areas such as Space Weather,
Space Traffic Management and Shared Early Warning.
It is crucial that the initial infrastructure design
accounts for connectivity with other partners and
also future growth potential.

Portuguese Language Countries

The technological space evolution has been
powered by scientific research and will continue
to require scientific breakthroughs to progress. The
armed forces, mainly through the Service Academies’ research programs, have the necessary conditions to contribute actively in this field. For this purpose, two vectors must be aligned. First, setting
guidance for research development focused on (1)
payload technology that supports military activities,
such as electro-optical, Synthetic Aperture Radar
and Signals sensors; (2) satellite communication
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technology, looking at the integration with the 5G
ecosystem and the required Software Defined Networking and Functions Virtualization architecture
that will enable the use of space as a backhaul for
5G12; and (3) encryption, mainly through the development of Quantum Key Distribution protocols
that will define secure communications standards
in the near future.13 Secondly, by educating Defence
personnel in this subject, becoming familiar with
concepts and language that allow cooperation with
civil and commercial partners for quick and effective
technology transfer, similarly to the approach established in the International Space University.14

Portugal holds a historical, cultural and emotional
link with all the Portuguese language speaking countries, a heritage that has evolved along the centuries
and manifests across society. One of the strongest
bonds has been guarded by the military institutions
from all the countries, formally represented in the
Community of Portuguese Language Countries, and
becomes visible through permanent staff, operational and academic exchanges, and technical military
cooperation. Using this established and trustworthy
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framework might very well be the most effective way
to increase the development of the space sector
within a very relevant and broad community, whose
member states span the entire Atlantic.

Conclusion
The necessity to benefit society from space, where Defence activities are paramount to provide Security, is
uncontested. The vision discussed demonstrates the
potential to align Defence efforts to the overarching
NSS and avoid excessive branching or duplication of
resources. From a wide range of opportunities, it ought
to be in synchrony with the overall end-state implicit
on the NSS that Defence must act as a catalyst agent.
This posture observes the principle of complementarity, contributing actively towards the achievement of
the National global objectives, by aligning the compatible/common categories and realizing synergies
from that connection. It does not mean pursuing the
same outcomes: it translates into coupling techno
logical and organizational assets when required to
establish Defence Space capability to support combat
operations, emergency situations and peacetime mission requirements, but seeking alternatives means
when dual-use is not feasible. A critical key to success
in this regard, adding up to the required financial
investments, is the need for skilled human resources
able to bridge across all space sector participants, creating solutions for the non-linear problems presented
on this uncharted system, supported by leadership
with enough organizational backpedal to accept risk
and learn from failure.15
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Electromagnetic Operations in
‘Grey Zone’ Conflicts
The Tool of Revisionist Countries to Confront
the International Order
By Commander Ignacio Nieto, SP N, Spanish Joint Command
Introduction
The Future Security Environment will be dynamic and
ambiguous, as well as increasingly complex and uncertain1. Evidence of this assertion are the recent conflicts in Crimea and Donbass area in eastern Ukraine.
Both depict a whole new challenge; an undeclared
form of warfare. These actions, carried out by the Russian Federation, with a clear revisionist approach, have
been labelled in some western scholars’ forums as a
‘grey zone’ conflict.
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Great Powers2 seek to revise the order of alliances
and also solidify new norms of conduct within the
globe. In doing so, some of the Great Powers, speci
fically the revisionists, can exploit ‘grey zone’ tactics
to achieve their political objectives. ‘Grey zone’ tactics avoid providing Western countries3 with suf
ficient rationale to carry out military intervention in
support of their allies. Russia knows that the balance
of power is favourable to the status quo since the
United States (US) supremacy within conventional
military conflict remains unsurpassed. This fact makes
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them move toward the ‘grey zone’ strategies while
preparing for war. Eventually, the goal they are pursuing is changing the international distribution of
power and influence.

Defining
the ‘Grey Zone’
‘The grey zone is an operational space between peace
and war, involving coercive actions to change the status quo below a threshold that, in most cases, would
prompt a conventional military response, often by
blurring the line between military and non-military
actions and the attribution for events.’4
In short, the actions taken by the adversary do not
clearly cross the threshold of war. These processes are
probably attributed to three main reasons; the first
one is the ambiguity of international law, the second
one is the lack of attribution; and finally, the impact of
the activities does not justify an overt military response. These three leading causes will guide the
choice for specific actions.
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‘EMO might be the key element for
any future conflict …’
‘Grey zone’ conflicts have four characteristics5 ‘pursuing
political objectives through cohesive and integrated
campaigns, employ non-military tools, striving to remain under key escalatory thresholds to avoid outright
conventional conflict and lastly moving gradually towards its objectives’.
One of the main points to be considered is that the
Tactics, Techniques and Procedures in a ‘grey zone’ of
conflict offer a showcase to others, in particular nonstate actors or even nations that are not so militarily
strong. They do not necessarily represent a risk for the
international order. Still, they can use the ‘grey zone’
strategy or tactics to achieve their political goals since
they are primarily based on low-cost Commercial-OffThe-Shelf (COTS) technology. Consequently, near-peer
to NATO competitors such as Russia and China have
the ability to conduct an uncoordinated war by proxy
in support of fulfilling their goals against small NATO
nations and partners.
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International Order at Risk
The international order has been organized around
economic freedom, multilateral institutions, security
cooperation and democratic solidarity. The foundation
of international security was and continues to be,
based on a cooperation of nations (not restricted to
military actions) under the leadership of the United
States. Current transatlantic frictions may lead one to
think that this order is in crisis due to the lack of
strength of the past liberal internationalism.

The inability of western nations to respond in kind to a
‘grey threat’ leads to this type of action becoming the
norm and promotes a lack of international order. Any
inaction by nations, whether due to embarrassment,
lack of awareness, or lack of political will, is seen as a
sign of weakness, which promotes and emboldens
actors to continue with a ‘grey zone’ attrition strategy.
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Even though the backbone of Europe’s security system was based on the NATO organizational structure,
today this structure is at risk, since there is an evident
lack of leadership and commitment of the lead nation
hegemon. Potential adversaries are aware of that and
are likely to wield ‘grey zone’ tactics to undermine
Europe’s security system. The potential for ‘grey zone’
progress relies on the degree to which the intended
targets can respond in kind.

Actions taken by a ‘grey actor’ may convey an imme
diate impression of a non-winning scenario within the
political sphere, contributing to the perception that
they will never achieve a decisive objective in a relatively short period. Western nations are fearful of protracted conflicts, regardless of whether the conflict is
violent or not. Moreover, in the ‘grey zone’ scenarios,
the political level is fully aware of the severe constraints
it has on actions when it comes to the use of force or
the set of tools they need to employ to respond to any
threat. It is not only restrictions to the use of military
power in response to a threat, but having the political
will to use it.
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No single scenario is similar to that of another, every
environment is markedly unique, ensuing that both
strategy and response demand a tailored approach.
The strategy to implement a response must be a living document that keeps pace with new adversaries’
approaches following on the principle that the reality
goes beyond any single prediction.

Electromagnetic Operations
It could be argued that Russia’s strategy shifted from
traditional military capabilities towards non-military
means of fighting, which is not true. Russia’s strategy
consists of having the military in a supporting, not sup
ported role at first. It is a matter of gaining influence
with one means and at the same time, improving
military capabilities.
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The NATO agreed Term for Electromagnetic Operations (EMO) is ‘All operations that shape or exploit the
Electromagnetic Environment (EME) or use it for attack
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or defence including the use of the EME to support
operations in all other operational environments.’ In
this vein, NATO countries have agreed to define EME as
‘All of the electromagnetic phenomena occurring in a
given place. In summary, the use of the electromagnetic energy to achieve offensive and defensive effects.’6
Strategies that fall under the umbrella of EMO are
normally outside the purview of international laws
and norms. These strategies are usually non-attributable and best suit the ‘grey zone’ concept since they
remain below the threshold of western countries’
armed reactions. NATO’s increased reliance on wireless Command and Control and connectivity has created a vulnerability that is also being exploited within
the Electromagnetic Spectrum (EMS), which is what
makes these strategies so dangerous.
‘Grey zone’ strategies use both the coercion itself and
the risk of escalation as a source of leverage. An EMO
toolbox can shape the decision-making leadership to
convince them not only to de-escalate, but also not
to intervene at all. The challenge of responding to
EMO aggression is further complicated by the lack of
will from NATO countries to respond, which may expose their own EME for security purposes.
EMO tactics are part of the coercive threat. For instance, Russia’s deterrence strategy aims to persuade
Westerners not to act against them.

The EMO in Support
of ‘Grey Zone’ Strategies
Without any doubt, one country annexing another
country might have seemed highly unlikely some
years ago. However, the Ukraine crisis was an eye-
watering showcase of ‘grey zone’ activity and has
paved the way for another entirely different approach
in one’s arsenal to achieve political goals. Once Crimea
was invaded, Russian forces built up, along with a different array of military or non-military measures, and
a complete strategy aim to achieve not only a contested, but also disrupted and denied EME. The Russian annexation of Crimea was a major surprise for the
entire western world7.
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Russia seeks to master Global Navigation Satellite System (GNSS) denial techniques and dominate Positioning, Navigation and Timing (PNT) environments. It is a
matter of the utmost importance in terms of international relations and for national security. The potential
loss of money due to GNSS disruption has been laid
out by the United Kingdom in a recent report of the
London Economic.8 Likewise, deliberate GNSS disruption has pan-global impacts that could affect all economies. Both the European Union (EU) and NATO are
unlikely to be able to compel Russia to stop jamming
the GNSS signals. Furthermore, international law will
not support any aggressive line of action, taking into
account the lack of attribution of this setback. This
must be considered by any nation when it comes to a
conventional response. The EMO effects could involve
political and economic coercion, and will be in the fore
ground of any decision-making at the political level.
Military forces in this environment will commonly have
their communications disabled due to jamming techniques and also have their frequencies intercepted.
The smartphones are tapped, and families may receive threatening messages through social networks.
Allied soldiers have also received messaging inviting
them to surrender.
Lieutenant General Ben Hodges, former commanding general of the US Army Europe, remarked in 2016
‘the capabilities we’ve seen the Russians display in
Crimea – EW capability at a tactical level [is something] that we absolutely don’t have.’9 More recently,
the head of US Special Operations Command, General
Raymond Thomas declared Syria ‘the most aggressive
EW environment on the planet from our adversaries.
They are testing us every day …’10
When military experts are called to advise the political sphere about a single military response option,
the political appetite vanishes into the haze. Based
on their assessment and advice, military experts keep
the Salamanca School11 core principles in their minds.
Notably, when they consider whether there are conditions enough for victory in this scenario, it is difficult to assess and balance the chance of a military
success against the potential costs and losses, which
may not be favourable.
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Hence, the EMO provides in some sense a shield from
any military intervention. This environment prevents
NATO countries from taking any military action since
the result is not easy to predict. Western countries have
a low tolerance for risk, which proves the efficiency of
EMO in ‘grey zone’ strategies.
NATO is turning the tide and developing actions to
ensure EMS superiority across the entire range of
military operations. The recent NATO EMS strategy
bridges the near, medium and long-term strategic
approach and aligns ends, ways and means of the Alliance toward paving the way for fighting in the ‘grey
zone’ scenarios.12

Conclusion
EMO might be the key element for any future conflict,
in particular among near-peer competitors, whereas
our adversaries place a growing emphasis on developing these capabilities, and they recognize this to be
a terrific cost-effective solution. NATO military leaders
and planners must understand all threats in a conflict
environment to be able to effectively operate with a
significant electronic warfare threat.
EMO has become an integral part of Russia’s modern
warfare doctrine. This question is of great importance
since other countries, with forces less capable than
Russia’s forces, are ‘learning by watching’ and can apply
the same strategies in our neighbourhood. Russia has
implemented a new strategy by challenging the sovereign EMS of neighbouring states, including NATO

nations. Russia’s political acceptance for military actions against sovereign territories (EMS included) to
create leverage makes future manoeuvres, warnings
and indicators harder to identify and understand.
Western scholars should focus on ways to combat the
individual elements of hybrid warfare, and foster debate about what actions Russia is likely to take next in
the ‘grey zone’ in their quest to once again become a
Great Power. They also need to acknowledge that
EMO have a vital role to play in the Russian revisionist
approach. NATO has already stepped forward and regained the initiative in this regard with a variety of
tools and instruments, including a new EMS strategy
that will make the Alliance capable of conducting an
appropriate fight in the ‘grey zone’ to keep the inter
national order alive.
1. NATO Allied Command Transformation, Framework for Future Alliance Operations 2018, https://www.
act.nato.int/images/stories/media/doclibrary/180514_ffao18-txt.pdf.
2. For the purpose of this article, Great Power is a sovereign state that is recognized as having the ability and
expertise to exert its influence on a global scale.
3. Western countries were somehow the sponsors and protector ‘security community’ built up around the
liberal order and under the leadership of the United States.
4. Morris, L., Mazarr, M., Hornung, J., Pezard, S., Kepe, M. (2019). Gaining Competitive Advantage in the Gray
Zone. RAND Corporation.
5. Mazarr, Michael J. (2015). Mastering the Gray Zone: understanding a changing era of conflict. US Army
War College.
6. NATO Term is the official NATO Terminology Database, https://nso.nato.int/natoterm/content/nato/pages/
home.html?lg=en.
7. Sandor, Fabian (2019). The Russian hybrid warfare strategy – neither Russian nor strategy. Defense &
Security Analysis.
8. Sadler, G., Flytkjær, R., Sabri, F., Herr, D., ‘the economic impact on the UK of a disruption of the GNSS’.
In LE London Economic. Available from UK Gov., https://assets.publishing.service.gov.uk/government/
uploads/system/uploads/attachment_data/file/619544/17.3254_Economic_impact_to_UK_of_a_
disruption_to_GNSS_-_Full_Report.pdf.
9. Pomerleau, Mark (2018). Threat from Russian UAV jamming real, officials say, https://www.c4isrnet.com/
unmanned/uas/2016/12/20/threat-from-russian-uav-jamming-real-officials-say/.
10. Clark, Collin (2018). Russia Widens EW War, ‘Disabling’ EC-130s OR AC-130s In Syria. Breaking Defence,
https://breakingdefense.com/2018/04/russia-widens-ew-war-disabling-ec-130s-in-syria/.
11. The School of Salamanca is the Renaissance of thought in diverse intellectual areas by Spanish theologians,
rooted in the intellectual and pedagogical work of Francisco de Vitoria. They laid the foundations of the just war.
12. Recently, the lines of actions to be taken once the strategy is up and running were discussed during the
107 plenary meeting of the NATO EW Advisory Committee (NEWAC).
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Italian Bio-transport 
During COVID-19
Blueprint for the Alliance – How the Italian Air Force
Managed Bio-transport During the Pandemic
By Lieutenant General Domenico Abbenante, IT AF, Head of the Air Force Military Health Corps
By Captain Massimo Di Milia, IT AF, JAPCC
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Introduction
The Italian Air Force (ITAF) contributes to the Ministry
of Defence Coronavirus DISEASE 2019 (COVID-19) pandemic plan of action with various capabilities and
structures. A key example of this is the implementation
of the Bio-containment team of the Pratica di Mare
main infirmary, composed of doctors and nurses specialized in air transport of infectious patients. This is
a unique capability of the ITAF and fundamentally
important in this emergency scenario, being ideal for
quickly and safely transferring infectious patients from
one hospital to another. In providing this service, it
gives remarkable support to the treatment centres in
northern Italy, one of the areas most affected by the
pandemic. The ITAF’s experience with Bio-transport,
coupled with the lessons learned from the COVID-19
pandemic, highlight the NATO Alliance’s need for this
capability and provides key lessons for the future.

Biological Challenges
Viruses, bacteria and fungi are studied because they
represent a critical issue in the multinational collective
defence system. When considering Bio-containment,
one must regard every single bacterium or virus as
having an operational potency that is superior to the
best weapon system. The presence of just a few cases
of an illness that could be transmitted by air, represents
a dangerous threat to all the servants in operations.
Any outbreak has a great impact on operational sustainability for the following reasons:
• Limits the manoeuvrability of the forces in the field;
• Imposes a withdrawal in the territory, which results
in a lowering of the operating effectiveness;
• Requires substantial healthcare resources;
• Could hinder the tactical response capability of the
Role 2-Plus1;
• All individuals become potential carriers of the contamination.
Known bacteria and viruses are always present in the
environment and the potential exists for a myriad of
undiscovered contagions, hibernating in the glaciers

of the poles, to be released for which people have no
immune defences, nor the possibility of creating a
vaccine. This could be likened to fighting asymmetric
warfare where the actors move quickly all over the
world without distinguishing borders or combatant
status. They could hit and disappear randomly and
without warning, act on a large scale, and no intelligence service can determine if they have been
defeated or when they may return.
No single organization is able to deal with an epidemic
on a national scale, since it requires health resources
at a national level that have never been structured or
designed to face a moment of crisis of such magnitude.
Each nation manages to deal with chemical and geological disasters, but the biological element presents
a critical challenge that could deplete or collapse the
resources of a nation. The biological aspect has several
consequences: it is a moment of social disintegration, it
is an economic brake, it has a devastating psychological
impact, and it can drain all health resources. However,
biohazards must be analysed according to a multiphase, multi-purpose principle that begins with the
strategic approach and ends with the tactical. It is much
more complex because of what could happen if a NATO
member, or an area that is of strategic interest to NATO,
was attacked by an international actor during or after a
serious crisis. There have been examples of attacks of
this nature in areas where the country’s opposition
leader was poisoned. This, in turn, caused the national
emergency services to respond in a multi-faceted
nature. The impact on national security is not a remote
hypothesis, it is a concrete reality. Today the great pandemic of the COVID-19 is a legitimate worldwide threat,
but people should consider a context in which numerous biological threats could take place. Any notion that
this type of scenario would be best managed by
nations turning inward and acting only at a national
level not only confirms what NATO foresaw in the late
1990s, but is immediately dispelled by the inefficacy of
the national responses seen to date regarding COVID-19.

Implementation During the Pandemic
Transport aircraft that are normally used for different
types of missions – from search and rescue to support
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for special operations–become real ’flying ambu
lances’ when emergencies take place. They are
capable of transporting patients in Bio-containment
mode through special isolated stretchers called
Aircraft Transit Isolators (ATI), as well as assisting

patients with respirators during the flight.
The ITAF developed this particular transport capacity
several years ago, when it first realized that this specialisation would fill existing gaps in capabilities, and
the history proved it right when it became crucial
during the difficulty times of the Ebola or the Severe
Acute Respiratory Syndrome (SARS).
The first experiment occurred in 2005, while the first
operational flight followed on 24 January 2006 when
a C-130J aircraft rescued a patient suffering from a
severe form of pulmonary tuberculosis resistant to
any drug treatment.2 It is a valuable activity that the
ITAF has carried out for over fifteen years, and made
them a leader in the field of air transport in Bio-containment.3 However, the current demand for patient
transport has significantly increased. For this reason,
the ‘Reparto Sperimentale Volo’ (RSV) which is one of
the three departments within the Experimental
Flight Centre, was involved in increasing both the
transport capacity of patients in isolation and the
number of medical support teams.
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By using the Technical-Operational Certification
(CTO), the RSV launched a series of studies, research
and experimentation activities aimed at producing
the necessary documentation to expand the ability to
transport different types of stretchers, both on transport aircraft for long-range flights, and on helicopters
for short-distance connection. Thanks
to the teamwork bet
ween pilots, engineers and
experimental

mechanics, the
RSV released the
CTOs in less than
two weeks in the
simplest cases, while in
more technically complex situations, they physically
built and adapted electro-mechanical pieces to allow
the use of the different stretchers on multiple types of
aircraft. This considerably enhanced the bio-containment capabilities of the KC-767A, C-27J, C-130J and
numerous helicopters, such as the HH-101A, HH-139A
and HH-212.
During air transport, the patient travels inside special
Aircraft Transit Isolator System (ATI). In general, an ATI
consists of a frame (rigid or semi-rigid), a Polyvinyl
Chloride (PVC) casing (so-called envelope) that allows
observation and treatment of the patient in isolation,
a battery-powered motor that allows maintenance of
negative pressure inside and High Efficiency Particulate Air (HEPA) filters that prevent the entry of potentially infected micro particles at the inlet and outlet,
guaranteeing the safety of healthcare workers who
assist the patient.
The team consists of a Team Leader, at least two medical officers and six non-commissioned officers. The
Team Leader is a senior medical officer who has the
task of coordinating the mission, managing relations
with the civil entities involved, and supervising the
progress of operations. The medical officers are an
anaesthetist and an infectious-disease specialist who
are responsible for the health management of the patient, while the six non-commissioned officers assist
the patient and carry out the transport procedures.
Air transport in Bio-containment is a military capability,
available for civil use and purposes (dual-use). Numerous civil and military organizations, both n
 ational and
international, have requested specific training activities
from the Air Force on the management and transport
of highly infectious patients to acquire the skills and the
techniques needed to manage transport situations in
risky bio-containment environments.
Beginning in 2013, the Bio-containment team participated in the NATO exercises: VIGOROUS WARRIOR 2013,
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2017, 2019 and TOXIC TRIP 2019, incorporating NATO’s
Allied Command Transformation’s (ACT) intent to overcome several limits to interoperability through the
process of technological and capability innovation to
operate in multinational contexts.4 The experience
gained during the Ebola emergency, participation in
NATO’s health exercises and exchange activities with
foreign nations (The Netherlands and United Kingdom) led the ITAF to identify a new mission and vision
for the use of the structure of Bio-containment in the
operational context of Global Bio-security. Everything
hinges on the operational concept that pandemics are
a global problem where if a ’Readiness Action Plan’ or a
’Bio-responsiveness High Readiness Multinational Task
Force’ type construct fails to adequately address the
risks, then Global Bio-security problems may arise. A
large-scale epidemic could shake the foundation
of international health security by creating
areas of vulnerability which could interfere
with the sustainability of NATO’s defensive framework, in case we should face
a scenario consisting of multiple massive proportion emergencies simultaneously. Moreover, one must consider
the importance of assistance to allied
nations troops affected by infectious
diseases while deployed in areas where

AIRCRAFT Missions Sorties Flight Patients
Hours
KC-767

7

21

141.11

26

C-130

25

87

125.25

69

C-27

1

4

03.16

1

HH-101

3

11

10.36

3

there is no health care facility available capable of providing treatments with the same level of accuracy.
For this reason, the ITAF has equipped its air transport
systems with biological isolation capability, that allows
them to operate with the maximum safety and protection for flight crews.
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Lessons Learned for
the Entire Alliance
COVID-19 is a biological
threat that affects the Euro-Atlantic zone and their
areas of strategic influence
with the u
nconventional
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characteristics of asymmetric warfare. This highlights
the need to continuously remodel the operational planning process by calibrating it in relation to the affected
areas, the number of people to be evacuated, the reconfiguration of field hospitals and the need to guarantee the sustainability of supplies.
The key factor is time, which allows one to act by
transporting affected patients promptly to the reference care centres before the disease progresses. It is
essential to create a strategy to respond to a pandemic based on prevention, identification of the threat, its
geolocation, isolation and evacuation of patients. One
of the primary mechanisms for responding to civil
emergencies in the Euro-Atlantic area is air support. In
addition to the purely logistical aspects, nations
should keep in mind that NATO forces may need to be
redeployed using air assets to safer areas for health
reasons whenever the need arises.

There are two types of fundamental factors in interoperability between nations: core and enhancement.
They consist of promoting a series of elements which
are crucial for the success of each mission. These
include the terminology, the doctrine of Bio-containment on a multinational basis, the ability to identify
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Service members that continue prosecuting the
mission must be given the certainty that, in case of
contamination, they will be assisted and treated
promptly. For this reason, Bio-containment shall be

considered as a fundamental pillar within the Strategic Airlift International Solution (SALIS) and the Biological Strategic Airlift Capability (BSAC).5 It will have
to be considered a reality that should have its tactical role within NATO’s Air Mobility operations. There
is a need to create NATO doctrine on air operations,
specifically in Bio-containment where the capacity
of the Alliance forces can have, through sharing
of resources, a joint multinational force capable of
operating in an intercontinental context. The maximum speed of effectiveness in transferring infected
patients can definitely help to reduce the area and
spread of infection. This is an ambitious goal, a new
operational capability for NATO, which will have to
be shared within the Alliance and its partners to
train, practice and operate effectively together,
carrying out assigned missions and tasks.
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a multinational mission and vision on common objectives with allied forces, and to reshape industry to produce ATIs that have compatible standards, so that any
aircraft in the NATO transport fleet could use them.

A Look into the Future
There is always an opportunity for improvement and
that is particularly true in those areas that are high
technology and rapidly changing. The 2020 pandemic
emphasised that the Alliance should definitely
consider developing Bio-transport capability as it has
been crucial in managing the pandemic. The ITAF has
accrued fifteen years of experience in this field and
was ready to face the imminent situation, being able
to carry back to the home nation several personnel
from remote areas. The ITAF, among others with this
capability, was able to further validate its Bio-transport,
gaining valuable teachings such as the need to
continuously reshape the operational planning process by adapting it with regard to the affected areas,

the number of people to be evacuated, the reorganization of field hospitals and the necessity to ensure
the sustainability of supplies. For all the reasons highlighted above, NATO should take into consideration
to add this doctrine to the broad arsenal already
owned. As much as one might hope that the COVID-19 pandemic will be the last pandemic humans
will endure, pragmatism demands that member
nations ready the Alliance for the next occurrence
by further developing Bio-transport and implementing mutual exercises. Preparation, including development of tactics, techniques and procedures is a far
more effective strategy than reaction.
1.	Lynn, D.C., Lesemann, R.K., Detro J.F., and Seery, J.M. (2014) Employment of the ’Role 2-plus’: lessons
learned in a time of high OPTEMPO. Military Medicine, 179 (12) 1412–1418.
2.	Allied Command Transformation invitation letter of 22 Mar. 2018, NATO UNCLASSIFIED. Internal ref.:
7730/TSC TPX 0220/TT 180372/Ser:NU0207.
3.	Cenciotti, D. (2020) How Air Evacuation of Patients Under Biosafety Containment Works. Available from
https://theaviationist.com/2020/02/10/coronavirus-this-is-how-air-evacuation-of-patients-underbiosafety-containment-works/ [accessed 6 Aug.2020].
4.	Sanzani, M. (2019) The transport of a highly infectious patient aboard an Italian Air Force C-130J was
the focus of the largest NATO health exercise in Romania. Blog Before Flight Staff. Available from https://
www.blogbeforeflight.net/2019/04/vigorous-warrior-2019-italian-air-force-trains-bio-containmenttransport.html [accessed 26 Apr. 2020].
5.	North Atlantic Treaty Organization (2020) Strategic airlift. Available from https://www.nato.int/cps/en/
natohq/topics_50107.htm [accessed 21 Jul. 2020] .
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NATO Joint All-Domain Operations
JAPCC Subject Matter Experts (SMEs) have begun
earnestly working on a new centre-wide project
titled ‘NATO Joint All-Domain Operations’. In order to
adequately describe the project, some background is
provided below.
Joint All-Domain Operations (JADO) is an evolution
of the concept of Multi-Domain Operations (MDO).
MDO highlighted the massive potential of a truly
joint force, able to tap into capabilities across the entire spectrum of current and emerging systems available in our military services. However, when considering the future of warfare, MDO has a few critical
flaws. First, the term MDO can be confusing since
most national services already operate in multiple
domains with their own, service specific capabilities.
Second, considering the entanglement of systems
and interconnected capabilities spanning the domains in today’s state-of-the-art militaries, it can be
argued that our traditional structuring of services
based on their principle operating domain may not
be very useful in many future scenarios, where the
victor will emerge as the force able to manoeuvre
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easily in and through all domains in a synchronized
manner at a speed which the opponent cannot
match. With these considerations in mind, it is easy to
conclude that MDO places too much weight on the
domain, thereby reducing emphasis on the joint
challenge of multiple services seamlessly working together across all domains. Additionally, MDO does
not account for the reality that globally, the vast majority of militaries plan for, and rely on, their ability to
conduct operations in a combined environment, as is
certainly the case for Allied nations.
In order to put emphasis on the challenging reality
of operating jointly in a combined environment,
the JAPCC has created a new expansive project en
titled NATO JADO. ‘NATO’ gives the combined environment sufficient priority, whereas ‘JADO’ places em
phasis on the problem of operating jointly, while also
circumventing the structured ideas of domains since it
includes them all. The aim of NATO JADO is to identify
and provide solutions to the problems associated with
accessing and tasking assets from all countries’ services that may contribute forces to a NATO operation,
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‘Joint All-Domain Operations (JADO)
is an evolution of the concept of
Multi-Domain Operations (MDO).’
in order to create synergistic effects that cause multiple dilemmas across a myriad of contact points while
outpacing an enemy’s decision cycle.
This internally-driven project has many burgeoning
synergies with initiatives in progress throughout national warfighting institutions and in NATO organizations including the Strategic and Component Commands, Joint Analysis and Lessons Learned Centre,
the Joint Warfare Centre, NATO Defence College, and
other Centres of Excellence. Working closely with

these partners, the project is identifying the requirements, capabilities, and training models NATO
should be developing now in order to move from
our current state of interoperability to a level of in
tegration able to conduct JADO within the next
10 – 20 years. NATO JADO is focusing on the most
achievable and critical topics from the joint air and
space power perspective. The scope of the project
includes critical nodes, desired capabilities, Command and Control, interoperability requirements,
and (perhaps most importantly) the training necessary to optimize the leadership model and promote
alliance-wide understanding. Mobilizing our diverse
set of joint SMEs, the JAPCC is well positioned to collaborate, contribute, and help align priorities across
the Alliance leading to a more interoperable and
effective fighting force.

Just a reminder …
The Journal of the JAPCC welcomes unsolicited manuscripts.
Please e-mail submissions to: contact@japcc.org
We encourage comments on the articles in order to promote discussion
concerning Air and Space Power.
Current and past JAPCC Journal issues can be downloaded from
www.japcc.org/journals
Römerstraße 140 | D - 47546 Kalkar | Germany
Contact Through Social Media
Twitter: @JointAirPower | LinkedIn: @JAPCC | Facebook: @JointAirPowerCompetenceCentre
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Countering Unmanned
Aircraft Systems
The JAPCC recently published a comprehensive
book on the subject of countering unmanned aircraft and drones.
Unmanned Aircraft Systems (UAS) have become an
integral part of NATO operations and have matured
into invaluable assets for Intelligence, Surveillance,
and Reconnaissance, as well as for combat missions.

At the same time, the consumer drone market is one
of the world’s fastest growing businesses, making
drone technology literally available for everyone. The
market for commercial drones with a significantly
higher performance than consumer models is also
steadily growing. Due to their increased proliferation,
the number of incidents with drones in the vicinity
of airports, public events and military installations
has raised the attention and concern of the respective civil authorities responsible for public safety and
law enforcement.
Countering military UAS and consumer drones is a
challenging task, both in the military and civil domain.
Therefore, it is important to incorporate all available
means and to exploit any vulnerabilities to achieve
this task. However, most UAS and drone defence applications are focused solely on the unmanned aircraft
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This has not gone unnoticed by both state and nonstate actors, which has led to an enormous effort by
these players to catch up with or at least mimic the
Western level of technology. Over the last decade
China, Russia, and to a certain extent Iran, have all
considerably advanced their development of UAS and
their latest models seem to have performance characteristics similar to Western models. Russian and Chinese inventories comprise the full range from small
and tactical UAS, through medium- and high-altitude
long-endurance systems, to replicas of US and European stealth prototypes.
itself rather than exploiting the weaknesses of the
entire system, which typically also comprise mobile
or stationary remote-control equipment, radio communication links, and human personnel.
It is also important to note that countering UAS and
drones is already a task in peacetime whereas most
military defence applications are intrinsically designed
for a conflict scenario. Additionally, the legal frameworks for operating in peace, crisis or conflict differ
significantly and as such, adopting civil approaches
to this challenge and incorporating civil authorities
is required when the employment of military force is
restricted or prohibited.
This recently published work addresses these and many
other challenges across the military, civil, and legal spheres
and is available online at www.japcc.org/C-UAS.
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The JAPCC Hosts 7th Annual JASPN
Meeting in a Virtual Environment
Collaborating During the Pandemic
As NATO’s Centre of Excellence for Air and Space Power,
the JAPCC strives to enhance synergy to collectively
provide innovative timely advice and subject matter
expertise to the development of Air and Space related
concepts and capabilities, and to provide focused
support to NATO training and major exercises.
The Joint Air and Space Power Network (JASPN)
Meeting has proven to be a productive venue for
collaborative discussion and to promote synergy
within the Air and Space Power Community. Due to
the pandemic situation throughout Europe, this
year’s JASPN Meeting was held in a virtual setting
from 10 – 11 November 2020. The JASPN brings together international organizations with an inherent
interest in Air and Space that are of particular relevance for our militaries. This year, we had valuable
participation from the Allied Air Command, Air Oper
ations Center of Excellence, Competence Center
for Surface Based Air and Missile Defence, European
Air Group, European Air Transport Command, European Defence Agency, Integrated Air and Missile

 efence Centre of Excellence, Movement CoordinaD
tion Center Europe, NATO Headquarters, NATO Science
and Technology Organization.
Following two days of virtual, yet very collaborative discussions, we have provided an urgently needed transparency on our respective programmes of work. This
allows us to identify areas of common interest with the
potential for collaboration and the avoidance of unnecessary duplication. Areas of particular interest, to many
participants, included aspects of interoperability, hyper
sonic, space cooperation, rapid air mobility, modelling
and simulation, artificial intelligence and big data.
Although the meeting demonstrated that virtual collaboration can help within the constraints of a pandemic situation, all partners were convinced that a
meeting in full presence provides an additional value
to ensure the necessary exchange of thoughts. We are
therefore looking forward to next year where we hope
to welcome our colleagues to the JAPCC conference
facilities in Kalkar, Germany.
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‘Conflict in the 21st Century’

By Nicholas Michael Sambaluk;
ABC-CLIO; August 2019
Reviewed by:
Lt Col Tim Vasen,
GE AF, JAPCC

Conflict in the 21st Century is a collection of essays on Cyber Warfare, Social Media
and Technology and of the latter’s role in supporting the first two realms. Each of
the three chapters begins with a short topic overview, which is followed by several in-depth essays. The essays build upon introductions of the specific systems or
their impacts. They then describe the nature of Cyber effects and the employment
of social media systems in support of campaigns. Some important persons from
sovereign nations to terrorist groups, who are behind the development of these
new tools of warfare are introduced. The book is very interesting and understandable to readers with no previous technical knowledge on the topics, but who are
interested in their impact on modern society. Examples of malicious Cyber activity,
as in the case of Julian Assange and WikiLeaks, along with the effectiveness of
previously employed malware, such as the WannaCry-virus, are discussed, as is the
effectiveness of several different secure networks in response to such malware.
The examples of Social Media introduce systems such as Telegram and explain
how ISIS employs propaganda. Instances where modern Technology is exploited
are described including 3D printers and high-end weaponry which, when proli
ferated globally, will require a synthesis of nationally employed means to counter
them. Overall, this collection of essays allows an interested reader to gain insight
on the mechanisms, risks and threats from these areas that the world must face
now and in the future. This book is recommended as a rich repository for non-linear
means of modern warfare, even for subject matter experts.

‘T-Minus AI’
In a fast-paced world dominated by information overload, it is all too common an
occurrence when professionals across specialties engage in conversations which
have them second-guessing their understanding of hot buzzwords and often talking past one another. The result, as Kanaan remarks, is ‘too many confusions are
never clarified and too many more are created’. (p. 5) Artificial Intelligence, or AI,
while currently a trending discussion topic is more than a buzzword, it represents a
key concept of technology that is increasingly ingrained into our daily lives. It is there
fore incumbent upon each of us to ensure we understand what AI is, how it affects
us today, and what it will mean for the world of tomorrow. Thankfully, T-Minus AI
provides answers to these questions, and in a way that is both approachable and
easily digestible. Michael Kanaan’s initial foray into the world of publishing utilizes a
building block approach which allows all readers to start with the same basic under
standing of the history, evolutionary development, and aspects of AI. He then expertly weaves in social and political considerations, as well as elements of bias,
while still connecting to the lives of everyday people seeking to learn more about
AI and its implications for our shared future. For the military operators and planners
who think they understand AI, T-Minus AI provides a complete run-down of AI-
related background and information that is crucial for participating in discussions
which will shape and guide our operational reality in the years to come. As Kanaan
notes ‘The full implications and effects of AI and machine learning technologies
remain to be seen in the months, years, and even decades ahead.’ (p. 232)
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By Michael Kanaan;
BenBella Books; August 2020
Reviewed by:
Lt Col Henry Heren,
US Space Force, JAPCC
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