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The Journal of the JAPCC  Römerstraße 140 | D - 47546 Kalkar | Germany

Giuseppe Sgamba
Brigadier General, IT AF
Assistant Director, JAPCC

After three exciting years in Kalkar, my tour as the 
Assistant Director of the JAPCC and the editor of 
this Journal ends in September 2021. The time 
consuming task of being the editor of this Journal 
was well rewarded by the educational, innovating 
and thought-provoking articles we published in 
the past few years. I want to thank our authors for 
sharing their knowledge and experience, and our 
loyal readers, for their continuous interest and 
their constructive feedback.

I am excited to present to you Issue 32 of the 
JAPCC Journal of Air and Space Power, which 
starts with an article by our Executive Director, 
Lieutenant General Klaus Habersetzer. In his final 
Journal contribution as the Executive Director, he 
highlights a number of important dynamic chal-
lenges in response to which NATO needs to adapt 
both its operational capabilities and decision-
making processes.

The next two articles provide us with senior Lead-
ership Perspectives on ‘The “Land Approach” to 
the Space Domain’ by Major General Gianluca 
Carai and Brigadier General Sławomir Żakowski’s 
insights regarding the ‘Polish Air Force – Transition 
from Warsaw Pact to NATO’.

The Transformation & Capabilities section follows 
and includes two Space articles. ‘Responsive 
Space for NATO Operations Part 2’ continues on 
from its first iteration in Journal 31 and it will be 
concluded with a final article in Journal 33. ‘Space 
Tribes’ explains the composition of the crowded 
space community and their differing interests. 
Articles then shift focus towards the Air Domain. 
‘Hypersonic Weapons’ and ‘Air Power: The 6th Gen-
eration of Aircraft’ discusses defining Air Power 
challenges of our time, while ‘Leveraging the Alli-
ance’s Effort in Fighter Aircraft Design’ provides 

insights into the facilitation of multinational re-
search and technology development. ‘Transition-
ing NATO to an All-Domain Mindset’ describes the 
NATO JADO way ahead and how to overcome the 
obstacles between services and across the na-
tions. The article ‘Big Data in ISR’ takes a look at the 
exponentially increasing data and information 
available and how processing it will be the key to 
achieving effective results. Rounding out this sec-
tion ‘The Multinational Multi-Role Tanker Transport 
Fleet Programme’ provides an overview of their 
programme and critically examines its relevance 
for NATO-EU military air mobility.

The Journal moves on to a View Point on ‘Bots Tak-
ing Over’, elaborating on the role of AI in a new era 
of decision-making and last but not least, our col-
leagues from the NATO MILMED CoE provide an 
insightful look into the current procedures for 
‘Aeromedical Evacuation in NATO’ and give an 
outlook on the challenges they have ahead.

Thank you for taking the time to read this  
edition of our Journal. I hope you find this offering 
as informative and stimulating as I did. We at  
the JAPCC greatly appreciate any feedback  
and thoughts you may wish to share. I encourage  
you to reach out to us via our website at  
www.japcc.org, like us on LinkedIn, Facebook or 
Twitter, or send us an email to contact@japcc.org 
to give us your opinion.

Ciao and good reading!

https://www.leonardocompany.com/
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Dynamic Challenges  
and the Need to Adapt
Looking Ahead for the Improvement and  
Transformation of Joint Air and Space Power

By Lieutenant General Klaus Habersetzer,  

Executive Director, JAPCC

Since its establishment in 2005, the Joint Air Power 
Competence Centre (JAPCC) has aimed to provide 
key decision makers with effective solutions to Air and 
Space Power challenges. This is our mission, and by 
doing so, we contribute to the safeguarding of NATO 
and our nations’ interests. Throughout the last 16 
years, the JAPCC has been an extremely active ‘think 
tank’ for Air and Space Power. As an operational-mind-
ed Centre of Excellence (CoE) for NATO, the JAPCC has 

supported the development of concepts, the drafting 
of doctrines, as well as training, exercises, and other 
efforts to enhance the operational effectiveness of 
our combined and joint forces.1

Admittedly, the prevailing pandemic situation did not 
leave the JAPCC untouched. However, our personnel 
quickly adapted to the new working conditions, 
changed their daily routines while continuing to 
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pursue their activities, completing existing while also 
initiating new high-priority projects. The JAPCC con-
tinued to answer Requests for Support from NATO 
and allied nations, maintain exercise support and is-
sue well-received publications. The White Paper on  
Resiliency in Space, and a comprehensive handbook 
covering the diverse aspects of countering the full 
spectrum of unmanned aircraft and their system 
components are just two examples. Additionally, with 
‘NATO Joint All-Domain Operations (JADO)’, we 
launched a multi-year comprehensive project that is 
structured to address various challenges related to 
the requirements for operating in a multinational all-
domain environment.2

A Dynamically Developing  
Security Environment

The management of emerging conflicts is sup-
posed to be a political and diplomatic endeavour. 
However, various actors continue to use the military 
as a primary means to deal with political 
conflict, as we have seen in areas like 
Eastern Ukraine, Syria, Libya as well 
as Nagorno-Karabakh. We also 
perceive an increasing competi-
tion between main state actors. 
Russia continues to threaten its 
neighbours, disregard interna-
tional law, and interfere in our so-
cieties. The rise of China has seen 
an increased economic surge 
and various approaches to shape 
the global exchange of goods and 
services, and the rules governing 
the world economy in their favour. 
For many years, China has invested 
considerably in military and tech
nological capabilities that en
able the use of hard 
power. At the same 
time, they develop
ed capacities and 
tools for orches-
trated influence 
campaigns.

We are constantly subject to both open and disguised 
attacks on the cohesion of our Alliance and on that of 
our partners with whom we share common values. 
Cyber-attacks occur daily, and hybrid activities and 
the potential denial of access to areas and domains 
are all part of today’s security challenges. New catego-
ries of weapons employing advanced technologies, 
including a huge variety of unmanned systems, anti-
satellite weapons and hypersonic vehicles, all add 
new demands to the way we organize our defence.3 
This is a challenge to NATO and its member nations. 
Additionally, it is a demand on us, the military and  
civilian Air and Space Power experts, to support ad-
justing processes and structures, and promote the 
development of the capabilities to provide a credible 
force that will achieve success in current and future 
conflict environments.

Consensus-Building and Decision-Making

NATO has acknowledged this dynamic security  
environment and the need to adapt. Allied 

Defence Ministers agreed in February 
2018 to establish two new commands: 

Joint Force Command Norfolk, US 
covering the vast geographic areas 
from the US East Coast, past the 
Greenland-Iceland-UK gap into the 
Arctic, and the Joint Support Ena-
bling Command in Ulm, Germany 
to ensure seamless, swift, and  
secure movements of NATO forces 
through SACEUR’s Rear Area in  

Europe.
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Additionally, the Alliance Chiefs of Defence (CHODs) 
agreed to NATO’s Military Strategy in May 2019 and 
directed the implementation through two capstone 
concepts. The Concept for Deterrence and Defence 
of the Euro-Atlantic area (DDA) provides a frame-
work for the employment of the Alliance’s Military 
Instrument of Power (MIoP) to deter and defend 
against known threats, whereas the NATO Warfight-
ing Capstone Concept (NWCC) sets a 20-year vision 
to develop the MIoP.

It is understood as well that the Alliance will have  
to support rapid consensus-building and decision-
making. This has been particularly recognized in sup-
porting the political process of consultation and coor-
dination between allies and includes deliberations to 
strengthen pre-agreed authorities within NATO.4 
NATO commanders at a higher level will need the  
authority to initiate planning and increase readiness 
to enable appropriate and quick responses.

A political decision at the NATO Summit 2021 to draft 
a new Strategic Concept could be a starting point to 
further bolster authorities within the NATO structure 
at appropriate levels. A strengthened process in deci-
sion-making and taking necessary action should be 
complemented by a discussion on harmonized provi-
sions of technologically enhanced capabilities while 
ensuring that we are able to integrate crucial existing 
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legacy systems. This will contribute to making use of 
NATO’s limited resources synergistically, efficiently, 
and effectively and will signal NATO is equipped, 
trained and ready to act at speed.

Leveraging Emerging Technologies

Nearly two years ago, NATO Secretary General Jens 
Stoltenberg outlined in a speech to the members of 
NATO’s Parliamentary Assembly that ‘our security de-
pends on our ability to understand and adopt emerg-
ing technologies.’5 Indeed, Emerging and Disruptive 
Technologies (EDTs) ‘will play an increasing role in the 

security en-
vironment’6, and oper-

ating in a demanding high-end 
threat environment will require capabilities 

that can make the best use of them. Automation,  
artificial intelligence, human enhancement, quan-
tum and cloud technologies and others will have to 
be leveraged to support our forces when the speed 
of action and reaction is vital.

Defence innovation, balanced and coordinated, in 
our Alliance will be a decisive factor in achieving 
combined success. The NATO 2030 Reflection Group 
offered convincing arguments and recommenda-
tions, pointing out that the Alliance ‘… has an appro-
priate and as-yet underdeveloped role to play in pro-
viding a forum for discussion on all aspects of EDTs 
that have a direct bearing on the security of the 

Euro-Atlantic area’. And, moreover, that ‘NATO should 
serve as a crucial coordinating institution for informa-
tion sharing and collaboration between Allies on the 
security dimensions of EDTs’, should ‘anchor EDTs in 
the NATO Defence Planning Process (NDPP)’, and 
‘should encourage the incorporation of AI into strate-
gic and operational planning …’7

The JAPCC was prepared to initiate a discussion on 
the best ways to leverage emerging technologies for 
NATO Air and Space Power at our conference last year. 
The pandemic situation prevented such a discussion 
in a traditional conference setting, but we will seize 
the chance to incorporate this topic into our 2021 

conference this September, as an underlying theme 
as well as a panel topic in the context of ‘Delivering 
NATO Air and Space Power at the Speed of Relevance’. 
Should you not yet have had the chance, I recom-
mend looking into the Read Ahead that was prepared 
to serve as an introduction to the Joint Air and Space 
Power Conference 2020.8

Command and Control in Support  
of Joint All-Domain Operations

In the mid-1990s, ‘Network-Centric Warfare’ as a con-
cept to achieve ‘full-spectrum dominance’ provided  
a vision for interconnected military forces that would 
achieve success based on enhanced situational 
awareness at all levels. At the time of its publication, 
the rapid advancements in IT and cyber technologies 
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had already been perceived, but still offered quite a 
visionary perspective. Today, the means to provide 
highly connected entities and systems are available, 
and further enhanced capabilities that create oppor-
tunities for a synergy of effects across traditional  
domains are in reach. It allows us to link the existing 
service-related capabilities in a way never imagined 
before and to adjust our Command and Control (C2) 
structures and processes accordingly. And it requires 
us to do so, because our competitors are continually 
exploiting new methods available through technol-
ogy to seek a strategic advantage.

To operate across domains requires approaches to 
planning, C2 and execution of operations that allow 
rapid decisions and swift subsequent activities with-
out delay. NATO therefore needs to consider how 
current C2 architectures and processes will have to 
evolve. Particular points that should be taken into 
account include providing authority to the right lev-
el of leadership and assessing whether supporting/
supported relationships are still an effective tool 
when NATO has to provide C2 at speed. Synchro-
nized and resilient C2, able to support rapid deci-
sion-making, is a necessary precondition to increase 
the survivability of our joint forces in the battlespace 
and enable the dynamic employment of capabilities 
that can present adversaries with an overwhelming 
set of simultaneous dilemmas.

The JAPCC’s NATO JADO project is dealing with the 
important topic of how to organize our C2 for opera-
tions across domains and to identify and propose  
solutions to fully utilize the collective joint and com-
bined capabilities of assets assigned to a NATO-led 
effort. The project will look into the operational plan-
ning process and assess how contributions can  
be made and where practices should be adjusted. 
Further aspects of research and assessment will make 
this project even more comprehensive. As an exam-
ple, the JAPCC team is collaborating on topics of intel-
ligence and situational awareness and how next- 
generation collection systems, with resilient large 
bandwidth data links, can process and disseminate 
huge amounts of real-time data in the form of action-
able decision-making materials. The project is also 
considering how to best utilize major categories of 

kinetic and non-kinetic effects derived from a wider 
arsenal of all-domain capability advances for the Joint 
Force Commander, how to improve the targeting  
process in a NATO JADO environment, as well as the 
broad topic of leadership, education and training for 
operations in a combined all-domain campaign.9

Space as an Operational Domain

Today, the planning and execution of military opera-
tions rely significantly on services offered and  
distributed by space-based capabilities; these capa-
bilities have become a critical element in everyday 
operations. Furthermore, future joint all-domain  
operations will need the assured availability of space 
systems, their space, ground, user and link segments, 
and the Data, Products and Services (DPS) they  
provide. The technologies to be used to operate in, 
from and through Space are rapidly evolving.

Overall, we see that Space is highly dynamic and  
acknowledge that NATO’s officially recognized fifth 
operational domain has become and will increasingly 
develop to be a congested and contested sphere. An 
increasing number of actors are strengthening their 
capabilities to achieve military objectives in Space, 
and we have to expect that agreed norms of benign 
and responsible behaviour may not be adhered to. 
Therefore, enhanced awareness of what is happening 
in Space is crucial. We need to understand those  
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factors that influence and affect operations of our 
own Space Systems, know how different actors act in 
Space and use Space capabilities, and develop meth-
ods to identify and attribute Counterspace activities. 
NATO and its member states must maintain access  
to DPS provided by Space systems – and the Alliance’s 
ability to maintain this persistent access will be an im-
portant aspect to deterring aggression.

NATO acknowledges the challenges and potential 
threats we are facing today. Once the NATO Space 
Centre at Allied Air Command in Ramstein is estab-
lished and supported by dedicated Space experts, 
Space Domain Awareness (SDA) can be increased  
at all levels. The Space Centre ‘will help coordinate 
allied space activities, support NATO activities and 
operations, and help protect allied space systems by 
sharing information about potential threats.’10 In the 
medium-to-long term, ‘the Space Centre can also  
offer opportunities for multidimensional integration 
that can prove to be innovation drivers for the Allied 
armed forces.’11

Being fully aware of the challenges in NATO to staff 
current and prospective billets in the NATO structure 
with educated and trained Space personnel, the 
JAPCC applied in December 2019 to assume an  
official role as CoE for Space. In January of this year, 
the Military Committee decided instead to accept  
an offer from France to establish a CoE dedicated 
specifically to Space in Toulouse. The JAPCC will 

continue to lead and support Space-related work for 
NATO while this CoE is being established, and is  
actively engaged with HQ SACT and and the French 
host nation’s establishment team to facilitate its  
development. Colleagues from this new CoE will 
then support NATO by assisting doctrine develop-
ment, education and training, improving interoper-
ability and identifying lessons learned. The JAPCC 
will, however, preserve dedicated Space expertize to 
ensure that Space aspects related to Joint Air Power 
continue to be incorporated in our work in key areas.

Operating in the  
Electromagnetic Environment

As the example of Space demonstrates, all domains 
within our military activities are inextricably linked. 
Our forces have to operate in and across Air, Land, 
Sea, Space and Cyberspace. Capable adversaries will 
continue to exploit the possibilities offered to them 
to interfere. Electronic Warfare (EW) offers relatively 
low-cost tools and capabilities that may considerably 
hinder operations of our modern highly linked plat-
forms by denying the use of the Electromagnetic 
Spectrum (EMS).

Ensuring the use of the EMS was a crucial capability 
for NATO forces at the height of the Cold War. During 
many of our crisis management operations, the use 
of the ‘new domains’ and the EMS was nearly uncon-
tested. The capable opponents of today, including 
peer and near-peer competitors, will try to deny  
this uninterrupted use. In a situation of collective  
defence, NATO will have to counter comprehensive 
and orchestrated EW efforts to succeed.

It will therefore be crucial to maintain our ability to 
use and exploit the EMS and to counter those who 
would try to deny our freedom to operate. At a high-
ly increased level of quality, the successful fight for 
control of the Electromagnetic Environment is an 
indispensable enabler for NATO forces. Means may 
be explored to circumvent the use of the EMS, how-
ever, our ability to employ defensive and offensive 
EW across the EMS will be indispensable. Maintain-
ing access to this heavily contested environment 
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and the freedom to operate in it will be crucial to 
support the timely and survivable employment of 
joint forces and maintain the capability to achieve 
military objectives.

The Speed of Relevance

NATO Joint Air and Space Power will have to be  
delivered at the speed of relevance. We need to  
ensure that strategic decisions continue to enable 
the application of cutting-edge capabilities and  
embrace new and emerging technology for their  
realization. Additionally, our structures and process-
es need to allow C2 for operations across all domains. 
The particular opportunities and challenges of  
the Space domain and operations in the Electro
magnetic Environment must be understood, and 
our concepts and doctrines will have to lay the 
foundation for operational approaches in an all-
domain environment to maintain the necessary  
level of operational superiority.

Indeed, NATO’s defence task has become particularly 
challenging. Deterrence and Defence will need to 
take into account the new security environment, 
shaped by increased state competition, dynamic and 
disruptive technological development, and the multi-
tude and diversity of potential threats.

As I prepare to relinquish the role of Executive Director 
of the JAPCC in the near future, I would like to take this 
opportunity to thank you all for your continued inter-
est and the robust exchange of thoughts and ideas 
which is so important for our work. Please continue 
offering your intellectual contributions to the devel-
opment of NATO Air and Space Power. How we can 
best ensure that NATO Air and Space Power is deliv-
ered at the speed of relevance is going to be dis-
cussed at the Joint Air and Space Power Conference 
2021. I sincerely hope to see you in Essen, and I look 
forward to a frank and straightforward exchange of 
perceptions, thoughts and ideas. 
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The ‘Land Approach’  
to the Space Domain
Developing Space Expertise in Land Forces

By Major General Gianluca Carai, Chief of General Planning and  

Financial Division of Italian Army General Staff

Introduction

Space has recently been recognized by NATO1 as the 
fifth operational domain for military operations and 
guarantees fundamental services and applications for 
all Armed Forces, strongly influencing the success of 
modern military operations.

Main services provided by space platforms include sat-
ellite communications, Positioning, Navigation and Tim-
ing (PNT) systems, earth observation and Intelligence, 
Surveillance and Reconnaissance (ISR) applications, all 
of which ensure essential operational capabilities for 

Armed Forces. Even services that enable modern equip-
ment, weapon systems and the planning of operations, 
represent an element of extreme vulnerability, whose 
temporary or permanent unavailability can lead to 
trans-versal repercussions across the entire spectrum of 
military actions.

As stated, space is now considered a physical domain on 
a par with sea, land, air and cyberspace but, unlike the first 
three, it is not heavily populated and, relatively speaking, 
not even trafficked. Therefore, it has previously been treat-
ed mostly as a mission, rather than a domain to occupy 
and protect. However, the situation is rapidly evolving.
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Italian soldiers making use of a Blue Force Track-
ing system to locate friendly military forces.
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The battlefield has been extended vertically and 
space is an integral part, since almost every soldier has 
space-enabled devices among his equipment. Cur-
rently, the Army uses space capabilities mostly to 
communicate, navigate, target the enemy and pro-
tect its forces. In the near future, it is probable that the 
Army will become even more dependent on space-
based capabilities.

It is therefore evident that tomorrow’s soldiers will rely 
on the expanded use of space capabilities and these 
features will be essential for enabling all military 
activity.2 Furthermore, the integration of space data 
will enhance the ability to achieve information superi-
ority and full battlespace awareness for full-spectrum 
dominance.

There will soon be a time when conventional warfare 
also occurs in the space and cyberspace domains. The 
Army would be negligent not to develop expertise to 
help manage these future conflicts and help control 
the outcomes. The topic of Multi-Domain Operations 

(MDO), which refers to the inclusion of the cyberspace 
and space domains with the conventional land, sea 
and air domains, has begun to energize the doctrinal 
discussion with allies producing some initial solutions. 
The advent of the MDO concept is dramatically 
changing the way the Army conducts operations and 
continues to be a subject of extreme interest.

The land component must be able to conduct opera-
tions that will see it constantly and simultaneously 
engaged across all five domains in order to overcome 
problems imposed by adversaries. Similarly to cyber-
space, the space domain should therefore be 
exploited by all Commanders with a different level of 
penetration from tactical to operational.

It is essential that the Army is expeditionary and re-
sponsive to adequately support operations in multi-
ple domains. Land component officers rely on the 
ability to rapidly and seamlessly integrate space 
capabilities into their operations, enabling conver-
gence and cross-domain synergy to create multiple 
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The Army is looking to incorporate the Electronic Warfare Planning and Management Tool in the military 
decision-making process. Captain Sacarra Pusey, foreground, an electronic warfare officer hailing from Fort Polk, 
La., worked with the device in February.
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dilemmas for an adversary. The Army’s ability to 
employ cross-domain fires provides lethal and non-
lethal options for commanders and overcomes ene-
my attempts at degrading or denying space effects.

Developing New Space Leaders

Within this scenario, the Army’s strategic role in space, 
although significant over recent years, is but a glimpse 
of where we are going in the near future. We foresee  
a future where the Army, seamlessly integrated into 
the joint force, will exploit this new domain to its full 
potential.

Even as we rely on space-based products and services 
to support ongoing combat operations, our strategic 
challenge now is to leverage space throughout the 
entire Army’s transformation process. Innovation will 
likely be a decisive factor in the successful develop-
ment of space-based capabilities and transformation 
of the Army’s approach in this new domain.

In order to succeed in a highly strategic context such 
as space, we must give impetus to education and 

training which has to be full spectrum. The time is 
right to identify professional paths that ensure under-
standing of the challenges and opportunities that the 
space domain is putting in front of every single sol-
dier. To take us through that process, we need space-
smart leaders, at every level outside the traditional 
space fields, who know what space-based assets can 
do for them and how to harness those capabilities to 
help them achieve their missions.

This is a complex task that will demand that we also 
identify positions that require knowledge of space 
systems and demand that we figure out how the 
Army is going to educate and train those who fill the 
positions. A one-week course? A 3-month course? 
What is the right approach? This is not an easy project 
nor one that will be implemented soon, but it is one 
we are convinced we need to get right. There is an 
increasing need to develop the necessary training 
and capabilities to successfully operate in a space-
conditioned environment.

To carry out this ambitious plan, a significant internal 
organizational change has occurred as the Army’s – 
and MoD’s – view of space has evolved. The Italian 
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Army cyber research, development adapts as tactical network grows.
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Army recently activated a new Space Office within the 
Army General Staff that will be responsible for devel-
oping these concepts according to the systemic ap-
proach of DOTMLPFI (Doctrine, Organization, Training, 
Materiel, Leadership, Personnel, Facilities and Inter
operability). It will also make sure that awareness of 
the space domain’s effects will shape the develop-
ment of each conceptual area by influencing 
decision-making at every hierarchical level.

The newly established office will address recruiting 
and develop versatile, adaptive and innovative space 
professionals. It will also exploit and deliver respon-
sive, tailored and integrated space-enabled capabili-
ties to Army units and individual soldiers which will 
effectively synchronize combat, materiel, and devel-
opment efforts. The office will have to advocate for 
the required space capabilities and shape acquisitions 
by identifying and pursuing high payoff technologies 
and solutions within a restrained and more effective 
acquisition process.

Education and Training  
as the Starting Point

It can be assumed that the reliance on space capa
bilities will significantly rise, as the nature of warfare 

continues to change as it has in recent years. As this 
occurs, we will see a changing emphasis, new opera-
tional concepts, and differing organizational structures 
that will be needed to meet the changes of the future.3

The Army has a legitimate interest in the future of 
space and space management and also a moral obli-
gation to its war fighters to ensure that space con
tinues to evolve and meet its operational needs. To 
meet this obligation, the Army must know what it 
wants to achieve in space, develop the road ahead, and 
advocate its concepts in every space forum. This will 
require ‘out-of-the-box thinking’ and acceptance of 
new ideas and concepts by the various elements of our 
space community.4 The most important aspect to suc-
cessfully meet the challenges of the future is to have a 
holistic approach to space throughout the Army.

Space has changed the way military force is applied 
and created opportunities to redefine the Army’s role 
in developing its uses. Technological advances have 
enabled the ability to strike, manoeuvre and deter-
mine enemy composition and disposition. We can 
target and measure effects, but more information is 
not always better intelligence. Analysis and dissemi-
nation are currently the areas with the greatest short-
fall. Efforts must focus on developing a global infor-
mation architecture that is able to provide relevant 
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ISR effects influencing the planning phase of an Army operation.
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and actionable intelligence to the planner and war 
fighter in a timely manner. Making the pieces fit within 
a joint context is an imperative.

To do this, the Army must invest in its training insti-
tute, build space play into its simulations and training 
exercises, and actively participate in joint and NATO 
space exercises. NATO should continue promoting 
training sessions and courses focused on the capabili-
ties, limitations and vulnerabilities of space assets in-
cluding the operational use of space services and 
products by Nations and NATO.

A comprehensive professional military space educa-
tion programme has to be incorporated into all Army 
service school curricula, providing a relevant, funda-
mental level of space knowledge to officers, non-
commissioned officers and soldiers. As a result, sol-
diers will be increasingly knowledgeable, skilled and 
confident working with space systems and products. 
This is essential and will enable a continuous review of 
the capabilities required to support combatant com-
manders and their staffs.5

Through education and experience, the number of 
warriors who understand the space domain will grow 
significantly. The increasing number of space-smart 
leaders will demand that Army space equities and re-
quirements are presented, tested, and discussed in all 
forums. The education of young Army officers in the 
concept of space-enabled warfare will assume in-
creasing importance as commanders must harness 
the potential of space-based capabilities to impose 
lethal and non-lethal effects.

1.	 NATO, ‘NATO’s approach to space’. 2020. Online at: https://www.nato.int/cps/en/natohq/topics_175419.
htm (accessed 24 Feb. 2021).

2.	 US Army, ‘The US Army in Multi-Domain Operations 2028’. Virginia, US, 2018. United states Army and 
Doctrine Command: p. 5.

3.	 Dr Brent, Z, ‘The Coming Revolution in Military Space Professionalism’, Air & Space Power Journal 32, No. 2 
(2018): p. 9.

4.	 Joint Publication 3-14, ‘Space Operations’ (10 Apr. 2018): p. 19–22.
5.	 Lt Gen David, T., Col Gregory, J.G., Mag. Christopher, W. M., ‘Space as a War-fighting Domain’, Air & Space 

Power Journal 32, No. 2 (2018): p. 4–7.
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Conclusions

The Army is at an important strategic crossroad, and 
space-smart professionals are vital to forge the way 
ahead. The Army is currently facing the challenge not 
to regress into the development of stove-piped capa-
bilities, but to support and participate in all facets of 
space development to ensure future capabilities are 
relevant to the needs of war fighters.

Army concepts and architectures must be integrated 
and reflect the relevance that the Army brings to the 
space mission arena. Today, we cannot take space for 
granted. The western way of warfare has been studied 
by our potential adversaries, they have observed how 
we integrate space-based effects into joint opera-
tions. They have developed capabilities, doctrine and 
tactics to restrict our ability to operate in this way, and 
so they have reduced our advantage.

While continuing to be the main user of space-based 
services, the Army should stop considering itself as a 
mere user of space resources and assume a leading 
role in policy and management of space systems both 
in national and international contexts. This all starts 
with solid training and education of its war fighters. 
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‘... changes made to 
the PAF over the last 30 
years have resulted in a 
military force with new 
capabilities to perform 
tasks related to the de-
fence of Polish airspace 
against reconnais-
sance and air strikes, ...’
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Think back to a bygone era, bring back memories 
and describe what it was like to serve in the Air 
Force back then.

I associate the 1990s primarily with Poland regaining 
full sovereignty as a result of the collapse of the So-
viet Union and the dissolution of the Warsaw Pact. In 
1993, the last Soviet soldier left Polish territory. We 
were once again able to enjoy freedom, which must 
be cherished, because nothing is given forever. We 
remember this well from our history.

Therefore, an intensive search began for a new way 
to ensure military security. Many concepts were con-
sidered at the time, starting with neutrality–follow-
ing the Swiss model–through to the creation of 
‘NATO-bis’, a concept involving the establishment of 

Polish Air Force –  
Transition from 
Warsaw Pact  
to NATO
The JAPCC’s Interview 
with Brigadier General 
Sławomir Żakowski, 
Deputy Commander, 
Combined Air Operations 
Centre (CAOC) Uedem, 
Germany

By Lieutenant Colonel Zenon Kot, PL AF, 

JAPCC
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an international military alliance of Central European 
states which were previously a part of the dissolved 
Warsaw Pact, and finally accession to NATO. Poland’s 
membership of NATO became our strategic objec-
tive in the early 1990s, but our aspirations had to win 
the approval of our future allies, and it should be 
stressed that this was met with a reluctant reception 
by the Russian Federation.

The 1990s were also a period of prolonged eco- 
nomic crisis caused by the collapse of the planned 
socialist economy, but also a period of successive 
sacrifices associated with our transition to a market 
economy. Needless to say, the economic perfor-
mance of a country has a direct impact on the level 
of equipment, technical condition and training of its 
armed forces.

The 1990s saw a significant reduction in our military 
potential. Obsolete military equipment was with-
drawn and the number of garrisons were reduced. 
The amount of training was also limited.

What was the equipment and what did the train-
ing look like?

In the 1990s, the Polish Air Force (PAF) began its 
transformation to NATO standards. It was a long and 
bumpy road and we faced many problems and 
limitations. The basic equipment of those years 
consisted of Soviet aircraft and equipment. The way 
the PAF operated was completely different from the 
Western model, starting from the principles of flight 
execution, through the concept of technical and 
logistical support, to the units of measurement used. 
Financial limitations and subsequent difficulties with 
the availability of aircraft dramatically reduced the 
annual flight time of a trained pilot to an average of 
only 40 hours.

The vision of joining NATO forced changes to our 
rules, regulations and procedures. New flight train-
ing programmes were developed in cooperation 
with NATO colleagues and it was not only about the 
syllabus, but also about changing the philosophy of 
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flight training, the way of performing flight tasks, 
terminology and aviation phraseology.

What were the expectations when Poland joined 
NATO? In what areas were there the greatest 
concerns?

Joining NATO opened a new perspective for the de-
velopment of the PAF. The sense of security and 
pride has significantly increased in Polish society. 
Poland became a member of the largest and strong-
est Alliance in the world, whose 70th anniversary we 
celebrated two years ago.

system has acquired a completely new and decisive 
significance for ensuring Poland’s military security. 
For airmen, it was the announcement of new equip-
ment, but also the acceleration of our training to 
achieve full interoperability. We increased the inten-
sity of language training, the knowledge of which 
became a prerequisite for promotion to successive 
higher military positions and ranks. We began on a 
large scale sending our soldiers to participate in 
training, courses, studies in centres and universities 
of allied countries. This approach generated further 
challenges, because the more soldiers attending the 
schools, the fewer of them there were on exercises. 
Financial constraints were also a significant factor 
impacting all decisions made during this period.

Another challenge related to standardisation was 
the adaptation of our military structures, which was 
also linked to another reduction. Our greatest expec-
tation was to have modern armed forces, in terms of 
structures, tactics and procedures, but also equip-
ment and logistical security, to be able to perform 
tasks as a responsible partner in coalition forces.

Our greatest concern was, and probably still is, 
whether we will be able to rise to all these new chal-
lenges and not disappoint our society. At this point, 
it is worth emphasizing an objective truth that our 
road to NATO has repeatedly confirmed; it is easier to 
purchase new equipment and write new procedures 
than to change our human mentality and habits.

What changes in specialist training, language 
training and mission participation were most 
significant?

The PAF became a leader of these changes by intro-
ducing NATO standards to the Polish Armed Forces. 
We adjusted command structures by abolishing the 
level of air corps and regiments, replaced by air 
wings, bases and squadrons. The creation of the Air 
Operations Centre (AOC) and inclusion of Poland 
into the NATO Integrated Air and Missile Defence 
System (NATINADS) system was the driving force for 
fundamental changes. The analogue guidance sys-
tem was replaced with a digital one, which signifi-
cantly increased the capabilities of the operational 

Poland’s military security system had acquired a new 
dimension. Security was based on the ability to deter 
an aggressor in the first phase of a conflict, in order 
to carry out further defensive operations together 
with allied reinforcement forces, in accordance with 
Article 5 of the North Atlantic Treaty. It becomes 
crucial to maintain air superiority over the area of 
Poland in order to create and maintain conditions for 
hosting the reinforcing forces. The development and 
maintenance of an effective national air defence 
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command of the military aviation. Modern tactical 
data transmission systems, including Link 11 and  
Link 16, were introduced, thus bringing about a new 
quality in the exchange of digital data, images and 
voice between air, sea and land platforms.

There has been a very dynamic change in training 
programmes, aviation regulations and procedures. 
New aviation regulations have introduced aviation 
phraseology in English in accordance with ICAO and 
NATO standards. More missions began to be per-
formed in the civil aviation environment, which took 
over the management of Polish airspace.

We started using the same units of measure that are 
used in civil aviation and NATO. Kilometres and 
metres were replaced by miles and feet, in the initial 
period using conversion tables, because the on-
board indicators were still calibrated differently. This 
is just one example of the additional burden of both 
flying and ground personnel in the initial period of 
change. Modernizing or replacing equipment is a 
long-term and continuous process. Achieving inter-
operability is a process, not a single event.

Unfortunately, during this period of change, we have 
not avoided making mistakes. At every stage the 

limitations of human factors must be considered. 
Personnel within the PAF found the transition diffi-
cult at times, but their overarching commitment to 
the challenges and the ultimate goal of security 
within the country and with NATO saw them secure 
our place within the Alliance.

How has the PAF benefited from equipment changes 
to meet the NATO standards?

The changes made to the PAF over the last 30 years 
have resulted in a military force with new capabilities 
to perform tasks related to the defence of Polish air-
space against reconnaissance and air strikes, which is a 
capability unforeseen before we began the transition. 
In times of crisis or war we are also prepared to domi-
nate the airspace, support combat operations of other 
services, and conduct reconnaissance and air trans-
port wherever required. It is clear, however, that Po-
land cannot afford to have a combat aviation force 
capable of independently performing all the tasks re-
lated to its use in combat and ‘non-military’ operations.

The first Polish comprehensive aviation moderniza-
tion programme was the purchase of C-295M medi-
um tactical transport aircraft in 2003. This was at a 
time when the expeditionary military was a priority 
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in air force development and Poland was very much 
engaged in combat, stabilization and peace mis-
sions. The introduction of the CASA aircraft was an 
absolutely new level of quality at that time in Polish 
aviation. It was not only the glass cockpit, but it gave 
us new possibilities to achieve transport tasks. The 
C-295M aircraft replaced the worn-out soviet era 
An-26. I defined this change by ‘a factor of two’; twice 
as far, twice the capacity and twice as cheap.

However, the real revolution in the Polish aviation 
was in 2006 with the introduction and training of the 
new aviation elite – the F-16 Fighting Falcon. These 
multi-role aircraft formed the backbone of the PAF 
combat aviation and are designed to perform 
defensive, offensive and reconnaissance tasks. Using 
AGM-158 JASSM ER cruise missiles, they can attack 
enemy point targets outside the range of air defence 
systems at distances up to 1,000 km. The F-16s are 
the first combat aircraft fully compatible with allied 
air units, using the same armament, communica-
tions systems, tactical data transmission systems and 
procedures.

Today, we build situational awareness on the basis of 
on-board systems, but for this you need appropriate 
knowledge, which when supported by experience, 
sets the standards of professionalism.

I am convinced that without NATO this would have 
been impossible.

Does your current position as Deputy Commander 
CAOC help in promoting the proactive Polish at-
titude as reaction and response to the provocative 
and offensive actions of the Russian Air Force?

Poland has delegated responsibility for conducting 
Air Policing (AP) missions to NATO, which manages 
the NATINAMDS system and one of the links in this 
system is CAOC UEDEM. However, each country has 
its specific limitations caused by the characteristics of 
the threats we face. Poland, as mentioned above, is a 
border state of NATO, but is also a member of the Eu-
ropean Union and this situation may give rise to 
threats that do not exist in other regions. In the Polish 
airspace we observe the violation of our borders by 
small aircraft, such as drones, paragliders and ultra-
light planes regularly. In the vast majority of cases, this 
is related to criminal activity and in order to counter-
act this, Poland deploys additional forces and resourc-
es as elements of a strengthened national air defence 
system, which cooperate directly with other institu-
tions and agencies, such as the Border Guard.

I think it is worth considering countering drones 
especially those flying at low altitude, in light of not 
only security responsibilities but also having the 
ability to detect and counter surveillance activities.

My position as Deputy Commander of CAOC UDEM 
absolutely makes me an ambassador of the PAF in 
NATO. However, in my everyday activity, I focus on 
carrying out missions for which CAOC UEDEM is 
tasked in its AP area of responsibility.

Poland borders the Russian Federation (RF) 
through the Kaliningrad Oblast, the area which 
has always been of great military importance due 
to its location. What consequences and limitations 
does this bring?

Poland is a NATO frontline state on an easterly direc-
tion. It is bordered by the Russian Federation and 
Belarus, and the alliance of these states is potentially 
the greatest military threat to NATO and to Poland. 
The unstable situation in Ukraine poses some addi-
tional challenges and certainly does not increase 
security in the region. In light of Russia’s active policy 
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as a global player with a wide array of military tools 
in its arsenal, ranging from sophisticated nuclear 
forces through conventional forces using increas-
ingly advanced technologies in the land, sea, air, 
space and cyber domains, to a centralized system for 
deciding on their use. It is the eastern flank that will 
be where the direct interests of NATO member states 
and Russia will clash. In the current geopolitical situ-
ation, the narrow Suwałki corridor, a 70 km long strip 
of land connecting NATO countries with the three 
Baltic states of Lithuania, Latvia and Estonia, assumes 
particular importance.

Poland wants to be a credible NATO member and re-
alizes that this credibility depends on having its own 
national defence capabilities and political will, which 
translates into ensuring adequate funds for military 
expenditures.

In 2020, Poland allocated over 2.3 % of its Gross Do-
mestic Product (GDP) to national defence, dedicating 
a portion of these funds to technical modernization, 
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including the purchase of F-35 aircraft, M-346 Master 
Advanced Jet Trainer (AJT) aircraft and the IBCS/PA-
TRIOT air defence system.

The PAF actively participates in allied operations, ex-
ercises and training. Since 2006, our air contingents 
have participated in Baltic Air Policing and later En-
hanced AP operations. In 2021, a contingent of Polish 
F-16s will for the first time support an AP operation 
in Iceland.

I am convinced that Polish pilots are perfectly pre-
pared to carry out tasks in times of peace, crisis or 
war. A very important element of maintaining  
high morale is the cultivation of traditions, and for 
aviators, a special motivation is the reference to  
the legend of Polish airmen fighting in the Battle of 
Britain.

Professionalism supported by high morale and full 
readiness to carry out missions is, in my opinion, the 
highest value of our contribution to NATO. 

‘In 1993, the last Soviet soldier left 
Polish territory. We were once again 
able to enjoy freedom, which must 
be cherished, because nothing is 
given forever.’
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Introduction

Space Support plays a significant role in today’s 
modern warfare and is a key enabler for NATO’s tech-
nical and operational advantage. Worldwide techni-
cal developments challenge this advantage while 
Space has become congested and contested.

This is the second article of a series focusing on the 
Responsive Space topic. The first article was released 
within JAPCC Journal 31 in December 2020 and 
focused on definitions as well as international doctri-
nal concepts. This article is more technically focused 

and will complement the third and final one, 
scheduled for release in Journal 33, which will discuss 
and analyze a potential outcome for NATO.

The first article can be accessed here:

Responsive Space for  
NATO Operations – Part 2
By Wolfgang Jung, German Aerospace Centre (DLR)

By Lieutenant Colonel Tim Vasen, GE AF, JAPCC

By Dr Dirk Zimper, German Aerospace Centre (DLR)
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Responsive Space Developments  
of NATO and Its Member Nations

The aim is to give the reader a short but not too  
comprehensive overview about recent technological 
developments. Already addressed in a previous article 
(JAPCC Journal 27)1 worldwide Responsive Launch ca-
pabilities will not be assessed here again. This article 
can be accessed here:

 

NATO

NATO does not yet use the term Responsive Space. 
Due to its multinational approach as an alliance of 
30-member nations, research on procedures that can 
be categorized as Responsive Space are mainly  
focused on interoperability, whether via governmen-
tal Space-based assets or via commercially available 
services and assets.2 Interoperability, data sharing  
and continuous mission support is one of the key 
principles of NATO.

United States

The US launched a programme called Operationally 
Responsive Space (ORS), which was based on Respon-
sive Launch Capabilities for launchers as well as satel-
lite solutions. Subsequently, an ORS Office was estab-
lished in 2018 to coordinate the programme and was 
renamed to the Space Rapid Capabilities Office 
(SpRCO).3 It still coordinates across the whole Depart-
ment of Defense with several projects focused on 
combatant commanders’ needs such as the develop-
ment of low cost rapidly usable Space technology to 
fulfil an array of joint military requirements. The office 
is also responsible for the development and fielding 
of such Space technology and makes it available to 
the NATO war-fighter.

The Pentagon’s new Space Development Agency 
(SDA)4 will orchestrate the development and fielding 
of the future National Defense Space Architecture. 
This will be a single, coherent proliferated space archi-
tecture with seven layers:

1. �A global, persistent, low-latency data and commu-
nication transport layer.

2. �Indications, warning, tracking, and targeting of 
advanced missile threats.

3. �24/7, all-weather constant custody of time-sensitive 
targets.

4. �Low-latency battle management to enable time-
sensitive kill chain closure.

5. �Space situational awareness and rapid access for 
deterrence in cislunar volume (the space between 
the earth and the moon).

6. �Alternate Position, Navigation, and Timing (PNT)  
for GPS-denied environments.

7. �Ground systems and launch capabilities to support 
a responsive and resilient space architecture.

SDA will rely heavily on Defence Advanced Research 
Projects Agency’s (DARPA) Blackjack programme.5 
That programme aims to develop and demonstrate 
the critical elements for a global high-speed network 
in Low Earth Orbit (LEO) providing the Department  
of Defense with a highly connected, resilient, and 
persistent coverage.

Germany

On behalf of the German Ministry of Defence, the  
Responsive Space Cluster Competence Center (RSC3) 
of the German Aerospace Center (Deutsches Zentrum 
für Luft- und Raumfahrt [DLR]) explores the techno-
logical basis for a national Responsive Space Capability 
and demonstrates key technologies in Space. To do 
this, RSC3 draws on DLR’s decades of experience and 
systems competence in Aerospace as well as Defence 
and Security research. The overall aim is to develop 
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flexible and affordable, rapidly available methods and 
technologies for operational capabilities that enable 
small military satellites launched into LEO to become 
operational within a few days on-demand and on call.

A major element will be the involvement of users and 
industry already in the Research and Development 
(R&D) process. The RSC3 takes on a coordinating role 
in Germany aiming to accelerate the technological 
refresh cycle significantly. For this purpose, it is essen-
tial to accomplish ongoing technological demonstra-
tions and to ensure a regular technological transfer of 
data from research to industry in order to operate the 
latest state-of-the-art military products in Space. 
Standardized interfaces allow an easier data exchange 
in a multi-domain environment towards the improve-
ment of joint operations. Additionally, they lower the 
entry threshold for Small Medium Enterprises and 
start-up companies facilitating seamless synergies  
between military and civil applications.

New technological requirements and possibilities 
arise from the use of small satellites in swarms, con-
stellations or as single platforms. A modular and open 
system architecture is a key requirement and needs to 
be explored, in order to support rapid interchangea-
bility of Commercial-Off-The-Shelf (COTS) satellite 
platforms and the integration of a diverse array of 
components that are required to establish plug & play 
payloads from Space functional areas such as Satellite 
Communication (SatCom), Intelligence, Surveillance 
and Reconnaissance (ISR), PNT, etc. Reducing the 
amount of data through on-board processing, and  
a high degree of autonomy with the support of AI-

Figure 1: Examples of Key Elements of a Responsive Space Capability.
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based algorithms, are further key elements that need 
to be investigated and tested (Figure 1). Amongst the 
mentioned technologies, an agile and robust opera-
tion or control of individual small satellites or entire 
constellations will be essential to enhance the effec-
tiveness of military operations.

Space Capability

Globally available launch sites and multiple launch 
service providers, which offer either ground-, sea-, or 
airborne small satellite launchers with Responsive 
Space Capability, ensure short-term availability, in-
crease the resilience of the launch segment and will 
benefit on demand quick reaction space operations. 
Launcher systems with liquid propulsion are not ex-
cluded in advance provided they can be refuelled and 
launched within a few days.

In addition to the aforementioned Space and launch 
segment, the ground segment completes the holistic 
approach of a Responsive Space System Architec-
ture.6 Mobile control centres and optical ground re-
ceiving stations, as well as reactive planning tools, 
optimized transfer orbits and accelerated commis-
sioning procedures are in development.

Consequently, research and development needs to 
be undertaken in various areas to benefit the future 
war-fighter.

The requirements 
and technological 
demonstration 
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missions are currently defined in coordination with the 
Ministry of Defence, subordinate authorities and in coop-
eration with the University of the Armed Forces. The RSC3 
will demonstrate key technologies as soon as 2021.

Multilateral Approaches

One specific discussion forum, the Responsive Space 
Capabilities (RSC) Memorandum of Understanding 
(MOU), needs to be addressed. It is a multinational 
framework agreement involving the Departments 
and Ministries of Defence of Australia, Canada,  
Germany, Italy, Netherlands, New Zealand, Norway, 
the United Kingdom and the United States.

The overall objective of the RSC MOU is to define and 
establish the general principles that will apply to the 
initiation, conduct, and management of Research, De-
velopment, Test and Evaluation (RDT&E) cooperation 
projects detailed in separate Project Arrangements 
(PAs). Additionally, the MOU allows the exchange of 
information for harmonizing the participants’ military 
requirements and to assist in defining potential coop-
erative efforts.

Germany participates in the following three PAs:

1.	� Responsive Launch and Range (ReLaR) is respon-
sible for exploration, identification, and assess-
ment system concepts for launch and range and 
technologies reducing launch costs as well as in-
creasing responsive launch capabilities.

2.	� Micro-Satellite Military Utility (MSMU) is required  
to explore the military utility of a diverse space  
architecture including traditional government 
and commercial satellites, as well as micro- and 
nano-satellites and their value to an operational 
theatre.

3.	� Military Optical Satellite Communications and Opti-
cal Space Data Relay (MOSCOM) is responsible for 
the exploration of the military benefit to free-space 
optical satellite communications and the standardi-
zation of laser-based direct-to-Earth links using  
a network of interoperable optical ground stations 
among the partner nations.

Out of the authors’ experiences there are additional 
multilateral discussions in several workshops on  
responsively usable Space approaches ongoing. 
The majority of these discussions are exchanges  
of experiences related to technology standardiza-
tion and interoperability. The use of future Space 
architectures such as mega-constellations is also 
addressed.

Responsive Space Developments  
Worldwide

Responsive Space is an evolving discipline of military 
Space support. Most of the ongoing research and 
development proceeds are restricted. Therefore, it is 
hard to find and assess information about potential 
adversaries’ capabilities. As a discipline of Space  
intelligence this information is often classified. To 
give the reader a slight overview, the projects that 
are addressed in the following chapter are based on 
unclassified and well assessed research subjects, but 
it does not cover all existing projects.

People’s Republic of China

In 2015, China established the Strategic Support 
Force (SSF)7 which is responsible for all military Space 
support inside the Peoples Liberation Army (PLA). 
The SSF is therefore also responsible for the Respon-
sive Space capabilities for the PLA. As of yet, it is  
not known what stage the establishment is at, but 
China’s Responsive Space is mainly focused on the 
networking and interaction of already deployed sat-
ellites. Due to the enormous number of already 
launched Chinese ISR satellites, this approach works 
well in this function.8 The large number of official  
civilian, but government-owned offices, agencies, 
and companies that operate the different satellites 
on behalf of the government allow this.9 At least one 
of the PLA’s military universities is researching on 
how to interconnect existing and future constella-
tions.10 China has also developed, as a Responsive 
Launch capability, an inexpensive and mobile launch 
technology, based on military missile systems allow-
ing replacement of in-orbit degraded systems in the 
event of an armed conflict.11
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Russian Federation

In August 2015, Russia created the Russian Federation 
Aerospace forces which, at that time, included the 
Russian Space Forces responsible for Space launches 
(dual-use, as well as military), satellite operations and 
operation of the missile defence early warning sys-
tems, the satellite control network as well as the 
Space Object Surveillance and Identification (SOSI) 
network.12 Notwithstanding the need for protection 
of Russia against all kinds or airborne and missile 
threats, the protection against space threats is also 
directly addressed.13

Planned to be operational in 2028, the ‘SPHERA’ project, 
is a complex SatCom Mega-Constellation in LEO.14 This 
constellation also integrates payloads from different 
platforms such as ISR in an interconnected approach. 
The ISR equipped satellites of ‘SPHERA’ are codenamed 
as ‘BERKUT’. The constellation will be operated by the 
Russian Space Agency, ROSCOSMOS, which ensures a 
military usability, either generally or on request. To  
ensure a persistent communication service, SPHERA is 
already projected to integrate platforms other than 
Space-based systems such as high-altitude airborne 
platforms or ground-based networks inside Russia. 
This approach of separating systems into its unique 
components ensures a high level of robustness.

Interim Assessment and Conclusion

As already stated in the first article, conceptual  
approaches of Responsive Space are under discussion 
and in development nearly worldwide. Several  
approaches in technical developments are being  
addressed. While the western world is mainly focused 
on interoperability and standardization, the People’s 
Republic of China, particularly, follows a specific net-
work driven approach. Software solutions to secure 
network centric support is by their definition the key 
to responsiveness. Looking into recent commercial 
Space developments, especially dedicated mega  
constellations for ISR or SATCOM, seem to be the  
drivers at least within the next decade. These repre-
sent opportunities for militarily usable Responsive 
Space applications, too.

Further adaptation of national conceptual approach-
es as well as technical developments for NATO 
frameworks in standardization and interoperability 
to support resilient Joint All-Domain Operations 
(JADO) have to be explored. This includes processes, 
concepts of operations and technologies15 to iden-
tify solutions for connecting systems across domains 
and enabling synchronized effects. A deeper analysis 
on this will be included in the third and final article 
of this series. 
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Space Tribes
Differentiating Space Operators in a Crowded  
Space Community

By Lieutenant Colonel Henry Heren, US Space Force, JAPCC

‘Where you stand depends on where you sit.’1
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has caused a great deal of disparate concepts, themes, 
and pursuits to be melded together even when they 
have little to nothing in common with one another.

The first of four groups this paper identifies are those 
focused on exploration and scientific pursuits. While 
there have been military members to travel into 
Space, the missions have been focused on continu-
ing humanity’s understanding of the planet, solar sys-
tem, and universe. The second group is comprised of 

Introduction

‘We have declared space an operational domain for 
NATO, recognising its importance in keeping us safe 
and tackling security challenges, while upholding in-
ternational law,’2 announced the North Atlantic Coun-
cil, from London, on 4 December 2019. This recogni-
tion has been widely celebrated across the NATO 
Command and Force Structures and initiated numer-
ous activities. However, generic use of the term Space 
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organizations, and others like them, primarily seek to 
explore and learn. They also exist to promote com-
mercial interests within the US and Europe, respec-
tively, which will provide benefits for their popula-
tions from Space-related endeavours.

Organizations focused on exploration and scientific 
pursuits share some interests with the other groups 
discussed in this paper, such as advancements in 
technological capabilities5, environmental impacts on 
Space vehicles6, and congestion of various orbits by 
operational satellites and debris7. However, their inter-
est in these areas is foremost in support to their goal 
of scientific advancement and exploration.

Civilian Commercial Interests

While initial forays into Space were steps of govern-
ments, commercial interests in Space-related activi-
ties have recently grown from supporting national 
aspirations to fully independent commercial interests. 
Indeed, ‘the investment implications for a more acces-
sible, less expensive reach into outer space could be 
significant, with potential opportunities in fields such 
as satellite broadband, high-speed product delivery 
and perhaps even human space travel’.8 This means 
that in the ‘near term, space as an investment theme is 
also likely to impact a number of industries beyond 
Aerospace & Defense, such as IT Hardware and Tele-
com sectors. Morgan Stanley estimates that the glob-
al space industry could generate revenue of more 
than $ 1 trillion or more in 2040, up from $ 350 billion’9 
in 2020. Additionally, the prospect of mining celestial 
bodies (such as asteroids) is on the cusp of becoming 
a reality. NASA is planning to launch a spacecraft in 
mid-2022 at an asteroid identified as ‘16 Psyche’, which 
has the possibility of ‘being worth $ 10,000 quadrillion 
if mined,’10 and amount more than 75,000 times that 
of the world economy.

While it may be some years before asteroids are suc-
cessfully mined for commercial benefit, the trend 
clearly shows substantial growth in commercial Space 
enterprises with more to come. As with those focused 
on exploration and scientific pursuits, commercial in-
terests share certain concerns about operating in 

commercial companies seeking to earn a profit by 
providing various Space-related services such as 
communications, imagery, and Space launch. The 
next group are the military members and capabilities 
utilizing Space-based Data, Products, and Services 
(DPS) as a utility function in the execution of military 
operations within the earth’s atmosphere. The Posi-
tion, Navigation, and Timing (PNT) provided by the 
Global Positioning System (GPS) is a prime example 
of this utility function. Modern militaries, including 
NATO, are dependent upon Space-based PNT but are 
uneducated and unconcerned about the operational 
mechanics involved with ensuring the service. The 
final group are the military Space operators, those fo-
cused on operating in Space. For NATO, and many of 
its members nations, this last group is the smallest 
and yet potentially the most impacted of the groups 
listed by NATO’s recognition of Space as an Opera-
tional Domain.

The enthusiasm felt across the communities of inter-
est listed, with regards to the recognition of Space as 
a NATO Operational Domain, does not mean all those 
communities are considering Space from the same 
perspective or with the same goals in mind. This arti-
cle will discuss the various tribes and expand on the 
challenges facing NATO as it seeks to develop its rec-
ognition of Space as an Operational Domain amidst 
various interests. The goal being to allow for discus-
sion regarding a way ahead for Space within NATO, 
informed (at least partially) as to the different perspec-
tives and ambitions.

Civilian Exploration and  
Scientific Pursuits

Two of the more prominent Space-related explora-
tion and scientific organizations currently in exist-
ence are the United States’ (US) National Aeronautics 
and Space Administration (NASA) and the European 
Space Agency (ESA). NASA’s Vision is ‘to discover and 
expand knowledge for the benefit of humanity,’3 
while ESA’s mission is to ‘to shape the development 
of Europe’s space capability and ensure that invest-
ment in space continues to deliver benefits to the 
citizens of Europe and the world’.4 Both of these 
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What is important to understand is that NATO utilizes 
Space capability-derived DPS to support terrestrial 
operations. In this sense, Space (the Operational Do-
main) serves as a utility function, supporting the col-
lection and / or dissemination of DPS to support NATO 
operations not taking place in Space. The various 
NATO headquarters, staffs, and operators are only 
marginally concerned with Space, rather their focus is 
on ensuring continued access to the DPS which ena-
bles their operations within earth’s atmosphere. 
Therefore, the focus in NATO regarding Space has 
been Space Support in Operations15, versus Space 
Operations themselves.

Military Space Operators

The final group this paper will discuss is both the 
smallest group and yet the group most impacted by 
NATO’s recognition of Space as an Operational Do-
main. The military members serving in NATO with ed-
ucation, training, and experience with Space Opera-
tions currently number around two dozen, spread 
across the NATO Command Structure (NCS) in ones 

Space. Those concerns are in relation to a bottom-line 
that separates success and failure based on financial 
considerations.

Military Utility Users

For NATO, ‘Space is essential to the Alliance’s deter-
rence and defence. Space underpins NATO’s ability to 
navigate and track forces, to have robust communica-
tions, to detect missile launches and to ensure effec-
tive command and control.’11 Furthermore, ‘Under-
standing and leveraging the Space domain is critical 
to NATO military planners and operators’12 because 
‘the absence of Space products and services will in-
hibit the ability of NATO to achieve overall objectives 
in the most efficient and effective means possible’.13 
As long as NATO does not own or operate any Space-
based capabilities it is dependent upon Space-based 
services provided by the member nations in the form 
of Space-derived DPS. The new focal point within 
NATO for the coordination and dissemination of DPS 
will be the NATO Space Centre14, located at Ramstein 
Air Base in Germany.
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experts to bolster the integration of Space Support in 
NATO Operations. This integration will require includ-
ing Space-related education into existing curricula, 
increased emphasis on Space DPS within NATO train-
ing exercises, and further development of policy and 
doctrine. An important first step may be the develop-
ment of a NATO Space Policy which can be shared 
and understood across NATO, as the current Over-
arching Space Policy (adopted in June 201917) is re-
stricted, and / or the creation of NATO Security Classifi-
cation Guide for Space so people can know what they 
can and cannot speak and write about regarding 
NATO’s approach to Space. 

Additional leadership, from officers who are educat-
ed and experienced Space professionals, is also need-
ed at the various NATO Headquarters. General Offic-
ers and Colonels, with years of Space expertise, will 
have greater access to key senior-level decision-mak-
ing discussions which will allow them to better pro-
mote the growth and understanding of Space within 
NATO. The senior officers can also provide the appro-
priate strategic guidance and direction to the staff 
officers and non-commissioned officers focused on 
Space-related deliverables within the various head-
quarters’ staffs.

and twos. They collaborate under the NATO Bi-Strate-
gic Command Space Working Group (NBiSCSWG), 
which is co-chaired by two Lieutenant Colonels, one 
each, from Allied Command Operations and Allied 
Command Transformation. The NBiSCSWG is tasked 
‘to increase Collaborative Space Support in NATO op-
erations by studying operational requirements and 
improving Space education and training’.16

This small group of dedicated Space professionals 
strives to provide to support to NATO operations, edu-
cation, training, and development of policy and doc-
trine. Their numbers will soon be bolstered by an in-
flux of staff members into the previously mentioned 
Space Centre, but it remains to be seen if those staff 
members will bring Space expertise to NATO or in-
stead come searching for experience to take back to 
their home nations. The establishment of the Space 
Centre is a significant undertaking and achievement 
for NATO, which may be more challenging if it must 
include extensive education and training for its staff 
to achieve a basic understanding of Space-related 
operational considerations.

What will be needed within the NCS, aside from the 
Space Centre, will be an increased cadre of Space 
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also by the mental framework in which NATO per-
sonnel are each working. It is an understatement to 
say that Space is big. NATO must also recognize that 
collectively it is piling a great deal of meaning and 
perspectives into the word Space, and needs to en-
sure personnel do not speak past one another while 
utilizing the same terms with vastly different mean-
ings, goals, and context. 

Conclusion

While Space and Space-based capabilities are in-
creasingly utilized by more people and interests, it is 
important to be able to distinguish the different per-
spectives and aspirations as NATO collectively inte-
grates Space-related activities and capabilities into 
daily life and military operations. While there are sig-
nificant overlaps and shared interests, NATO cannot 
allow these overlaps to confuse and distract discus-
sions from focusing on the further development of 
ideas which allow for the exploitation of Space-
based, and -related, capabilities for the benefit of the 
NATO Alliance.

General Jeffrey L. Harrigian, JAPCC Director and 
Commander, Allied Air Command, recently stated, 
‘coordination with Nations in the space domain is a 
critical mission as civilian, military, and commercial 
organizations become increasingly dependent on 
space capabilities for our safety and security.’18 That 
coordination must be informed, not just by an un-
derstanding of the existing and emerging technolo-
gies and the various operational considerations, but 
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‘For NATO, "Space is essential to the 
Alliance’s deterrence and defence. Space 
underpins NATO’s ability to navigate  
and track forces, to have robust communi-
cations, to detect missile launches and  
to ensure effective command and control."11’
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Hypersonic Weapons 
The Defining Challenge of Our Time

By Lieutenant Colonel Francesco Esposito, IT AF, JAPCC

Introduction

For most people, hypersonic weapons and aircraft 
represent yet another 21st century technological 
breakthrough in which science fiction becomes 
science fact.1 

However, hypersonic studies have an extended histo-
ry stretching back over half a century. In October 1967, 
William J. Knight, an aeronautical engineer, piloted the 
X-15 to the official world record for the highest speed 
ever recorded by a manned rocket-powered aircraft. 
On that occasion the North American X-15, a hyper-
sonic jet operated by the United States (US) Air Force, 
flew Mach 6.7 at 102,100 feet. Following the success of 
this hypersonic vehicle, the US Air Force focused on 
developing technologies to enable the use of hyper-
sonic speeds across a range of applications. A series of 
hydrocarbon-fueled direct-connect scramjet ground 
tests were successfully completed in the National Aer-
onautics and Space Administration’s (NASA) Langley 
Arc-Heated Scramjet Test Facility in 2011.2

This new variety of engine was tested on the Boeing 
X-51 ‘Waverider’ which flew a few times between 2010 
and 2013 and demonstrated the potential viability of a 
scramjet-powered vehicle for weapon applications.

This article aims to convey to the reader a brief over-
view of the technology itself and provide a few 
thoughts regarding various scenarios and threat impli-
cations these weapons could create in future conflicts.

Today, press reports indicate that the US, Russia, and 
China are leading the race to develop hypersonic glide 
and cruise missiles to penetrate defended airspace. 
China and Russia are reportedly conducting tests  
of these high-speed weapons as an asymmetric 
response to American military superiority. Russia, who 
is working on several hypersonic projects, such as 
‘Avangard’ and ‘Kinzhal’, has successfully tested the 
hypersonic anti-ship cruise missile ‘Zircon’, which has 
already been assigned a NATO reporting designation 
of SS-N-33. This indicates that the missile is expected 
to come into service soon and that the Alliance is 
treating the reports of its development fairly seriously. 
The ‘Kinzhal’ and the ‘Avangard’ are reported opera-
tional3 while the ‘Zircon’ is still in the development 
phase. China is fully involved in this race as well. In his 
testimony to the Senate Armed Services Committee 
on 13 February 2020, US Air Force General Terrence 
O’Shaughnessy, Commander of US Northern Com-
mand (USNORTHCOM) and North American Aero-
space Defense Command (NORAD), noted that China 
is testing a Hypersonic Glide Vehicle (HGV) similar to 
the Russian ‘Avangard’ system. The state-owned China 
Aerospace Science and Technology Corporation (CASC) 
claimed in August 2018 that it had successfully devel-
oped and tested China’s first experimental hypersonic 
waverider4, called ‘Xing Kong 2’ (or Starry Sky-2). Some 
reports indicate that the Starry Sky-2 could be opera-
tional by 20255. Another Chinese boost-glide weapon 
project is the DF-ZF, which recently has been shown on 
a Dong Feng DF-17 missile during a parade in China, 
after multiple test shots between 2014 and 2018.6 
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The US Air Force is working on multiple programs. 
One of these is the hypersonic Air-Launched Rapid 
Response Weapon (ARRW) produced by Lockheed 
Martin’s Space Systems division. ‘The rocket-boosted 
ARRW is one of the air-launched hypersonic mis-
siles publicly known to be undergoing testing by the 

Pentagon, which considers the project a necessary 
step to maintain an edge over near-peer competitors 
China and Russia.’7 ‘The work will be run out of Orlan-
do, Florida, and is expected to be complete by the 
end of 2022 – when the missile is expected to reach 
operational capability.’8

Other countries are also beginning to show an inter-
est in hypersonic weapons technologies. France, India 
and Japan are close behind the first three, while Aus-
tralia and other European countries are developing 
the component technologies for ostensibly civilian 
purposes such as Satellite / Spacecraft launch and re-
pair, deliveries to the space station and space tourism.

What is Hypersonic?

Airspeed is a measurement of a plane’s speed relative 
to the air around it and is frequently expressed in terms 
relating to the speed of sound. The speed of sound is 
set at ‘Mach one’ which is approximately 340 m / s  
(761 mph) or 1225 km per hour at sea level. Commer-
cial airliners fly right under Mach one at subsonic 
speeds, while modern fighters can fly supersonic at 
Mach two or three. By definition, hypersonic weapons 
can travel at least five times this speed. 

Anything travelling Mach five and above is considered 
hypersonic. The technology, which is just now emerg-
ing, enables sustained hypersonic flight for a signifi-
cant distance and time. This is typically achieved by 
employing scramjet (Supersonic Combusting Ramjet) 
engines. The scramjet is a new modified version of the 
ramjet. Scramjet takes the oxygen needed by the en-
gine to combust from the atmosphere passing 
through the vehicle instead of from a tank onboard.9 
These engines have fewer moving parts than the tur-
bofan engines which can be found on conventional 
jet planes. They require an initial speed of approxi-
mately Mach 4 to ignite the fuel and generate thrust. 
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First, the aerodynamics and flight controls for flight at 
hypersonic speeds are a significant challenge; hyper-
sonic airflow is different from supersonic airflow in 
that it is nonlinear and experiences different physical 
effects. 

The second challenge is material science. ‘The faster 
the vehicle flies both the pressures and temperatures 
rise exponentially.’14 All of this ‘requires materials that 
can withstand high temperatures over long periods 
of time’.15

The third challenge 
involves the propul-
sion systems of hyperson-
ic cruise missiles. Once they 
reach Mach 5, it is not possible 
to use the traditional jet engines. 
At these speeds, a completely differ-
ent design is needed to enclose the air-
flow path and sustain combustion of the su-
personic airflow inside the engine. 

In addition to these hurdles, in this current operating 
environment, data exchange also appears to be a 
unique technical challenge. ‘Basic operations, like 
communications, become significant during hyper-
sonic flight. Personnel need continuous connectivity 
to operators and decision makers through global 
communications and sensor systems that can oper-
ate within these high-speed environments’16 as stat-
ed by Scott Greene, executive vice president of Mis-
siles and Fire Control (MFC) for Lockheed Martin 
Corporation.

This is the reason why a boost engine is mandatory. 
However, these engines are not mature yet. Accord-
ing to a US Air Force Scientific Advisory Board report, 
they were expected to reach an adequate level of ma-
turity by the end of 2020 in order to shift the focus of 
the economical efforts from technology develop-
ment towards product development.10 ‘Currently, no 
hypersonic efforts are in production. The US Air Force’s 
Air-launched Rapid Response Weapon is expected to 
be the first to achieve a residual operational capability 
where production decisions can be made after field-
ing at the end of fiscal year 2022.’11

Emerging Weapons

The main reason for the development of hypersonic 
weapons is to hold opponents’ mobile targets at risk 
and to improve the ability to penetrate advanced in-
tegrated air defence systems. It is common under-
standing that these new weapons could have signifi-
cant impact on strategic stability.12

There are two types of weapons emerging: Hyper-
sonic Cruise Missiles (HCM) and Hypersonic Glide Ve-
hicles (HGV).

HCM’s are powered to their targets using the advanced 
propulsion system described earlier, the scramjet. They 
are very fast and manoeuvrable, hence defenders may 
have just a few minutes from the time they are launched 
until they strike their targets. The HGV is placed on top 
of rockets launched to extremely high altitudes where 
it is released at the appropriate altitude, velocity, and 
flight path angle, and enabled to glide and manoeuvre 
to its target. China’s ‘Xing Kong 2’, Russia’s ‘Avangard’, 
and the American Tactical Boost Glide (TBG) and ARRW 
projects, are all example of HGV, which maintain stabil-
ity to fly along and to manoeuvre, keeping their targets 
hidden until the last few seconds of flight.13 

Challenges to Hypersonic Capability

There are four primary hurdles to the development of 
hypersonic weapons: manoeuvrability, material, speed, 
and communication.

38 JAPCC  |  Journal Edition 32  |  2021  |  Transformation & Capabilities



The combination of the manoeuvrability and the 
speed makes hypersonic missiles unpredictable and 
extremely difficult to defend against. ‘This would en-
able a weapon apparently on a ballistic trajectory to-
ward Los Angeles to manoeuvre and strike New York.’18

In addition, because of their high kinetic energy, they 
would not even require heavy warheads to be able to 
penetrate heavily hardened targets like Intercontinental 
Ballistic Missile (ICBM) silos. This feature elevates hyper-
sonic weapons above the tactical level because they 
pose a strategic challenge.

There are, at the moment, no existing countermeasures.19 
‘We don’t have any defence that could deny the employ-
ment of such a weapon against us’, Air Force General 
John Hyten, Commander of US Strategic Command, told 
the Senate Armed Services Committee on the 20 of 
March 201820. One year later, ‘If war breaks out tomorrow, 
we’re probably not going to kill hypersonic boost-glide 
missiles’, Mike Griffin, the Pentagon’s undersecretary of 
research and engineering, said during a speech21.

Is NATO Prepared to Counter  
Hypersonic Weapons?

Hypersonic systems provide advantages in terms of 
speed to target, manoeuverability and survivability to 
reach well-defended targets.17

High speed means less warning time. Until now, NATO 
has been reasonably confident that its collective intel-
ligence capabilities would alert member nations to 
limited enemy aggression.

HGVs and cruise missiles can manoeuvre hundreds of 
kilometres in cross-range during their glide phase. 
Therefore, even if these weapons can be tracked, 
their targets will remain uncertain until late in the 
vehicles’ trajectory.

Given the high speeds and short timelines involved, 
hypersonic weapons have the potential to make de-
fensive missiles less effective than they might be 
against non-manoeuvring ‘ballistic’ targets. 
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the fact that a robust Intelligence, Surveillance, Tar-
get Acquisition and Reconnaissance (ISTAR) network 
is required. 

Ultimately, arms control measures designed to limit 
the presence and the study of hypersonic weapons 
could be devised. Arms control is the traditional ap-
proach to ameliorating the destabilizing consequenc-
es of novel weapons.24 The New Strategic Arms Re-
duction Treaty (New START), a strategic offensive arms 
treaty between the US and Russia, does not currently 
cover HGV and HCMs. However, some legal experts 
hold that the United States could raise the issue in the 
Bilateral Consultative Commission (BCC), which over-
sees implementation of the treaty, of negotiating to 
include hypersonic weapons in the New START limits. 
The goal is to avoid the proliferation of hypersonic 
technology not just to rogue nations but also to na-
tions with regional hegemon aspirations. A kind of 
non-proliferation act addendum or amendments to 

The compressed timeline associated with hypersonic 
attacks – whether ballistic, boost-glide or cruise – also 
contributes to crisis instability, because there will be 
precious little time for careful decision-making in the 
midst of an attack.

‘He, who can handle the quickest rate  
of change, survives.’
Colonel John Boyd22

Most countries use the ‘OODA Loop’ (see Figure  1) 
when they make decisions about whether they have 
to respond to a threat or not. Because of the speed of 
hypersonic weapons, the process has to work on 
compressed timelines, leaving less room for mistakes 
and increasing the possibility to miss or fail at a critical 
decision-making step. 

Possible Solutions and Implications 

‘Deterrence’ and ‘Decision delegation’ are among the 
most likely solutions to adapt to this new threat.

The first implies that people could become more ‘trig-
ger happy’. The constant need to dissuade the adver-
sary by proving that we are ready and able to attack 
and this in conjunction with the compressed time 
frame to take a decision, makes people much more 
likely to want to be the first to strike as opposed to the 
second, in order to preserve a second-strike capability.

The delegation of the decision, on the other hand, im-
plies that if one cannot defend against a ‘decapitation’, 
one has to distribute Command and Control (C2) of 
the weapons to the field, to the military or autono-
mous or automated systems rather than to the na-
tional political leaders which raises the risk of an acci-
dental strategic war. 

Although there are no current countermeasures in 
place, technologies such as directed-energy weapons 
and terrestrial, sea and space-based interceptors, will 
be likely candidates for an effective defence against 
hypersonic missiles together with cyber-attacks on 
the enemy’s C2 systems to disrupt their OODA loop.

‘Targeting the supporting network kinetically and 
through means such as cyber and electronic attacks 
could significantly degrade the operational effec-
tiveness of long-range hypersonic weapons’23 due to 
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move slowly, and hypersonic technology development 
is gradually spreading and becoming embedded in 
government programs. 

Recent reports of successful hypersonic missile tests 
demonstrate that these capabilities will be fielded 
much sooner than we thought, forcing a global re-
assessment of traditional deterrence models.

‘Hypersonic systems provide advantages in terms of 
speed to target, manoeuvrability and survivability to 
reach hardened and well-defended targets.’26 The 
combination of the manoeuvrability and the speed 
makes hypersonic missiles more unpredictable and 
extremely difficult to defend against. 

Because of the speed of hypersonic weapons, the 
possibility to miss or fail in a decision-making step is 
reasonably high. Therefore, ‘Deterrence’ and ‘decision 
delegation’ are among the most likely possible solu-
tions if arms control fails, but both have drawbacks.

Therefore, nonproliferation discussions should begin 
as soon as possible, as there is probably less than a 

the missile technology control regime, supplemented 
with some controls on the export of hypersonic com-
ponents could be the solution.

‘Preventing the emergence of new and destabilizing 
strategic weapons is a vital task for the international 
community in our shared endeavour to preserve in-
ternational peace, security and stability.’25

Conclusions

It is clear that the overall scenario has changed. War 
evolves, several States are actively pursuing novel 
long-range manoeuvrable weapons, most significant-
ly hypersonic weapons. Research in this field dates 
back to 1967 but accelerated in the 2000s. Today, a 
global hypersonic arms race is underway, challenging 
geopolitical order and undermining existing strategic 
air and missile defence systems. 

Negotiating some sort of international agreement to 
not chase these technologies for military purposes 
could solve the problem. ‘The key is time.’ Governments 
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Figure 1: The OODA Loop is a four-step approach to decision​-making.
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decade available to substantially hinder the potential 
proliferation of hypersonic missiles and associated 
technologies.27

As a result, a state facing a hypersonic missile threat 
must make the best of a bad situation, effectively 
forced to choose the lesser of two evils. 
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Air Power:  
The 6th Generation of Aircraft
By 2nd Lieutenant Raffaele Rossi, IT AF, Air Force Academy

Introduction

In addition to the existence of conventional threats, 
today the geopolitical scenario offers very complex 
hybrid challenges.

Borders have returned to the centre of world politics, 
just like a century ago on the eve of the Great War. 
Moved, cancelled, or contested from the Middle and 
Far East to Eastern Europe shows how great crises are 
changing the balance of power and national geography.

Faced with so much instability the military instrument 
has become increasingly important and air power, the 
result of the evolution of science and technology, has 

played a leading role, demonstrating its validity even in 
an asymmetrical environment. The ability to hit an op-
ponent with extreme precision while minimizing collat-
eral damage has significantly contributed to the achieve-
ment of the desired end state in many operations.

NATO’s aerospace power provides nations and nation-
al political leaders with an unparalleled tool of respon-
siveness and flexibility. However, there is a significant 
risk that NATO may not have the right capability, in 
terms of aerospace power, to address future security 
challenges. This necessitates a look by NATO and 
other European nations at ways to accelerate research, 
development and acquisition of fifth and even sixth-
generation systems.
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Air Power Today and Tomorrow  
with Space, Cyber, and Hypersonic 
Components

In 2014, following the Ukrainian crisis, Russia reminded 
the United States (US) that it is still a great nuclear 
power, reversing the agreements reached by Reagan 
and Gorbachev. China has repeatedly expressed its 
desire to be the dominant power in the South China 
Sea and does not want US interference. Russia and 
China have been working together for some time in 
both the technological and diplomatic fields and sup-
ported countries considered hostile by the US (Iran 
and North Korea). The two Asian superpowers have 
been subjected to sanctions of various kinds by the 
US and this has reinforced the ‘sentiment’ of  
working together in an anti-US function. Technology, 
in today’s world, is not to be considered a monopoly. 
When a country expresses technological superiority, 
the opposing party will do everything to limit the 
consequences of such superiority.1

During the Cold War, the deterrent power exercised 
by the two opposing blocs was fundamental and the 
development of missile systems capable of targeting 
opposing defence and attack systems was one of the 
pillars capable of shaping the international balance 
until recently.2

The US developed various anti-ballistic missile sys-
tems, considered a threat by Russia for its deterrent 
capability, especially taking into account the ongoing 
work to improve Russian missile defence systems.

The research in the field of hypersonics filled the exist-
ing gap (Mach 5 or higher). The Russians developed 
the ‘Avangard’ hypersonic missile system (Mach 20) to 
counter US’ anti-missile capability, assessed as desta-
bilizing the global balance of power. The system has 
been in the deployment phase since 2020.

The birth of hypersonic weapons has given rise to the 
need to develop new defence systems.
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Since the invention of flying, the field of speed ap-
plied to aircraft and missile has been a frontier that 
man is trying to push ever further.

The objective has materialized thanks to the progress 
made in the study and research of new materials and 
propulsion systems.

Hypersonic aircraft fly through the atmosphere creat-
ing intense friction with the surrounding air as they 
travel at speeds above Mach 5. Developing structures 
that can withstand high temperatures and high 
speeds is a technical challenge, especially for leading 
edges that bear the weight of the heat.3

To address this, Defense Advanced Research Projects 
Agency  (DARPA) announced its Materials Architec-
tures and Characterization for Hypersonics (MACH) 
programme in early 2019.4 The programme seeks to 
develop and demonstrate new design solutions and 
materials for sharp, stable, and cooled leading edges 
for hypersonic aircraft.

Regarding propulsion, the creation of the Advanced 
Full Range Engine (AFRE) programme launched by 
DARPA includes a hybrid propulsion system paving 
the way for reusable hypersonic flight. The pro-
gramme seeks to develop a new aircraft propulsion 
system that can operate at subsonic, supersonic and 
hypersonic speeds.

In the decade-long quest to develop reusable aircraft 
able to reach hypersonic speeds of approximately 
5,300 km/h (Mach 5) and above, engineers have faced 
major challenges. Worth mentioning the maximum 
speed of traditional turbine engines, a reaction that 
reaches the limit speed at about 2.5 Mach, or the fact 
that hypersonic motors, such as scramjets, cannot 
operate at speeds lower than 3.5 Mach.

AFRE aims to explore the combined cycle turbine en-
gine concept, which would use a turbine engine for 
low-speed operations and a dual-mode ramjet for 
high-speed operations. The two components of the 
hybrid engine would have in common a forward-
facing air intake and a rear-facing exhaust nozzle to 
release thrust.5

If on the one hand the US has been constantly 
committed, the surprise comes from its geopolitical 
competitors, which now seem to own these new 
technologies.

In May 2019, China tested the first hypersonic aircraft 
named Jiageng-1 developed by the Xiamen Universi-
ty after more than ten years of research.6 The aircraft is 
capable of reaching speeds between Mach 5 and 
Mach 7, thus making it invulnerable to the most 
sophisticated anti-aircraft defence systems in use.

The Jiageng-1 adopts a ‘waverider’ type design, that 
improves its supersonic lift-to-drag ratio by using the 
shock waves generated by its own flight as a lifting 
surface, a phenomenon known as ‘compression lift’ 
similar to that of other prototypes such as the Boeing 
X-51 (tested from 2010 to 2013 and capable of reach-
ing Mach 5.1, 5,400 km/h). Additionally, it allows 
improving the lift ratio/resistance by means of the 
in-flight generated shock waves.

This aircraft outperforms Western competitors for its 
ability to switch from supersonic to hypersonic flight 
with ease and lower fuel consumption. These results 
were possible thanks to the discovery of new materi-
als capable of resisting temperatures above 3,000 °C.

The developments that hypersonic technology may 
bring in the future, especially in the military field, 
warrant great innovation.

China is determined to have a leading position in the 
sector and this has prompted the Pentagon to in-
crease funding dedicated to hypersonic capabilities.

DARPA’s Falcon project aircraft are in the making, 
requiring substantial financial resources of around  
320 million USD.

Technological discoveries have been able to relaunch 
the eternal duel between defence and offence.

The world is now facing a similar situation like the ad-
vent of nuclear weapons after the Second World War: 
weapons based on new technologies that make 
current defence systems obsolete and inefficient. 
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Nuclear weapons might be the primary beneficiaries 
of the hypersonic developments.

Hypersonic speeds undermine traditional decision-
making cycles based on the Observe, Orient, Decide, 
and Act (OODA) loop that currently involve longer 
response times than the time needed by hypersonic 
weapons to reach the target. The different types of pre-

Developing hypersonic technologies implies a con-
siderable economic effort with investments that not 
all countries are ready to face.

In the light of future technological innovations, it is 
necessary to look at a sixth-generation of aircraft, 
capable of detecting hypersonic threats at range, 
assessing them quickly using Artificial Intelligence (AI) 

vious and extant defence weapons might become in-
sufficient. Due to the speed of the hypersonic threat, 
any enemy target data acquired, regardless of how 
great the distance, will become inefficient for targeting 
purposes due to the reactive nature of the weapon. 
The only efficient observation and reconnaissance ca-
pability will be the offered by low-earth orbit satellites.

Therefore, the technological innovation of hypersonic 
aircraft and weapons is of fundamental importance. It 
initiates a new form of conflict, which emphasizes the 
space domain’s importance.

Progressions in hypersonic technology bring control 
over the space domain, leading to inherent advan-
tages in the sister domains of air, land, and sea.7

and networked support, and engaging them with 
weapons designed for the purpose.

The US is working on a replacement for the F-35; 
United Kingdom (UK), Italy, and Sweden have signed 
agreements for the new Tempest system; France and 
Germany are planning the development of the 
Future Combat Air System (FCAS) and Turkey is 
planning the TF-X.

The new generation of aircraft will no doubt have to 
take into account the leaps forward in the speed sec-
tor and new hypersonic ballistic systems.

In complex systems, situational awareness built on 
real-time theatre information is the starting point for 
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the analysis and for the consequent decision-making 
processes.

With the cyber revolution underway, in order to 
maintain high situational awareness and rapid 
decision-making processes, the use of AI generating 
tasks automation and behaviour prediction is con
sequential.

The US has already outlined some of the requirements 
for the sixth-generation aircraft.8

In particular, they are developing:

•	digital engineering, to accelerate the construction 
and industrialization processes; ‘in the 21st century, at 

current rates we will not experience 100 years of pro-

gress but 20,000 years’;9

•	advanced artificial intelligence, which can provide 
required targeting data in seconds;

•	new kinetic and non-kinetic precision weapons;
•	an expansion of the network for combat platforms, 

enabling real-time data exchange to achieve infor-
mation and intervention dominance;

•	new nanotechnologies applied to materials to re-
duce the radar and infrared signature;

•	new engines with the application of the ‘third air 
stream’ that provides an extra source of airflow to 
either improve propulsive efficiency and lower fuel 
burn or to deliver additional airflow through the core 
for higher thrust and cooling.

The new platforms will be part of a complex informa-
tion system made up of many nodal points capable of 
continuously acquiring and exchanging data and ex-
ecuting decisions. Being nodes of a network will give 
complexity and resilience to the military system 
synchronizing forces across domains, with or without 
direct contact with those forces, providing new capa-
bilities for the application of operational art across air, 
space, and cyber domains.

Italy, which shares a part of its defence industry with 
the UK, has worked towards the most logical solution, 
but has also underlined the need not to fragment the 
industrial potential as happened with Eurofighter, 
Gripen, and Rafale programmes.

Having more types of aircraft in the Alliance under-
mines interoperability and synergy between allies by 
reducing the integrated logistic support, whose 
inefficiency will negatively impact the military capa-
bilities available in the operational theatre.

Comparing the Gross Domestic Product (GDP) of the 
countries participating in the Tempest, FCAS, Torna-

do and Eurofighter programmes, the following ele-
ments can be detected:

•	The Tornado counts on Germany, Italy and the UK 
whose GDPs total approximately 8.2 trillion USD 
(2017 values).

•	Eurofighter with Germany, UK, Italy, and Spain availed 
of 10.5 trillion USD.

•	The FCAS aircraft, on the other hand, will be able to 
leverage 7.5 trillion USD.

•	The Tempest aircraft contemplates a potential of 
only 5 trillion USD aggregate.10

The development of the sixth-generation aircraft 
might face limitations due to reduced budgets and 
probably will not have economic repercussions as in 
the F-35 programme.
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Merging the two European projects, Tempest and 
F-CAS, improvements are to be expected. In this 
respect, the financial base would be comparable to 
China’s 12.2 trillion USD of comparable GDP. If, on the 
other hand, the projects were to encompass all the 
countries of the European Union, it could count on 
18.5 trillion USD, close to the US GDP of 19.4 trillion 
USD.11 Undoubtedly, the effects of the Covid-19 crisis 
will have an impact on the projected financial esti-
mates.12

Conclusion

A keyword emerges from this picture, namely: frag-
mentation. An antithetical word to that of ‘Union’, 
making Europe a giant with feet of clay on various 
fronts, from foreign, domestic, industrial and economic 
policies.

A unity of purpose and a unity of views is required, 
and perhaps a single European defence industry.

Faced with the uncertainty and insecurity of the 
future, it is necessary to remain united.

The military instrument is fundamental to guarantee-
ing security. As history has shown, the aerospace 
power provides nations and national political leaders 
with an instrument of unparalleled responsiveness 
and flexibility, and is always in constant evolution.
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Europe now has set the stage for a turnaround through 
the Next Generation European Union13 tool that will 
be implemented through three pillars: helping mem-
ber states to recover, reviving the economy and sup-
porting private investments focused on research and 
innovation. European leaders should take advantage 
of this reset opportunity and find a way to knit Eu-
rope’s defence industries into a more interconnected 
system with enough funding and cohesive technical 
and production capability to tackle the challenges of 
hypersonic threats and sixth-generation systems. 
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Leveraging the Alliance’s Effort  
in Fighter Aircraft Design
Multinational Task Groups on Fighter Aircraft Design  
and Assessment

By Dr.-Ing. Andreas Schütte, German Aerospace Center (DLR)

By Prof Dr Russell M. Cummings, United States Air Force Academy (USAFA)

By Dipl.-Ing. David Klaßen, NATO Science and Technology Organization (NATO STO)

Introduction

The NATO Science and Technology Organization (STO) 
has the objective to foster and improve the  
interchange of information relating to military  
research and development between the NATO  
nations. It is a follow-on organization of the Advisory 
Group for Aerospace Research and Development 
(AGARD) founded in 1952, which represented a 
pioneering and successful experiment in scientific 

cooperation among NATO nations. The founder and 
first chairman of AGARD, Dr Theodore von Kármán, 
dedicated his life to the enhancement of understanding 
and cooperation among scientists of different nations. 

In 1998 a new organization was formed by the merg-
ing of AGARD and the Defence Research Group (DRG) 
into the Research and Technology Organization 
(RTO), which was transferred into the Science and 
Technology Organization (STO) in 2012. By that time, 
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NATO STO established coverage of a broad spectrum 
of military research and technology topics, consoli-
dating several domains like land, sea and air vehicle 
technologies, as well as military systems, medicine, 
electronics, and simulation.1

This article provides insights of the facilitation of mul-
tinational research and technology development  
under the umbrella of NATO STO by presenting an  
example of the effort which the Applied Vehicle Tech-
nology Panel (AVT) is contributing to the alliance. AVT 
focuses on platforms and platform technologies for 
land, sea, and air vehicles, and since AVT is an organi-
zation of voluntary contributors, the research itself is 
not funded by NATO but by the participating nations. 
This leads to the fact that the nations themselves sug-
gest the research topics. Hence, AVT’s programme of 
work follows the aim for receiving a deeper under-
standing of physics and technologies, for sealing 
technology gaps within the nation’s own research 
programmes, and for fostering new ideas for the  
future. AVT is using the leverage of working in a multi-
national environment, where knowledge exchange 
happens and enablers are created, like test campaigns 
or field trials that would not have been realized in any 
single nation’s effort. The general working format of 

AVT is organized around major semi-annual meetings. 
During those AVT panel business weeks, various 
events like workshops and symposia on different top-
ics are conducted, and currently more than 40  
research task groups are meeting to discuss and coor-
dinate their efforts. AVT is guided by a leading panel 
and technical committees, observing and supporting 
the technical programme of work.2 

NATO AVT Research Task Groups on 
Fighter Design and Assessment

One of the current challenges for AVT to overcome 
is the understanding and prediction of fighter aero-
dynamics, as well as the development of reliable 
overall computational design methods. Therefore, 
for almost 20 years, AVT tasks groups have been 
dealing with the development of experimental and 
numerical methods, as well as tools to design and 
assess modern fighter aircraft. Recently, holistic  
design capabilities were addressed in order to pro-
vide a dedicated combination of methods and tools, 
which can lead to an optimal exploitation of their 
capabilities. Following the higher goal of leveraging 
the individual nation’s efforts, AVT has picked up 
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that challenge. The following chart gives an exam-
ple by DLR (German Aerospace Center) of how the 
national research programme is connected to NATO 
AVT activities and leverages the multilateral scien-
tific contributions. The figure illustrates the type of 
target configurations focused on by the national 
military research projects at DLR along the top line. 
AVT’s related task groups and workshops are shown 
in the central work stream, while the bottom line 
provides a brief description of these core topics: 
Computational code validation, flow physics assess-
ment, stability and control assessment, design  
requirements and control concepts design, multi-
disciplinary fighter aircraft design as well as design 
issues regarding aeroacoustics, infrared and radar 
signature.

The way NATO AVT research contributes to enhancing 
the alliance’s military capabilities, and supports the 
closing of technological gaps between its individual 
nations, is described by AVT research task groups 
dealing with the design and performance assessment 
of air vehicles and air vehicle technologies. 

AVT-161 & AVT-201: Setting the  
Foundations for a Multinational  
Fighter Aircraft Design

One of the major tasks within NATO AVT task groups in 
the past has been to improve the understanding of 
the flow physics of high angle of attack aerodynamics 
of fighter aircraft, as well as performance prediction 
and assessment, especially stability & control charac-
teristics predicted by high-fidelity numerical meth-
ods. This approach has always corresponded to 
various national research programmes among NATO 
nations. One of the major initial task groups was 
AVT-161 on ’Assessment of Stability and Control Pre-
diction Methods for NATO Air and Sea Vehicles’. 
AVT-161 aimed to establish the ability to accurately 
predict static and dynamic stability characteristics of 
air and sea vehicles using Computational Fluid 
Dynamics (CFD) methods to enhance vehicle design 
methodology. The scope was to assess state-of-the-
art CFD methods for predicting static and dynamic 
stability characteristics of military vehicles in the air 
and sea domains, and identify areas requiring further 
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development. This required sufficient experimental 
validation data to assess the ability of physical model-
ling to capture the nature of the flow physics of 
unsteady and off-design fluid dynamics processes for 
NATO air and sea vehicles. The target air vehicle to 
demonstrate the task accomplishment was a  
generic unmanned combat aerial vehicle (UCAV) con
figuration called SACCON – ‘Stability and Control 
CONfiguration’. 

AVT-161 found that CFD could adequately predict the 
static stability characteristics for air and sea vehicles. 
However, for dynamic manoeuvres with vortex-domi-
nated flow fields, the CFD predictions still needed to 
be improved. Several investigations showed that dy-
namic stability characteristics could be predicted 
within engineering accuracy, but the detail and physi-
cal nature of the flow still requires an experimental ap-
proach used in an integrated fashion with the CFD. It 
was also shown that non-linear system identification 
methods could make a valuable contribution to the 
computational effort, as they are able to identify areas 
of significant non-linearity without running an overly 
large number of CFD predictions. There is still a high 
demand for accurate and efficient methods to predict 
the performance of military air and sea vehicles, which 
led to the formation of the follow-on task group 
AVT-201 for the air vehicles domain.3

In AVT-201, the investigations were extended to the 
design and estimation of control device effectiveness 
for highly-swept, low-observable UCAV configura-
tions. The generic SACCON configuration was extend-
ed with control devices, and additional experiments 
were conducted at a wider range of subsonic and 
transonic speeds. An additional task of AVT-201 was to 
transfer the knowledge base to full-scale applications. 

AVT-201 was an additional element of a continuous re-
search programme within AVT evaluating the aerody-
namic performance of military air vehicles. This com-
prised essential fundamental research topics as well as 
programmes dealing with the assessment of fully-
equipped military aircraft configurations. These con-
tinuous activities eventually provided the tools to es-
tablish a reliable design task to conduct a new design 
based on the application of computational methods.4

AVT-251: Evolving the Multidisciplinary 
Approach

These new requirements led to the formulation of 
AVT-251, which was established in order to accept 
those challenges. The plan was to perform a multidis-
ciplinary redesign of the SACCON configuration  
towards a realistic aircraft concept within three years. 
The group would deal with non-linear aerodynamic 
flow physics, control device strategies for the medium 
to high angle of attack flight regimes, and with the 
design aspects regarding propulsion systems and sig-
nature constraints – everything relying purely on CFD 
and other numerical methods. However, it became  
clear from the start that a comprehensive investiga-
tion covering all relevant aspects of the design would 
be beyond the scope of the group. Instead, AVT-251 
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focused on the available resources and partners for 
some of the most critical aspects, and then linked 
everything together using conceptual aircraft design 
methods.

Within AVT-251, the main achievement was to dem-
onstrate that the UCAV demonstrator MULDICON 
(‘Multidisciplinary-Configuration’) was able to con-
duct specific mission requirements that were typical 
for an advanced, agile UCAV configuration. Design 
trade studies were conducted within the framework 
of multiple groups, including design, aerodynamics, 
controls, structures, and engine integration. All of this 
was accomplished without additional wind 
tunnel testing of the new configura-
tion.

Although the discipli-
nary spectrum was not 
comprehensive with respect to a 
fully approved design, all major design 
disciplines required to prove the validity of the 
demonstrator were involved. This study represents  
a good example of how modern design and analysis 
tools can streamline the design process, as well as  
being able to come up with a feasible configuration 
within a reasonably short period. The MULDICON 
configuration has similarities to a number of other 
modern UCAVs, and represents a feasible design with 
controllable flight characteristics at angles of attack 
that make the configuration agile and capable of  
fulfilling more challenging 
mission profiles.

Military applications, es-
pecially for manoeuvring air 
vehicles operating in a regime 
where the dynamics are non-lin-
ear, require an inte-
grated approach 
of computation 
and experiments. If the integration is done 
correctly, the computational capability will 
be able to reduce the experimental cam-
paigns required to adequately predict 
the flow. A feasible design can then be 
achieved in a much shorter period of 

time and for less expense. The results of AVT-251 
showed that this approach was feasible, although  
certain supporting technology areas would still need 
to be improved.5

AVT-239 & AVT-295: Exploitation and  
Application of the Acquired Knowledge

In parallel to the above-mentioned activity, AVT-239 
focused on the redesign of UCAV control systems to 

enhance the survivability of future mili-
tary aircraft. Legacy approaches, using 
deflecting surfaces that open gaps 

and seams in the aircraft surface, are  
at odds with the demand for  

enhanced survivability. 
Within the task group, 

novel approaches using Active 
Flow Control (AFC) technology offered the 

promise of full aircraft flight control with-
out compromising detectability. There-
fore, several AFC technologies were iden-

tified, developed, and assessed against key 
vehicle performance and vehicle integration 

criteria (complexity, maintainability, reliability). The 
goal was to identify the technologies that minimized 
the reliance on conventional control surfaces during 
different portions of the vehicle mission profiles. 

These expanded technical requirements, along with 
the expertise of previously mentioned activities, 
helped to initiate AVT-295 on ‘Demonstration of Inno-
vative Control Effectors for Manoeuvring of Air Vehi-

cles’. AVT-295 tested the aerodynamic perfor-
mance of these technologies, 

during a representative in-
gress mission phase, on two 

platforms representative of 
next-generation tailless aircraft, 

the Lockheed Martin ‘Improved Con-
trol Effectors’-ICE configuration and the 

BAE Systems MAGMA configuration. Similar 
to the previous activities, AVT-295 first combined 

experimental wind tunnel testing and high-fidelity 
numerical simulations. Aerodynamic data was then 
incorporated into flight dynamics simulations, where 
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flow control technologies were used to provide flight 
control in lieu of conventional control surfaces. Even-
tually, the technology was applied to the two corre-
sponding aircraft demonstrators in order to prove the 
concept in flight tests.

The flight demonstration programme successfully 
confirmed the feasibility of using novel control tech-
nologies to stabilize and manoeuvre a tailless vehi-
cle. This was accomplished not only in terms of  
performance, but also by identifying the steps and 
barriers of the implementation into a realistic aircraft. 
Furthermore, the approach of AVT-295 increased the 
confidence in the modelling and prediction meth-
ods when applied to full-scale vehicles.

AVT-295 flight testing led to many important results, 
including the conclusion that the technology was 
‘feasible and reasonable’ for flight control. A direct 
implication of these results was the announcement 
in August 2019 by the Defense Advanced Research 
Projects Agency (DARPA) of its latest request for new 
ideas in the arena of flight controls. DARPA estab-
lished the Control of Revolutionary Aircraft with 
Novel Effectors (CRANE)6 programme and sought 
contributions through a request for information. This 
is another excellent example of how NATO’s mem-
bers benefit greatly from the experience of the  
collaboration of the NATO nations.7

Conclusion

The path of the AVT task groups described above  
is just one example of how multinational research is 
performed in the context of NATO STO. The joint en-
hancement of the knowledge base among NATO na-
tions leveraged the knowledge transfer into national 
research programmes as well as into industrial tech-
nology and design approaches. The multinational 
collaboration provided experimental expertise and 
test capabilities, which any single nation probably 
could not maintain, and made computational simu-
lation power available to complete a systematic  
approach in order to achieve a realistic and compre-
hensive design task by understanding flow physics. 

Specifically, the national participants gained knowl-
edge regarding stability and control prediction meth-
ods from CFD to Reduced Order Modelling (ROM), 
and an extended approach integrating experimental 
and numerical methods. The results of the group ini-
tialized and influenced further national research pro-
grammes within the participating nations, including 
the graduate-level education of future scientists and 
engineers. Finally, an experimental database created 
in these NATO Task Groups can further be used for 
CFD validation and as a reference for future design 
tasks. All of these benefits are the direct result of the 
commitment of partner nations within NATO working 
together on leveraged programmes of mutual inter-
est and importance.

Within the network of NATO’s AVT community, scien-
tists and engineers from more than seven allied  
nations and ten organizations shared their experi-
ence and technical capabilities in order to improve 
knowledge, including knowledge of simulation and 
design tools that are now available and accessible  
in the field of modern fighter aircraft design and  
assessment. Organized in more than 12 task groups, 
NATO’s research and development effort has over-
come individual technological gaps and thereby 
strengthened NATO as a multinational collective. The 
multidisciplinary and multinational approach has 
proven its success by being applied to the develop-
ment and in-flight demonstration of innovative flight 
control effectors in next-generation aircraft, which 
has reached an outstanding maturity level and great-
ly benefits the NATO nations. 

	 1.	 https://www.sto.nato.int/Pages/organization.aspx.
	 2.	 https://www.sto.nato.int/Pages/technical-team.aspx?k=(*)&s=Search%20AVT%20Activities&View= 

{2C52FF39-CB1C-4A13-8129-6976E923EDEC}&FilterField1=ACTIVITY%5FPANEL&FilterValue1=AVT.
	 3.	 R. M. Cummings and A. Schütte, ‘Assessment of UCAV Stability and Control Prediction Methods’,  

Royal Aeronautical Society Applied Aerodynamics Conference, Bristol UK, Jul. 2016.
	 4.	 R. M. Cummings, C. M. Liersch, A. Schütte, and K. C. Huber. 2018. ‘Aerodynamics and Conceptual Design 

Studies on an Unmanned Combat Aerial Vehicle Configuration’, Journal of Aircraft 55: p. 454–474.
	 5.	 C. M. Liersch, R. M. Cummings, and A. Schütte, ‘NATO STO/AVT-251: A Joint Exercise in Collaborative 

Combat Aircraft Design’, NATO AVT-324 Specialists Meeting on Multidisciplinary Design Approaches and 
Performance Assessment of Future Combat Aircraft, STO-MP-AVT-324, Sep. 2020, pp. 1-1 to 1-18.

	 6.	 https://www.darpa.mil/program/control-of-revolutionary-aircraft-with-novel-effectors.
	 7.	 https://www.scientificamerican.com/article/the-next-darpa-x-plane-wont-maneuver-like- 

any-plane-before-it/.
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Transitioning NATO to an  
All-Domain Mindset
By Captain Daniel Cochran, US N, JAPCC

By Colonel Matthew Willis, US AF, JAPCC

Refocus on Joint and Combined

Joint All-Domain Operations (JADO) is a concept 
with the ambition of maximizing the effectiveness 
of all declared NATO forces through broadly focus-
ing on two critical interoperability areas: obstacles 
between services and across the nations. The over-
arching goal of JADO is to progress from coordinated 
joint actions (today’s capability) to synchronized all-
domain operations. Considering that there are 30 
NATO member countries, the Alliance has some-
where around 90 separate national services, each 
having their own identity, culture, and capabilities. 
Any effort that receives input from more than one of 

these 90 different services while making headway 
on improving interoperability across the Alliance 
should be considered. Historically, there has been a 
long list of warfighting philosophies designed to 
achieve progress in employing service-specific forces 
in a cohesive manner across two or more domains. 
Previous examples of efforts to expand ‘joint war-
fare’ concepts include ‘Air-Land Battle’1, ‘Air-Sea Bat-
tle’2, ‘Effects Based Approach to Operations (EBAO)’3, 
Net Centric Warfare, and most recently both ‘Air 
Land Integration (ALI)’ and ‘Multi-Domain Opera-
tions (MDO)’. MDO has established a foothold within 
the minds of NATO’s military thinkers, because it  
begins to examine the enormous potential of a truly 
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integrated future joint force, able to simultaneously 
tap into capabilities across the entire spectrum  
of current and emerging systems available from 
military services. MDO has been described as ‘joint 
warfare on steroids’, making a reference to the num-
ber and speed of decision-making as compared to 
traditional joint warfare.

If embraced by joint leaders across NATO nations, 
MDO-focused efforts may create more interopera-
bility throughout the approximate 90 services. 
There are, however, a few foundational issues with 
this joint effort that can be easily rectified. First,  
because essentially most services already operate 
across multiple domains, senior leaders who don’t 
believe MDO is a new idea or required for joint 
growth have been heard to essentially say, ‘Yes,  
I love multi-domain operations. We have been  
doing that in the Navy (or Marines, Army, Air Force) 
for decades and find it to 
be very effective.’ Second, 
although the approach  
of categorizing warfare  
actions into domains may 
have been historically ap-
propriate, considering the 
entanglement of systems 
and interconnected capa-
bilities spanning the  
domains in today’s state-
of-the-art militaries, it can 
be argued that the traditional rigid structure of  
services based on their principle operating domain 
may not be very useful in many future scenarios.  
It is likely that the victor will emerge as the force 
able to manoeuvre easily in and through all  
domains in an efficient and synchronized manner 
at a speed which the opponent cannot match.  
Finally, since the vast majority of global militaries 
plan for and rely on their ability to conduct opera-
tions in a coalition environment, as is certainly the 
case for NATO-aligned nations, operating com-
bined should be at the centre of the effort. In sup-
port of these tenets for the future of NATO opera-
tions, the ‘NATO JADO’ project has been introduced 
by the Joint Air Power Competence Centre (JAPCC). 
The current working definition for this term is:

As previously discussed and implied in the title, the 
focus of this effort is joint and combined. Another 
joint focused effort, led by the United States (US) 
called Joint All-Domain Command and Control 
(JADC2) has recently decided to modify their title by 
adding ‘Combined’ to the front, updating the effort to 
CJADC2.4 Considering the way each service (and even 
platforms within each service) has built their data  
architecture, it may take a decade to achieve seamless 
Command and Control (C2) of only US assets, however 
the change in name is important. Adding ‘combined’, 
even if only initially in small groups of nations, helps 
keep the ultimate goal in sight as small advances in 
all-domain operations are attained. 

Deterrence has been effective thus far for the Alliance. 
In the 72 years since the establishment of NATO, the 
Alliance has not faced a true existential challenge. 
There have been numerous cases of ‘coalitions  

of the willing’ engaging  
in combined campaigns 
which have identified many 
lessons. Building alliances 
has proven to be critical to 
successfully responding to 
a crisis in that it confers  
legitimacy on the effort 
while also increasing availa-
ble forces and capabilities, 
reducing each nation’s indi-
vidual burden. However,  

responding multilaterally creates challenges across 
the entire spectrum of the effort, from planning 
through execution and evaluation. Common issues 
include: maintaining proper alignment of the coali-
tion and national priorities, asymmetries in the allo-
cated forces in terms of technology and capabilities, 
operating with shared (or at least interoperable) Tac-
tics, Techniques, and Procedures (TTPs), ironing out 
national caveats, determining a sound structure for 
C2, managing language barriers, and religious and 
cultural differences. Compounding the challenge, 
these obstacles can be even more difficult to quickly 
overcome when the coalition is required to coalesce 
and respond in a rapid manner due to an emerging 
crisis. NATO leaders should ensure that preparation for 
future operations is strongly influenced by this reality.

NATO Joint All-Domain Operations
Actions taken by the joint forces  

of two or more NATO nations,  
comprized of all available domains, 
integrated in planning and synchro-

nized in execution, at a pace sufficient 
to effectively accomplish  

the mission. 
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Training All-Domain Leaders

To develop operational leaders who are truly able to 
command with an all-domain perspective, joint train-
ing and education should start early in their careers.  
A leader who has spent the majority of their military 
employment tackling problems from a component-
specific view of assets may find adapting their thinking 
to an all-domain mindset very challenging. In  
order to eliminate these biases in problem-solving,  
future JADO commanders might not be affiliated with 
a specific service at all. Even without knowing with 
much granularity what NATO JADO will look like, it is 
clear focus should be given to improve the ‘joint  
experience/expertise’ of leaders. Building these leaders 
at a young age, they will be better prepared to lead as 
portions of the NATO JADO concept begin to become 
operational reality. Just as essential to the conduct of 
operations in a future crisis will be the fundamental 
understanding of the multi-domain nature of NATO’s 
future forces. This will require the Alliance to educate, 
train and exercise forces in scenarios which promote 
all-domain understanding across the force and 
challenge traditional barriers to interoperability. The 

complexities of all-domain warfare will drive future 
leaders to have to increasingly rely on field command-
ers and operators to execute a variety of ‘mission-type’ 
orders while adapting to battlefield conditions as  
the conflict progresses and non-domain specific 
challenges and opportunities present themselves. 

All-Domain Operational Execution

How can NATO continue to pivot towards considering 
effects across the domains? A step in the right direc-
tion might be to fortify the Joint Force Commands 
(JFCs) and their role in the planning and execution  
of large, joint operations. Over the past eight years, 
the JAPCC has been involved in the major NATO joint 
exercises and has contributed to the evolution  
of threat scenarios and dramatically improved the  
realism and complex nature of multi-domain warfare. 
Leaders and staffs across NATO have come to accept 
much more challenging situations along with em-
bracing lessons identified through failure. These are 
very important advances along the path to improving 
and modernizing the mindset of NATO’s leaders when 

International Security Assistance Force (ISAF) was a NATO-led military-mission in Afghanistan 
from 2001 until 2014 and was comprised of 28 NATO Allies and 22 NATO partners.
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it comes to joint operations. Exercise Control is provid-
ing the training audience multi-domain warfare prob-
lems, and leaders are embracing this challenge. 

However, progress in this evolution of thinking has 
been hampered by the use of historical component-
specific problem-solving. An example of where this 
mindset needs to mature, is to consider the problem 
of trying to apply effects in an area that is highly con-
tested, at least to some degree, in all-domains (some-
times referred to as Anti-Access/Area Denial or [A2/
AD]). The adversary must employ highly capable  
systems across multiple domains to create this envi-
ronment, and as such, it generally requires allied  
effects across all-domains to effectively gain access. 
However, JFCs have generally kept a more traditional 
approach, handing over the lead in this truly joint 
problem to a single component command. Compo-
nent commands are experts in their component  
capabilities and have direct access to only their  
assets. Without the resident cross-domain knowl-
edge and the large number of liaisons located at the 
JFC, component commands may not have the requi-
site insight into the capabilities and capacity of other 
components operating in the area. Although the 
supported commander is able to request support 
from the supporting components, there exists a  

tendency to use the assets under their control first, 
even if they are not the most effective for the specific 
mission. One step to begin training to an all-domain 
fight would be to favour the joint commander keep-
ing primary responsibility for tasks that require a wide 
range of joint assets to achieve success. 

Perhaps the solution involves a more tailorable com-
mand structure that considers the primary variables 
for a specific conflict. Depending on the conflict  
scenario (scale and complexity), the actual forces 
which have been allocated, and the level of joint 
training and experience the joint and component 
commanders (and their staffs) possess, asset appor-
tionment and allocation could reside at various  
levels within the command structure. This more flex-
ible command construct will likely challenge current 
views of supported and supporting relationships, 
and leaders should ensure the resulting command 
structure retains clear unity of command while 
maintaining focus on the strategic goals.

Synchronizing Joint Capabilities

NATO continues to develop joint capabilities, but still 
suffers from only being able to achieve ‘coordinated 

Aegis Ballistic Missile Defense (Aegis BMD), designed for use in surface ships, have been modified 
for land-based and stationed at ground locations to bolster Europe’s BMD capabilities.
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joint actions’ and not ‘synchronized all-domain  
operations’. While this is partially a function of the 
limits of the current C2 systems and structures, there 
is much more evolution possible in the ‘mindset and 
leadership’ areas. The JAPCC’s new NATO JADO study 
will evaluate process improvements for air opera-
tions to address the limitations in C2, leadership 
models, joint force training and information sharing. 
As technologies continue to improve and are more 
widely fielded across the Alliance, NATO leadership 
and training models must be poised to take advan-
tage of these warfighting advances. With finite  
resources, generally characterized as stagnant for 
the majority of NATO nations, it is vitally important 
that decision makers maintain strong connection  
to the needs of their troops and concentrate their  
efforts on achievable projects that directly get after 
the most impactful solutions. The wide capability 
disparities between the 30 NATO nations are a chal-
lenge to the Alliance’s interoperability, but not an 
insurmountable barrier on the path toward NATO 
JADO. The key to mitigating the variations in national 
resources and military capabilities will be JADO train-
ing and education which should begin immediately. 
In addition, the impact of disparities in JADO com-
petencies across the nations going forward can  
be lessened by a robust education and exercise  
regimen to test proposed leadership models and  
develop solutions to training deficiencies and  
improve decision speed. 

Lessons Identified

The goal of combined, all-domain operations is a lofty 
one, especially when applying it to a large, NATO-led 
effort. However, through a plethora of nationally- 
directed efforts and exercises, lessons have already 
emerged that should be collectively incorporated 
into the Alliance to continue progression. One lesson 
theme identified has been the requirement to incor-
porate joint and partner considerations early in the 
development of national systems. Additionally, NATO 
needs to clearly define standards to avoid future inter-
operability issues while antiquated systems should be 
upgraded or replaced, if they cannot meet the stand-
ards. The majority of resources should be given to  
efforts that have matured to a state where tangible 
results can be produced. For example, there has been 
ample discussion about what future joint doctrine 
may look like in terms of who approves actions and 
who has control authority over assets. However, 
NATO’s current joint doctrine is able to broadly sup-
port JADO, and until more tests and exercises are con-
ducted, efforts may be better served on known JADO 
deficiencies such as the establishment of a robust C2  
system, able to link sensors to shooters across organi-
zations. Emphasis on development of advanced  
C2 should be prioritized now, instead of waiting for 
updates to the doctrinal hierarchy. Furthermore, joint 
exercises have unequivocally concluded that JADO 
requires a high level of decentralized execution to be 
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efficient. Considering the trend in many militaries 
over the last few decades which could be character-
ized as moving towards more centralized control, the 
question remains if current TTPs are able to support 
an expansion of decentralization or indicate the need 
for a modification. Additionally, NATO’s existing stand-
ardization protocols, each nation’s budget realities 
and support to national industries, and the uneven 
distribution of advanced technologies will continue 
to challenge interoperability efforts and promote the 
lop-sided allocation of burdens across the Alliance.  
To fully mitigate these factors, it will be necessary to 
reimagine the supported and supporting relation-
ships in joint warfare settings.

Conclusion

The ability of NATO forces to be seamlessly inter
operable, complementary, and harmonized will be 
required to prevail against potential future peer  
adversaries while minimizing allied losses. Consider-

ing the rapid advance of technology and capabili-
ties worldwide, their uneven distribution, along 
with the relatively recent expansion of warfighting 
domains (space and cyberspace), the requirement 
for NATO to learn how to operate synergistically 
across all-domains is clear. If, in this process, it  
is concluded that it is too difficult to combine 90 
disparate organizations to fight cohesively, consider 
the situation where potential adversaries outpace 
NATO in the effort to evolve to an all-domain force. 
This is likely the most demanding military problem 
allied-nations and NATO will face, and all must act 
collectively and urgently to meet the challenge. 

	 1.	 https://www.tradoc.army.mil/Portals/14/Documents/Command%20History/Command%20 
History%20Publications/From%20Active%20Defense%20to%20AirLand%20Battle.pdf

	 2.	 https://archive.defense.gov/pubs/ASB-ConceptImplementation-Summary-May-2013.pdf
	 3.	 https://www.doctrine.af.mil/Portals/61/documents/Annex_3-0/3-0-D06-OPS-EBAO.pdf
	 4.	 Tadjdeh, Y, ‘Challenges Loom for Joint All-Domain Command, Control’, National Defense, 8 Dec. 2020. 
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Big Data in ISR
Big Opportunity for Data Analysis Challenges

By Major Giuseppe Valentino, IT AF, JAPCC

Introduction

Over the past few decades, the use of data and  
information has been exponentially increasing. 
While data collection is an expected and thus nor-
malized facet of life, reinforced by the many bureau-
cratic protocols people adhere to in order to live, 
work and travel, it is profoundly different in military 
operations, where data processing is the key to 
achieving effective results. The overwhelming vol-
ume of data, combined with its complexity, causes 
any necessary decision-making to be a long, drawn 
out and cyclical process which impacts ongoing  
operations. Indeed, the human brain lacks the  
capacity to manage information in a short-time 
frame and find the appropriate response quickly.  

For these reasons, the Big Data issue, related to  
new technologies and modern multi-domain oper-
ations, has been a critical focus area in recent NATO  
debates. Current theories are unable to define the 
concept of Big Data coherently or consistently, 
mainly due to the complexity and ambiguity of the 
idea1. The aim of this article is to cast light on Big 
Data and its potential purposes in the Intelligence 
Surveillance Reconnaissance (ISR) in terms of the 
data management approach. 

This article reflects a portion of a wider JAPCC study 
on the same subject. Readers are encouraged to 
look at the ‘Big Data Management in ISR and New 
Technology Trends’ white paper for a more in-depth 
understanding. 
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Big Data Statement

The term Big Data2 can be defined as multiple sets 
composed of many bits of data, analyzed or not, and 
interrelated by tools based on dedicated algorithms 
for information exploitation. It might not involve a 
new technology or a new database, but ‘it is a relation-
ship between data and the organizational, procedural 
and cultural factors that make up the enterprise. It is 
primarily about the ways in which data is managed.’3 
According to the Gartner definition, ‘Big Data is high 
volume, high velocity and/or high variety information 
assets that demand cost-effective, innovative forms of 
information processing that enable enhanced insight, 
decision making, and process automation.’4 The state-
ment quoted in this article most represents the cur-
rent view in supporting this explanation. 

Big Data is comprised of collected datasets and infor-
mation that are characterized by complexity and are 
not immediately useful for exploitation. The simple 
and disaggregated dataset may not support the deci-
sion-making process at any level. Overall, the use of 
Big Data could bring an operational advantage, but 
only if the information can be turned into readable 
data in a time-sensitive manner to deliver indications 
and warnings for threat analysis.

The scientific world defines Big Data by five leading 
attributes:5

Volume: Currently available data reaches into the 
terabytes and even petabytes. The ‘big’ represents 
millions and billions of information bits stored in  
different databases. To quantify the exact volume of 
data is difficult to do at any one moment. 

Velocity: Refers to the data exchanged among the 
interconnected systems within a specific measure of 
time. In daily life, organizations constantly and con-
tinuously collect new data, in real-time, from myriad 
sources, and exchange information among organiza-
tions very rapidly. 

Variety: Big Data is comprised of text, images, videos, 
and other information continuously created, collect-
ed, and shared. 

Veracity: Accuracy is not always present in large 
data or datasets. Acquiring a huge variety of data can 
reduce the level of accuracy. Accuracy is a criterion 
to select and clean data to determine what portions 
should be processed to obtain useful information. 

Value: The term ‘value’ is often used interchangeably 
and without precision. It might represent additional 
information that it is achievable only by combining a 
huge amount of data by tools6. Big Data is as valuable 
as its utilization in the generation of actionable infor-
mation. There is no disagreement that data holds the 
key to actionable insights to validated information; 
however, the post-modern organization needs to pro-
gress quickly to be able to analyze data automatically. 
Moreover, it is essential to understand the patterns 
within the data, and to provide solutions in visual7 and 
readable information to add value.

Overall, Big Data could be considered a federated 
database8 with the following features:

•	Structured data;
•	Unstructured data;
•	Semi-structured data.

The challenge is to enable automatic data processing 
and data interconnection among information streams 
for advanced applications. The correct use of Big Data, 
through employing different information or databases 
sourced from all domains, may be essential to reach 
the desired information dominance to support mili-
tary operations. 

The ‘world of data’ provides the possibility of having a 
copious amount of differing information simultane-
ously. The current dilemma is how to obtain usable 
intelligence to support Commander’s Critical Infor-
mation Requirements (CCIR)9 and related priorities 
inside the complexity of the decision-making pro-
cess. Recently, many nations have improved their  
capability to gather information due to the possibility 
of interconnecting multiple databases. Despite the 
increasing capabilities of available systems, a critical 
point remains as to the ways in which to manage the 
countless amounts of data acquired. In other words, 
complex organizations, like NATO for example, should  
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be able to establish a common and standard criterion 
to use data and related analysis. It may be reasonable 
to follow the systematic approach by providing for 
common:

•	Data strategies;
•	Management of data systems;
•	Policies for data storage;
•	Validating processes and algorithms.

Management of priorities became the first element 
inside the Big Data analysis that was essential in 
supporting operational data users.

Another important priority is the data storage, consid-
ering that much of the information about a potential 
adversary is already present in the databases. Neverthe-
less, information should be stored according to a useful 
structure, which guarantees and implements basic  
intelligence practices. Furthermore, the most critical  
aspect for NATO is to have sharable ISR databases that 
could support information systems and warnings.10 
The methodology and data matching should be a  
pre-defined process to validate the analysis. 

Using Big Data

Recently, NATO acquired its first owned unmanned 
ISR system11, Global Hawk, which will permit the 
gathering of videos and data worldwide. In fact, ISR 

can count on support from Air Power and Space 
through images and other data collection that is  
essential in obtaining current intelligence as well as 
maintaining information superiority. Moreover, the 
NATO information system is integrated by other data 
sources and national data contributions based on a 
federated architecture. These outstanding volumes 
of data highlight the opportunity to identify a new 
architecture of technology to enhance the use of Big 
Data to optimize the Alliance’s capabilities in intelli-
gence management. 

Recently, researchers displayed an increased interest  
in new technologies for Big Data, which provides an 
important opportunity to apply and optimize data  
fusion process for military purposes. At the same time, 
it is reasonable to note the data analysis in which the 
key factors are there to protect allied assets and troops. 
The use of emerging technologies and tools repre-
sents a turning point in transforming intelligence anal-
ysis and command and control synchronization. 

As argued by Air Chief Marshal, Sir Stuart Peach, ‘[Big 
Data] holds great potential for the Defence and Secu-
rity sector but [the Ministry of Defence] must not fall 
into the trap of procuring only bespoke software solu-
tions if it is to exploit the technology in a timely 
manner.’12 The challenge in ISR is to apply Big Data 
with a clear management methodology for reducing 
the time taken to disseminate information and miti-
gate errors in assessments due to human factors. 
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Improving the Processing  
Exploitation Dissemination  
Cycle to Support Commander’s  
Decisions

ISR issues in NATO are well known and have been 
highlighted in recent operations. The limitations 
due to data exploitation in ISR manifested during 
the crisis in Ukraine where NATO was surprised by a 
Russian so-called ‘snap exercise’. Information was 
collected, but not immediately available, for action-
able intelligence to support rapid decision-making 
on how to exploit the information gathered on pre-
venting Russia actions in Eastern Ukraine. The key to 
success for the future of ISR is to synchronize opera-
tions and intelligence by continuous exploitation  
of analyzed data, ensuring it is reliable and  
validated. In the Processing, Exploitation 
and Dissemination (PED) cycle, ISR 
should guarantee the full inte-
gration of operational domains 
and set up a new mindset 
based on multi-domain 
data collection. In other 
words, Big Data brings a 
new perspective inside 
PED, in terms of timely,  
validated and actionable 
‘readable data’ that need to 
be defined.

Currently, NATO counts on multi-
ple databases and various informa-
tion datasets, managed by various nations; 
the critical link in this system is the missing inter-
connection of those databases between storage 
locations as well as a lack of optimized data pro-
cessing in the overall exploitation process. The old 
concept of PED13 should be revisited from a new 
perspective, where the time and reliability of gath-
ered information and its reliability to guarantee a 
seamless transition and translation into the deci-
sion-making cycle is assessed. One of the impor-
tant things to consider is the role of networking 
among systems based on cloud computing  
resources, capable of collecting data and process-
ing information close to the relevant ‘event’14. 

Task Collect Process Exploit and Dis
seminate (TCPED) at the Tactical Level 

At an operational and strategic level, data could be  
analyzed, correlated with other sources and evaluated 
accurately, while the tactical level manages the huge 
amount of incoming information, which would trans-
late to data being made available in a timely manner in 
current operations to support real-time and near-real 
time decision making. Within the current intelligence 
management structure, in which the key to success is 
the time taken to gain awareness of the ongoing situa-
tion, Big Data’s strategy plays an essential role in gener-
ating actionable intelligence. The high response time 
required to detect and collect data before processing 
and dissemination, is a real challenge that ISR needs to 

face. From this perspective, Big Data in the ISR 
environment will facilitate an understand-

ing of what is valuable from the basic 
intelligence and provide informa-

tion to extrapolate these find-
ings into the current situation. 
This ensures exploitation  
of data reliably and in an  
automatic manner. 

To illustrate this point, the 
use of tools for Moving Tar-

get Identification may have 
been imagined, in which a 

pre-defined set of data could 
match a variety of target informa-

tion and other related sources refer-
enced to obtain usable intelligence and  

deliver assessments in the shortest time frame possi-
ble. The ‘Unified Vision’ exercises, based on federated 
data exploitation architecture, underlined the notion 
that TCPED15 is a critical issue due to the lack of align-
ment and standardization between datasets. It is 
presumed that in information analysis, 88 % of ‘usable 
data is being left untouched’16 due to a multitude of 
characteristics such as data complexity, human capac-
ity, storage issues and connectivity. There is no doubt 
that emerging technologies (e.g. Machine Learning,  
AI, etc.) will continue to progress in the future together 
with advanced tools for optimizing intelligence 
exploitation, but Big Data strategy is the first step in 
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sustaining intelligence applications and resolving the 
information dilemma for the decision-making process. 

Recommendations

In conclusion, the following recommendations should 
be considered in order to apply the Big Data concept 
and put in place the required methodologies to orien-
tate it to military use and exploitation:

•	Applying standard concepts for linking databases 
from the Intelligence disciplines;

•	Interconnecting structured and unstructured data-
bases by software applications and algorithms;

•	Selecting information more easily, quickly and  
accurately;

•	Structuring tools and queries according to Intelli-
gence Requirements Management (IRM);

•	Data matching and fusion by analysis;
•	Enhancing information from text, documents, raw 

data, crypto information and converting them into 
actionable intelligence;

•	Extracting data, building models and delivering  
intelligence solutions;

•	Avoiding arbitrary systems of data classification;
•	Reducing the complexity of information;
•	Optimizing multiple-source data fusion. 

It is important to define the correct algorithm  
based on a clear Big Data strategy for ISR purposes. 
Big Data is synonymous with ‘big opportunity’. The 
traditional ISR PED system has proven itself to become 
overwhelmed by the sheer volume of data and it is 
necessary to build alternative approaches in terms of 

  1.	 NATO Science&Technology Organization (2020), Science and Technology trends – Exploring the S&T 
Edge, p. 13. Available from: https://www.nato.int/nato_static_fl2014/assets/pdf/2020/4/pdf/190422-
ST_Tech_Trends_Report_2020-2040.pdf (accessed 22 Feb. 2021).

  2.	 Col Shane P. Hamilton, Lt Col Michael P. Kreuzer, (2018), Big Data Impreative. Available from: https://
www.airuniversity.af.edu/Portals/10/ASPJ/journals/Volume-32_Issue-1/F-Hamilton_Kreuzer.pdf  
(accessed 20 Jan. 2021) The characteristics of Big Data inside military environment has not defined yet. 
For instance, The Big Data in the article ‘Imperative Air Force Intelligence for the Information Age’ written 
by Col Shane P. Hamilton, USAF Lt Col Michael P. Kreuzer, USAF, the Big Data have been analysed according 
to the USAF standpoint and features in 4 characteristics.

  3.	 Peter Roberts and Andrew Payne (2016), Intelligence, Surveillance and Reconnaissance in 2035 and 
Beyond. Available from https://rusi.org/sites/default/files/201602_op_isr_in_2035_and_beyond.pdf 
(accessed 22 Feb. 2021).

  4.	 Gartner, Inc., https://www.gartner.com/en/information-technology/glossary/big-data (accessed 22 Feb. 2021)
  5.	 Bernard Marr (2019), Why only one of the 5 Vs of big data really matters. 19 March 2019. Available from 

https://www.ibmbigdatahub.com/blog/why-only-one-5-vs-big-data-really-matters (accessed Dec. 2020)
  6.	 Laurenz Wuttke (undated), What are Big Data, 4 V’s and technology, available from: https://datasolut.

com/was-ist-big-data/#big-data-4-v (accessed 8 Mar. 2021).
  7.	 Bryan Harris, ‘Closing the OODA Loop: Using Big Data and Analytics to Improve Decision Making In-

sights From a Military Operations Research Society (MORS) Industry Showcase’, SAS, 2015 p. 7. ‘Data 
visualization is the presentation of data in a pictorial or graphical format. Even when data volumes are 
very large, visualization allows people to spot patterns that were not obvious to them before quickly and 
easily. Visualizations convey information in a universal manner and make it simple to share ideas with 
others. Yet Harris pointed out that visualizations only go so far in communicating results: ‘How many 
people have seen charts, nodded and pretended they understood them?’ Visualizations and the dash-
boards that present them are important, but insufficient. Explained Harris, ‘Visualizations are evidence. 
But at the end of the day, people remember stories, not data’. Available: https://dsimg.ubm-us.net/ 
envelope/364533/392343/ClosingTheOODALoop.pdf.

  8.	 Bianca Barbu, David Martin, Lora Hadzhidimova (2016), Advances in Defence Analysis, Concept Develop-
ment and Experimentation: Innovation for the future. Available from https://www.act.nato.int/images/
stories/media/capdev/capdev_03.pdf (accessed 21 Feb. 2021).

  9.	 AJP 2.7, Allied Joint Doctrine for Joint Intelligence, Counter-Intelligence and Security (NU), Edition A 
Version 2, Feb. 2016, p. 5-1.

10.	 Ibid.
11.	 PAO AirComm (2020), NATO Alliance Ground Surveillance Controls Firs RQ-4D Flight. Available from 

https://ac.nato.int/archive/2020/1st_NAGSF_Tng_Flight (accessed 22 Feb. 2021).
12.	 Neil Couch and Bill Robins (2013), Big Data for Defence and Security. Available from https://rusi.org/

event/rusi-occasional-paper-launch-event-big-data-defence-and-security (20 Jan. 2021).
13.	 AJP 2.7, Allied Joint Doctrine for Joint Intelligence, Surveillance and Reconnaissance (NU), Edition A  

Version 1, Jul. 2016, p. 1–3.
14.	 Frank T. Johnsen, Norwegian Defence Research Establishment (2017), STO-MP-IST178 ‘Towards Big Data 

in the tactical domain’. Available from https://www.sto.nato.int/publications/STO%20Meeting%20 
Proceedings/STO-MP-IST-178/MP-IST-178-11.pdf (accessed 20 Feb. 2021).

15.	 Ibid. 9, p. 3-1.
16.	 Altair, Connecting the dots: how data prep addresses three major challenges for the Intelligence  

community to improve threat detection, Sep. 2019, p. 3. Forrester (2014), Big Data Hadoop Solutions. 
The Forrester Wave.

analysis, data storage and information sharing. The 
first step is to identify NATO’s Big Data strategy 
through a multi-disciplinary and multi-domain vision. 
The overall aim is to reduce data complexity and con-
sistently support the decision-making process at all 
levels of the command structure. 
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The Multinational  
Multi-Role  
Tanker Transport Fleet Programme
Relevant for NATO-EU Military Air Transport?

By Lieutenant Colonel Juan Manuel Chomón Pérez, SP AF
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‘Competition has been shown to be useful up to a 
certain point and no further, but  cooperation, 
which is the thing we must strive for today, begins 
where competition leaves off.’1

Franklin D. Roosevelt

Introduction

During the Cold War, strategic Air Transport (AT) did 
not play such an important role among the priori-
ties of European countries because of its static 
geography. With the fall of the Berlin Wall and after 

the progressive development of the EU, the AT 
capabilities of European countries were put to the 
test in their participation in missions in Afghanistan 
under the NATO flag after the attacks of 9/11 in 2001.

The shortcomings of AT in Europe were obvious follow-
ing 9/11, as the Member States (MS) of the EU had to 
resort to initiatives as the Strategic Airlift International 
Solution (SALIS) or the Strategic Airlift Capability (SAC).

Further, and more recently, when referring to Air-to-
Air Refuelling (AAR)2, these shortcomings were seen 
in the allied air operations in Kosovo, Libya and Mali, in 
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which some members of the EU had to call upon and 
rely again on US refuelling aircraft.

Simply stated, the EU identified major gaps, over a 
number of deployments, among the capabilities re-
quired to successfully carry out those military opera-
tions to include strategic AAR, AT and Aeromedical 
Evacuations (AE).

‘Less than 3 % of European troops (40,000) are de-
ployed due to shortcomings in the field of interoper-
ability and a shortage of equipment. This figure con-
trasts with the 200,000 US troops deployed abroad.’3

Traditionally, strategic AT capacity to carry out EU mis-
sions has always been based on the contributions of EU 
Member States, revealing gaps and delays in the process 
of generating forces to carry out missions under either 
their own EU flag or when integrated into NATO missions.

Until recently, EU MS acquired their aircraft or devel-
oped their capabilities based on national requirements. 
The acquisition of the A400M and the A330 MRTT are 
an intermediate step, signifying an advance towards 
the alignment of national, EU and NATO objectives.

In the current context of economic crisis, the concepts 
of pooling, sharing and smart defence, through air coop-
eration models, allow some of the nations to maintain a 
set of capabilities or to develop new ones which they 
could not do on their own, based on their resources.

Considering that less than 60 % of European AAR end-
users (receiver countries) operate their own AAR strate-
gic aircraft, the Multinational Multi-Role Tanker Trans-
port Fleet (MMF) represents an innovative and 
cost-effective solution, in order to help its members 
meet their requirements, not only for AAR but also for AT 
and AE capabilities, and join the EU or NATO missions.

The Programme

The MMF is an international NATO air cooperation 
programme based on the acquisition, management, 
and operation of a fleet of Airbus 330-200 Multi-Role 
Tanker Transport (MRTT) aircraft.

The programme was launched in 2016 with the sign-
ing of the Memorandum of Understanding (MOU) 
between the Netherlands and Luxembourg. Other 
European States joined in the following years, in-
cluding Belgium, Germany, Norway, and the Czech 
Republic.4

Its creation responds to the need to renew or to cover 
the lack of strategic airlift capabilities existing at the 
European level, in particular the capabilities5 of AAR, 
AE and AT of passengers and material at an inter-
theatre level.

During the initial phase, nine A330-200 MRTT aircraft, 
with the possibility of expansion to eleven, were ac-
quired by the ‘Organisation Conjointe de Coopération 
en matière d‘Armement’ (OCCAR), on behalf of NATO 
and under the auspicious of the NATO Support and 
Procurement Agency (NSPA).

The operation of the nine MRTT aircraft is carried out 
from the Multinational MRTT Unit (MMU) from two 
airbases. The Main Operating Base (MOB) in Eind-
hoven, The Netherlands, will operate five aircraft.  
Four aircraft will operate from the second airbase, 
which is a Forward Operating Base+ (FOB+), located 
in Cologne, Germany.

The projects related to the infrastructure of the MOB 
and FOB+ have been completed. Three crews re-
ceived initial training at Airbus facilities in Seville and 
continue to train while operating from Eindhoven.6

The programme members operate the aircraft, but 
these are owned by NATO. The economic participa-
tion of each country resulted in a proportional amount 
of flight hours, which according to the current MOU, is 
9,900 annual flight hours in total. The only contribu-
tion of the member nations not covered through eco-
nomic payment is the apportionment of personnel 
from each nation to the MMU.

One example of the great benefit of the MMF is the 
participation of the Czech Republic. With a minor 
economic participation, equivalent to 100 flight hours, 
it has access to the full spectrum of capabilities of the 
MRTT fleet.
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Another huge benefit of the MMF‘s structure is that it 
allows any member nation to sell part of their flight 
hours to countries outside of the programme. This 
fact allows not only ‘burden sharing’ of this type of 
strategic support system, but also provides access to 
its capabilities to all NATO and EU countries, with 
greater flexibility.

Having already completed the first training missions, 
MMU‘s Initial Operational Capability (IOC) is expected 
before the end of 2021 and Final Operational Capabil-
ity (FOC) in 2024.

The MMF Among the European Airlift 
Cooperation Models

As an international military cooperation programme, 
the roots of the MMF lie in the concepts of pooling, 
sharing and smart defence. There are three similar co-
operation programmes based in Europe with owner-
ship or authority over military airlift assets:

•	the European Air Transport Command (EATC);
•	the Strategic Airlift International Solution (SALIS);
•	the Strategic Airlift Capability (SAC).
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The EATC is a multinational Operational Command that 
exercises Operational Control over a large part of the 
military transport aircraft of its seven participating 
nations7, in order to optimize their use as they are con-
sidered a critical means. This fleet represents more than  
70 % of the EU airlift assets, with the Airbus 400M consti-
tuting the backbone of the fleet. The aircraft are always 
operated by the air units of the participating nations. 
These air units are referred to as executing agencies 
within the EATC. In this sense, MMU operates under the 
umbrella of the EATC as another executing agency, with 
the peculiarity that is a multinational unit in itself.

The MMU main contribution towards the EATC is its 
strategic component, which cannot be covered with 
the A400M alone, especially in the field of AAR.

On a daily basis, the EATC, which is co-located in Eind-
hoven, will provide the planning, tasking, and mission 
control of this MRTT fleet.8 To do this, in due time, the 
EATC Commander will receive the Operational Con-
trol of the MRTT aircraft, which is currently being exer-
cised by the MMU Commander.

Same as the EATC participating nations, the MMU 
Commander can always revoke the transfer of author-
ity of its aircraft given to the EATC.

SALIS was established in 2004 as a multinational con-
sortium. Its MOU was signed in 2004 considering the 
‘Berlin Plus’ Security Agreements between NATO and 
the EU. In this agreement, NATO was supporting the 
planning and execution of EU-led Crisis Management 
Operations, allowing the EU to draw on some of 
NATO‘s military assets.

Currently, the SALIS programme is managed by the 
NSPA on behalf of nine NATO European Allies.9 The 
contract with the civil company Antonov Logistic 
SALIS (ALS) allows access within a few days to five 
Antonov An-124-100 type aircraft and secondary to 
AN-22, AN-225 and IL-76, subject to availability. The 
consortium countries have committed to use 1,600 
flight hours per year.

Until 2016, the ‘I’ of the SALIS acronym stood for ‘Inter-
im’ instead of ‘International’. This term ‘Interim’ referred 

to the fact that this initiative was designed to fill the 
NATO-EU transport gaps10 until new A400M aircraft or 
other airlift strategic options, as the MRTT, could be 
deployed around 2025.

The main advantage of this programme is the huge 
cargo transport capacity, including a great variety of 
oversized material. An AN-124-100 can carry up to 122 
tons of cargo with a range of 5,250 km. In comparison 
the MRTT can only carry up to 40 tons and is not pre-
pared for oversized material. MRTT having neither a 
cargo ramp nor an adequately prepared cargo bay will 
never replace the Antonovs of the SALIS programme.

The SAC programme was created in 2008 and pre-
sents more similarities with the MMF. When creating 
the MMF programme, The Netherlands and Luxem-
bourg followed similar patterns to the SAC NATO air 
cooperation model.11

In both programmes, the NSPA manages and coordi-
nates on behalf of the nations and provides global 
logistics support to the fleet throughout the whole 
life cycle of the systems. This includes maintenance 
services, material management, infrastructure, Infor-
mation Communications and Technology (ICT) and 
general support.

When comparing the two NATO programmes 
grounded in Europe, there are two main differences. 
The first is that the United States (US) is the leading 
nation of the SAC, while The Netherlands is leading 
the all-European MMU. The second difference consists 
of the size of the fleet and the capabilities provided by 
their respective aircraft.

The strength of the SAC programme lies in the 72.6 
tons cargo transport capability of its three C-17 ‘Globe-
master’. The C-17 is able to transport palletized over-
sized cargo, as well as land vehicles or helicopters, and 
land on small unpaved runways or deliver by airdrop. 
The C-17 can also be specially configured with airline-
style seating pallets to transport up to 188 troops,

Comparatively, the MMFs A330 MRTT passenger trans-
port capacity and comfort are higher with up to 267 
seats in its basic configuration, with simultaneously  
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40 tons of load in the cargo lower deck compartment. 
But the aircraft is not prepared for loading oversized 
material nor landing on unpaved runways.

In fact, it is the MRTT’s AAR capability, with its state-
of-the-art Boom and Hose and Drogue systems, 
which contributes to the programme‘s main strate-
gic relevance .12 The aircraft’s 111-ton (245,000 lb) fuel 
capacity enables the MRTT to perform AAR missions 
without any additional fuel tanks and without the 
need for reconfiguration to accommodate probe or 
receptacle receivers, making it compatible with the 
AT and AE missions, highlighting its true Multi-Role 
capability. This interesting feature could be used 
concurrently during the deployment, redeployment 
and sustainment of many international EU or NATO 
missions, as well as combining AAR training with 
other AT missions. The Operational Control of the 
MRTT aircraft by the EATC is a key advantage to man-
age the required multinational planning and inter-
operability.

Contrasted to the US Tanker fleet, with more than 400 
KC135s and 179 KC-46A ‘Pegasus’ foreseen for 2027, the 
MMFs fleet of MRTTs may seem like a small collabora-
tive regional cluster.

However, the entire strategic AAR fleet of the 27 MS of 
the EU, before the development of the MMF initiative, 
did not reach 25 aircraft and was concentrated in five 
countries (France, Germany, Italy, The Netherlands 
and Spain). Therefore, the MMF, adding up to eleven 
new aircraft represents a major quantitative and qual-
itative leap forward.

MMF Capabilities Available to  
Partner Countries

While the centre of gravity of US interests moves to-
wards the Pacific region, that of the EU oscillates be-
tween the North Africa-Sahel area and the contain-
ment of Russian territorial ambitions. Consequently, 
the US shift of focus necessitates that Europe strength-
en its position as an international defence partner and 
take a relevant role in the management of its own 
borders.

The EU is progressively becoming a stronger global 
actor that reinforces the projection of its Common Se-
curity and Defence Policy beyond its borders.13 As a 
result, in the last decade, the MS of the EU have re-
peatedly projected their power by using airlift assets, 
not only under NATO but also under the EU flag. In 
fact it was the European Defence Agency (EDA) of the 
EU, who picked up the European deficiency of AT ca-
pabilities, and promoted the initiative of the MMF 
which still it supports today.14

The MMF possesses the AT capabilities that, once 
available to the EU, could increase its autonomy and 
its reaction capacity, thus favouring the EU strategic 
partnership with NATO. The operational MMF will help 
the EU to deploy its Battle Groups, the Eurocorps, the 
troops and capabilities associated with the new 
EUFOR Crisis Response Force (CROC) and support 
NATO deployment of the NATO Reaction Forces (NRF) 
and Very High Readiness Joint Task Force (VJTF).

As a result, it is expected that, in the near future, an 
interaction among the MMF Programme and EU 
organizations as the Military Planning and Conduct 
Capability (MPCC) or the European Union Military 
Staff (EUMS) will materialize. This interaction is already 
visible through the new agreement signed between 
the MPCC and the EATC concerning the cooperation 
in the area of AE, which also impact on the MMU .15
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Conclusion and Way Ahead

The AT capabilities of the MMF should be considered 
a key factor (key enabler) to enhance the missions of 
European allied states within the EU and NATO frame-
work. They will allow third-party European nations 
that do not have their own means of strategic AT and 
AAR capability to mobilize and deploy their troops 
and fighter aircraft in support of NATO and EU mis-
sions.

Furthermore, MMF enables the European states to 
partially reduce the reliance upon US strategic assets.

The strong point of the strategic capabilities of the 
MRTT are AAR, AE and passenger transport, adding the 
Multi-Role capability itself without the need to recon-
figure the aircraft. This feature can be optimized thanks 
to the cooperation between the EATC and the MMU.

The cargo transport of oversized material is a capabil-
ity shortfall of the programme. Strategic cargo trans-
port missions will continue to depend on SALIS, SAC, 
civilian assets and/or the US Air Force.

The way ahead for the MMF Programme envisions a 
tight cooperation between the MMU and other MRTT 
operators such as France, or maybe Spain, in the fu-
ture. The cooperation with France has recently started 
in the fields of spare parts acquisitions, maintenance, 
training, and use of standard operating procedures.

However, it would be desirable, and it is maybe fore-
seeable that more countries would join the MMF pro-
gramme. Sweden and Finland could become mem-
bers promoting the creation of a new northern 
European FOB that would eventually cooperate in the 
Baltic Air Policing (BAP) Mission.  
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hoven, 14 Dec. 2020.
  7.	 The EATC member states include: Belgium, France, Germany, Italy, Luxembourg, the Netherlands and 

Spain.
  8.	 MMU and EATC Commanders. ‘Working Agreement between the European Air Transport Command and 

the Multinational MRTT Unit (MMU) concerning the joint optimisation and cooperation in the operational 
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Bots Taking Over
The New-Breed Decision Makers

By Major Mehmet Bayram, PhD, TU AF, JAPCC

Introduction

Decision-making problems, one of the main research 
areas of management science, have been studied in a 
highly-interdisciplinary manner by the contributions 
of the scientists and engineers from various research 
fields. Advances in Artificial Intelligence (AI) and utili-
zation of AI systems in the decision-making realm led 
to a new era, where human decision authority is  
increasingly being delegated to machines. More than 
two decades ago, game and interaction-science  
researchers, as well as chess fans, were thrilled by the 
defeat of the chess grandmaster Garry Kasparov by 
Deep Blue1. Since the striking newsflash, not only the 
computing power of machines, but also decision 
models and programming algorithms have drastically 

improved. By the time the chess match was carried 
out, Deep Blue could evaluate 200 million possible 
moves and predict 20 steps ahead in every single 
move2. Modern intelligent machine capabilities reach 
far beyond that, becoming a prevalent part of popular 
science discussions of professionals, including the 
military. However, the conceptual framework of AI 
and its subsidiaries are not commonly well-perceived.

NATO’s innovation team3 notes the importance of 
building a resilient innovation pipeline, and points out 
the first adopter advantage for emerging disruptive 
technology. The development of this technology 
could not be more prevalent in the world of geopoli-
tics and deterrence today. Two core areas; addressing 
fragmentation of researchers, academia, start-ups and 
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governments at the beginning of this pipeline (man-
aging uncertainty), and being able to adopt and scale 
these new technologies as and when they are ready 
are emphasized as core areas of concern4. A recent 
article by the innovation unit, citing a RAND report5, 
distinguishes between types of applications (Enter-
prize AI, Mission Support AI, and Operational AI) and 
discusses new and well-designed principles and prac-
tices relating to good governance and responsible 
use6. Therefore, it is vital for military professionals to 
acquire a solid recognition of AI systems and accom-
panying new-breed decision-making concepts, as 
part of the first adopter endeavour.

Learning and Decision-Making Machines

During the last half-century, intelligent systems have 
become inevitable elements of human life. There is an 
ongoing and accelerating trend of transferring tough 
decisions to intelligent systems. Humans leverage the 
acquired comfort of this hassle transfer, especially 
where prompt judgments under complex and stress-
ful environments need to be executed. Machines 
have proven to be more efficient and consistent  
under such conditions. Financial markets have been 
one of the early and proven examples of algorithms 
taking over the decision authority from human actors, 
with the ever-increasing volume of high-frequency 
algorithmic transactions. In a Bloomberg article, 
NASDAQ, one of the most efficient stock markets with 
more than 20 million transactions taking place every 
day7, was referred to as ‘belonging to the bots’8. In the 
corresponding science literature there has been a 
century-wide spread of research on organizational 
structures, data processing tools and techniques, the 
benefits of technology to decision-making, as well  
as potential harms of utilizing decision supporting 
machines.9 Although this phenomenon has been in-
vestigated for a relatively long period of time, breath-
taking innovations observed in the field of big data 
analysis and Machine Learning (ML) have led com-
mercial and public sector researchers to convey their 
focus to research and development efforts to the field 
in the last few years. Advanced algorithms, large data 
sets and systems with high processing power facilitat-
ing efficient calculations and inference opportunities 

using these data sets, enabled the execution of com-
plex tasks that it was previously believed would  
always require human intelligence. 

Turkish mathematician Cahit Arf (Professor Ordinari-
us), in a public conference aimed to spread university 
studies to the public perimeter in Erzurum – 1959 
pointed:

‘(…) we would then say our brain can solve 

problems it has never come up with before, 

or at least we think it did not. However, ma-

chines don’t have this. I believe the brain’s 

characteristic attribute is its capability of 

adapting to new, or what we believe is new 

conditions. Therefore, we need to be will-

ing to understand this: can a machine with 

adaption capability be built; in other words, 

a machine that may solve problems that 

were not explicitly considered while it was 

being designed, and how? (…)’ 10

Since the speech of Arf more than six decades ago, 
the same question stands. The frontrunners of popu-
lar science discussions; AI, ML, and Deep Learning (DL) 
have been vague concepts, which indeed do not 
have strict boundaries between each other. Although 
the notion of AI was first introduced in academia dur-
ing the late 1950s, the survey on the perception ability 
of machines is far older. It is well admitted that com-
puters can carry out logical transactions. However, the 
question of whether machines can think has always 
been controversial.11 The widespread definition of AI 
has been the ‘ability of a computer or machine to 
mimic the capabilities of the human mind.’12 On the 
other hand, ML, a branch of AI, focuses on building 
applications that learn from data and improve their 
accuracy over time without being programmed to do 
so.13 A relatively emerging concept and a subset of 
ML, DL multi-layered neural networks as described by 
IBM are modelled to function like the human brain 
and learn from large amounts of data. The main  
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distinctive feature of DL, with respect to ML, is the 
ability to learn and reason without the need for 
structured and/or tagged data. Dictation 
applications, for instance, were trained 
on words and phrases about a dec-
ade ago, while current wide-
spread applications such as 
Apple Siri, Amazon Alexa and 
Google Assistant may rec-
ognize voice commands 
without a pre-training re-
quirement.14 Briefly, with-
out strict set boundaries, 
DL may be defined as a sub-
set of ML, which is a subset of 
AI. As may be inferred from the 
above-mentioned definitions, the 
ever-evolving systems, algorithms and 
emerging capabilities let machines train without 
a need for being explicitly programmed, nor based on 
previously determined conditions which act autono-
mously with the entitled self-learning abilities. The 
high processing power and large data sets of the cur-
rent era is what enables self-learning of machines 
possible. Machines, in this process, may reach infer-
ence from what they learn or serve as a decision sup-
port system by providing the results to the operator. 
When the necessary conditions are met, they may act 
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autonomously and without external operator interfer-
ence. Following the decisions made by the machine, 
typical feedback algorithms may be used to optimize 
those same algorithms and the systems. Data pro-
duced by humans, specifically personal data, is being 
increasingly exposed to learning algorithms utilizing 
big data analysis and ML/DL systems (i.e., search  
engines, targeted advertisements, and movie recom-
mendations). Successful high-grade graduates of rel-
evant university programmes are hired by technology 
firms with titles beginning with ‘data-’ and paid higher 
salaries than most government and military special-
ists. This subsequently impacts the survey of AI and 
ML specialists for defence projects.

The Advent of Deep Learning

The notion of DL is a relatively new concept that 
stepped strikingly into the ML realm in the last dec-
ade. The reason for this late introduction is the re-
quirement of state-of-the-art neural network algo-
rithms being fed by amounts of data large enough 
from which to actually learn. High digitization of soci-
ety, leading to large amounts of data fusion, has let 
researchers utilize computer hardware with high 
computational power to exploit big data, which in 

due time drew the attention of governments and 
military institutions. During this fast process of DL de-
velopment, algorithmic leaps have recently opened 
up new aspects for processing large batches of data. 
As the architects of these advancing state-of-the-art 
systems, humans are at a decisive point whether to 
delegate authority to machines to take action without 
interference in critical situations or not. This becomes 
even more crucial in fields such as healthcare and de-
fence. There are many applications of widely re-
searched DL areas such as natural language process-
ing, semantic analysis, pattern recognition, and 
demographic analysis that are used for military intel-
ligence. Nonetheless, it is relatively harder to predict 
the employment of learning algorithms in autono-
mous decision-making systems in the military. 

An early example of autonomous machines, with  
a very narrow error margin, has been self-driving cars. 
In March 2018, the New York Times reported a fatal ac-
cident caused by a self-driving ‘Uber’ in Arizona, which 
was recorded as the first pedestrian death associated 
with self-driving technology.15 This worrisome inci-
dent unveiled reasons to survey gaps and search for  
solutions on the reliability of intelligent machines and 
in the fields of ethics and justice. The answer to the 
question of how to account for damages caused by 
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autonomous systems is still vague. On the contrary, 
predictive policing is an emerging notion from the 
law enforcement side of the machine learning realm, 
where quantitative techniques16 or ML models are 
utilized to identify ‘likely’ targets for intervention and 

prevent crime, or solve past crimes.17 The use of ma-
chines for the prediction of crime areas and potential 
criminals, reminding us of the movie ‘Minority Re-
port’18, obviously brings along ethical considerations 
as well.

Harnessing AI

In the Air and Space domains, ML applications gained 
traction with the introduction of a new generation of 
manned and unmanned platforms. Exponentially in-
creasing volumes of data, being collected from multi-
ple sensors, gave rise to the requirement for solutions 
to infer meaningful output from the raw and complex 
data. Literature in academia has already concluded 
that DL applications outperform classical statistical 
techniques in several areas (i.e., Maintenance, Repair 
and Overhaul [MRO]) of air platforms.19 The United 
States Department of Defense publication of 2018, 
‘Harnessing AI to Advance Our Security and Prosperi-
ty’ argues that evolving technology has the potential 
to alter the structure of the battlefield in the near fu-
ture and will introduce new challenges and threats. 
Emphasizing the potential AI technology breeds, the 
study supports the widely accepted idea of multi
disciplinary and inter-organizational collaboration 
among public, private sector and academia partner-
ships for successful results.20 It is inevitable that DL ap-
plications will be employed to harness data from the 
high-volume raw data pool generated by, initially 
friendly, new generation platforms. The inherent abil-
ity of these algorithms to classify and process un-
tagged data, and the high efficiency of natural lan-
guage and image recognition applications draws 
attention to the potential defence-focused uses start-
ing with the intelligence domain, and beyond. Limit-
ed studies of DL uses in military intelligence indicate 
the already increasing efficiency of proposed applica-
tions.21 DL enables innovative and inspiring solutions 

such as audio-based drone detection leveraging the 
high data processing power instead of visual recogni-
tion.22 The increasing acknowledgement rate of AI, 
ML, Big Data, Human on the Loop (HOTL), Human in 
the Loop (HITL), Human out of the Loop (HOOTL) as 
new and/or emerging technologies in documents de-
picts the future battlespace environments23. HOTL, for 
example, could be argued as a solution to overcome 
the ethical liability prospects in conflict. This proposes 
an AI system can provide management options in 
battle, compliant with the rules of engagement, and 
give humans the possibility of vetoing options to en-
sure meeting the ethical requirements 24.

Conclusion

Big data and learning algorithms are being utilized by 
governments, military institutions and commercial or-
ganizations at an ever-increasing rate. Innovations ob-
served in the implementation of decisions by AI range 
from autonomous vehicles to smart speakers, medical 
diagnosis to crime mapping, autonomous commercial 
Unmanned Aerial Systems to military fighter platforms. 
The drastic and expedited shift in decision authority 
ownership brings about ethical and judicial issues, and 
the requirement of swift orientation by decision mak-
ers at every level. In a not-so-distant future, not only 
will the sensing and computing capabilities of AI sys-
tems keep increasing at an exponential rate, but also 
systems may gain the capacity to mimic social and 
emotional capabilities of humans and make decisions 
indistinguishable from their human counterparts. 

Playing an important role in establishing interopera-
bility standards and norms of use in the military ap-
plications of artificial intelligence25, NATO is on the 
verge of keeping the technological advantage and 
being the early adopter, as well as striving to meet the 
moral requirements which might not be the adver-
sary’s primary concern. The vital point to query 
through this process is not the accuracy of the deci-
sions made by machines, but the consequences of 
erroneous decisions on ethical and judiciary grounds. 
Some decisions are as difficult to delegate to ma-
chines as they are complicated to be made by hu-
mans. The Trolley Problem26 lays out the dilemma of 
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utilitarianism versus deontological ethics very well by 
the illustration of self-driving vehicles in an inevitable 
crash scenario. Considering the consequences of crit-
ical decision problems in the military realm, which 
could be vital in the battlefield, the risks as well as the 
advantages of AI should be strictly evaluated. These 
relatively new operational decision-making actors 
portend a dramatic change of battlefield dynamics, 
which will take place starting with the shared author-
ity allocation. Human actors will gradually become 
subsidiaries as the domains become more highly 
complex, involving numerous constraints and requir-
ing tough and rapid decisions. The state-of-the-art AI 
systems, which have now gone far beyond Deep Blue 
beating a Chess Grandmaster, are prone to be the 
new commanding entities of the battlefield with the 
capability of evaluating high-volume data-derived 
outputs in milliseconds, meaning faster and most of 
the time more accurate and robust decisions. Every 
emerging platform will potentially increase the re-
quirement to delegate the decision authority to ma-
chines further. Sustaining a competent Air and Space 
Power in the future is only possible by considering 
the influence of new decision makers on the battle-
field, adapting the traditional C2 structure according-
ly, and leveraging a synergy of collaboration between 
governments, commercial actors, and academia. 
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Aeromedical Evacuation in NATO
Where is the Alliance?

By Major Jacopo Frassini, MD, IT AF, NATO MILMED COE

By Colonel Petr Kral, MD, CZ A, NATO MILMED COE 

The Allied Aeromedical Architecture 

According to the NATO terminology database, Aero-
medical Evacuation (AE) is the movement of patients 
under medical supervision by air transport to and  
between Medical Treatment Facilities (MTFs) as an inte-
gral part of the treatment continuum.1 In this defini-
tion, ‘patients’ refers to individuals admitted to care 
when entering the healthcare system for diagnosis or 
treatment, ‘medical supervision’ identifies the medical 
contribution in the regulating process of patients and 
‘treatment continuum’ means the uninterrupted, pro-
gressive, and appropriate medical attention and re-
sponse to the needs of patients throughout the chain 
of their medical treatment and evacuation. These three 
concepts together make AE a medical responsibility. 

AE is divided in three phases.2 

•	Forward AE (FwdAE) provides ‘the movement of 
casualties in an air platform with medical personnel 
from point of injury and/or illness to the first medi-
cal treatment facility.’ 

•	Tactical AE (TacAE) represents ‘the intra-theatre 
movement of patients in an air platform with 
medical personnel between medical treatment 
facilities.’ 

•	Strategic AE (StratAE) corresponds to ‘the inter- 
theatre movement of patients in an air platform un-
der the supervision of medical personnel from the 
area of operations to medical treatment facilities 
outside the area of operations or between medical 
treatment facilities outside the area of operations.’
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TacAE and StratAE are addressed by the same docu-
ment, the Standardization Agreement (STANAG) 3204, 
due to their similarities in mission design.3 They are 
usually not high-risk missions, generally performed on 
FW assets after a formal fitness for flight travel is issued 
by a flight surgeon or a medical officer qualified in 
aerospace medicine. Patients are assessed against 
their condition to survive the air transfer and provided 
with the specific kind of en route care they need. AE 
Teams are selected to deliver in transit care in accord-
ance with prevailing medical standards at the same or 
higher level as provided by the originating unit.4 Typi-
cally, Medical Emergency Response Teams (MERT) 
and Critical Care Air Support Teams (CCAST) are physi-

cian-led AE teams of doctors, nurses and technicians 
(mostly providers with a background in critical/inten-
sive care, anaesthesiology and emergency medicine) 
trained by the Air Force to support high-dependency 
patients in-flight.5 

According to STANAG 2087, FwdAE is performed 
mainly by RW or VSTOL assets. The primary mission 
objective is the retrieval of severely injured casualties 
from the prehospital environment to a MTF as quickly 
as possible with essential on-board medical per
sonnel.6 TacAE and StratAE missions are regulated 
respectively by Theatre, National and Multinational-
level Operational Centres while FwdAE platforms are 

Figure 1: The architecture of the AE system in the continuum of care and a possible flow of medical information in a deployed PECC network. 
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controlled by Regional or Component Commands.7 
The proper medical information to determine the 
timeliness and the prioritization of transfers is provid-
ed by the network of Patient Evacuation Coordination 
Cells (PECC), which constantly monitors the readiness  
status of the healthcare facilities and assets, tracks  
patient movements and optimizes patient flows 
among different stages of care.8 Normally, each com-
mand establishes a PECC in the Joint Operations Centre 
(JOC) where the current medical situation is constant-
ly updated for the competent commanding authority 
and JFC PECC. Air Commands generally include the 
PECC functions within the Aeromedical Evacuation 
Coordination Centre (AECC). The PECC reports to J3 
for the execution of AE missions but has constant  
access to the Joint Medical (JMED) Branch for advice 
to ensure that the medical requirements are properly 
included in the planning, execution and adaptation 
phases of AE missions for each course of action.9 

Allied Standards 

AE systems have the advantage of connecting medi-
cal capabilities over a wide territory and facilitate the 
distribution of specialized resources. In order to com-
ply with the agreed-upon allied standards, especially 
for the early stages of care in emergency situations, 
patients should access the proper MTF at the proper 
time. In modern allied warfare, air assets operate rela-
tive safety in the context of air supremacy, quickly 
connecting MTFs to the fighting force. The perception 
of a controllable operational risk encouraged the 
adoption of civilian prehospital standards (i.e. the 
golden hour principle) to improve patient outcomes 
as reasonable solutions, even for deployed military 
settings. One of the most successful improvements 
derived from the civilian legacy is the NATO 10-1-2(+2) 
timeline.10

The NATO 10-1-2(+2) timeline displays the critical  
interventions that need to be considered for complet-
ing all resuscitative stages in the continuum of care: 

10 minutes of injury or onset of severe symptoms for 
bystanders to deliver effective first aid, bleeding and 
airway control to the most severely injured casualties.

1 hour of injury or onset of acute symptoms to pro-
vide medical service personnel, qualified, trained and 
equipped for emergency care to start advanced  
resuscitation and pre-hospital emergency care 

2 hours of injury or onset of acute symptoms to pro-
vide medical service personnel qualified, trained and 
equipped for surgical and resuscitative emergency 
care to complement prehospital emergency care by 
life limb and function preserving surgical and resusci-
tative procedures as soon as possible 

+2 hours of tactical evacuation after initial treatment 
to provide further surgical, resuscitative, diagnostic 
and specialist care capabilities necessary to stabilize 
the patient for strategic evacuation.

Those times are depicted on a map as Medical Evacua-
tion (MEDEVAC) rings, representing the area of terrain 
that is covered by the AE platforms to deliver the agreed 
standard. MEDEVAC rings are the main determinants of 
the Medical Common Operational Picture (MEDCOP),  
a visual chart where medical infrastructure, core capabili-
ties, readiness states and assets are displayed (Figure 2). 

Figure 2: An example of MEDCOP (fictional), displaying medical assets and  
facilities with their most relevant features and updated readiness status. 
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It is important to note that 
the allied MEDEVAC rings 
are calculated from the 
moment of injury/sickness 
and represent the limit to 
provide initial surgery in a 
FwdAE loop. In order to 
show clinical information 
to medical decision mak-
ers, MEDEVAC rings not 
only represent the specifi-
cations of air assets (i.e. 
cruise speed), but also in-
clude other operational/
medical variables, such as 
reporting times from the 
unit, processing of re-
quests by the PECC/JOC, ground handling and care of 
patients until handover to the destination MTF. Differ-
ent platforms offer different cabin arrangements, 
equipment, payload, total number of crew members 
and capacity to evacuate patients. Combinations of 
these options are important to enable a certain level of 
en route care and accomplish medical mission success. 

The Nations perform StratAE according to the patient 
priority soon after the Patient Movement Request 
(PMR) is issued by the treating MTF or by the Casualty 
Staging Unit (CSU) for patients with minor condi-
tions.11 When augmented with aerospace medicine 
capabilities, CSUs are commonly referred to as Aero-
medical Staging Units (ASU), which are stationed at 
major air-hubs serving as buffers allowing stabilized 
patients to be rapidly prepared for flight as soon as 
aircraft become available. StratAE missions are long-
range transfers of stabilized patients. The preparation 
of patients must be synchronized with the readiness 
of the assets and matched with the proper cabin con-
figuration and on-board assistance. In these condi-
tions, patient outcomes are related to the quality  
of the aeromedical support compared to speed of  
accessing the next level of intervention. StratAE is cal-
culated in Notice to Move (NTM) times, identifying the 
limit to initiate the mission (i.e. less than 12 hours for a 
priority 1). Experience proved that patients can reach 
homeland facilities in less than 72 hours of wounding 
with an efficient coordination of the three stages of AE. 

Shaping Quality in AE Systems 

The three phases of AE are essential components in 
the modern design of a NATO healthcare architecture 
to the point that a standard allied evacuation system 
has been agreed to be available in all weather and sea 
conditions, at day and night, and in any operational 
circumstances.12 However, realistic limitations on read-
iness are very common due to safety concerns and 
reaction times become significantly longer than ex-
pected. Evacuation systems are flexible networks 
where ground, maritime and air assets are constantly 
adapted to deliver the continuum of care to the sup-
ported force. Generally accepted timelines can be 
used as planning references in order to best allocate 
medical resources and shape the deployed emergen-
cy medical system in the battlespace, yet some spe-
cific situations require dynamic approaches or dedi-
cated solutions to still meet those standards or further 
optimize medical outcomes. Air operations must be 
effective, sustainable and safe, where safety in combat 
is not riskless, but free of preventable hazards. Risk 
management is conducted through a trusted report-
ing system better known as the Flight Safety Program13 
that represents the main learning component in the 
allied aviation safety strategy to support decision-mak-
ing processes of commanders at all levels. The Flight 
Safety Program is based on a direct channel of com-
munication from flying units to decision makers con-
cerning safety issues that might have endangered the 

Figure 3: Similarities between a Flight Safety Program and an Aeromedical Governance Framework.
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mission and can contribute to maintain risk awareness 
adherent to evolving combat conditions. Information 
needs to be shared and passed from originators to 
higher formations so that the overall picture can be 
analyzed for wider application and harmonized among 
all contributors to enable safety outcomes. Remedial 
actions or simple recommendations are generated to 
improve collective awareness of a hazard, identify solu-
tions and avoid the repetition of adverse occurrences. 
Aeromedical governance is a similar process applied 
by flight surgeons to deliver quality in AEs, so that pa-
tient outcomes are constantly monitored and opti-
mized by integrating medical and operational solu-
tions to accomplish specific clinical requirements.14 AE 
is a core component in modern healthcare support to 
operations, yet it represents only a part of the continu-
um of care that needs to be harmonized when con-
necting consecutive stages of the treatment chain 
from the battlefield to homeland hospitals. 

All medical inputs and outputs of operational com-
mands cannot be fully effective without accountabil-
ity in providing a continuous improvement of health-
care support. As outlined in Figure 4, the green area 
depicts the resulting main area of national responsi-
bility for capability development and care delivery  
in NATO operations. The brown area shows where  
national accountability is shared among more Allied 
Nations operating in the same combat zone with 

pre-deployment agreements. In the blue area, the 
basic responsibility handed over to NATO command-
ers upon transfer of authority. Such a fragmented 
scenario poses a risk to aeromedical governance that 
should be able to fluently regulate casualties 
throughout the continuum of care. The provision of 
some kind of care alone does not directly imply best 
patient outcomes, most importantly in complex mul-
tinational environments.

In Allied deployments, operational commanders face 
the difficult challenge to harmonize the medical 
common operational picture so that the resulting  
integrated system of care is enabled to guide and 
track patients over time through a comprehensive  
array of health services by consecutive and increas-
ing levels of intensity of medical interventions.16 Per-
formance indicators (i.e. MEDEVAC mission total time) 
are basic tools for assessing, monitoring and optimiz-
ing quality of care. In military systems, medicine is not 
a stand-alone discipline but needs strong integration 
in the command and control structure to provide 
medical support services that frequently result from  
a coordinated sequence of medical interventions  
delivered in different moments and places. As a con-
sequence, performance indicators are a combination 
of clinical and operational figures and require unique 
expertise to correctly and effectively analyze their 
meaning in a combat environment. 

Outlook

Future challenges are 
strongly influenced by the 
evolution of warfare and 
combat threats. Hybrid 
warfare scenarios against 
increasing technologically 
capable adversaries in pos-
sibly denied areas of inter-
ventions will pose serious 
limitations to the flexibility 
of traditional aeromedical 
platforms to connect stag-
es of care.17 In particular, 
constraints on availability 
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Figure 4: A simplified separation of accountability in the provision of the continuum of care in allied 
operations.15
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and mobility of aeromedi-
cal assets will require a seri-
ous approach to alterna-
tive solutions to sustain the 
currently expected patient 
outcomes and the conti-
nuity of care. Some of the 
challenges may be pre
valent in the FwdAE  
phase, which is the most 
exposed to low-level air-
space threats. However, 
TactAE and StratAE phases 
will also encounter difficulties in the regular transfer of 
patients in contested battlespaces. In multinational en-
vironments, interoperability of assets, facilities, proce-
dures, equipment and personnel is a key enabler of the 
healthcare support across the whole range of deployed 
capabilities.18 Recent studies showed how joining mili-
tary forces with different backgrounds generates the 
risk of duplication, overcapacity and barriers in pro-
curement that can reach 15 % of the total budget.19 All 
NATO countries together represent the world’s leading 
alliance in defence spending. However, multinational 
military systems like the EU use up to 17 different types 
of assets compared to single nation organizations like 
the US.20 Heterogeneity in the spectrum of available 
capabilities generates additional implied costs and in-
creased organizational efforts for sustainment and in-
teroperability during combined campaigns.

Multinational healthcare systems require long-
term planning of dedicated resources to support 
the operational requirements with the agreed 
standards of care. To achieve best patient out-
comes, aeromedical capabilities need flexible de-
velopment strategies to continuously harmonize 
technological progress, evolving evidence in medi-
cal practice and the context of future warfare sce-
narios. As advocated by the NATO Smart Defence 
initiative, multinational solutions must result from 
a coordinated planning approach, specialization/
modularity and prioritization of investments across 
the Alliance.21 Consequently, Nations can synchro-
nize individual projects cost-efficiently and grow 
cohesive understanding to meet the security chal-
lenges of the 21st century. 

Figure 5: Illustrative list of possible AE 
challenges in the future global securi-
ty environment. 
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Conclusion

AE in NATO operations is a core enabling function 
for mission success. Its architecture as depicted in 
AJP-4.10 and related medical STANAGS ensures 
that a casualty is retrieved from the prehospital en-
vironment and transferred via the continuum of 
care through to rehabilitation. Allied aeromedical 
standards create the best agreed-upon conditions 
to deliver the right treatment in the right place at 
the right time. Best patient outcomes result when 
allied standards are continuously adapted to the 
battlespace and when the quality of healthcare 
can be monitored, analyzed and improved. How-
ever, AE assets cannot be improvized to accom-
plish their clinical support mission, especially in 
multinational contexts. Our recommendation is to 
consider AE as a dedicated medical support capa-
bility to be planned, developed, manned, trained, 
exercised and controlled collectively in order to 
achieve both economy of scale and optimized 
medical outcomes. 
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The Think Tank Forum has evolved for the last eight 
years with the motive of gathering the collective ex-
pertise of Air Warfare Centres, Think Tanks and similar 
national organizations concerned with Air and Space 
Power topics. As usual, we pursued this endeavour 
to identify common challenges that most urgently 
need to be tackled and identify opportunities for co-
operation and collaboration for more efficient and 
effective utilization of our combined human capital.

The COVID-19 pandemic situation that caused the 
cancellation of the previous Think Tank Forum is un-
fortunately still ongoing. Therefore, this year’s event 
on 24–25 March 2021 was planned in a virtual setting 
in the same manner as the latest Joint Air and Space 
Power Network Meeting (JASPN); a sister event to the 
TTF which gathers NATO, EU and other multinational 
organizations together with the same purpose. The 
two events are separated only to maintain a manage-
able scale.

Virtual meeting represents a new way of doing busi-
ness in the times of COVID and was successful in get-

The JAPCC Hosts Annual Think Tank 
Forum in a Virtual Environment
Ongoing Collaboration Efforts Despite the Pandemic 

ting participants connected as a team to find areas of 
common interest and collaboration. Emphasizing the 
benefits and added value of face-to-face discussions, 
the Think Tank Forum 2021 in the virtual setting had 
been an alternative yet successful way of getting to-
gether valuable experts from different nations and or-
ganizations and engaging in collaborative discussions. 

This year’s TTF was carried out with the valuable 
contributions from 14 organizations of 11 nations. 
The highest-interest topics touched-upon by the 
participants this year included C-UAS, Space, F-35 
Training, Cyber Security & Training, Air C2, Artificial 
Intelligence, Next Generation Air Platforms, Doc-
trine, Industry & Civil Cooperation, JADO & JAD C2, 
Arctic, Agile Combat Development, and EMS 
Operations. JAPCC has been resilient and has 
successfully sustained our activity level in this 
time of the pandemic and will continue to be 
productive in the future. We are looking forward 
to next year and hope to again be able to carry on 
collaborative discussions with our colleagues in a 
face-to-face environment. 

Just a reminder …
The Journal of the JAPCC welcomes unsolicited manuscripts. 

Please e-mail submissions to: contact@japcc.org

We encourage comments on the articles in order to promote discussion 
concerning Air and Space Power.

Current and past JAPCC Journal issues can be downloaded from www.japcc.org/journals
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Exploring the Impact  
of Hypersonic Effects
As a constant in military matters, there are always 
new technologies, procedures or tactics emerging 
on the proverbial horizon. Many of the more promi-
nent headlines of the past few years have revolved 
around hypersonic capabilities and how they might 
be ‘game changers’ in modern warfare. JAPCC was 
asked by the NATO Science and Technology Organi-
zation in early 2018 to support a comprehensive 
study concerning hypersonic threats. Since that day, 
our understanding of what hypersonic weapons can 
or cannot achieve based on technological possibili-
ties and limitations has evolved along with the capa-
bilities themselves. With a growing idea of the ‘What’ 
and ‘How’ of this emerging technology, we are also 
getting much better at assessing the ‘So What’ of this 
potential ‘game changer’. Subsequently, this allows 
for educated discussions of what NATO or individual 
nations might need to counter this threat or which 
hypersonic capabilities are a meaningful addition to 
NATO’s repository. Fostering and growing a funda-
mental knowledge base about hypersonic technol-
ogy has allowed JAPCC to contribute in a multitude 
of national and international projects, studies, exer-
cises and experiments. This led to a better depiction 
of hypersonic weapons and their consequences on 
current defensive postures in NATO exercises like 
Ramstein Ambition or international Missile Defence 
experiments such as Nimble Titan, allowing for more 
meaningful player interaction, observations, conclu-
sions and lessons learned. Also, this enabled JAPCC 

to successfully contribute to various national (e.g. GE 
Luftmachtseminar) and NATO studies about missile 
threats and the role of missile defences in relation to 
hypersonic threats. In early 2020, JAPCC was asked to 
co-chair the current NATO STO study (AVT-359) of 
this still pressing issue. This ensures a more thorough 
integration of research and industry experts with the 
military community, adding needed focus on the 
political and military facets necessary to derive stra-
tegic, operational and tactical decisions for future 
deterrence postures, military operations and pro-
curement. Due to the continuing relevance of this 
topic, JAPCC is regularly asked to give presentations 
to high-level committees (e.g. Air and Missile De-
fence Committee), multinational conferences (e.g. 
CC SBAMD conference) or national education cen-
tres (e.g. GE Command and Staff College). Further-
more, JAPCC provides recurring support to students 
from national and NATO educational institutions 
(e.g. NATO Defence College) with papers related to 
hypersonic threats. Not only is it an honour to be 
asked to contribute to matters of such importance, 
but it highlights the benefits of NATO having centres 
of excellence like the JAPCC. Here, subject matter ex-
perts are empowered to freely deep dive into indi-
vidual topics like hypersonic capabilities, force pro-
tection, air mobility and more, and connect them 
with national activities and NATO disciplines to im-
prove general understanding and consequently the 
overall security environment. 
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Space Branch Activities  
in Promoting NATO’s  
Newest Operational Domain

NATO’s dependence on Space-based 
capabilities is not new; NATO has 
been relying on these capabili-
ties for decades to position and 
track forces, to communicate 
beyond line of sight, to detect 
missile launches, and to en-
sure effective command and 
control. However, these Space-
based capabilities were not al-
ways included into operational 
planning and execution processes. 
By recognizing Space as an Opera-
tional Domain in 2019, the Alliance politi-
cal decision makers, and the strategic and opera-
tional commanders, recognized the need to engage 
more actively in a coordinated approach to opera-
tions involving support from the Space domain. The 
implementation process is an on-
going and challenging task for 
NATO.

While inside the NATO Com-
mand Structure (NCS) adapta-
tions like the Space Centre and 
the increase of personnel are 
still on the agenda, entities of 
the NATO Force Structure 
(NFS) have started initial activi-
ties for increased integration of 
Space into their daily battle-
rhythm.

The First German Netherlands 
Corps (1st GNC) in Muenster, Germa-
ny, can be seen as an example for these 

efforts in their development of a 
Warfighting Corps Headquarters 

for NATO. The 1st GNC is increas-
ing general Space awareness 
as well as assessing and ana-
lyzing the domain for further 
mission planning, prepara-
tion and execution for land 
forces at the corps-level. The 

JAPCC supported a warfight-
ing conference of 1st GNC in 

March 2021 by providing of a vir-
tual lecture on NATO’s approach to 

Space, and in April 2021 two Space pro-
fessionals joined a 2-day Functional Integration 

Training. The intent of both events was to deepen 
the audience’s knowledge of Space by identifying 
tasks in the scope of the multi-domain operations 

concept, and develop scenarios 
and concepts which included 
Space aspects and affects.

Integrating Space in all cycles of 
planning as well as in training of 
personnel is a must not only in 
the NCS, but also in the NFS and 
in national armed forces. The 1st 
GNC started internally with 
adapting warfighting concepts 
and now has included JAPCC 
personnel who are able to sup-

port these endeavours, bringing 
in their specific expertise and 

knowledge of Space as well as edu-
cation and training of personnel in a 

joint effort. 
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This is my 6th and final contribution as the editor of 
our thought-provoking and stimulating Journal of 
the JAPCC.

During the last three years, I have been privileged to 
publish more than 75 articles in our Journal, not only 
discussing the whole spectrum of Air and Space 
Power, but taking the relevant and necessary steps to 
further discover and highlight the ‘grey’ areas or the 
steps taken to achieving a ‘Joint All Domain’ effort.

It was a great pleasure to work with our Subject Mat-
ter Experts of the JAPCC and especially our external 
authors with their diverse backgrounds which con-
tributed to this Journal. I learned a lot through this 
exchange of ideas and experience.

Unfortunately we could not publish all the interest-
ing article submissions we received in the past few 
years. It is one of my main responsibilities as the edi-
tor to decide which articles might be relevant and 
stimulate our interested readership most and which 
best addressed our current and upcoming issues. 
Nevertheless, we are always looking for and welcom-
ing new ideas and interesting topics regarding Air 
and Space Power.

The Journal of the JAPCC is and will continue to be an 
informational tool for NATO’s military and political 
decision makers. It is a necessary tool for NATO to 
highlight successful developments, ongoing projects 
and training, possible shortcomings and future 

trends. It also acts as a deterrent in announcing the 
advancements we make together as an alliance.  
The Alliance will always be stronger when we are 
working together and therefore we should not lose 
the focus on our ‘Joint’ collaboration.

The need to share thoughts and ideas of our multiple 
and very unique national backgrounds is paramount. 
It will counter future challenges in every possible do-
main and will continue to gain in importance com-
pared to the first 15 years of the JAPCC.

I am very thankful and excited that I have had the 
chance to lead this outstanding Team of Experts and 
I am proud of our achievements over the past three 
years. Considering the ‘new challenges’ of a world-
wide pandemic, we could not be stopped from 
providing meaningful and relevant products to ad-
vance NATO’s Air and Space Power. We remain the 
strongest combined force in the world and we 
constantly strengthen our credible deterrence and 
always keeping an eye on ‘old threats’. 

Three Years  
as the Assistant 
Director
From ‘New Challenges’ 
and ‘Old Threats’
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‘Space Warfare in the 21st Century: Arming the Heavens’

By Joan Johnson-Freese; 

Routledge; November 2016

Reviewed by:  

Lt Col Tim Vasen,  

GE AF, JAPCC

This book uses the current rivalry between the United States and China in their  
use of Space to critically address and discuss the historical US approach to domi-
nate Space. The US, in the years 1960 to 1970, undertook an approach of ‘stressing 
the monopoly’ due to financial aspects and relevance of their Space industry. Dur-
ing this time, the US tried to influence other nations and commercial entities due 
to their monopoly in Space capabilities in the western world. This forced other 
nations to develop their own Space assets and services, and therefore reduce the 
dominance of, and their dependence on, the US. 

The author, Joan Johnson-Freese, discusses further challenges, vulnerabilities and 
countermeasures for a high-technology nation that relies significantly on Space-
based services, products, and assets. Threats to all military and security related 
Space assets are thoroughly analyzed. The difference between Space weapons, 
weaponized Space, as well as counter Space means are addressed, including a 
discussion on different national perspectives in the debate about placing weap-
ons into Space. Finally, the book dissects the challenges for protecting the nations’ 
Space power and sustaining its function in the ‘deter, defend, and defeat’ triad.

For defence professionals who are active in Space security policy and strategy 
development and how these topics influence today’s security systems, this book 
is a must-read. 

‘Cyber Crisis’

By Eric Cole;  

BenBella Books; June 2021

Reviewed by:  

Lt Col Henry Heren,  

US Space Force, JAPCC

In the Information Age all of us are reliant upon information technology and the 
connectedness enabled by Cyberspace. Eric Cole’s Cyber Crisis brings home the 
point succinctly, that ‘if you want to survive in cyberspace, there are two core rules 
you need to remember: 1) You are a target; and 2) Cybersecurity is your responsi
bility’ (p. 12).

Cyber Crisis is written in an easily digestible manner with examples and lessons 
learned by the author over two decades of working security issues related to infor-
mation technology. The book focuses on the reality we must all come to realize, 
and respect, that ‘countries and criminals around the world are currently and con-
sistently engaged in cyberattacks, and because there are no international borders, 
and it can be done from virtually anywhere, it is a low-risk, high-payoff crime’ (p. 23).

Military members need to understand that not only is the threat real, but that they 
are both the target and the key vulnerability. Cole notes that compromises will 
happen and that while safeguarding against them is a worthwhile goal ‘it is critical’ 
we are prepared ‘to detect and respond in a timely manner’ (p. 235). 
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