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fter an exhilarating three years in

Kalkar, my tenure as the JAPCC

Assistant Director and Managing

Editor of this Journal will end in
September 2024. | am immensely grateful to my
editorial team, under the leadership of the Chief
of Staff, for their dedication and hard work in
ensuring the success of our Journal. Their efforts
have made my role seamless, and | truly appreci-
ate their contributions. | also extend my thanks
to all the contributing Nations for providing their
exceptional Subject Matter Experts, who have en-
riched the relevance of the JAPCC.

Editing the Journal has been one of the most re-
warding tasks in my entire portfolio. The numer-
ous contributions from across the Alliance and
beyond have been thought-provoking and inno-
vative, but also educational and simply enjoyable
to read. | extend my heartfelt gratitude to all of
you - readers and authors alike - who have played
a role in making this Journal a valuable asset in
JAPCC's transformational toolbox.

We kick off this issue with a captivating article by
Major General Jonas Wikman, Commander of the
Swedish Air Force, who discusses Sweden’s recent
accession into NATO and its implications for the
air domain. Following this, General Ziya Cemal
Kadioglu, Commander of the Turkish Air Force,
shares his perspectives on current efforts and stra-
tegic advancements within his service.

Next, we explore the cybersecurity risks brought
about by the proliferation of small satellites, fol-
lowed by the latest advancements and method-
ologies for human performance in Multi-Domain
Operations. Continuing our theme of transfor-
mational capabilities, we conclude our three-part
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We encourage comments on the articles in order to promote discussion
concerning Air and Space Power. Current and past JAPCC Journal issues
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Editorial

series on the military applications of quantum
technology. Next, we examine the concept of
hosted payloads in space, proposing this as an ad-
ditional layer of resilience and deterrence.

Within our Viewpoints section, we delve into de-
fence acquisition principles in the new security and
technology environment with an intriguing article
on ‘Bending the Hufnagel’ This is followed by an
exploration of the evolving technological and
policy challenges for deterrence. Then we discuss
Multi-Domain Operations in NATO, focusing on
aspects of trust and technology in the US's Com-
bined Joint All Domain Command and Control
concept. Finally, we present fresh perspectives on
measures of effectiveness in non-lethal targeting.

Thank you for your valuable feedback, which has
greatly contributed to our ongoing efforts to
transform Joint Air and Space Power. We invite you
to explore our website at www.japcc.org, connect
with us on LinkedIn, or reach out to us via email at
contact@japcc.org.

Finally, let me introduce the new JAPCC Assistant
Director, Colonel Vito Cracas of the Italian Air Force
and wish him the best in this great and challeng-
ing job. | know he'll continue the JAPCC's proud
tradition of delivering independent thought and
analysis to promote and improve NATO Air Power!

Paul Herber
Air Commodore, NE AF
Assistant Director, JAPCC

/oms Wy
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Cover Photo: A Swedish pilot stands
watchful as Saab JAS 39 Gripen jets soar
in a perfect formation against the breath-
taking backdrop of Sweden’s picturesque
landscape. This captivating montage en-
capsulates Sweden’s recent integration
into NATO, showcasing its advanced air
capabilities and steadfast dedication to the
Alliance. This momentous occasion signi-
fies a pivotal point in history as Sweden
enhances NATO's influence in the Nordic
region, demonstrating the preparedness
and unity of the Swedish Air Force along
with its unwavering commitment to bol-
stering collective security.
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Sweden Strengthens NATO’s
Presence in Europe

The Swedish Air Force Commander’s View
on Joining NATO

By Major General Jonas Wikman, Commander of the Swedish Air Force
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" ‘The great strength of an alliance and
air power stems from mutual trust and the
shared belief that synergies arise when one
seeks, without prestige, ways to enhance
others’ strengths and compensate for each
other’s weaknesses.

Welcome to NATO. Although the process
took a little longer than planned, it re-
ally was a rapid change from the sta-
tus quo. How did you use the time

to prepare for accession into NATO,
and what are your priorities as
the new Chief of the Air Force?

Thank you! We have worked
hard to be as prepared as pos-
sible. These past 18 months
have truly been something
extraordinary both for the
Air Force and for me as Air
Chief. First, | want to take
this opportunity to thank
everyone for their support.
This support has been sig-
nificant for us and has cer-
tainly demonstrated the
strength of having allies.

The initial focus for our integration team was to es-
tablish and optimize connectivity. More than twenty
years of active partnership, participation in numerous
exercises, and fruitful bilateral collaborations have
contributed to interoperable tactics, techniques, and
procedures. We aim for day-zero connectivity to
achieve day-zero readiness.

To prioritize and balance the overall workload in the
Air Force, we have focused on four lines of effort: cur-
rent operations, capability development, support to
Ukraine, and accession into NATO. The Air Staff and
units have collaborated to create synergies between
these lines of effort. One notable example is our par-
ticipation in multilateral combat readiness training
alongside our NATO Allies. This multinational ap-
proach not only enhances our preparedness but also
deepens our understanding of NATO's procedures
and requirements.

The Swedish support for Ukraine has been carefully
coordinated with our own capability development.
For example, the procurement of AEW&C aircraft
S 106 GlobalEye has not only enhanced our own capa-
bilities, but has also allowed us to supply Ukraine with
two ASC 890 AEW&C aircraft.

It’s only been three months since your ratification
as a NATO member, but what is your initial im-
pression and what constitutes the most significant
changes for Swedish Air Force as a NATO member?

The great strength of an alliance and air power stems
from mutual trust and the shared belief that synergies
arise when one seeks, without prestige, ways to en-
hance others’ strengths and compensate for each
other’s weaknesses. | perceive that this attitude pros-
pers within NATO, and it is something | greatly appre-
ciate. We got off to a very good start!

One thing became clear to us early in the process:
we needed to adjust our overall concept. Sweden is
transitioning from a national doctrine based on a
strong defensive capability to absorb an attack and
follow up with a counter-offensive. We are now enter-
ing an international deterrence and defence context.
This marks a significant change in our security policy.
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As a member of NATO, it is imperative that we reassess
our defensive strategies and adopt a more proactive
approach as part of our collective defence concept.
We can no longer rely solely on a reactive, bullet-for-
bullet approach.

The Swedish Joint Staff is developing a new defence
concept based on three core principles: protection,
concentration, and effects. These founding principles
translate well into the tactical level and our new oper-
ational concept for the Air Force.

In the Air Force, our primary goal is to uphold our
national excellence as a valued allied partner in sup-
port of the joint concept. Our legacy capabilities with
operational relevance for the future will be adapted
into an allied context. Our capability development will
focus on both national and Alliance needs to reach
the requirements and assigned capability targets.
With the integration into NATO IAMD, our air base
concept must be even more resilient. Robust air bases
enable extensive deployment of forces for combined
air operations to address the military challenges in the
north, both from Swedish main operating bases and
dispersed airbases.

Please describe the strengths of the Swedish Air
Force and what capabilities you bring to NATO.

The Swedish Air Force is a modern, well-trained, and

adaptable military organization. Our previous policy
of non-alignment has shaped our capabilities today,

E © Jesper Sundstrém/Swedish Air Force

as we had to rely solely on our own resources and
expertise. This led us to develop a diverse set of ca-
pabilities that are unmatched by many countries of
similar size. However, this self-reliance has also posed
challenges for us; as a small nation, we have not been
able to invest in specialized capabilities, such as air-to-
air refuelling platforms or strategic UAVs. In this regard,
joining NATO offers us an exceptional opportunity to
address these limitations. By collaborating with other
nations and pooling resources, we can combine our
existing strengths with those of our new allies.

We embody a warfighting culture, characterized by a
can-do spirit that thrives on overcoming challenges.
Our Air Force culture is influenced by the asymmetry
inherent in our previous policy of non-alignment. Sim-
ilar to Finland, Sweden was compelled to adapt with
doctrinal, conceptual, and technological flexibility in
order to meet the existential threat nearby. The inno-
vative solutions we devised were truly groundbreak-
ing, as they were forged under the intense pressure of
a complex and demanding operational environment.

Now we all share a challenging operational environ-
ment where our bases are no longer the safe havens
they used to be. NATO needs to be more agile and
become more unpredictable to effectively counter
our adversaries. Sweden has a long history of con-
ducting air operations from dispersed bases; in effect
we have practiced Agile Combat Employment since
1960. This extensive experience provides valuable in-
sights that can be leveraged in developing future
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concepts to improve mobility and protection, both of
which are essential for NATO's collective defence.

Another key aspect is that our units use conscripts as
extensively as possible for a wide range of skilled tasks.
This approach allows us to transform young men and
women into skilled, multi-capable airmen in a very
short period of time. We reinstated conscription in
2017 after a period of dormancy, and the results have
been highly successful. After a few months of training,
a team consisting of five conscripts and one supervis-
ing officer stationed at a remote road base can effi-
ciently execute a tactical turn-around on a Gripen air-
craft for air-to-air missions in just 15 minutes.

Our expertise lies in air operations in the High North
where darkness, snow, and cold often impact our mis-
sions. Rest assured that we are committed to do every-
thing necessary to become as proficient as possible
in 360° operations across NATO's entire area of interest.
Strong alliances are built on trust and loyalty, and our
new Allies can count on the Swedish Air Force.

As you mentioned earlier, one prioritized capability
is air defence. How are you adapting your forces to
be a part of NATO’s IAMD?

IAMD, with both its offensive and defensive compo-
nents, forms the foundation of the Swedish Air Force’s
future operating concept. With our NATO member-
ship, a shift towards a more offensive posture will be
possible, making our air defence more well-rounded.

It starts with connectivity, whether between NATO
Allies, other countries, or within our own Armed Forces.
I will not be satisfied until we can seamlessly transmit
data between any platform in any domain, creating a
unified kill-web. We aim to support cross-domain tar-
geting by integrating space-based sensors with surface-
based shooters, fostering a multi-domain and multi-
national approach. Sweden has the necessary systems
that makes this possible. However, the focus must be
on coordinating and connecting these systems to
form a cohesive network, rather than allowing them
to remain isolated.

With the complex and evolving security landscape,
there is growing interest in enhanced regional co-
operation. Could you elaborate on how the Swedish
Air Force is contributing to the development of the
Nordic air power concept, and what benefits do you
foresee from this collaboration for regional security
in the High North? Please explain how Nordic De-
fence Cooperation (NORDEFCO) bolsters NATO rather
than providing competition?

| want to emphasize that the Nordic Air Power Con-
cept is in no way an alternative to or a competitor
of NATO. We are committed to contribute to NATO's
collective defence in the most effective and re-
sponsive way possible. The concept gives us the
opportunity to operate together before ‘day one),
and ensure our capabilities are fully integrated
within NATO and can be deployed in any direction
as needed.

Technical personnel from the 11" Maintenance Company prepare JAS 39s of the Skaraborg Wing for their return flight
back to Satends from Luled after Exercise Nordic Response.
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The Nordic countries share a common understanding
of the military challenges in our region. From both
political and military perspectives, there is great con-
sensus on how we can and should address future
conflicts in the Nordic region. Geographical conditions,
similar strategic cultures, and comparable economic
conditions create a natural basis fora common Nordic
defence concept.

The Nordic Air Power Concept is in the initial imple-
mentation phase, and the Nordic air chiefs have dele-
gated extensive authority to our respective planners.
It is crucial that we work expeditiously to keep pace
with the current security situation.

NATO membership has removed the invisible barriers
that our previous non-alignment and national bor-
ders created, allowing our air forces to fully utilize
their strategic potential and enhance our contribution
to deterrence.

National operational plans and NATO remain the
foundation for Nordic joint air operations. The Nordic
air forces will achieve the ability to plan and conduct
joint air operations as one force, with day-zero readi-
ness. A key component is the establishment of capa-
bilities for distributed command and control.

Nordic cooperation will create synergies in future
multi-domain operations. Denmark, Norway, and
soon Finland flying low-observable F-35s and deep
precision strike capability will combine with Swedish
Gripen aircraft featuring state-of-the-art Electronic
Warfare (EW) systems, long-range anti-surface mis-
siles, and outstanding availability from dispersed air-
bases. Our new AEW&C aircraft, the S 106 GlobalEye,
serves as the C2 hub that enables multi-domain SA
for cross-domain operations and targeting. We have
just finalized our Nordic seamless air defence net-
work for radar data exchange. This allows us to share
real-time data and it significantly enhances our SA
and early warning.

The NORDEFCO also eases the implementation of
new strategic initiatives for defence material procure-
ment. Possible areas of cooperation include tactical
airlift, air-to-air refueling aircraft, AEW&C, and advanced

unmanned ISR platforms. These collaborations allow
each country to access resources and capabilities that
would have been financially out of reach if pursued
individually.

How is the Swedish Air Force adapting to the
rapid changes in the operational and technolog-
ical landscape?

Adaptation and innovation are indeed essential for
us. We are actively engaged in developing next-
generation aircraft, sensors, airbase concepts, and
enhancing our space capabilities. However, our pace
is too slow. We must reclaim the drive that once
marked our air force: the desire to evolve through
the power of innovation. Years of missed invest-
ments have affected our ability to develop and ac-
quire new technologies. During years of budget cuts
and savings, innovation was not rewarded, leading
to a stagnation that we must overcome. We must im-
prove our ability to develop new capabilities. This is
a matter of great importance to me, and we have
several initiatives in the works to stimulate innova-
tion and accelerate development. This will be essen-
tial in preparing for the challenges of the future oper-
ational environment. We cannot afford to rely on
projects that take 15 years to move from conception
to capability.

Speaking of future projects, could you share in-
sights into any upcoming initiatives in Sweden?

Our focus is not only on acquiring new aircraft and
helicopters, but also on upgrading our existing fleet,
such as enhancements in sensors, EW, and weapons
technology. We are acquiring new active and passive
sensors to replace the ground-based early-warning
network with a new sensor grid.

The space and cyber domains are indeed becoming
increasingly significant. We are in the process of estab-
lishing a more robust cyber defence framework to
protect our systems and sensitive information. In
terms of space, we are establishing a recognized
space picture and exploring satellite technology,
aiming to launch our first satellite before the end
of 2029.
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Swedish Air Force JAS 39s on the flightline at Lulea Air Base, home of the Norrbotten Wing, ready for Exercise Nordic

Response 2024.

Due to the general importance of combat air capabili-
ties, combined with the required resources and long
time-scales, Sweden has launched a national concept
programme (SWAP) for assessing future solutions for
combat air capabilities. The programme will create
knowledge necessary to support an informed decision
on how to ensure long-term access to combat air ca-
pabilities into the 2060s and beyond. While it is too
early to discuss specifics about the core platform, cur-
rent trends point us in a clear direction: Whether we
opt to develop or acquire, you will recognize ‘the
Swedish DNA'in our next fighter system. International
cooperation will be a necessary part of any future solu-
tion, regardless of nominal supply option.

It will be interesting to follow Sweden’s progress
integrating into NATO. Finally, how do the current
developments in Ukraine and in the Middle East
affect your concept and capability development?

| follow the Ukrainian armed forces' fight against Rus-
sian aggression with deep admiration. The Ukrainian

military’s ability to conduct both defensive and offen-
sive operations, while simultaneously innovating and
adapting, truly astounds me. Our military support to
Ukraine is a central part of Swedish defence policy
and probably the most important investment we can
make in our future security. It is imperative that our
support remains robust and sustained over the course
of several years.

We are continuously refining our TTPs and developing
our CONOPS based on what we see on the battlefield
in Ukraine. Our readiness and progress in various as-
pects, such as implementing our airbase concept and
tailoring our Gripen operating concept. Agile employ-
ment to our dispersed bases serves to mitigate attacks
by ballistic and cruise missiles.

We are enhancing our capabilities in Electronic At-
tack and Deep Precision Strike to shift our focus from
Defensive Counter-Air to include Offensive Counter-
Air. However, there is still more work to be done.
Our capability to counter attacks that combine both
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sophisticated high-end weapon systems and basic,
low-cost weapons requires improvement. We must
field a range of defensive capabilities, balancing cost,
capability, and quantity against diverse threats such
as those demonstrated in Ukraine.

Assuming that future wars will be the same as this one
is hazardous. One conclusion is clear and obvious
to us: the operational environment changes rapidly,
demanding constant tactical adaptation and ongoing
development throughout a conflict. Innovation and
adaptability are core requirements for our future
warfighting concept.

Finally, the current situation in the Middle East is a
cause for concern, and we are diligently monitoring
its developments. One valuable takeaway from recent
events is the impressive performance of our western
air defence systems. The defensive capabilities dem-
onstrated by Israel and its allies have been nothing
short of remarkable. They have effectively handled a

combination of high-end and low-end threats through
allied connectivity and effective targeting and sorting.
This success indicates that control of the air remains
both relevant and feasible. By ensuring our air defence
systems are readily available, persistent, multi-domain,
and integrated, we can effectively protect against a
wide range of threats.

Do you have any final remarks about joining NATO?

In conclusion, let me re-state how proud | am of the
men and women of the Swedish Air Force during this
period of rapid change in our mission. I am confident
our new allies will appreciate their professionalism
and dedication as we our nations continue to learn
from one another. Sweden is proud to be NATO’s
newest member, and we are committed to the goal of
peace through cooperation and credible deterrence.
It is a fitting celebration to join this historic Alliance
on the occasion of its 757 anniversary. Thank you all
for the warm welcome to the NATO family. @

ABOUT THE AUTHOR
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The Turkish Air Force

Boosting Defence Capabilities within NATO:
Perspectives from the Turkish Air Chief

By General Ziya Cemal Kadioglu, Commander of the Turkish Air Force

€9 'Tiirkiye plays a crucial role in maintaining
regional stability througph its efforts to dete
security threats using its military capabilities.

o

What are the current air and space capability
velopments in the Turkish Air Force?

Before | get into the details of the capability develop-
ment roadmap, | would like to summarize the Turkish
Air Force (TU AF) concept mindset with some exam-
ples. The TU AF has initiated modernization and R&D
projects with a roadmap through 2050 to enhance its
operational effectiveness and acquire advanced ca
pabilities, leveraging cutting-edge systems and plat-
forms. Our ambitious project roadmap focuses on the
development of aircraft systems, such as the fifth gen-
eration KAAN low visible, multi-role fighter aircraft,
trainers such as HURKUS and HURJET aircraft and
GOKBEY helicopter, and Unmanned Aerial Vehicle
(UAV) systems such as ANKA, AKINCI, AKSUNGUR,
BAYRAKTAR TB3, and KIZILELMA. When it comes
to space capabilities, our priority is to enhance
our existing space-based ISR capability, and
our space projects are initiated accordingly.
Furthermore, our air and missile defence
concept is being bolstered by HISAR and
SIPER air defence missile systems, as

rkish Air Force;
Haiga/Unsplash

augmented by next-generation Early
Warning Radar systems.

A forthcoming procurement ini-
tiative is set to replace the T-38M,
which is expected to be com-
pletely phased out of service by
the mid-2030s, with a modern
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One of Tiirkiye's milestone projects is developing a fifth-generation fighter aircraft. KAAN successfully completed its

maiden flight on 21 February 2024, in Ankara.
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Air Force Commander General Ziya Cemal KADIOGLU visited the Turkish Aerospace Industries (TAl) facilities in Ankara
on 22 May 2024. During his visit, he had the opportunity to take his first flight in Tiirkiye’s first domestically produced
manned jet engine aircraft, the HURJET, which had its maiden flight on 25 April 2023.

trainer aircraft. Specifically, the HURJET project seeks
to fulfil the requirements for jet training and aerobatic
capabilities, thereby ensuring continuous training of
pilots and aerobatic team members.

Since 2018, the TU AF has been operationally utiliz-
ing UAV systems designed and developed with na-
tional capabilities to meet reconnaissance and sur-
veillance needs. The procurement of high-altitude
UAV platforms, including AKINCI and AKSUNGUR, has
enabled the TU AF to expand its capacity in close air

support, air-to-ground attack, and electronic war-
fare missions. These platforms have remarkably en-
hanced ammunition and payload-carrying capaci-
ties. Currently, the development of next-generation
stealth UAV systems, including ANKA-3 and KIZILELMA
is still ongoing.

In alignment with the fundamental principles of
peaceful and defensive utilization of space, and con-
sistent with international best practices, we have
identified key areas for capability development. These
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The Bayraktar KIZILELMA Combat Unmanned Aircraft System is planned to be a force multiplier for the Turkish Air
Force with its low visibility capability and capacity to conduct air-air combat. On 14 December 2022, KIZILELMA made

its first flight.

areas include force development, space support, and
space control. In order to protect our national space
assets against threats and hazards, we have recently
established our own Space Command under the
Turkish Air Force. The space project roadmap consists
of space-based Electro-Optical (EO) and Synthetic
Aperture Radar (SAR), electronic support, regional
Positioning, Navigation, and Timing (PNT), and early
warning satellite systems. We are aware of the fact
that space domain awareness is the key to space
warfare, and we are planning to have our own space
situational awareness capability.

What are the current challenges the TU AF is facing?

As other NATO nations, we face common global chal-
lenges, including health crises, climate change, and
social issues that necessitate a multidisciplinary ap-
proach that encompasses both security and economic
considerations. Furthermore, we are witnessing a pro-
found shift towards an information and technology-
driven society, precipitated by the cumulative effects
of globalization and digitization, which demands a
comprehensive understanding of the interconnected
nature of these developments.

Furthermore, we carefully consider these factors and
incorporate lessons learned into training protocols to

mitigate the impact of climate change on operational
capability. Our Search and Rescue units are actively
engaged in responding to natural disasters, which
necessitates continuous updates to our operational
approach. Moreover, our humanitarian aid mission
effectiveness has also been enhanced through this
adaptive strategy.

The individual and societal benefits associated with
these factors are integrated into training programs to
ensure that operational capacity is not compromised
in environments affected by climate change and
health issues. Our units continually refine their oper-
ational protocols to adapt to increasing natural disas-
ters such as floods and earthquakes. This has been
particularly evident in the wake of recent earthquake
disasters that have significantly impacted our country,
yielding valuable lessons learned and the develop-
ment of new projects.

It is imperative to establish a military force structure
comprising a judiciously allocated number of person-
nel with high mobility and firepower, capable of ren-
dering both direct and indirect support to interna-
tional operations. This force should be equipped with
weapon systems that are commensurate with the
technological advancements of the present era, en-
abling effective and efficient execution of its mandate.
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A personnel structure integrated with its corporate
culture and trained in accordance with current devel-
opments is a valuable asset that cannot be replicated
or replaced by competitors. The first element of our
success in the 21t century, where our understanding
of security and our mission types are diversified and
uncertain, is a very well-equipped and psychologically
resilient workforce. In light of the evolving needs of the
modern age, the importance of modern weapons sys-
tems is becoming increasingly apparent. The ability to
operate, use, and manage these systems effectively,
and make the right decisions in complex battlefield
conditions, is becoming a crucial skill for personnel. In
addition, the role of commanders in directing and
managing these systems turns is increasingly signifi-
cant. The personnel structure in the 21 century should
be more flexible, agile, and professional.

The proliferation of weapons systems to terrorist groups
has created new challenges, as they can now employ
unconventional tactics with devastating effects. This
development underscores the need for militaries to
adopt asymmetric strategies and enhance command
and control relationships to effectively counter these
unconventional threats.

The increasing globalization of the satellite and aero-
space industry has resulted in a scenario where various
countries with established space programs can now
manufacture key subsystems, ground systems, and
components. This development has led to a reliance
on a limited number of suppliers, thereby increasing
the risk of supply chain disruptions and potential pro-
ject delays. Consequently, it is essential to develop al-
ternative logistics strategies for the space and aero-
space sectors to mitigate these risks and ensure the
timely delivery of critical products and services.

Investing in the space domain has been hindered by
the scarcity of trained professionals in this field, as well

as the significant resource requirements arising from - :
the incorporation of cutting-edge technologiesinto = =

the systems, subsystems, and components utilized.

How would you assess the global and regional situation

around Tiirkiye, and the air and space contributions of

the TU AF to ongoing NATO operations and missions?

Located in the southeastern wing of NATO, Turkiye faces
a unique set of security challenges due to its proximity
to a complex regional environment marked by inter-
state competition and terrorism. Despite these chal-
lenges, Turkiye plays a crucial role in maintaining re-
gional stability through its efforts to deter security
threats using its military capabilities. The global security
environment is closely monitored, and transformative
studies are conducted to enable the TU AF to respond
effectively to emerging challenges in a timely manner.

NATO actively promotes international peace and
rity, remaining vigilant and engaged in
fairs. The TU AF is recognized by NATC
as a vital contributor to the
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Alliance’s operational capability. Through collaborative
efforts with NATO members, the TU AF is committed
to supporting Alliance operations and missions, with
all units adhering to NATO's rigorous training and
operational standards. The TU AF organizational struc-
ture is harmonized with the NATO Defence Planning
Process, ensuring cooperation and coordination with
other stakeholders.

We place significant emphasis on supporting the NATO
Warfighting Capstone Concept (NWCC) initiative un-

ertaken by NATO Allied Command Transformation,
ifically adhering to the Warfare Development
nda (WDA). Based on the lessons
~ derived from these efforts,

s

=
The Turkish Air Force AEW&C aircraft (E-7T) and the
Turkish Stars Aerobatic Team are stationed at the 3™ Main
Jet Base Command (Konya) of the Turkish Air Force.

_—

we prioritize enhancing our transformation pace and
optimizing the combat readiness of our troops through
a rigorous and standardized certification process.

Upon the 72" anniversary of Turkiye's accession into
NATO, we remain committed to upholding NATO's
values and core mission, just as we always have. In line
with the principles of fair burden sharing, the TU AF
has been actively engaged in various NATO endeav-
ours, including contributions to the NATO New Force
Model and Allied Reaction Force. TU AF personnel
have been deployed to support NATO Mission Iraq
(NMI) and Kosovo Forces (KFOR), while also participat-
ing in NATO exercises and peacekeeping operations
through Enhanced Air Policing, Airborne Early Warn-
ing, and Air-to-Air Refuelling missions. Additionally,
as an alternate Joint Force Air Component Command
(TU JFACC), the TU AF aims to assume increased re-
sponsibility within the Alliance in the near future.

The TU AF has been actively supporting NATO space
activities since 2012. We are fully engaged in the NATO
space domain implementation plan, and we display
this effort by sending our space SMEs to space-related
NATO exercises, contributing to space doctrine devel-
opment efforts, and filling our billets within the NATO
Command Structure/NATO Force Structure (NCS/NFS)
space C2 structure. We provide high-resolution space-
based E/O imagery to fulfil NATO joint ISR, Find, Fix,
Track, Target, Engage, Exploit and Assess (F2T2E2A),
and focused collection activity requests. And finally,
we are one of the 15 nations that established the
NATO Space Centre of Excellence in Toulouse, France.
Once the Turkish Space Command reaches its full op-
erational capability, it will contribute to other space
operational functional areas besides space-based ISR.

What are your insights on the future of NATO'’s joint
air and space power capabilities, and what roles do
you envision the Turkish Air Force fulfilling?

L advent of advanced technologies has not only
brought about numerous benefits; it also poses sig-
nificant security concerns for NATO. The proliferation
of hypersonic missiles, coupled with the emergence
of cyber and asymmetric threats, presents a formida-
ble challenge to both neighbouring countries and the
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The ANKA-IIl High Altitude Long Endurance (HALE) Unmanned Combat Aircraft is designed to operate at an altitude of
40,000 feet, achieve a speed of Mach 0.7, and sustain flight for up to 10 hours. This cutting-edge aircraft completed its

inaugural flight on 28 December 2023.

Alliance. To effectively mitigate these threats, NATO
must undergo a rapid adaptation process across all
domains and proactively prepare for future security
risks in order to safeguard the territory and personnel
of the Alliance.

To effectively counter and deter potential threats,
NATO needs to prioritize the attainment of information
superiority, which can be achieved by gaining access
to critical information before adversaries and leverag-
ing this advantage to inform decision-making. Devel-
oping a robust Joint Air Command and Control (JAC2)

structure of the future is crucial in this regard, neces-
sitating integration of innovative technologies such as
Artificial Intelligence (Al), cloud computing, and big
data analytics to expedite and enhance the decision-
making process.

Adopting cloud technology is expected to facilitate a
paradigm shift from a single, monolithic platform to
a system of systems architecture, ultimately enabling
the realization of a Multi-Domain/Joint All-Domain
environment. This transformation will likely lead to an
accelerated operational tempo and decision-making

The Turkish Air Force successfully completed the NATO Enhanced Air Policing (eAP) mission using four F-16 aircraft at
Borcea (Fetesti) Base in Romania from 1 December 2023 to 31 March 2024.
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[...] ‘TUAF plays a crucial role within NATO and
its regional context, being dedicated to upholding
its responsibilities.’

processes, as Al will be integrated to support critical
decision points. Moreover, it is anticipated that a uni-
fied information architecture will be established, pro-
viding a single, comprehensive information set for all
decision-makers, thereby ensuring information supe-
riority and a unified operational picture across all do-
mains promoting decision superiority.

The TU AF plays a crucial role within NATO and its
regional context, being dedicated to upholding its re-
sponsibilities. To maintain its status as a formidable
and deterrent force, the TU AF prioritizes the develop-
ment of a robust and sustainable air and space power
infrastructure, recognizing the imperative for contin-
ued adaptability and competitiveness in an evolving
security landscape.

Through participation in global missions and joint
exercises, our military has been actively engaging in
efforts to enhance interoperability with NATO forces,
prioritizing collaboration in the domains of air and
space power. As we envision the Joint Air and Space
Force of the future, we recognize ourselves as a crucial
component, poised to leverage our capabilities to fos-
ter enhanced cooperation and adapt to an evolving
operational landscape.

The TU AF has maintained its efficacy and deterrent
presence in its region, adaptively incorporating new
technologies to enhance its capabilities. Over the next
decade, the TU AF's expertise in joint operations will
continue to have a significant impact, particularly in
the development of cutting-edge air defence, com-
mand and control systems, UAVs, radar systems, and
combat aircraft projects. Moreover, the implementa-
tion of advanced Ballistic Missile Defense (BMD) and
Integrated Air and Missile Defence (IAMD) systems
will reinforce regional air defence capabilities, solidify-
ing the TU AF's role as a vital member within NATO. @
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Small Satellites with Large Exposure

How Does New Space Fare in Cyberspace?

By Captain Luke Stensberg, US Space Force, JAP

The Advent of Small Satellites

In recent years, both public and private actors have
embraced innovations in the space industry that have
allowed for a democratization of space, known collo-
quially as new space. New space consists of various
advancements that improve cost efficiency and accel-
erate development cycles, opening the door for new
actors to access space. One prominent new space
trend is small satellites, characterized by many, indi- i
vidually lesser-valued satellites that comprise a scal- 19 it
able and meshed constellation, typically in Low-Eartk \

Orbit (LEO). Together they reduce latency due to t
proximity to Earth and can offer robust coverz
when adequately scaled. .

The emergence of small satellites represents a signi
cant departure from the traditional space operations
conducted by large governmental organizations. His-
torically, these organizations would deploy exquisite
capabilities in Geostationary Orbit (GEO), which was
financially and technologically inaccessible to smaller
players. Nowadays, new actors are emerging who can
quickly and affordably procure or develop small satel-
lites that leverage standardized and miniaturized
Commercial Off the Shelf (COTS) components, piggy- P -
back on other launches, and even Command and *%, =
Control (C2) missions with web-accessible ground

infrastructure.! These advancements lower the need

for full vertical integration, significantly cutting devel-

opment barriers and overhead.

Besides development speed and cost savings, small
satellite LEO architectures inherently offer operational
resilience through their proliferation. For example, an .
adversary cannot easily deny space capabilities kineti-
cally when many more satellites share the load in de-
livering the mission’s Data, Products, and Services
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(DPS). Destroying one or even several small satellites
would, at most, degrade said DPS. Beyond this, scaling up
kinetic strikes to destroy the preponderance of these
small satellites — enough to significantly degrade or fully
deny the capability — is not as practical and could risk an
ever-escalating positive feedback loop of debris yielding
indiscriminate collateral damage. This could potentially
reach the point of the Kessler Effect, in which LEO be-
comes hazardous for all space actors, friend and foe alike.?
Surely, proliferated constellations tilt the cost-benefit
analysis of kinetic-minded aggressors enough to think
twice about taking on proliferated small satellite constel-
lations in this manner. Consequently, a top US space offi-
cial recently claimed that satellites are more likely to be
targeted through non-kinetic means, specifically through
the cyber domain.?

[...] ‘s the space domain becomes more intertwined
with the cyber domain to lower costs and increase con-
venience, the benefits may come with the additional risks
inherent to cyberspace.

The Risk of Small Satellites
in Cyberspace

Small satellite designs focus on affordability, simplicity,
and standardization to promote scalability. This trend
has even paved the way for the CubeSat concept. Cube-
Sats are a subset of nanosatellites based on one or more
10x10x10 cm units (1U) that often utilize widely avail-
able and standardized components. These can be stand-
alone or modular since multiple units, for example,
three 1Us, may form a larger 3U CubeSat. Despite re-
lative simplicity in design, small satellites can scale in
numbers to produce constellations that can provide
key DPS to NATO warfighters such as C2, ISR, and more.
\ However, cybersecurity experts are warning that this
ease of development, scalability, and operations may
encourage potential design shortcuts that bring cyber-
security trade-offs.4 Interconnectivity and standardiza-
tion can diminish the obscurity of space systems, which
once deterred malicious cyber actors from targeting
such historically foreign systems.

[M] © Albert89/Shutterstock.com
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Aone unit (1U) CubeSat typically weighs less than 2 kg and is relatively cheap, thanks to its reliance on COTS components.

These shifts in design are analogous to when industry
began enabling remote access for Industrial Control
Systems (ICS) to control water, energy, manufacturing,
and logistical processes. While remote management
improved ICSs’ operational efficiency, it is evident many
ICS systems were hastily networked, often neglecting
cybersecurity. Recently, a cybersecurity firm reported
that their ICS honeypots — decoy networks designed
to mimic real networks to lure attackers — detected an
average of 813 unique attacks daily. This is an alarming
indicator because there is no current patch or reme-
diation for 34% of ICS cybersecurity vulnerabilities in
2023, up from 139% in 2022.> At the strategic level, vul-
nerabilities in critical national infrastructure now pose
geopolitical risk, as evidenced by the Five Eyes nations
recently condemning China for targeting US infra-
structure with malicious cyber activity.t

Therefore, the broader space community, both public
and private, must balance their pace of innovation with

cybersecurity to avoid ending up as vulnerable in cy-
berspace as terrestrial ICSs are. Implementing cyber-
security as an afterthought is less effective and more
expensive reactively than if done proactively. Mean-
while, as the space industry is rapidly growing at 9%
per annum with projections to reach $1.8 trillion by
2035, this target-rich environment will surely attract
malicious cyber actors.” If NATO nations decide to in-
crease their reliance on small satellites, they need to
understand how one cyber-attack could massively im-
pact operations across multiple domains.

Security (Challenges)
From the Ground Up

NATO defines space as possessing four segments:
ground, user, link, and space® All segments are cru-
cial, so if a cyber actor can deny, degrade, disrupt, or
destroy any of them, the entire delivery of space DPS
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is impacted. This expands the attack surfaces com-
pared to the mission-relevant terrain of typical terres-
trial networks. The following sections examine some
new space concepts as they relate to each space seg-
ment, along with potential vulnerabilities if left un-
checked. This article will only sparingly address the
user segment since it is more agnostic to the type of
space architecture utilized within this cybersecurity
context, be it old or'new’ For example, Russia’s 2022
AcidRain cyber-attack on over 10,000 European Via-
Sat modems was user segment-focused, making the
types of ViaSat ground stations and satellites irrelevant
to the attack.’

The Ground and User Segments

Ground stations are required for tracking, C2, and
data transmission to and from satellites, so naturally
they pose as ripe targets to impact space operations.
Any uplinked commands or downlinked tracking and
telemetry data will flow with implicit trust between
the ground station and satellite due to the (hope-
fully) encrypted link segment. Therefore, to impact
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the spacecraft, malicious cyber actors may look to
leverage the ground station as a pathway.

Designing and building a network of ground stations
for LEO spacecraft is very expensive. Unlike GEO satel-
lites, which remain relatively stationary from the per-
spective of a ground station, LEO satellites may move
in and out of view in less than 15 minutes due to their
high velocity and lower altitudes. Therefore, a LEO
constellation may require numerous ground stations
scattered globally."® This has historically meant unsur-
mountable up-front infrastructure costs for smaller
actors. To respond, large cloud service providers like
Amazon Web Services and Microsoft Azure now offer
leased access to their own worldwide network of
ground station antennae along with cloud computing
and web-accessible storage services.

This business model is called Ground Station as a Ser-
vice (GSaaS), and it allows smaller actors to circum-
vent substantial initial investments required to build a
network of ground stations. Satellite operators pay
small usage fees to access a cloud environment that
can relay space commands and data via the various

Technology has advanced to allow for efficient remote access to operational control systems, now including satellites.
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Data Centres host Ground Station as a Service (GSaaS) command and control services.

GSaa$S antennae to communicate with the satellites.
Besides C2, these cloud services can also push the
user segments to the cloud by, for example, allowing
customers direct access to the satellite imagery.

GSaaS migrates access to satellites from air-gapped,
in-house networks to the cloud, expanding the attack
surface due to the inability to completely isolate vul-
nerable assets. While the cloud environment can be
very secure, some cloud customers falsely assume
that they can outsource all their cybersecurity respon-
sibilities to the cloud providers. In fact, experts esti-
mate that 99% of cloud security failures will be the
customer’s fault by 2025."" Therefore cloud exploi-
tations have already begun as a leading cybersecu-
rity firm published in its 2023 annual report stating
that cloud environment intrusions increased 75 %
over 2022."? The most dedicated malicious cyber
actors could even theoretically pay to legitimately
gain access to GSaa$ services, only to conduct their
own reconnaissance by probing for vulnerabilities.
As the space domain becomes more intertwined with
the cyber domain to lower costs and increase con-
venience, the benefits may come with the additional
risks inherent to cyberspace.

The Link Segment

The link segment is the electromagnetic connection
between the ground and user segments to the
satellite(s), and satellites to one another. A key devel-
opment in small satellite communications is the
shift from analogue transceivers to digital Software-
Defined Radios (SDRs). SDRs are radios in which phys-
ical functions normally conducted by hardware are
instead executed by software. While affordable and
convenient, some commercially available SDRs used
by small satellites may have configurable code that
has been exploited in realistic lab settings.

In one study, a team of Air Force Institute of Technol-
ogy researchers simulated a ground station linked
to a small satellite with commonly used hardware,
open-source software, and an SDR. They were able to
glean valid commands from the lab’s ground station
to prepare their own identically formatted com-
mands. However, they transmitted commands with
malevolent adjustments to spoof the satellite’s posi-
tioning data used to orient itself relative to the sun.!?
Despite the commands originating from an unknown
source, the SDR still accepted the attacker’s commands
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to adjust the satellite attitude improperly. Hypotheti-
cally, the malicious commands would have conducted
a manoeuvre that could risk damaging solar cells and
optical sensors, and would deplete limited propel-
lant. Additionally, other researchers have also high-
lighted that certain SDR configurations are suscep-
tible to buffer overflow cyber-attacks.' This type of
attack has disruptive effects analogous to electro-
magnetic jamming, although with far more subtlety
because it does not generate high levels of power
that could be geolocated.

[...] ‘There are difficult dilemmas for small satellite
designers when prioritizing resources onboard a con-
fined small satellite bus with competing demands.
Still, engineers should not overlook the potential total
loss of mission due to a cyber-attack.

Encryption is a computationally intensive process
that offers security and is commonplace in terres-
trial networks. However, encryption becomes more
challenging as satellites get smaller. A recent pre-
sentation showcased risks due to weak encryption
in the CubeSat Space Protocol, affecting command
validation and acceptance.’™ For resource-limited
small satellites, lightweight encryption and hashing
algorithms like ASCON may be more suitable. Es-
tablished in 2023 as the National Institute of Stand-
ards and Technology’s standard for lightweight
cryptography, ASCON is likely a more secure family
of algorithms.'®

There are difficult dilemmas for small satellite design-
ers when prioritizing resources onboard a confined
small satellite bus with competing demands. Still,
engineers should not overlook the potential total loss
of mission due to a cyber-attack. As small satellites
in LEO begin to leverage automation to relay com-
mands to one another, any chinkin the link segment’s
armour can lead to spiralling effects. These vulner-
abilities underscore the risk of bolting COTS products
together without cybersecurity as a central design
requirement.

The Space Segment

Lastly, the space segment is the orbital component of
the space architecture. As satellite development be-
comes cheaper and faster, small satellites’ use of COTS
products and open-source software has effectively
made them loT devices in orbit. Because smaller space
operators do not have the resources to institute their
own proprietary methods for C2 and data handling,
some are leveraging common operating systems and
programming languages onboard their satellites (e.g.
Linux, Java, and C/C++). This convenience comes with
risk because malicious cyber actors are also very famil-
iar with these languages.

If a compromised ground segment sends malicious
commands, the satellite may rely on its inherent trust
relationship and execute the commands, assuming
they are authenticated if properly formatted. There-
fore, some experts have called for spacecraft designers
to follow suit with terrestrial networks and institute
zero trust bases within and between the four seg-
ments of space, even onboard the spacecraft them-
selves. One way to do this is by having intrusion detec-
tion software to detect and flag anomalous commands
or malicious behaviours.!” To glean which malicious
behaviours may threaten one’s space networks, the
Space Information and Sharing Analysis Center is an
organization that collaborates on space network vul-
nerabilities and associated adversarial TTPs. Similarly,
the United States Cyber Command’s ‘Under Advise-
ment’program has shown precedents for how govern-
ment agencies can share cyber threat reporting at ad-
equate classification levels with industry.

Additionally, if these small satellites continue to use
COTS components and open-source software from
communal repositories, cybersecurity professionals
should be aware of their origins. Supply chain inter-
diction remains a robust avenue for malicious cyber
actors to gain unauthorized access. The US Defense
Intelligence Agency has reported that one unitin the
Chinese People’s Liberation Army has even carried
out cyber espionage specifically against European
and American space supply chains since at least 2007
in an effort to jump ahead of competition.'® Further-
more, penetration testers recently demonstrated the
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Many terrestrial networks rely on interconnected system of satellites with automated connections to efficiently transmit

data, products, and services.

impacts of supply chain injection when they installed
malware to carry out a cyber-attack on a live, Euro-
pean Space Agency OPTSAT in orbit. The testers
showcased several critical stages of an attack, includ-
ing privilege escalation, persistent access, and lateral
movement from the satellite’s bus to the remote
sensing payload. They manipulated the images taken
by the nanosatellite’s camera before being down-
linked back to Earth. Although not demonstrated,
they claim to have also been able to drain the satel-
lite's batteries, tamper with its GPS coordinates, and
shut down services.!? In an operational environment,
what would happen if an adversary replayed out-
dated imagery to mask ground activity?

Finally, even if cybersecurity is designed into systems
before launch, the job is not over. Starlink has 'resisted
all hacking and jamming attempts’ partly because of
its bounty program, which pays anybody who can
find and report vulnerabilities, enabling swift patch-
ing.?% This proactive mentality is similarly seen at the
US Space Force’s annual Hack-a-Sat, and a recent effort

to create a virtualized test range to assess an Estonian
CubeSat's cybersecurity posture.?!

Conclusion

Although it may appear daunting, it is important to
note that all these new space capabilities can be se-
cure if the space community does not procrastinate
or neglect the proper cybersecurity steps. Securing
the four segments does not necessarily require novel
cybersecurity techniques, but rather by enforcing
high standards already in place for our most sensitive
military networks. Pending established cybersecurity
standards for space, mission owners can apply exist-
ing standards used by lightweight cryptography, loT,
and national security networks. As new space rapidly
employs shared software, COTS products, small satel-
lites, GSaaS, and other future developments, space
mission owners need to prioritize cybersecurity with
greater urgency throughout all the space segments.
Failure to do so could compromise NATO operations.
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Implementing proactive measures such as continuous
vulnerability assessments, penetration testing, zero
trust, and fostering collaboration between government
and private sectors will greatly reduce risk so that
new space innovations remain resilient against evolv-
ing cyber threats. @
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Enhancing NATO’s Strategic Edge

A Human-Centric Approach to Multi-Domain Operations

By Colonel Tyler Niebuhr, US Air Force, JAPCC

The Need for Action

The war in Ukraine and conflict in Israel present a
potential catalyst for wider regional hostilities. Tech-
nology has given terrorist organizations increased
capabilities, and the pervasive use of information
warfare allows for widespread emotional manipula-
tion with geopolitical consequences. In today’s inter-
connected and emotionally charged society, ter-
rorism continues to pose a grave threat to NATO
members’ security. The current state of global affairs,
which includes Russia’s aggression towards Ukraine,
its developing relationship with China, and the ongo-
ing turbulence in the Middle East, presents complex

security challenges for NATO. We must recognize that
deterrence and defence are not mere slogans but a
shared responsibility that requires our constant adap-
tation to emerging forms of warfare in today’s multi-
domain operating environment. The wide range of
security concerns amidst the ever-evolving charac-
ter of conflict in the 215t century calls for our diligent
attention and strategic thinking.

Thankfully, NATO has taken steps towards addressing
these pressing threats by bolstering its political unity,
expanding its membership, and developing a com-
prehensive military strategy to organize and coordi-
nate warfare development.
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As the Alliance moves forward, it must prioritize the
importance of actual human performance in Multi-
Domain Operations (MDQ); otherwise, it will miss the
mark in its quest towards transformation and poten-
tially fall prey to the false hope that technology will
solve all our problems. Although technological ad-
vancements are absolutely necessary to maintain the
advantage over revanchist challengers, technology is
irrelevant without the right people, processes, and
training. In today’s fast-paced, technologically advanced
world, personnel face the challenge of using sophisti-
cated technology to synchronize various effects across
multiple domains to outmanoeuvre adversaries in pur-
suit of calculated objectives.

As technology continues to advance at an exponen-
tial rate, it becomes increasingly crucial to remem-
ber the human factor. Every technological advance-
ment and increased capability should be designed
to enhance the performance of the human actor. By
adopting a mindset that prioritizes enhancing and
optimizing human performance, the Alliance can
establish a focused approach towards policy align-
ment, multi-domain doctrine creation, and synchro-
nized Tactics, Techniques and Procedures (TTPs).
A performance-focused mindset can serve as the
foundation for technological and weapon system
developments, increasing combined capabilities, and
ensuring superior execution. A force with a strong
emphasis on performance enhances deterrence
through its credibility — by maintaining a highly
competent defensive force. Prioritizing performance
offers significant strategic advantages and upholds
the collective security interests of member nations.
Each individual's contribution is crucial in preserv-
ing the integrity and unity of the Alliance through a
performance-oriented strategy.

Strategic Guidance

NATO leadership recognizes the need to optimize the
full potential of integrated mission execution to har-
monize its instruments of power. In February 2021, the
NATO Defence Ministers endorsed the NATO Warfight-
ing Capstone Concept (NWCC), a‘North Star’ for war-
fare development through 2040. It identified that the

Alliance's future warfighting strategies must consider
a multi-region, multi-dimensional, and multi-domain
operating environment. The NWCC identified five
Warfare Development Imperatives (WDIs) and six crit-
ical enablers as a means for the Alliance to organize
and synchronize national development efforts. Subse-
quently, the NATO Military Committee (MC) tasked Al-
lied Command Transformation (ACT) to further opera-
tionalize the concepts in the NWCC and, with Allied
Command Operations (ACO), develop the Alliance’s
initial concept for MDO.

In April 2022, ACT delivered the Warfare Development
Agenda (WDA), a 20-year plan through which ACT
manages the planning and implementation of the
NWCC and links it closely with the NATO Defence
Planning Process (NDPP). The following year, the MC
approved an official NATO definition for MDO and re-
leased the Alliance’s Concept for MDO.

Developing guiding concepts demands monumental
thought power, yet their value remains unrealized
without implementation. Pathways to progress re-
quire action. J. D. Rockefeller, the world’s first self-
made billionaire, emphasized, | know that there is no
result without action, and there is nothing in the
world that is obtained just from thinking. As long as
people are alive, they must consider taking action.?
This philosophy of action seamlessly aligns with key
military principles such as initiative, offensive spirit, and
freedom of action.’?

ACT actively pursues a path towards an MDO-enabled
Alliance. They are focused on codifying MDO con-
cepts and updating Allied Joint Publications. Together
with ACO, ACT is conducting training events and exer-
cises, such as Steadfast Jupiter and Steadfast Duel, fo-
cused on data fusion and the targeting process, and
Steadfast Defender series to exercise multi-domain
capabilities. ACT seeks to identify capability require-
ments and build processes to provide a more accu-
rate assessment of the environment and assist politi-
cal-military decision-making. To further develop plans
of action, ACT developed Lines of Delivery (LODs)
with associated working groups and team leads to
establish a process towards achieving the Warfare
Development Imperatives.

JAPCC | Journal Edition 38 | 2024 | Transformation and Capabilities



30

£
S
g
<
S
<]
e
2
Y
g
£
=3
<
wv
Q
£
S
2
=
7
el
<]
S
Y}
o

Military technology is a critical enabler and will continue to evolve, but war and peace are ultimately human endeavours.

The JAPCC vision for MDO seeks to optimize the human role, supported by technology, structure, and practice.

In response to the call for action, the Joint Air Power
Competence Centre (JAPCC) has taken on the crucial
task of spearheading MDO development as its umbrella
project. With a team of subject matter experts, JAPCC is
committed to leveraging its expertise and thought
power to support ACT and ACO in developing an
MDO-capable force. Multi-domain operations place
unprecedented demands on our forces to sense, make
sense, and act at a rate that will defeat those who
would challenge NATO. Optimizing human perfor-
mance should be the central theme to maximize com-
bined performance throughout the Alliance in a multi-
domain fashion.

Human Performance

Within the context of this article, human performance
is defined as an individual's tangible and quantifiable
output, as well as accomplishments in completing
tasks or reaching goals. It is different from human cap-
ital, which encompasses an individual's combined
knowledge, skills, abilities, and potential that can con-
tribute to their productivity.* Human capital focuses
on the potential and growth of individuals, including

their education, training, expertise, and experience. In
contrast, human performance focuses on the con-
crete outcomes and achievements that individuals
produce in their work or activities. It is a measure of
actual results rather than potential capabilities.

Investing in human capital sets a foundation of training
with the hope of future success, but it must be done
thoughtfully with both the desired system and the in-
dividual in mind. Human-Centred Design (HCD) puts
people at the forefront of systems, policies, procedures,
and technology, recognizing their unique needs and
abilities.> Implementing an HCD approach to NATO de-
velopment would ensure that the capabilities of MDO
are custom-built to align perfectly with people’s natural
abilities, resulting in enhanced performance. Emphasiz-
ing usability and effectiveness, HCD would intend to
reduce the cognitive load on individuals and improve
decision-making processes, ensuring optimal human
performance even in complex environments. Integrat-
ing HCD principles into MDO development would tar-
get and maximize human factors to elevate the overall
performance of forces within the Alliance. It is akin to a
finely crafted instrument designed specifically for the
musician who will play it with ease and precision.
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The NATO Airborne Early Warning & Control Force is one example of a multinational unit at the tactical level that trains
and operates together to protect NATO nations’ airspace.

The shift towards a human-centric mindset comple-
ments top-down strategies in developing an MDO-
enabled Alliance. By taking a bottom-up approach,
the JAPCC identifies opportunities to prioritize efforts
in education and training, the use of technology, and
evaluating mission-focused scenarios to identify gaps
across the Doctrine, Organization, Training, Materiel,
Leadership, Personnel, Facilities, and Interoperability
(DOTMLPFI) framework. This synergistic approach com-
bines performance requirements with strategic guid-
ance to propel us towards action.

Education and Training

For NATO to effectively implement its MDO concept,
education and training must be improved at all levels
within the Alliance. This means addressing member
nations’varying capabilities and readiness, and devel-
oping a cohesive strategy for sharing information,
promoting continuous learning, and bridging knowl-
edge gaps.

While the Alliance’s MDO concept is well-known at
the strategic level, its application and understanding

diminish at the operational and tactical levels. This dis-
parity hinders the successful implementation of MDO
strategies, highlighting the importance of a compre-
hensive approach to education and training. Bridging
this gap between echelons cultivates a force that op-
erates seamlessly across multiple domains and en-
ables a holistic approach to military operations.

To achieve this goal, ACT must take on an active role
in disseminating knowledge about MDO through tar-
geted information campaigns. NATO Centres of Excel-
lences (COEs) can support ACT's efforts in this area. As
one of NATO's COEs, the JAPCC actively plays a role in
increasing the Alliance’s understanding of MDO and
has provided educational briefings at key events such
as Ramstein Ambition, command and control semi-
nars, NATO's Tactical Leadership Programme (TLP),
and national air conferences. These efforts promote a
comprehensive understanding of MDO principles at
various levels within the NATO structure.

Although each nation is responsible for providing
well-trained forces for NATO's needs, there are dispari-
ties amongst member nations in terms of capabilities
and development. A collaborative training approach
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Live exercises are a platform for validating proposed solutions and identifying unforeseen challenges.

addresses these discrepancies to ensure a unified de-
velopment of MDO within the Alliance. As an exam-
ple, national air warfare centres, NATO COEs, and ACT
can all play a role in creating and implementing a
cohesive development program for Joint Air and
Space Power. National air warfare centres offer exper-
tise and current knowledge of national developmen-
tal levels, which can contribute to tailored training
programs. NATO COEs bring subject-matter knowl-
edge, and their organizations have internal structures
to support NATO education and training. ACT can
coordinate these efforts as a driver of NATO transfor-
mation to ensure a unified development plan that
aligns with Alliance standards. An example of incor-
porating this opportunity should be regularly sched-
uled working seminars to align and coordinate Alli-
ance efforts towards high-priority requirements. This
collaboration should target force developmental dif-
ferences and improve overall human performance for
MDO readiness.

A centralized knowledge hub specifically dedicated
to MDO is needed to support this collaborative en-
deavour. Creating an online hub for MDO would serve
as a central resource for publishing guidance and
facilitating communication about new or emerging
concepts, ideas, and thoughts related to MDO. This

hub should be accessible for all NATO personnel, pro-
moting continuous learning and adaptation to the
ever-evolving nature of multi-domain warfare.

By implementing regular collaborative training and
education measures, NATO can take additional steps
towards cultivating a knowledgeable and skilled force
capable of meeting the challenges of modern warfare
while considering the varying levels of development
within the Alliance.

Technology: Human-Centred Design

At its core, HCD is a reminder of our responsibility to
foster a complimentary relationship of humans sup-
ported by technology. It goes beyond simply creating
advanced systems; it requires us to consider how
these systems will interact with our inherent abilities
and limitations as human beings. By prioritizing the
individuals’ needs and experiences, we can ensure
that technology serves as a tool for enhancing our
lives, rather than controlling them.

As NATO continues to prioritize the digital transfor-
mation of its forces, it must consider a human-centric
approach. While advanced technology can certainly
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enhance capabilities, a highly skilled and adaptable
force is essential for effectively utilize it. Relying solely
on technology may lead to underutilization or mis-
application in complex operational environments.
Moreover, adversaries are constantly adapting and
developing countermeasures, making it imperative
that personnel can quickly adjust tactics and strate-
gies. Therefore, investing in HCD must remain a top
priority to ensure the success of NATO's digital trans-
formation and overall mission.

Technology should act as an enabler, specifically de-
signed to support the user rather than dictating oper-
ational procedures. It is not uncommon to find dispar-
ity between how engineers design systems and how
users need to operate them. The mismatch between
engineer-centric design and user-centric opera-

tion often results in a usability gap, leading

to decreased productivity and increased

errors. Delays in real-time execution

due to such usability gaps could

, result in unacceptable risk-

to-mission and risk-to-

forces. An HCD ap-

proach would incorporate user feedback and iteratively
refine the interface to align closely with the end users'
mental models and operational needs.

NATO's current focus on the Alliance’s digital trans-
formation is a top-down approach that aligns tech-
nology with MDO objectives. However, a complemen-
tary bottom-up approach is essential to ensure that
technology is inherently user-centric. HCD principles
must guide the development of technological solu-
tions to maximize user performance. This dual strategy
recognizes the need for integration by design across
all nations within the Alliance, fostering a cohesive
technological ecosystem.

Human Performance Through
Experiential Scenarios

Activities such as mission-focused scenarios, wargames,
and exercises provide a bottom-up approach that
complements top-down MDO strategies. This method
allows for a thorough analysis of the combined perfor-
mance of forces and identifies any deficiencies across
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To truly achieve a multi-domain solution, it is imperative to include the right representatives from all services and entities
with a shared mindset focused on domains and effects rather than service or component.

DOTMLPFI. By utilizing models like AIRCOM's inaugural
Weapons and Tactics Conference (WEPTAC), a struc-
tured framework can be applied to address and re-
solve these gaps systematically.

WEPTAC, as an illustrative model, involved tactical op-
erators developing plans for specific tactical challenges
and subsequently identifying necessary changes in
policies, procedures, and procurements to maximize
combined performance and achieve objectives while
minimizing risks. This process helps prioritize efforts to
resolve gaps within the DOTMLPFI framework, result-
ing in a more efficient approach to improving per-
formance. The mission-focused scenarios served as a
conceptual testing ground, revealing areas for im-
provement within operations.

Following the thorough planning phase held at
WEPTAC, AIRCOM's next crucial step is to execute the
plan, or portions of the plan through comprehensive
live exercises. An action phase provides valuable op-
portunities for operators to test and refine their oper-
ational approach in a controlled environment. Live
exercises act as a platform for validating proposed so-
lutions and identifying unforeseen challenges that
may arise in the real-world applications of the plan.
The insights gained during this performance phase are
integral in shaping the feedback loop for continuous
improvement. These lessons learned are then integrat-
ed into subsequent WEPTAC sessions, contributing to

refining tactics, strategies, and DOTMLPFI elements.
Through this iterative process, the force’s approach
to mission-focused scenarios evolves and adapts, re-
maining agile in the face of emerging challenges and
advancements in technology and tactics.

The first and most vital recommendation from WEPTAC
is to address the air-focused planning for a missionized
scenario involving multiple NATO components. To truly
achieve a multi-domain solution, it is imperative to in-
clude the right representatives from all services and
entities involved in providing effects. Such a collabora-
tive effort harnesses the collective expertise of diverse
entities, resulting in a more multi-domain, comprehen-
sive, and effective planning process.

Furthermore, to enhance the exercise phase, it is highly
recommended to incorporate a virtual component.
Not all effects and tactics may be available in live exer-
cises, making the virtual realm an invaluable tool to
test a wider range of capabilities. This also adds an ele-
ment of secrecy, safeguarding sensitive tactics and
developments from outside observation.

However, including a virtual component highlights a
critical discrepancy within NATO: the lack of integrat-
ed virtual training amongst its members and services.
To rectify this issue, urgent investment must be made
to acquire standardized and integrated virtual training
platforms. A cohesive and interoperable approach to
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virtual training exercises specifically supports optimiz-
ing human performance and ensuring readiness and
effectiveness across all levels of the alliance.

Ultimately, incorporating mission-focused scenarios,
exemplified by models like WEPTAC, offers a robust
methodology for identifying and addressing DOTMLPFI
gaps in an MDO-enabled force. This bottom-up ap-
proach complements overarching MDO strategies, pro-
viding a dynamic and adaptive framework for enhanc-
ing the combined performance of NATO forces in the
complex and evolving multi-domain battlespace.

Conclusion

The challenges faced by NATO in our current era are
multifaceted and intricate. To address these challenges
with resolute action, a comprehensive approach that
places human performance at its core is crucial. As
MDO becomes increasingly important, shifting to-
wards a human-centric mindset is imperative for opti-
mizing Alliance capabilities.

Furthermore, the success of NATO's endeavours hinges
on integrating both top-down strategies and bottom-
up approaches. This necessitates a synergistic fusion
of education and training, incorporating human-cen-
tred design principles in technological advancements,
and performance improvement through mission-ori-
ented scenarios. By highlighting the significance of
human performance in these critical areas, NATO can
fortify its readiness and effectiveness, ensuring adap-
tive responses to the evolving complexities of modern
warfare. Ultimately, the human element remains cen-
tral in shaping the alliance’s response to the intercon-
nected and ever-changing security landscape of the
21 century. @
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Quantum Technologies
for Air and Space (Part 3 of 3)

Quantum for ISR and PNT: Use Cases and Timelines

By Dr Michal Krelina, Czech Technical University in Prague
By Lieutenant Colonel Denis Dubravcik, CZ Air Force, JAPCC

Introduction

This is the third and final piece in a series on air, space,
and cyber applications of Quantum Technology (QT).

The objective of the series is to disentangle the sci-
ence of QT to inform strategic leaders and defence
planners of realistic expectations for QT.

In the previous part, we explored quantum transduc-
ers and clocks, and introduced the promising benefits
of quantum-enhanced radars. In this paper we will
elaborate on quantum imaging systems for Intelli-
gence, Surveillance, and Reconnaissance (ISR), intro-
duce QT-enabled sensors such as gravimeters and
magnetometers, and explain their benefits for Posi-
tioning, Navigation, and Timing (PNT) applications.
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Since the publication of the inaugural article in the
series in February 2023, which established the theo-
retical basis for our subsequent comprehensive dis-
cussions of their applications, QT has gained greater
recognition in NATO circles. As Technology Readiness
Levels (TRL) rise and advancements in quantum-pow-
ered devices progress, NATO introduced its Quantum
Technology Strategy in January 2024." This vision con-
siders the potential of QT to offer disruptive capabili-
ties that, if exploited by our adversaries, could reduce
the Alliance’s ability to deter and defend. In concert
with other Emerging and Disruptive Technologies
(EDT) such as autonomy, Artificial Intelligence (Al),
and big data, QT may also constitute strategic advan-
tage for the Alliance.

The complexity of quantum technologies is not merely
reflected in the recently introduced strategy. NATO's
key enabler of capability identification, the NATO De-
fence Planning Process (NDPP), is at the initial stage
informed by Strategic Foresight Analysis (SFA). This
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strategic document establishes the prognosis for the
future Alliance operating and security environment
and identifies that the convergence of EDTs, particu-
larly QT and Al, will not only transform world society
but will change the character of the future warfare.

Intelligence, Surveillance,
and Reconnaissance

Quantum Imaging Systems

Introduction: Quantum imaging leverages the unique
properties of quantum mechanics to transcend the
capabilities of traditional imaging technologies. Its
remarkable applications include seeing through ob-
stacles, enhanced imaging in adverse weather condi-
tions, and capturing images from around corners or in
three dimensions. Central to quantum imaging is the
use of single or entangled photons. When photons
are entangled, the state of one is intrinsically linked to
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Avisual depiction of Earth’s gravitational field reveals an intricate and nuanced map, rather than a uniform field. Precise
measurements by quantum gravimetry could enable accurate navigation without external support, such as GPS, and
an entirely new method of intelligence gathering and target development.

the other, regardless of distance. Manipulating one
photon reveals information about its partner, allowing
us to capture of information beyond the reach of con-
ventional photons. This advanced imaging process
involves intricate quantum optics and relies on highly
sensitive detection equipment.

Advantage: The foremost advantage of quantum im-
aging, which commonly uses entangled photon pairs,
is its superior resolution and sensitivity compared to
classical methods. Excelling in low-light environments,
it can penetrate mediums like fog, smoke, or certain
solids, which would usually hinder traditional optical
imaging. Quantum systems are adept at detecting
single photons and precisely measuring their attrib-
utes, enabling detailed imaging in challenging condi-
tions where standard cameras are ineffective.

Quantum ghost imaging is a technique that uses pairs
of entangled photons to create images. One photon in-
teracts with the object and is detected by a simple sen-
sor, while its entangled partneris captured by a camera.
The image is formed by linking the detections, even
though the camera never directly sees the object. This
method is more resistant to environmental interference

and can produce clear images in difficult conditions,
using various types of light for greater flexibility.

Another application, Quantum Light Detection and
Ranging (LIDAR), offers unmatched capabilities com-
pared to traditional LIDAR. Commercially available
quantum LIDAR systems, like quantum gas LIDAR
with a range of approximately 200 meters, exemplify
this advancement.? Other breakthroughs are three-
dimensional quantum cameras with hundreds of me-
ters of range, or non-line-of-sight imaging, capable of
visualizing objects around corners over distances up
to 143 km 34

Applications: In military contexts, quantum imaging
presents a multitude of significant advantages. Its abil-
ity to see through obscurants such as smoke or foliage
has obvious advantages for ISR and aviation opera-
tions. This capability ensures the delivery of clear im-
agery in situations where conventional systems might
be ineffective. For instance, quantum imaging could
prove invaluable for helicopter pilots landing in en-
vironments obscured by dust, fog, or smoke, and for
long-range surveillance and target identification under
challenging weather conditions.?
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In the space domain, quantum LIDAR is particularly
useful for observing space debris and other space
assets such as satellites, enhancing situational aware-
ness and safety in space operations.5’

An additional intriguing defence application is to use
non-linear optical materials to convert longer infrared
light into near-visible light® This conversion allows
detection with conventional, cost-effective, high-per-
formance silicon-based cameras, which is particularly
relevant for applications like night vision.

Time Expectations: Quantum imaging is among the
more mature quantum technologies, with a few com-
mercial products already available, such as quantum
LIDAR for gas leak detection. The development of mili-
tary-grade quantum imaging systems is progressing,
focusing on enhancing robustness and real-world ap-
plicability. Overcoming challenges in miniaturization
and improving photon production rate and detection
efficiency will be key to integrating these advanced
systems into military operations in more than five years.

Quantum Magnetometry

Introduction: Quantum magnetometry utilizes quan-
tum principles and systems to measure magnetic
fields with exceptional precision, surpassing classical
magnetometers. Central to quantum magnetometry
are the quantum properties of particles, such as spin
states, which are highly sensitive to magnetic fields.
This technology finds applications in various fields,
from medical imaging like MRI, to geophysical explo-
ration, and archaeological surveys.

For magnetic sensing, various approaches can be
used, such as Superconducting Quantum Interference
Devices (SQUIDs), Nitrogen Vacancy (NV) centres in
diamonds, and Optically Pumped Magnetometers
(OPMs). These technologies exploit quantum interfer-
ence in superconducting loops, the sensitivity of elec-
tron spins, or changes in light polarization to detect
magnetic fields.

Advantage: Quantum magnetometers outperform
classical magnetometers in sensitivity, accuracy, spa-
tial resolution, and range. SQUIDs can measure fields

as low as a few femtoteslas. NV centres, operating at
room temperature, provide high spatial resolution
and can detect fields in the nanotesla range. OPMs
balance sensitivity and practicality, often reaching
femtotesla sensitivities. In comparison, classical mag-
netometers like fluxgate magnetometers typically
have sensitivities in the range of 1 to 10 picoteslas and
spatial resolutions from millimetres to centimetres. NV
centres and OPMs can achieve nanoscale spatial re-
solution and do not require cryogenic cooling, mak-
ing them ideal for compact applications, such as ad-
vanced brain function measurements in magnetoen-
cephalography (MEG).

Applications: In military applications, quantum mag-
netometers’ sensitivity and precision are invaluable.
Quantum magnetometers can help with extending of
situational awareness, enabling visualizing, tracking,
and classifying of objects that are underground.’
They can detect submarines’ subtle magnetic signa-
tures from airborne platforms at distances of several
kilometers, significantly farther than classical mag-
netometers.! This capability extends to detecting cam-
ouflaged weapons and military systems or standoff
weapon detection'? and to mine detection.'

Other significant applications include non-destructive
corrosion detection in aircraft and microelectronic as-
surance in evaluating the integrity of integrated circuits,
for example, sensing hardware trojans in microchips
that are critical for military systems across all domains.'
Quantum magnetometers are also expected to be used
for space surveillance and weather measurement.

Time Expectations: The field of quantum magneto-
metry is rapidly evolving. While SQUIDs offer un-
matched sensitivity, their requirement for cryogenic
temperatures and the need for reduced Size, Weight,
and Power (SWaP) limit some applications. NV cen-
tres and OPMs, being more adaptable for field
deployment, are closer to broader deployment. For
example, a portable NV-based magnetometer has al-
ready been demonstrated.” In the coming years, we
can expect to see more advanced and miniaturized
versions of these technologies being integrated into
military systems, enhancing capabilities in surveillance,
navigation, and reconnaissance.
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Quantum Gravimetry

Introduction: Quantum gravimetry uses quantum
principles to achieve highly precise measurements of
gravitational fields. The key technology here is cold-
atom interferometry, where ultra-cold atoms are used
as highly accurate sensors. In a typical quantum
gravimeter, a cloud of these atoms is released, and
their fall is measured with laser pulses. The wave-like
nature of the atoms creates an interference pattern,
allowing for extremely precise measurements of grav-
itational acceleration. Additionally, new technologies
in this field, such as superconducting devices and
sensors using entangled atoms, are expanding the
possibilities of quantum gravimetry.

These advanced quantum instruments are not limited
to a single application, their potential spans across
geophysical exploration, navigation, and even the
detection of subterranean structures or resources. In
geophysics, for instance, they offer detailed insights
into natural subsurface structures, assisting in the
exploration of minerals or hydrocarbons.

Advantage: Quantum gravimeters have a distinct
edge over classical gravimeters in terms of sensitivity
and precision. For example, cold atom gravimeters
have achieved sensitivities within tens of micro-gals,
surpassing classical gravimeters which typically mea-
sure gravitational acceleration with an accuracy of
hundreds of micro-gals. This heightened sensitivity al-
lows quantum gravimeters to detect minute changes
in gravitational fields, which classical instruments
might miss. Furthermore, quantum gravimeters are
less susceptible to environmental noise, enabling ab-
solute measurements of gravitational acceleration
and gradiometry. Quantum gradiometers can detect
variations over smaller spatial scales, making them
very useful for applications like detecting under-

ground cavities or monitoring geological changes.
Additionally, quantum gravimeters are known for
their long-term stability and low drift rate, reinforcing
their reliability.

Applications: The exceptional sensitivity and accuracy
of quantum gravimetry and gradiometry have signifi-
cantimplications for military applications. They can be
instrumental in detailed subterranean mapping, aid-
ing military operations in uncovering underground
bunkers, tunnels, or concealed facilities, particularly
in regions where direct surveillance is impractical. In
naval contexts, quantum gravimeters enhance the
detection of submerged entities like submarines, with
their sensitivity aiding identification of large under-
water metallic objects. Beyond these, quantum gravi-
metry can bolster geophysical ISR efforts. They can
detect minute changes in the gravitational field,
potentially revealing the presence of heavy military
equipment or landscape modifications due to enemy
activities. Absolute quantum gravimetry has already
been tested from airborne platforms.'®

Time Expectations: Quantum gravimetry is a rapidly
evolving field. Currently, cold atom gravimeters are pre-
dominantly experimental and in the prototype phase,
with a recent significant advancement being the suc-
cessful demonstration of trapped neutral atoms in a
compact device placed on a drone, paving the way for
future integration of gravimetry sensing capabilities.'”
Within the next 3 to 8 years, we can anticipate the
emergence of practical, deployable quantum gravi-
meters for scientific and industrial purposes. Their in-
corporation into military technology to enhance map-
ping, navigation, and surveillance capabilities is likely to
soon follow. The speed at which these technologies are
adopted into military applications hinges on ongoing
advancements in miniaturization, robustness, and op-
erational versatility in various environments.
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Positioning, Navigation and Timing (PNT)
Gravity and Magnetic-Aided Navigation

Introduction and Applications: Quantum sensors are
revolutionizing gravity and magnetic-aided navigation
(map-matching), offering robust alternatives to GPS, es-
pecially in environments where GPS signals are unavail-
able. Magnetic-anomaly aided navigation, for instance,
leverages detailed maps of Earth’s magnetic field,
which exhibits geographically unique and immutable
patterns, for precise location estimation, crucial in areas
like underwater navigation. Similarly, gravity-aided nav-
igation employs quantum technology to accurately
measure Earth's gravitational field, providing precise
geolocation information. These quantum technologies,
as detailed in the ISR section, have potential in areas
where conventional navigation systems fall short.

Time Expectation: The deployment of gravity and
magnetic-aided navigation systems is contingent on
the availability of comprehensive gravity and mag-
netic field maps of Earth, because these navigation
systems will be most impactful when sufficiently de-
tailed anomaly maps are available. A recent break-
through involves SandboxAQ’s AQNav, a near-com-
mercial quantum magnetometry-aided navigation
solution that the USAF successfully tested on various
aircraft to demonstrate its potential for real-time, un-
jammable navigation.'®

Quantum Inertial Navigation

Introduction: Quantum inertial navigation, employ-
ing principles akin to those in quantum gravimetry,
represents a significant advancement in navigation
technology. This method uses quantum accelerome-
ters and gyroscopes, harnessing the behavior of super-
cooled atoms or ions. These systems precisely mea-
sure the quantum properties of particles, including
their wave functions and responses to movement,
allowing for accurate determination of position and
orientation. In comparison, mechanical or optical in-
ertial navigation systems drift over time, typically up
to one nautical mile per hour. Quantum inertial navi-
gation systems are expected to reduce this drift just a
few meters per hour.

Applications: The potential applications of quantum
inertial navigation, particularly in miniaturized forms
suitable for airborne systems like aircraft or missiles,
are vast. This technology is independent of external
signals like GPS or sensors such as radar or infrared
guiding, and is not vulnerable to electronic warfare
countermeasures. Furthermore, it shows promise as a
primary navigation system in future space exploration
and presence.

Time Expectations: Quantum inertial navigation com-
ponents are currently undergoing testing in relevant en-
vironments, including aboard ships and aircraft. An in-
termediate step might involve hybrid systems combining
quantum and classical sensors, offering incremental yet
significant advantages.' Overall, the timeline for fully
operational quantum inertial navigation systems paral-
lels that of quantum gravimetry, with similar develop-
mental milestones and challenges anticipated.

Discussion

The quantum technologies discussed, along with their
applications and use cases, represent a selection of the
most promising research and development for military
use in the near-to-medium term. Notably, many of
these technologies are undergoing testing in relevant
environments. Concurrently, there have been signifi-
cant strides in supporting technologies, such as laser
and vacuum chamber miniaturization and advances in
integrated photonics, which can contribute to reduc-
tions in SWaP, potentially lowering overall cost.

Al is another important supporting technology, as it
plays a significant role in analyzing and interpreting
data from quantum sensing systems. For example,
the AQNav system utilizes Al to precisely compare
local measurements with global magnetic field maps,
enabling accurate location estimation. Al algorithms
enhance the signal-to-noise ratio, filtering out envi-
ronmental and mechanical noise, and ensuring pre-
cise and reliable data interpretation. This integration
of Al with quantum sensing technologies not only
improves accuracy but also accelerates the process-
ing of complex data, making these systems more ef-
ficient and effective for various applications.
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NATO has increasingly focused on supporting military-
oriented quantum technology through various ini-
tiatives. For instance, quantum-related activities now
make up a significant portion of Research Task Groups
(RTGs), where specific scientific research and technol-
ogy development challenges are addressed. Addition-
ally, NATO's Defence Innovation Accelerator for the
North Atlantic (DIANA) and the NATO Innovation Fund
provide significant support to startups and SMEs.
These programs aim to integrate innovative ideas into
NATO's strategic framework, promoting the develop-
ment of dual-use technologies that benefit both mili-
tary and civilian sectors.

Furthermore, it is important to recognize that many
leading defence contractors are actively involved in
quantum technology research, with a particular em-
phasis on quantum sensing. Their development ef-
forts are likely more advanced, especially regarding
testing in relevant environments, compared to aca-
demic research. This involvement by major defence
entities indicates a robust and growing interest in lever-
aging quantum technologies for enhanced military
capabilities. NATO’s DIANA accelerators play a crucial
role here by also supporting small startups, ensuring
that innovative solutions from smaller enterprises can
be developed and integrated, thereby transforming
defence capabilities in the coming years.

Conclusions and Key Takeaways

The exploration of quantum technologies in this paper
underscores their growing role and huge potential in
the military domain, particularly in air and space oper-
ations. The advancements in quantum sensing and
metrology, quantum communication, and quantum
computing can offer a significant paradigm shift, offer-
ing capabilities far beyond the scope of current tech-
nologies. With quantum sensors already showing high
levels of technological readiness, their application in
diverse and challenging military environments ap-
pears close. These advancements are not just theoreti-
cal; practical demonstrations in real-world scenarios
aboard ships, aircraft, and drones highlight the transi-
tion of these technologies from laboratory settings to
operational fields.

[] ‘Quantum imaging...and its remarkable appli-
cations include seeing through obstacles, enhanced
imaging in adverse weather conditions, and capturing
images from around corners or in three dimensions.

The following paragraphs present the principal recom-
mendations from the QT article series:

- Sound understanding of QT is crucial for the defence
planners and senior leaders to establish informed re-
quirement, resourcing, and programmatic decisions.
Their expert perspective is pivotal in interaction with
industry and science to clearly define the defence
technology demands.

- In order to foster the Quantum-Ready Alliance Strat-
egy, nations should seek to accelerate innovations
and development in the QT field and focus on those
that are most impactful in augmenting NATO capa-
bilities. Furthermore, given the dual-use nature of QT,
their strategic potential can only be fully utilized
through a deeper collaboration between Allies and
their technology and science organizations.

- Converging EDTs will likely have an unprecedented
impact on society in the coming 20 years, but will
also change the character of warfare and the quality
of military capabilities. QT and Al together consti-
tute a potential capability to support NATOs future
warfighting concept, which will require an increased
level of autonomy, automated decision-supporting
tools, and high-fidelity sensors.

As QT technologies continue to evolve and mature,
they are likely to redefine the landscape of defence
technology, including the air and space domains, in
the near future. NATO may leverage the potential of
QT and transform it into a strategic advantage to en-
sure that it fulfils its core tasks of collective defence
and deterrence. @
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NATO'’s Strategic Pathway to Space Resilience
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By Major Brian Ladd, US Space Force, JAPCC

Introduction

Acting alone in the space arena is difficult and may
not always be the best strategy for nations. Space is a
costly domain to operate in, and requires significant
investments in research, development, and opera-
tional resources. Additionally, the vast expanse of
space presents numerous opportunities for interna-
tional collaboration and joint defence, especially with-
in alliances like NATO.

Through cooperative efforts in space, NATO member
countries can combine their resources, knowledge,
and capabilities to strengthen their collective defence
posture. Space collaboration encompasses a range of
activities, including satellite communications, early
warning systems, navigation, and ISR.

NATO member states can enhance their presence in
the space domain through hosted payloads. The term
hosted payloads refers to using available capacity
on satellites by allies, partner nations, or companies
to accommodate additional transponders, instru-
ments, or other equipment.! Hosted payloads pro-
vide additional resources, resilience, and contingency
capabilities, enhancing the robustness of NATO's
space assets by diversifying NATO members’ space-
based capabilities.

This article provides a concise overview of hosted
payloads, the benefits and drawbacks associated
with this concept, the role they play in enhancing
resilience and deterrence, and offers recommenda-
tions for NATO countries to pursue collaborative
space initiatives.
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encompasses and supports the critical systems anc
“subsystems required for the s_c'_I_te_H_i'Ee’s operational
functionality. Concurrently, the payload, customized
to fulfil the satellite’s precise mission objectives, is
integrated onto the bus.

Hosted payloads, also referred as satellite-as-a-service,
hitchhiking, or piggybacking, are becoming more ap-
pealing for space missions. The idea is to share the
spacecraft bus platform with other payloads and still
achieve mission success.? This timely solution clearly
supports the concept of collaboration and collective
defence in space. Such an approach enables multiple
NATO nations or entities to distribute the costs and
advantages associated with space missions, capi-
talizing on pre-existing infrastructure and reducing
overall cost.

Examples of Hosted Payloads

The following examples illustrate the diverse ap-
proaches to the concept of hosted payloads and
highlight the different strategies adopted by various
stakeholders.

ay: The US and Norway have a partnershipin
stems-Recapitalization (EPS-R)
0ads are scheduled to
e Broadband

Mission (ASBM) spa

Vandenberg Space Force Base, California.

Extremely High Frequency (EHF) MILSATCOM system
designed to extend EPS services into the early/mid-
2030s. Its mission serves to provide 24/7 protected satel-
lite communications for US polar forces operating in
the Arctic region. This marks a historic collaboration
between Norway and the US Department of Defense
(DoD) on a hosted payload where the US is entrusting
a Norwegian bus to support strategic missions.

Government/Commercial: Government and com-
mercial partnerships for hosted payload initiatives are
becoming increasingly popular. Notable examples
include:

- Skynet 5, a United Kingdom (UK) government/com-
mercial enterprise communications satellite that
also provides bandwidth for critical NATO missions
involving ISR#

- The collaboration between Intelsat and the Austra-
lian Ministry of Defence (MoD), which launched
22 telecommunications satellites to extend internet
routing into space.®
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Two of the EPS-R satellites built through the cooperation of the US and Norway go through testing at the Northrop
Grumman facility prior to their launch on 15 August 2024.

- The US, which is in the early stages of coordinating
with multiple commercial companies to deliver Link-16
tactical datalink communications through space-to-
ground connections from Low Earth Orbit (LEO) to a
series of terrestrial receivers. Link-16 from space has
the potential to increase the reach and redundancy
of tactical communications and would be a key en-
abler of multi-domain operations.®

Commercial/Commercial: This partnership model is
primarily focused on enhancing access to civilian mar-
kets. One prominent example is the collaboration be-
tween Intelsat and OneWeb. By integrating payloads
onto their commercial satellites, Intelsat and OneWeb
can offer high-speed internet access to regions that
lack robust infrastructure, brining broadband internet
services to underserved and remote civilian areas.”

Government/Government: US governmental agen-
cies such as NASA and the National Oceanic and
Atmospheric Administration (NOAA) are using host-
ed payloads to support a variety of environmentally-
focused scientific missions. These missions include

the Tropospheric Emissions: Monitoring of Pollution
(TEMPQ), Commercial Weather Satellite Program (CWSP),
Geostationary Extended Observations (GeoXO) Pro-
gram, and Clouds and the Earth’s Radiant Energy Sys-
tem (CERES) 8

Benefits and Considerations

Within the paradigm of NATO's collective defence,
hosted payloads offer manifold advantages. Through
collaborating on satellite launch and management
projects, NATO member states can reduce the finan-
cial burdens of creating and maintaining customized
space assets. Through resource pooling and cost-shar-
ing, all NATO nations can actively engage in space
missions and leverage space-based capabilities at re-
duced cost. Hosting payloads on satellites operated
by more space-capable NATO members affords new
members of the NATO space community the oppor-
tunity to access space without the up-front cost of
developing, managing, and maintaining their own
launch infrastructure or satellite systems.

JAPCC | Journal Edition 38 | 2024 | Transformation and Capabilities



The GeoXO constellation has NOAA payloads hosted on NASA satellites which contribute weather, ocean, and climate

observations to NOAA forecasts and predictions.

From a Research and Development (R&D) perspec-
tive, the significance of hosted payloads cannot
be understated. Hosted payloads offer substantial
benefits for advancing technology, conducting ex-
periments, and testing new concepts in space explo-
ration and satellite operations. Researchers can proto-
type, deploy experimental instruments or systems
on existing satellites, assess their performance in
space, gather data, and iterate on designs more effi-
ciently than traditional satellite development cycles.
Engaging in R&D activities in space entails inherent
risks, including potential hardware failures or oper-
ational challenges. By hosting payloads on proven
satellites, researchers can mitigate some of these
risks by leveraging the reliability and infrastructure of
the host platform. This enables more reliable valida-
tion of recent technologies and concepts in a real-
world space environment.

Hosted payload providers frequently offer flexible op-
tions to accommodate payloads in varying orbits.
Non-spacefaring countries can collaborate with these
providers to tailor their hosted payloads for specific

Orbital Rocket Launch Costs

per Launch in USD

Sounding Rockets 1 million
New Shepard 5 million
Electron 7.5 million
Falcon 9 67 million
Delta IV Heavy 350 million
SLS 4.1 billion
Soyuz-2 35-80 million
Long March 30-81 million
PSLV 21-31 million
GSLV 47 million
Ariane 5 178 million

Table 1: The immutable laws of physics impose a sub-
stantial cost for securing passage rights to space,
with expenditures ranging from millions to billions of
dollars per launch.’
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orbital requirements, thereby gaining access to a va-
riety of orbital configurations. This creates a notable
opportunity to reach Geostationary Orbit (GEO) and
Highly Elliptical Orbit (HEO) which are more challeng-
ing to reach than LEO.

Hosted payloads play a critical role in enabling capa-
bilities across various space functional areas, support-
ing a wide range of civilian and military applications
by including:

« Instruments such as GPS receivers or atomic clocks
which are critical for providing accurate PNT information.

- Transponders, antennas, or other communication
equipment that enhance satellite communication
capabilities.

- Sensors and instruments for collecting weather and
oceanographic data from space and monitoring
space weather phenomena such as solar flares, geo-
magnetic storms, and radiation levels.

- Sensors and instruments that enhance space situa-
tional awareness by tracking and monitoring objects
in space, including satellites, debris, and potential
threats.

- Imaging sensors, Signal Intelligence (SIGINT) receivers,
and other ISR equipment.

While there are many opportunities for technology
exchange within NATO from a hosted payload per-
spective, limitations and barriers can impact sharing
knowledge and expertise.

When the satellite bus operator and the payload
operator differ, the payload operator is beholden to
the actions of the bus. If the bus needs to manoeuvre
or an issue occurs, coordination between the two par-
ties is essential, but mission impacts may be unavoid-
able. When two or more commercial companies
co-develop a satellite, there is a high potential for
technology exchange barriers which could result in
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interoperability issues. Additionally, hosted payloads
must be compatible with the satellite bus and other
systems on the spacecraft. Technical compatibility is-
sues can limit the ability of NATO members to host a
variety of payloads from multiple sources, which may
require significant engineering resources. Addressing
these limitations requires a coordinated approach, with
member countries working together to overcome
technical, resource, and policy-related challenges.

A Pathway to Resilience

The International Telecommunication Union (ITU)
governs the allocation and use of radio frequency
spectrum for satellite communications. In compli-
ance with ITU regulations, hosted payloads offer a
valuable and effective way to reserve specific fre-
quency band slots for SATCOM missions. The ITU
manages the limited amount of spectrum available

in the GEO belt. If a nation has claimed a portion of
the frequency spectrum but is unable to use it, they
risk losing it. By using hosted payloads, NATO nations
can coordinate their GEO missions to ensure that ITU
frequency allocations are managed and not lost. Oper-
ators can maximize spectrum utilization, guarantee
regulatory compliance, and deploy SATCOM missions
in an economical and scalable way through hosted
payloads. Diversifying NATO nations’ space capabili-
ties through hosted payloads enhances resilience,
reduces vulnerability, and strengthens the overall se-
curity posture of space operations.

The Role of Hosted Payloads in Deterrence

Through several mechanisms, hosted payloads in the
space domain support NATO's deterrence efforts. Host-
ed payloads improve terrestrial and space situational
awareness cost-effectively. Ballistic missile launches

The International Telecommunication Union manages frequency allocations and geostationary orbit locations for the

space commons.
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and other hostile actions in orbit are examples of ad-
versary activities that these payloads could be fitted
with sensors and instruments to detect and identify.
By demonstrating the Alliance’s ability to promptly
detect and respond to potential threats, NATO can en-
hance its deterrence posture.

Hosted payloads strengthen NATO's deterrent posture
further by fostering better member-state coordination
and communication. By using hosted communication
payloads to improve the organization’s communication
channels, NATO member states can make decisions
more quickly and securely during a crisis or possible
threat. This improved communication infrastructure
strengthens NATO's commitment to deterring aggres-
sion in space, bolstering the Alliance’s collective de-
fence capabilities.

The risks to space systems include any threats that can
impact the system’s control, reliability, bandwidth avail-
ability, security, flexibility, or affordability. Considering
the variety of intentional threats (Directed Energy
Weapons (DEW), electronic, cyber, or kinetic attacks)
highlights the importance of deterrence in the space
domain. At the 2021 Brussels Summit, NATO recognized
that attacks to, from, or within space present a clear
challenge to the security of the Alliance and could lead
to the invocation of Article 5 of the North Atlantic Treaty.
In this case, when a satellite with a hosted payload is
targeted, it potentially impacts multiple NATO mem-
bers. By integrating hosted payloads with strategic ob-
jectives and enhancing operational flexibility, NATO
can better deter potential threats by ensuring conti-
nuous and reliable access to critical space assets.

Recommendations

When NATO declared space an operational domain in
December 2019, it demonstrated the Alliance’s under-
standing of the critical role that space-based capabili-
ties play in modern warfare and security operations.
This declaration not only acknowledges NATO's reli-
ance on space assets for communication, navigation,
intelligence gathering, and early warning systems, but
it also reaffirms the Alliance’s commitment to deter-
rence and defence against space threats.

NATO should encourage member nations to have a
desired space roadmap that identifies how they best
believe space should be used and developed for their
defence.

Regardless of their current level of space capability,
NATO nations pursuing space capabilities would ben-
efit from investing in hosted payload projects because
it would strengthen the spirit of the Alliance and im-
prove collective security. By participating in hosted
payload projects, NATO countries can pool their re-
sources and expertise to develop and deploy space-
based capabilities more efficiently and effectively.
These collaborative efforts foster a sense of solidarity
and cooperation among member states, strengthen-
ing the Alliance’s bonds and encouraging unity in ad-
dressing shared security challenges.

[...] ‘Diversifying NATO nations’ space capabilities
through hosted payloads enhances resilience, reduces
vulnerability, and strengthens the overall security pos-
ture of space operations.

The commercial sector leads in various aspects of R&D
concerning satellite bus and payload development.
However, ambiguity exists within space law regarding
the recognition of commercial satellites as legitimate
targets, mainly when a commercial satellite hosts a
military payload. To overcome this complexity, NATO
nations should diversify the notion of hosted payloads
toinclude both commercial and governmental entities.
By embracing a diversified approach, NATO countries
can benefit from the expertise and resources of the
commercial sector while ensuring the integrity of mil-
itary payloads and expediting the resolution of legal
uncertainties they may entail.

Conclusion

Hosted payload projects allow NATO nations to lever-
age existing satellite infrastructure while sharing the
costs of launching and operating payloads, making
space more accessible and affordable for all members.
This inclusive approach ensures that even nations with
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limited space capabilities can contribute meaningfully
to collective security efforts while reaping the benefits
of space-based assets.

Recognizing the strategic importance of space opera-
tions on the battlefield potential adversaries have
made a concerted effort to undermine or limit space
assets’ advantages for NATO nations. Implementing
hosted payloads allows the Alliance to pursue two
overarching objectives simultaneously. First, NATO
can diversify resources across all functional areas of
space operations and improve resilience. Second, by
implementing a collective defence approach, the Alli-
ance can deter potential hostile actions against its
space assets, promoting the integrity and effective-
ness of NATO's space-based operations. @
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Bending the ‘Huftnagel’

Defence Acquisition Principles for the New Security and

Technology Environment

By Kristin Waage, Sascha Krell, Christoph Mueller, Dr. Dirk Zimper, and

the Honourable Alan Shaffer

Introduction

In 1925, General of the Infantry Hans von Seeckt, then
Chief of the Army Command, published a memoran-
dum called the ‘Hufnagelerlass’ condemning the in-
creasing bureaucratization within the Army Com-
mand. In the memorandum, von Seeckt sarcastically
exaggerated the bureaucratic effort involved in intro-
ducing a new horseshoe nail as symbol for very simple
business processes in the Reichswehr. In conclusion,
he called on responsible commanders to cooperate in
reducing the bureaucracy.

Almost one hundred years later, the outcome of mili-
tary acquisition programs still ranges from major fail-
ings, such as the US Zumwalt Class Destroyer with a
cost overrun of more than 80% and two decades of
program delay,' to great successes such as the rapid
fielding of Germany’s tracked howitzer into a war
zone while requiring the Ukrainians to develop a do-
mestic fire control system within a couple of weeks.
Experiences from rapid deployment of systems to

National defence procurement systems have been considered

‘broken’ for decades. Yet despite countless studies and

repeated efforts to improve, most countries remain stuck in

old practices or struggle with alternative approaches.

ongoing operations within NATO countries also dem-
onstrate how quick acquisitions are possible ‘when
needs are greatest’?

In sum, few would disagree that the processes for
procuring military systems within NATO countries
must be improved. Acquisitions are delayed and of-
ten exceed budgets. In some cases, they do not even
yield the expected performance. But what precisely
should be done? For years, there has been ample evi-
dence for, and attention to, the problems in defence
acquisition practices across NATO countries.? National
defence acquisition systems have been perceived
to be ‘broken’ for decades* Yet despite countles?‘-
inquiries and repeated improvement efforts, most
countries remain stuck in old practices or struggle
with alternative approaches, showing only a few
promising examples.®

At the same time, the need for NATO countries to im-
prove their acquisition practices has become particu-
larly urgent considering two developments. The first




is the current security environment, including the
ongoing war between Russia and Ukraine, and in-
creased tensions in the Indo-Pacific and Middle East.
The second is the increasing importance of commer-
cially-driven Emerging and Disruptive Technologies
(EDTs) to military-technological superiority. These de-
velopments put pressure on the range of capabilities
NATO countries must possess to deter and handle
threats in the 215t century, and urge the Allies to in-
novate, acquire, and field leading-edge military tech-
nological systems faster, better, and cheaper than
geopolitical rivals.®

This the first in a series of three articles intending to
reflect on the current state of military acquisition pro-
grams and provide a concise set of questions to senior
managers with decades of combined experience in
military programs. It provides a summary of research
on the current state of defence acquisitions and de-
rives hypotheses that will be further explored in the
subsequent articles.

A Common Dilemma -
The State of Defence Acquisitions

Generally, defence acquisitions are percelved as a
trade-off between the three out ome !
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'you can have it fast, good, or cheap — pick two'® How-
ever, existing research and experience give ample evi-
dence, that defence organizations often struggle to
get even two.

Many studies examine challenges in cost management
in defence acquisitions. Table 1 on page 54 shows illus-
trative statistics on cost overruns in defence acquisition
projects. The statistics show how many procurement
projects — and particularly major acquisitions — are not
completed within budget. The ability to accurately
assess costs varies between acquisitions, and novel
and/or highly technologically complex materiel make
it particularly difficult to calculate costs.? Furthermore,
life-cycle costs tend to be underestimated by govern-
ment as well as vendor, either due to a lack of data or
systematic incentives to underestimate, or both. '

Irrespective of cost overruns, scholars also document
how the unit costs of technologically advanced de-
fence materiel have increased between generations of
weapon system." This puts pressure on defence acqui-
sition budgets. Ultimately, such technology-driven in-
flation dynamics result in making cutting-edge, tech-
nologically advanced military systems less affordable
for states.” The increasing costs of defence material
and prioritization of quality over quantity risk creating

2 ‘technology gap’ within NATO between the most

nologically advanced nations and other nations in
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Study
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GAO Report'®

GAO Report

Country

GE

Findings
Major procurement programmes record an average cost overrun of about 20%.
Program costs increase 40 % on average or about £ 300 million.

While improving since the 2009 Gray report, 27 % of the largest defence
procurement projects with an in-service date since 2017 did not complete

within their P50 cost approval.

In 2022, major procurement programmes showed cost overruns between
50-150% on average.

While successful, the F-35 program faces a 50% (233 billion USD) cost overrun
by 2023.

Table 1: A sample of cost overruns in defence procurement projects.

Study

Perry (2017)

15. RURep?°

17. RURep

Gray (2009)

DE&S

Kvalvik et al. (2019)

GAO Report 2023

Country

CA

GE

GE

Findings

By 2016, 12 of 25 major defence acquisitions were late compared to the
schedule estimate from the previous year.

Major procurement programmes such as armoured vehicles, ships and
airplanes are delayed about 5 years on average.

In 2023 newly started projects and projects still in preparation are already
significantly delayed.

Programs are delayed by 80% or about 5 years on average.

While improving since the 2009 Gray report, 48 % of the largest defence
procurement projects with an in-service date since 2017 did not complete
within their P50 schedule approval.

65 % of projects (2004-2016) are delayed by more than 1 year and on
average by ca. 3 years.

Among 26 Major Defence Acquisition Programs (MDAPs), more than half
experience delays — and have been doing so for several consecutive years.
There is a trend of increasing delays in MDAPs.

Table 2: A sample of delays in defence procurement projects.
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the Alliance. Moreover, lacking enough depth creates
capacity and sustainability gaps, jeopardizing both
credible deterrence and the ability to sustain combat.

Defence acquisitions are also subject to long lead
times,'” and most acquisitions do not manage to
complete on schedule.'® Table 2 summarizes statis-
tics on delays in defence procurement projects
across nations. It shows how projects on average are
typically delayed by 3-5 years with outliers of up to
two decades. Even when projects are completed on
time, long schedules may still cause challenges. For
instance, the former United States Defence Invest-
ment Unit Director, Michael Brown, stated that ac-
quisition of major procurement programmes has on
average taken 6.9 years from initiation to initial oper-
ating capability,' requiring a long-time span for full
capability replacement.

[] ‘..many of the projects that survive through the
prioritization and selection process tend to be those
that look best on paper. However, those are often also
the ones with the largest cost and time underestima-
tion and/or promises of unrealistic benefits, setting up
the conditions for failure once initiated. Yet, it is often
difficult for decision-mabkers to cancel poorly perform-
ing projects once initiated, for example due to political
pressure or fear of embarrassment.

For rapidly developing technologies, such as cutting-
edge software and IT, the long lead time coupled with
a high risk of delays are particularly problematic. Long
schedules and delays also increase problems with re-
sponsibility, accountability, turnover among project
personnel, and institutional memory.

One major reason for both cost and time overruns in
defence acquisitions, is the inclination for over-speci-
fication and changing requirements.?! There are no
second places in war, urging military organizations to
pursue state-of-the-art technology to outperform ad-
versaries. The requirements for system reliability and
robustness are also higher in a military context. How-
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ever, while some systems require cutting-edge tech-
nology, other systems would suffice with an ‘80%
solution’?? In such instances, off-the-shelf solutions
might exist that could provide sufficient performance,
alternatively with minimal adjustments.??

Risk aversion can drive overly detailed or ambitious
system requirement specifications.”*'Gold-plating'has
also been a widespread problem in defence acqui-
sitions for decades?® — occurring due to asymmetric
expert power by the vendor as well as military person-
nel themselves, and insufficient mechanisms for ex-
ternal verification of system requirements.?® While risk
aversion is a driver of gold-plating, studies also docu-
ment how gold-plating mainly arises from overly am-
bitious requirements that privileges the newest and
best technology.?” There are also cases of system per-
formance itself being negatively affected by over-
specification. One example is Norway's acquisition of
a tailored variant of the NH90 multirole helicopter,
where Norway eventually decided to terminate the
contract due to persistent underperformance, cost
overruns, and significant delivery delays.”®

Professor Bent Flyvbjerg introduces a phenomenon
he calls 'survival of the unfittest'?® He observes how
many of the projects that survive through the prior-
itization and selection process tend to be those that
look best on paper. However, those are often also
the ones with the largest cost and time underesti-
mation or promises of unrealistic benefits, setting up
the conditions for failure once initiated. Yet, it is often
difficult for decision-makers to cancel poorly per-
forming projects once initiated, for example due
to political pressure or fear of embarrassment.3® Al-
though Flyvbjerg examined civilian (infrastructure)
megaprojects, not defence procurement projects,
scholars have observed the same tendencies in de-
fence acquisitions, both due to the optimism bias
and moral hazard.?'

Additionally, it should not be ignored that many
defence acquisitions are, in fact, highly complicated
undertakings.3? Projects comprise a diverse range of
materiel, equipment, and systems. Many new tech-
nological systems are also increasingly intricate —
both the technologies in themselves, but also the
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[] ‘For rapidly developing technologies, such as
cutting-edge software and IT, the long lead time
coupled with a high risk of delays are particularly
problematic.

system of systems they are part of and the process
of ensuring interoperability across systems as well as
Allied and Partner nations.*?

In sum, beside political, economic, and industrial in-
fluence, defence acquisition programs struggle with
over-specification, opposing or overly ambitious re-
quirements, unchartered technological territory, risk-
aversion, legal framework, bureaucracy, and diffusion
of responsibility, resulting in major delays and cost
overruns.3*
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A Hypothesis -
We Can Do Better and Quicker

In recent decades, numerous acquisition recommen-
dations and reforms across NATO nations have been
aimed at improving the ability to meet cost, time, and
quality targets. Already in the early 2000s, defence
acquisition experts recognized the need to move
towards flexible and evolutionary acquisition ap-
proaches.3® Many have also argued for differentiated,
or tailored, acquisition approaches.3® However, chal-
lenges persist and defence organizations across
(as well as beyond) NATO seem to be stuck in a never-
ending struggle to implement changes.?” RAND re-
search identifies multiple root causes, including high
turnover, particularly among senior leaders, insuffi-
cient incentives and support for tailoring, and insuf-
ficient education, training and experience among

JAPCC | Journal Edition 38 | 2024 | Viewpoints

>




acquisition personnel to leverage tailored approaches
efficiently.3® Lack of institutional memory to learn
from past experiences may also impede effective
changes.®

The successful avoidance of a majority of the afore-
mentioned root cases can be exemplified with Israeli’s
‘lron Dome’ missile defence system. It went from the
drawing board to combat readiness within less than
four years. Following an initial operational capability in
2011, the capability of the system has been constantly
upgraded while scaling capacities up to ten opera-
tional systems effectively safeguarding Israel’s lower
tier air domain.*

Avoiding over-specification by focusing on the threat
spectrum on hand, allowing the system to be extend-
able in the future and following Israeli’s political, eco-
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nomic, and industrial priorities had been key success
factors. In addition, close collaboration between user
and procurement as well as technical expertise from
the United States mitigated technological and pro-
grammatic risks.

In sum, despite the well-documented and recurring
challenges in defence acquisitions, we put forward
the hypothesis that military capabilities can be ac-
quired both faster and better than what is currently
the norm. Furthermore, in what has become an
impenetrable ‘jungle’ of acquisition challenges and
policy recommendations, we believe that the most
important — and actionable — policy changes for im-
proving defence acquisitions can be uncovered by
homing in on the decades of experience and learning
acquired by key defence acquisition experts in NATO.
This will be the topic of the second paper.
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In particular, we will investigate three key avenues for
improving future procurement:

1. Increasing the use of phased development step-
wise expanding new capabilities.

2. Following a more software-centric strategy with
open system architectures, digital twins, and agile
development processes.

3. Empowering acquisition specialists — and parti-
cularly leadership. Strong leadership is required to
implement new policies and procedures, manage
risk, and ultimately bring a new defence acquisition
culture to life.

In our second paper, we will evaluate these hypo-
theses by drawing on insights from interviews with
senior acquisition management leadership. The final
paper then aims to derive concrete and actionable
recommendations to improve future as well as ongo-
ing national and cross-border acquisition programs. @
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Heads of State meet for the NATO Summit in Washington D.C., 9-11 July 2024.

The Evolving Context for Deterrence

Technology and Policy Challenges

By Prof. Stephen J. Cimbala and Dr. Adam Lowther

The member-states of the North Atlantic Treaty Or-
ganization (NATO) face an unprecedented challenge
in Russia’s aggression against Ukraine and their threats
to employ nuclear weapons against NATO.! There is
also the potential risk of Chinese aggression against
Taiwan; should the United States come to the aid
of Taiwan and China attack the United States, the US
would likely seek support under Article 5 of the NATO
charter. Either directly or indirectly, Europe cannot
avoid the consequences of a war in the Pacific. This
makes it imperative for NATO member-states that
deterrence holds.

The following discussion identifies eight of the most
important challenges facing alliance efforts to main-
tain deterrence. The reality of modern deterrence is
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that it is more uncertain, and difficult to maintain be-
cause of the added complexities of the cyber and
space domains and additional post-Cold War geopo-
litical variables. With both the space and cyber do-
mains playing a prominent role that did not exist dur-
ing the Cold War and new technologies reshaping
deterrence, understanding deterrence is certainly a
more pressing need than ever before.?

Eight Challenges of Modern Deterrence

1.The threat of cyberattacks. Cyberwar among state
and non-state actors is already a significant danger to
international security.? Cyberattacks occur as solo ex-
cursions or as supplements to kinetic attacks. Should
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Russia ever attack NATO, it would likely lead with a cy-
berattack to leave NATO blind, deaf, and dumb.* China
would likely follow a similar approach. Both author-
itarian regimes understand that there is a chance for
victory if the United States and its allies are prevented
from mobilizing combat forces and supporting logis-
tics. This makes the early use of cyberattack enticing
for potential aggressors, and countering them an es-
sential aspect of NATO's deterrence strategy. After all,
if NATO is paralyzed by cyberattacks to alliance C2
networks, or by a combined cyber & Information Op-
erations (I0) campaign which undermines or delays
political unity, airpower becomes impotent.

It is important to keep in mind that both the public
and private sectors are vulnerable to cyberattack. The
possibility of a crippling attack against, for example,
the private firms that support US Transportation Com-
mand’s logistics network is very high.> A cyberattack
on the United States' integrated tactical warning and
attack assessment network and nuclear command

and control networks would likely precede the use of

a nuclear weapon by the Russians, for example. This
makes a robust and secure cyber domain a funda-
mental component of a deterrence strategy, writ
large, and nuclear deterrence, more specifically, buy
denying a key vulnerability to the adversary.

Should Russia ever attack NATO, it would likely lead with a

cyberattack to leave NATO blind, deaf, and dumb.
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2. NATO’s reliance on space assets. NATO relies
heavily on space assets for intelligence collection and
military operations. Airpower is particularly depend-
ent upon space to employ precision-guided muni-
tions. It should come as no surprise that Russia has an
array of anti-space capabilities designed to prevent
the use of those space assets that are critical to Allied
air, land, and sea operations.® American and European
government agencies are already working with
defense contractors to explore ways to increase the
reliability and resilience of space-based and space-
dependent systems for reconnaissance and surveil-
lance, communications, early warning, command and
control, and other functions.” Russia and China tested
satellites for Rendezvous and Proximity Operations
(RPO) in various orbits, ostensibly for inspection and
repair of friendly satellites, but which would also be
capable of close inspection or destruction of NATO
member-state satellites, if so tasked® Options for
increasing the resilience of orbital platforms include

TV, -,



deploying numerous smaller satellites in critical orbits,
equipping satellites with defensive measures (includ-
ing stealth and manoeuvrability), and offensive capa-
bilities for responding to perceived threats’ Legal
issues arise with respect to whether an attack on criti-
cal mission satellites for national defence constitutes
an attack on NATO, but it is undoubtedly a real chal-
lenge the Alliance must deter.

3. The Role of Hypersonics. Adversaries’ develop-
ment of hypersonic weapons, including delivery sys-
tems for nuclear warheads, raises serious issues for
deterrence and defence planners.'” In the case of nu-
clear deterrence, a reliable second-strike capability is a
necessary condition for the success of deterrence by
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credible threat of retaliatory punishment. Hypersonic
weapons compress the time available for warning
and selection of an appropriate response.” This is par-
ticularly problematic in Europe, where distances from
Russian bases are shorter, and hypersonic weapons
can easily reach targets. The only viable option may be
possessing a secure second strike capability in order
to ride out a first strike, determine whether it is con-
ventional or nuclear, and respond accordingly.

National leaders might have only a few minutes from
the initial launch detection of an enemy’s first strike
to the arrival of warheads at their assigned targets.
This ‘attack time compression challenge’ can leave
leaders fearful of losing their deterrence assets.'? With
the United Kingdom, France, and NATO possessing
small nuclear arsenals that, in the case of NATO
specifically, are vulnerable to first strike elimination, a
national command authority (president or prime min-
ister) may view pre-emptive nuclear employment as
a necessary option in a ‘use it or lose it circumstance.
NATO's collective decision-making process, however,
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makes pre-emptive use of dual-capable aircraft for
the nuclear mission highly unlikely, which means the
most vulnerable nuclear capability is the least likely
to see actual use in conflict. The addition of hyper-
sonic weapons to the NATO nuclear umbrella or the
British or French arsenals could give Russia pause to
reconsider an escalation against NATO in retaliation
for member-state support for Ukraine or because
of further Russian territorial ambitions — buying re-
straint from a Russian attack on air bases with nuclear
capable fighters.

4. Ballistic and Cruise Missile Defences. Improving
missile defence systems make the success of ballistic
or cruise missile strikes less certain.”® Concerning bal-
listic missiles, the Cold War was marked by the domi-
nance of offensive systems over defences. Improved
technologies for short-, medium-, and intermediate-

© US Air Force graphic

range missile defences are demonstrating their utility
in Ukraine and are improving. NATO's primary chal-
lenge is its almost complete lack of air and missile de-
fense systems across Europe. Missile defences play a
numbers game, but they must first be present, and
they are insufficient in quantity in Europe.

Soviet leaders once feared American ballistic missile
defences protecting US Intercontinental Ballistic Mis-
sile (ICBM) fields would give the US an opportunity
for a first strike and be safe from counter-attack. The
Soviets would therefore need to increase the ratio of
attacking Soviet ICBMs from 2-to-1 to 4-to-1 to ensure
a similar probability of success. The lack of missile de-
fences across NATO today offers a degree of assurance
to Russian leaders that the Alliance cannot effectively
prevent an attack which increases Russian confidence
in their ability to coerce and deter NATO. '

Russia’s development of nuclear-capable hypersonic glide weapons increases the uncertainty of deterrence.
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Advances in Western missile defence technologies,
including space-based systems, undermine Russia’s
planned use of missile attacks against NATO by reduc-
ing their probability of success. Ukrainian and Israeli air
and missile defence successes create a fundamental
challenge for Russia because they offer lessons learned
for improving NATO missile defences. However, there
is the real challenge that the more successful and pro-
liferated defences become, the greater Russia’s desire
to field systems that subvert or defeat them. This is par-
ticularly important as Russian President Vladimir Putin
grows increasingly dependent on the credibility of his
first-strike weapons as a deterrent against more sub-
stantive NATO intervention in Ukraine, for example.

5.The Impact of Drones. Russia’s war against Ukraine
only underscores the significance of this rapidly grow-
ing military capability, and the equalizing role drones

© Karolis Kavolelis/Shutterstock.com

can play for the weaker side in a conflict. Ukraine’s
ability to strike Russian military targets hundreds of
kilometres inside Russian territory with relatively
primitive drones is a game changer with respect to
shaping a future aggressor’s willingness to go to
war."> As drone technologies mature, rather than re-
lying on ‘first person view' aerial drones equipped
with small explosives, which are playing an impor-
tant role on the battlefield in Ukraine today, it is
probable that a near future battlefield will see Al-
enabled drones roam the battlefield looking for pre-
programmed targets. No longer will they need a pi-
lot in a nearby bunker flying them. Drone swarms
may be used for large-scale attacks against military
facilities or civilian infrastructure as well.'® Drones
may also take the place of expensive manned air-
craft, which potentially benefits Russia more than
NATO because Russia cannot match NATO traditional

The MIM-104 Patriot Surface-Based Air Defence (SBAD) system is capable of engaging manned and unmanned aircraft,
cruise missiles, and tactical ballistic missiles.
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airpower capability. The creative use of drones in
ways not seen today, but derived from lessons learned
in Ukraine, may either improve or reduce the effec-
tiveness of stabilize or destabilize deterrence. It is too
early to tell.

6. Conventional Nuclear Integration. Conventional
war waged within a nuclear context is something
NATO prepared for during the Cold War, and is a pros-
pect that has regrettably returned. Now called ‘con-
ventional-nuclear integration; Russia’s ‘escalate to win’
strategy envisions a Russian nuclear response to a
NATO conventional action.!” Deterring Russia’s use of
a small number of low-yield tactical nuclear weapons
is now a real challenge for NATO planners. Real Rus-
sian fears of NATO's overwhelming conventional su-
periority, particularly its airpower, could lead Russia to
see such an‘escalate to win'strategy as its best option
for avoiding conventional defeat and attrition of its
already limited forces.'® Ukraine’s request for eventual
admission into the Alliance reinforces Russian para-
noia, even if such discussions are aspirational.

7. China’s Nuclear Breakout. China's nuclear break-
out may encourage Russian aggression because Presi-
dent Putin sees American attention and capability
split between NATO and Asia.'® A Pentagon report to
Congress has noted that China ‘will likely field a stock-
pile of about 1,500 warheads by its 2035 timeline’and
is improving its conventional and nuclear military ca-
pabilities across the board.?® China’s emergence as a
nuclear superpower is not a problem for the United
States and its Asian allies alone. Europe cannot avoid a
potential conflict in Asia because of the US's member-
ship in NATO.

Thus, NATO's European member-states must both pre-
pare for a conflict with Russia while also preparing to
assist the United States in Asia. This will all take place
within a context in which both Russia and China may
resort to the use of nuclear weapons to halt Western
efforts to intervene. Sizing up the Chinese nuclear ar-
senal and understanding China’s evolving thinking
about nuclear use, which is moving away from a 'no
first use’ policy, is especially challenging.?! Regrettably
for Europe, geography is no longer a barrier to conflict
with Asia.

Drones are playing an increasingly important and ver-
satile role on the battlefield, though the implications
for deterrence remain uncertain.

8. Domestic Politics. Challenges to maintaining po-
litical unity within the borders of NATO member-states
are growing. Modern democracies, including the United
States and its European allies, face challenges within
their own domestic polity that bear, at least indirectly,
on their ability to sustain military power in support of
deterrence. Within the United States, for example, do-
mestic politics are more divisive than during the Cold
War, when there was a common enemy. Across Europe,
similar political divisions are tearing at the cohesion
and common vision of a number of societies. With
consensus-building more difficult than during the Cold
War, agreeing on a national approach to addressing
Russia and China is difficult.

When the citizens in a democracy no longer believe in
democratic constitutionalism, especially among elites,
it is difficult to engage citizens to make the necessary
sacrifices to ensure militaries are effective deterrent
forces. This is, of course, exactly what both Russia and
China desire. However, as General Colin Powell, the
former Chairman of the Joint Chiefs of Staff in the
United States, once noted, no foreign power can de-
feat the United States; only Americans can do that.
The same is true of NATO and its member-states.

Conclusion

It is imperative for stable deterrence that Vladimir
Putin and Xi Jinping never believe they can wedge
the Alliance apart. A united NATO is far more capable
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of effectively deterring across the spectrum of threats
discussed above. Admittedly, the challenges are nu-
merous and offer no ready solutions. However, the
current sense of urgency generated by Russian ag-
gression is a good start.

But this sense of urgency must be accompanied by
real progress in matching Russian capabilities across
the spectrum of conflict. It is no longer enough to
protest to Russia that NATO means no harm. Instead,
it is time to field a similar set of capabilities to those
fielded by Russia, including hypersonic weapons,
next-generation air and missile defences, space de-
fences, cyber defences, and a full spectrum of nuclear
capabilities. The Russians understand their own ca-
pabilities and the implications of their employment,
which may lead Russia to exercise restraint. During
the Cold War, it was NATO's fielding of the Ground
Launched Cruise Missile (GLCM) and Pershing Il in the
mid-1980s that caused the Soviet Union to seek a re-
duction of nuclear forces and deterred Soviet aggres-
sion because the USSR had more to lose. The same
can be true again if NATO takes a strong stance and
fields the capabilities Russia respects.

A future crisis instigated by Russia is certain to include
what the Soviets called ‘dezinformatsia, or disinforma-
tion, as Russia seeks to convince the West to doubt
what it knows to be true.?? China will follow a similar
game plan if conflict comes. Ensuring that NATO
addresses the challenges discussed above, and is not
caught unprepared can make such disinformation
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efforts far less successful. In the end, NATO and its
32 member-states have a daunting task ahead of them.
However, itis important to remember that the Alliance
was successful in its first 75 years in preventing war
and deterring Soviet/Russian aggression. The same is
possible over the next 75 years. @
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Technology and Trust

Interoperability for NATO’s Multi-Domain Operations and
US Combined Joint All Domain Command and Control

By Commander Michael Posey, US Navy, US Army War College

By Colonel Jorg Stenzel, GE Army, US Army War College

€9 ‘Never fight unless you have to, never fight for long,
and never fight alone.”’

General Fox Conner,
mentor of both Eisenhower and McArthur

As NATO considers how to conduct Multi-Domain
Operations (MDQ), the Alliance must consider interoper-
ability across four dimensions: technical, procedural,
informational, and human.? Although technical capa-
bility and interoperability receive much attention, net-
work-building technology cannot function without the
requisite human and procedural dimensions of inter-
operability. Human interoperability requires trust built
through shared experiences, like exercises, ultimately
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leading to decision advantage. This paper will describe
and define interoperability, address why NATO needs a
decision-making command and control network such
as the US's Combined Joint All Domain Command and
Control (CJADC2), discuss CJADC2 across the four di-
mensions of interoperability, and conclude with recom-
mendations of how and why all dimensions of CJADC2
interoperability could be addressed.

Never Fight Alone

This paper will focus on the implications of Conner’s
advice to never fight alone on NATO. Although the US
fought nearly all of its major expeditionary conflicts,
from the Boxer Rebellion to Afghanistan, with allies
and partners, interoperability remains a challenge.?
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In an alliance such as NATO, interoperability generally
means all elements of military operations work together
smoothly, which has been an area of effort since the
organization’s foundation.* On a strategic level, inter-
operability means the ability for Allies to act together
coherently, effectively, and efficiently to achieve na-
tional and coalition objectives. On an operational level,
NATO defines interoperability as enabling forces, units,
and systems to operate together, allowing them to
communicate and share common doctrine and proce-
dures, along with each other’s infrastructure and bases.
In other words, interoperability must encompass virtu-
ally every aspect of military activities and provide the
option to ‘plug in'allies and other partners. It is essen-
tial to ask why interoperability efforts still do not meet
current requirements and what can be done to im-
prove them, as interoperability challenges become
more demanding.

CJADC2 Enables MDO for NATO

As the character of war rapidly changes and threats
in the security environment evolve, NATO's success in
competition and armed conflict will depend upon
optimizing effects from all domains. NATO developed
and is refining the concept of MDOS which enables
joint NATO forces to orchestrate military activities
across all five operating domains.” MDO, when real-
ized, requires much greater data-driven agility than
traditional joint operations. Leveraging data-advantage
as an enabler, MDO synchronizes military effects with
non-military operations, other national instruments
of power, and the activities of NATO’s partners and
stakeholders. Because NATO's multifaceted concept
of MDO requires synchronization, the command-and-
control mechanism must be sophisticated, resilient,
agile, and interoperable. The US's solution is CJADC2,
which will be a comprehensive network of all com-
mand-and-control systems. The US Department of
Defense first conceived of the evolving Joint All-
Domain Command and Control (JADC2) network in
2019 and tasked the US Air Force to lead implementa-
tion for US forces® Realizing the importance of inte-
grating Allies and partner nations, the US renamed
the concept the Combined Joint All-Domain Command
and Control (CJADC2) in May 2023.°

Integrating Allies and partners into CJADC2 network
makes sense.'® A combined force is essential in com-
petition or armed conflict against sophisticated ad-
versaries such as the People’s Republic of China or
Russia. According to an old proverb,"'Who works alone
adds, who works together multiplies.” This sentiment
aptly captures the necessity for NATO to work collabo-
ratively. However, interoperability challenges rise as
alliances garner more partners and assets. Although
the network of systems cannot be a panacea for NATO's
challenges in competition and armed conflict, CJADC2
and its aspirational technology can be a solution to
NATO's need for C2 interoperability.

Interoperability means much more than just con-
nectivity. CJADC2 architects seek to facilitate deci-
sion advantage by providing the right decision-
maker with useful information. Vice Admiral (ret.)
Ann Rondeau describes decision advantage in mili-
tary operations as ‘the rapid discernment of trusted
information for a decision-maker to act confidently —
and first'’! Useful information means that common
form data moves from a relevant sender to the cor-
rect receiver (i.e., a decision maker or other actor) in
the proper format. Connectivity, therefore, is a vital
first step to sharing useful information. CJADC2 de-
signers strive to connect sensors and data systems
from NATO forces in a cloud architecture that uses
Artificial Intelligence (Al) or automation to link the
optimal weapons system to each target. While ambi-
tious, the concept of networking existing C2 systems
is feasible, although progress remains piecemeal.’”
CJADC would link sensors, shooters, and decision-
makers, to rapidly converge fires and then disperse
for survival, much like the Uber ride-sharing applica-
tion, where a machine learning algorithm optimizes
the driver’s fares, rider routes, and many other fac-
tors.!* The most important takeaway is that CJADC2
will enable enhanced military decision-making; it is
not a single product. Some aspects of CJADC2 will
soon become operational, with others coming on-
line in the next few years. Similarly, some NATO capa-
bilities can integrate into the CJADC2 architecture
sooner than others.

Robust interoperability is critical to implementing
CJADC2 and can be described in many ways. US
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Unity of effort will be needed to leverage disparate systems’ data together autonomously in a Systems of Systems approach.

Joint Publication 1-02 (2010) defines interoperability
as 'the ability of systems, units, or forces to provide
services to and accept services from other systems,
units, or forces, and to use the services so exchanged
to enable them to operate effectively together''*
(Emphasis ours.)

Interoperability is the ability to provide military ser-
vices from one nation to another. The end goal of
CJADC2 is achieving decision advantage, where NATO
forces make better decisions faster to achieve an
operational advantage. CJADC2 will leverage human
and Al decision-makers, often called human-machine
teaming, and will favor either the human or automa-
tion depending on a bevy of factors related to a deci-
sion's context and authority level. Human-Machine
Teaming (HMT) requires defined architectures and
engineering that enable the timely exchange of ap-
propriate information to facilitate both human and
machine decision-making. Given the importance of de-
cision advantage, the four interoperability dimensions
of CJADC2 are worth examining.
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Technical Dimension
of CJADC2 Interoperability

CJADC2 requires technical interoperability with NATO
Allies’ disparate systems to communicate with each
other. Conceptually, a multinational, joint task force
that achieves unity of effort can be understood as co-
operation and collaboration among autonomously
operating systems, a System of Systems (S0S). These
SoS have four main characteristics: autonomy, be-
longing, connectivity, and heterogeneity.” The heter-
ogeneity of SoS, meaning that constituent systems
employ different technologies and software interfaces,
creates challenges. Data standards (discussed later)
and software are two key components that allow sys-
tems to ‘plug in"to the network architecture.

Software must be backward compatible and able to
translate to older systems in the field. Novel technol-
ogy like multi-static arrays, which use several overlap-
ping transmission and receiver sensor nodes across a
battlespace, can increase situational awareness and
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agility on the battlefield. If multi-static arrays become
commonplace among NATO sensor systems, they will
facilitate faster and more efficient targeting. For in-
stance, compatible, multi-static radar networks will
allow for more rapid, precise localization of objects —
adversary or otherwise.'® Similarly, multi-static sonar
systems allow for speedier triangulation undersea.'”

Therefore, systems must be acquired with techno-
logical interoperability built-in and ideally designed
for quick removal and replacement to facilitate soft-
ware and hardware upgrades. Further, electromagnetic
compatibility must be a consideration when purchas-
ing systems. When transmission capabilities and an-
tennas of NATO sensor systems are designed with the
same DNA (frequency, encryption, programming lan-
guages, and human interfaces), such multi-static sens-
ing and communication have the potential to empower
sensor-to-shooter interoperability and could aid MDO.
Emerging technical solutions like Edge Al, which com-
putes at each network node, can aid tools such as agile
frequency hopping to ensure radio transmission can
connect sensors, shooters, and decision-makers.'® Get-
ting these advanced technologies into the hands of
warfighters requires considerable collaborative efforts
in developing and purchasing enabling command and
control systems. NATO must consider how it wishes
to leverage the potential of Al, enabling computing in
individual platforms and speeding up the OODA (Ob-
serve-Orient-Decide-Act) loop.'” However, in so doing,
Al data streams must be digestible by all Al-enabled
platforms. These Al-capable platforms must also be
technically interoperable with legacy NATO platforms
to share ‘sensor-to-shooter’ computations. This means
dynamically establishing interoperability between var-
ious heterogeneous cyber-physical systems, which is
enormously challenging. Ideally, this should be solved
by a common development of architecture, software
data stacks, and open upgradeable system solutions
within acquisition strategies.

Since its founding, NATO has been an accelerator for
human interoperability through standardization and
joint exercises. The yearly NATO Coalition Warrior Inter-
operability eXploration, eXperimentation, eXamination
eXercise (CWIX) combines all four dimensions, focus-
ing on human and technical interoperability.

This event is a testbed oriented on the requirements
specified by Federated Mission Networking (FMN) Spi-
rals. FMN is how affiliates come together to achieve a
standard level of interoperability. NATO members have
vastly different requirements, both in technology, oper-
ational principles and training. In a federation, one’s
own networks and systems are maintained and co-
ordinated under the umbrella of FMN. In a federated
manner, NATO nations can coordinate actions together
without giving up national independence. NATO, there-
fore, speaks of day zero interoperability. The likelihood
of achieving day zero interoperability increases by us-
ing‘spiral development’. Spirals, defined periods with a
specified degree of interoperability, provide waypoints
for FMN development in events like CWIX.

While FMN illustrates technological changes, how hu-
mans respond to differing technology matters and
ultimately defines the level of human interoperability
necessary with a machine. Despite creating advanced
autonomous machines, humans must never give total
control to the algorithms as we create automated sys-
tems.?? In the context of connecting a massive, allied
military architecture, this means NATO must adapt to
the evolving relationships between human operators
and automated machines.

Procedural Dimension
of CJADC2 Interoperability

Aligning language, processes, procedures, and prod-
ucts is a precondition to making the technological
solutions work together seamlessly. The NATO Stand-
ardization Office (NSO) is responsible for developing
common standards and ways of working together.
This is mainly done through Standardization Agree-
ments. The sheer number of such agreements — their
official website lists 1149 — gives an idea of the challenge.

Despite the challenges, cross-domain solutions for
sensing and targeting are necessary against a near-
peer adversary. Developing the federated require-
ments and doctrinal procedures for air assets using
cyberspace fires, maritime Intelligence, Surveillance,
and Reconnaissance (ISR), or fires coming from the land
domain requires coordinated doctrine and Tactics,
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Techniques, and Procedures (TTP) by all services. One
way to develop doctrine and TTP is through robust
simulations and exercises.

[...] ‘Our shared values and experiences since 1949
continue to be one of our strengths, and human inter-
operability cannot be lost!

NATO's simulations, exercises, and iterative design are
exponentially more valuable when lessons are learned
and procedures are written down. For instance, NATO's
Command and Control Simulation Systems Interoper-
ation (C2SIM) demonstrates how to elevate operator
proficiency of C2 software and procedures among na-
tions, as new technologies emerge.

Human Dimension
of CJADC2 Interoperability

Human factors play a crucial role in achieving interoper-
ability, which involves interaction between individuals,
teams, and their technologies or systems. The human
and procedural aspects of interoperability are closely
linked. In strategic organizations like NATO, humans
make choices and codify them in policies that increase
interoperability. Central to interoperability efforts in
the Alliance are the willingness and ability of leaders
to communicate and collaborate. Interoperability is
much more than the capability to exchange data; dis-
parate human systems across nations and HQs must
also be aligned.

Therefore, a common lexicon, common symbology,
and procedures are just the beginning. Humans take
data and assign meaning to it to make the informa-
tion useful. Useful information can be applied to be-
come knowledge and develop understanding. From
this understanding of what one does alongside a fel-
low warfighter and what the fellow warfighter will do
in turn, we begin to form innately human bonds of
trust. Trust comes from serving together, drilling to-
gether, and putting your life into another service-
member’s hands. This is why NATO must continuously
train together.
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CJADC2 will require advances across multiple
dimensions to be successful.

Information Dimension
of CJADC2 Interoperability

The information dimension of interoperability refers to
data integrity, standards, and conduits that carry and
compile the data. Language, syntax, and transmission
means are all part of the information dimension. The
information dimension is essential because humans
assign meaning to data in context and make decisions
based on this information. Given the volume of infor-
mation humans must digest in MDO, CJADC2 should
employ computational aids. Al, particularly machine
learning, can aid humans in making decisions.
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In order for CJADC2 to succeed, there must be synergistic collaboration between the nations of NATO, as well as linkages
between those militaries and their corresponding industries.

There are three requirements to use machine learn-
ing: computing power, trained algorithms, and inter-
operable data.?! Al programmers spend excessive time
data wrangling to ensure data are interoperable.??
NATO should continue to develop practical data
standards for Al and machine learning applications.
Data standards ensure that the format, lexicon, and
measurements of different NATO platforms from vari-
ous NATO nations share compatible data. When the
data are wrangled (or groomed) before proceeding
the Al tool is more likely to produce meaningful re-
sults. Neural networks examine many factors to clas-
sify data.?* When the data are standardized, the algo-
rithms can be trained through supervised learning to
yield better predictive models, like those used by
Uber?* In essence, without groomed data, machine
learning functionality will be limited at best or woe-

fully incorrect at worst. The NSO could contribute
meaningfully to data standardization efforts.?> Simi-
larly, NATO will need to develop a robust data re-
pository where data can be shared. Additionally,
programmers must think through how to best com-
partmentalize information in the cloud. For example,
despite reducing operational effectiveness, some in-
formation may not be shared due to a NATO mem-
ber’s national caveats.”® Therefore, cloud storage will
require some data to go through ‘gates’ and other
data to flow freely among Alliance platforms. Thinking
through these restrictions requires a partnership be-
tween programmers and military experts who can
technically and procedurally ensure the protection
of information. As CJADC2 becomes operational, the
importance of informational interoperability cannot
be understated.
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CJADC2 Requires Technical and
Human Interoperability

‘Interoperability is often considered to be a desired
but unattainable goal rather than a condition that can
be quantified.?”” One way to frame successful inter-
operability is to minimize missed opportunities. As
CJADC2 begins to link networks, we should empha-
size both the technological and human dimensions
of interoperability.

As the character of war rapidly evolves, NATO nations
must seek collaboration with each other and with their
industries. If countries and their industries share algo-
rithms, leverage standardized and translatable data-
sets, and compatible, upgradable equipment, NATO
will benefit from technological and informational
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interoperability efforts. The ‘evolving construct’ of
CJADC2 has achieved its minimum viable capability,
meaning that NATO could use CJADC2 and update it
for the Alliance.?® Likewise, NATO's FMN is proving that
technical interoperability can happen. Beyond the
information sharing that FMN portends, NATO must
ensure that the right information, in the right format,
gets to the right user to allow for decision advantage.?
Technology alone as an enabler for MDO cannot be
the solution. As NATO Allied Command Transformation
Strategic Foresight 2023 notes, Potential adversaries will
also seek to erode NATO's technological edge by seek-
ing dominance in non-traditional technological areas.*°
Therefore, beyond technical interoperability, NATO
forces must build resilience by integrating into the
CJADC2 network through sound procedures and hu-
man aspects, such as education, training, and adopt-
ing a common lexicon. Doing so will forge trust, the
‘secret sauce’of human interoperability.

As such, it is the human aspect that NATO must focus
on. NATO members must continue to train together
and think deeply together. Our shared values and expe-
riences since 1949 continue to be one of our strengths,
and human interoperability cannot be lost. Successful
interoperability — synchronizing the Alliance’s actions in
time, space, purpose, and information that provides de-
cision advantage — will prove critical to NATO, ensuring
that MDO and the requisite CJADC2 architecture are
not a series of buzzwords, but an emerging reality. @
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Non-Lethal Measures of
Effectiveness in Targeting

By Mr Adam T. Jux, BA, Civilian Targeting Consultant

€9 'Not everything that counts can be counted. Not
everything that can be counted counts.’

William Bruce Cameron

Introduction

In a world of rapid technological advances, specialists
in non-lethal warfare face a persistent challenge:
measuring the intangible effectiveness of non-lethal
operations. Whereas lethal engagements, delivered
through land, maritime, and air, often have visible and

measurable results, non-lethal effects may have out-
comes that are obscured, delayed, or subjective in na-
ture. It is crucial, therefore, to recognize the character-
istics and challenges of non-lethal actions by first
understanding the current assessment process and
then proposing methods which may improve future
analysis. Within NATO, there is an ongoing discussion
regarding the definition of the terms ‘lethal/non-
lethal’ versus ‘kinetic/non-kinetic’ So far, the term ‘lethal/
non-lethal’is used to referring to NATO targeting ca-
pabilities. US doctrine, however, uses the term 'kinetic/
non-kinetic’ for capabilities and means, and the term
"lethal/non-lethal'for effects.? Although there are trade-
offs between both framings of the issue, this article
will use the NATO lexicon.
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Measuring Lethal and Non-Lethal Effects

Military combat performance is typically evaluated
through Measures of Performance (MoPs) and Mea-
sures of Effectiveness (MoEs):

1. Measures of Performance (MoP): Metrics used to
determine the accomplishment of actions, answer-
ing the question, ‘Are the actions being executed
as planned?’

2. Measures of Effectiveness (MoE): Metrics used
to measure a resulting system state, answering the
question, 'Did we achieve the intended effects with-
in the planned timescale?”

From a campaign assessment perspective, lethal ef-
fects are easier to quantify both in terms of MoPs and
Moks, as they offer tangible metrics, such as the num-
ber of tanks destroyed or the percentage of a facility’s
destruction. However, non-lethal options are often
opaque and obfuscated by design. A non-lethal effect
often requires extensive time to prepare, execute, and

evaluate; incorporating this constraint is particularly
important when planning a cohesive Multi-Domain
Operation (MDQO). Furthermore, it may ultimately con-
tribute to a lethal effect, which complicates MoP and
Mok evaluation, as the final target may be degraded
or destroyed. Thus, MoPs of non-lethal means may be
nearly impossible to assess, whereas MoEs are more
likely to be qualitative and may be difficult to attribute
directly to the non-lethal effect, but assessment of
both will almost certainly be delayed.

Characteristics of Non-Lethal Targeting
Non-lethal targeting can be divided into three focus areas:

1. Lethal actions with second or third-order non-
lethal effects: This includes exploitation of lethal
effects through a non-lethal medium such as stra-
tegic messaging following a strike, which requires
detailed coordination to ensure complementary and
non-detrimental effects.

Disinformation — intentionally misleading, false, or biased information — is a potent tool that can persuade numerous
influential individuals and the general public by undermining shared understanding and truth.
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2. Pure non-lethal campaigns: There are many ex-
amples of pure non-lethal campaigns. STRATCOM
is one such example where there is a need for
coordination among all targeting working groups
to deconflict and ensure there are no detrimental
effects through other campaign methods.

3. Non-lethal actions complementing lethal actions:
For complex targets like Counter-A2AD, effects
planned in all domains should come together and
be complementary at the same time to achieve
an effect.

Non-lethal targeting includes multiple disciplines
with differing procedures and objectives. A selection
of these may include:

Strategic Communications (STRATCOM).* Strate-
gic communications encompass multiple elements
of public diplomacy, political marketing, persuasion,
international relations, military strategy, and many
other approaches.

These areas can be subdivided into:

1. Public Affairs (PA). Engagement through the me-
dia to inform the public of policies, operations,
military aims and objectives into a timely and ac-
curate manner.

2. Information Operations (10). Creating desired ef-
fects on the will, understanding, and capabilities of
adversaries and other parties in support of opera-
tions, missions and objectives.

3. Psychological Operations (PSYOPS). Methods of
communications directed at audiences to influence
perceptions, attitudes, and behaviour, affecting the
achievement of political and military objectives.

4. Key Leader Engagement (KLE). Communications
and outreach efforts to influential individuals in-
tended to promote awareness of and building un-
derstanding and support for policies, operations,
and activities.

The assessment of STRATCOM effects can be both
quantitative and qualitative, and it is often inferred by
examining changing perceptions by way of social me-
dia chatter, the tone of media reports, political rhetoric,
or trends in public opinion, movement, or preferences.

As a cognitive effect, STRATCOM is often divided be-
tween strategic long-term objectives and specifically
targeted, short-term effects, which can then be fused
within the normal targeting cycle. One important
characteristic of STRATCOM is that its assessment can-
not be judged based on a single report, impression, or
observation, but rather, as an evaluation of trends over
time. As such, this non-lethal effect is not easily repli-
cated within exercise domains. However, STRATCOM
is highly conducive to future Artificial Intelligence (Al)-
driven planning, execution, and assessment. Current
Al technology already includes regular automated in-
teractions between businesses and consumers, and
regularly shapes social media interactions, quantifies
audience engagement, and analyses diverse feed-
back loops,> however these commercial applications
contrast with military effects due to the availability of
measurable metrics.

Civil and Military Cooperation (CIMIC).6 The mili-
tary recognizes that not all crises and conflicts require
lethal military capabilities, and that crises are often
complex and interlinked, requiring whole-of-govern-
ment subject matter expertise on issues such as eth-
nic, religious, ideological, and socioeconomic fields.
Oversight of these crises therefore requires CIMIC to
synchronize management of challenging social, eco-
nomic, and environmental sectors.

Cooperation and coordination between military forces
and local or indigenous authorities is an important
and commonly overlooked non-lethal effect, as it may
yield more influence than official heads of state at dis-
tant capital cities and may enable the achievement of
military goals. The importance of shared understand-
ing through cooperative working, liaison, and educa-
tion needs to be understood so collaborative work,
based upon mutual trust and a willingness to cooper-
ate, benefits both sides.

CIMIC provides a crucial non-lethal mechanism for
commanders, since the level of human interaction be-
tween civil and military personnel facilitates the con-
tinual assessment of both the desired interactions
(MoPs) and actual results (MoEs). However, this effect
must be cultivated continually, and requires extensive
and continual investment and foresight to be effective.
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Cyber Operations. The cyber domain is relatively new
compared to traditional land, maritime and air domains,
but it is equally as important and perhaps even more
contested, particularly in peacetime. While effects in
the cyber domain can be lethal, it is more commonly
associated with non-lethal operations. Furthermore,
cyber operations are an escalating threat; NATO, which
until recently did not have its own cyber capabilities,
now faces hundreds of hacking attempts every month.”
The NATO Cyber Operations Centre (CyOC) in Mons,
Belgium recognizes this ever-growing threat from states
and non-state actors, hackers, and hacktivists, and can
execute operations in response to attacks® There is a
perception that cyber acts take place in isolated inci-
dents. However, the Sovereign Cyber Effects Provided
Voluntarily by Allies (SCEPVA), a conglomeration of na-
tions overseen by the CyOC, increasingly understands
that cyber incidents represent broad, comprehensive
campaigns from both state and non-state actors.’

Operational-level JTF commanders own the targeting
process and decide which effects to deliver on a given
target. However, they will not be able to task any na-
tion to provide such effect. As opposed to conventional
means and capabilities, command of national cyber
effects will not be ceded to an operational-level com-
mander, as opposed to other conventional capabili-
ties, which upon appropriate transfer of authority will
fall under the NATO commander’s command and con-
trol. Although an effect may be delivered by a nation
upon an operational-level commander’s request, the
nation delivering it will do so on an’l will tell you what
| can do, but not how'basis; here you can see the sig-
nificance of ‘sovereign’ in the SCEPVA construct.'® It is
clearly difficult to collaborate when elements are close
hold. Notwithstanding long and persistent access to
requirements to target networks, many planners can
be unaware of available capabilities or what to ask for
in order to form a multi-spectral approach to targeting.

The most important thing about NATO's use of cyber
capabilities, therefore, is the need to achieve interoper-
ability, starting with an understanding of capabilities
to integrate effects into planning cycles. This begins
with education in effects and dissemination of SMEs
at different levels of command to effectively support
and integrate those effects to best fit.

Electronic Warfare (EW). Electronic warfare has been
around for well over a century. The first credited use of
EW was well documented by Winston Churchill during
the Boer War (1899-1902). At the time, the British Army
used searchlights to bounce morse code off clouds.
This was spotted by The Boers who then tried to jam
the signals by using one of their own searchlights in the
same fashion.!!

Today, while EW techniques have evolved consider-
ably, the goal remains largely unchanged - to disrupt
or destroy an enemy’s ability to observe, orient, de-
cide, and act on the battlefield by degrading, neutral-
izing, or destroying its combat capabilities. Denial
of the electromagnetic spectrum gives a consider-
able advantage when integrated into a layered, multi-
domain attack. Further, the evolution and integration
of Cyber Electro Magnetic Activities (CEMA)'? sees
an overlap of two distinct, but complementary dis-
ciplines; one primarily concentrated on software and
data (cyber), while the other is focused on hardware
and signals (EW).'* Primarily, EW activities are lever-
aged to seize, retain, and exploit an advantage over
adversaries and enemies in both cyberspace and the
electromagnetic spectrum, while simultaneously de-
nying and degrading adversary and enemy use of the
same and protecting the mission command system. 4

It should be remembered that member nations pro-
vide specialist support to enhance NATO’s capability,
which can then lead to problems associated with na-
tional security. If member nations provide specialist
capabilities, then it is likely that these are sensitive in
nature, would not be for public consumption, and
would likely need to be kept in a ‘grey zone'in terms
of deniability and attribution. Thus, nations typically
maintain full ownership of those capabilities. This is
normal, as opposed to conventional military equip-
ment from member nations that operates under a
NATO command structure.

As with other types of non-lethal effects, a dilemma still
exists in measuring how well an offensive EW plan has
worked. To this end, several MoPs and MoEs are avail-
able, including quantifiable parameters such as detect-
ing an adversary’s alternative radio frequency, to more
subjective parameters, such as the use of electronic
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deception to confuse an ene-
my's Intelligence, Surveillance,
and Reconnaissance (ISR) sys-
tems. In a recent example, Russia
has used the Orlan-10 UAV to insert
propaganda SMS messages directly to
Ukrainian soldiers by impersonating cell
towers and hijacking communications. UAVs, and
other platforms, can easily be modified to achieve
similar techniques and results, but measuring success
will continue to challenge post-targeting assessment

due to lagging indicators of effectiveness, such as
monitoring defections, changes in patterns of life, and
unexpected troop movements in response to propa-
2 ganda, to name a few examples.'

Non-Lethal Considerations

As previously discussed, lethal engagements are often
conducive to post-strike analysis, permitting Bomb Hit
Analysis (BHA) and Battle Damage Assessment (BDA).
However, when targeting cognitive elements, the re-
sults can take longer to achieve, and the effects may
not always be visible or easily distinguished. Examples
of such cognitive elements may be changing a mind-
set, influencing a population, or forcing a change of
posture. General challenges in understanding how to
complement effects in those specialist non-lethal fields

results in planners not always knowing what effects to
ask for and enunciates the difficulty of marrying actions
to achieve a synchronized multi-spectrum effect.

All HQs tend to have specialists in non-lethal fields
who are integrated into a joint effects branch, but not
all specialties are represented at every command ech-
elon. It is imperative, with such long planning times
for effects, that all HQs invest in specialist non-lethal
fields at all levels of their command structures.

[tis reasonable for a Commander to expect feedback re-
garding non-lethal campaigning, but effects should be
expected through broader explanations, as measures
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cannot be as exact as a number of destroyed tanks
following a strike. Have piracy operations stopped with-
in a specific region? Has NATO won support from a host
nation through our outreach programmes? Has Na-
tion ‘X’ stopped supporting and led to more pressure
being brought to bear against antagonist Nation 'Y"?
These are all reasonable questions for a commander
to ask regarding non-lethal campaign development.

It is expected that many answers would be drawn
from trends over time, but favourable situations can
be exploited in real-time for further gains, and this is
the fusion of effects within an MDO construct. A host
nation’s piracy problem may be influenced through
aggressive patrolling, strategic messaging regarding
presence of deterring vessels, or cooperation to train
and embolden that host nation to be self-sufficient in
the future, as well as media campaigns showing NATO

as a force for good and the good work of the nationin 7
question. A full-spectrum approach to a problem, but

one that can be exploited by a strike against a piracy
stronghold with follow-on messaging.

‘Measuring Effectiveness in the Information Environ-
ment’ highlighted where planners of non-lethal ac-
tions should have an expectation of second or third
order effects before achieving goals.'® Each effect re-
sults in corresponding reactions in a complex, tiered set
of causes and effects that need to be interpreted so as
to assess the overall impact. An example of this would
be effects resulting from an attack against.enemy:
information systems (first order), setting out to achieve

an effect on information and information flow (sec-
ond order), to seek to achieve an impact on an enemy
Commander’s decision-making (third order and the
intended target), requiring an inductive analysis of
intelligence reporting and assessments.

However, not every situation requires an MDO solu-
tion, but better education and understanding of multi-
domain effects will improve the utilization of non-
lethal actions and result in a vast array of potential
options to Commanders. As member states embrace
the MDO concept, the Alliance’s integration at the stra-
tegic and operational levels should significantly im-
prove regarding targeting as old and varied Tactics,
Techniques and Procedures (TTPs) are replaced.
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Multi-Domain Considerations

While the term has been around for a several years,
MDO is a NATO operations concept where synchro-
nization and collaboration between the military
domains and the other Instruments of Power (IoP)
create effects in the physical, cognitive and virtual
dimensions. Whereas the term Joint is commonly
used within current command structures to describe
inter-service deconfliction and teamwork, MDO pro-
motes service-agnostic, domain-oriented coordina-
tion, including both military and non-military stake-
holders, which is the key differentiation between the
two terms."” The varied complexities of non-lethal
assessment are enunciated further through not only
coordination with other domains, but finding a co-
hesion of effects amongst non-military stakeholders,
including political domains, economic domains, Non-
Governmental Organizations (NGOs), etc. The list is

not exhaustive, but whilst it might seem easy to con-
trol the flow of information within a military context,
the same cannot be said within non-military organi-
zations and decision timelines.

Examples of non-military non-lethal targeting might
include sanctions, seizure of assets, etc. Clearly, from a
military perspective, NATO would not wish to under-
mine a member nation’s government by having a
lethal effect against assets that would otherwise be
seized in order to bring pressure against the owner
and maintain a non-escalatory posture. How should
those two actions be deconflicted or synchronized?

Recommendations

Having considered the challenges and considerations
pertaining to the evaluation of non-lethal effects, we
propose three overall recommendations:

1. Review Non-Lethal Targeting Education. Educa-
tion is key for integration and understanding of
non-lethal effects. Current NATO targeting training
does not cover all specialist non-lethal fields and
national assessments have documented this as an
area that is lacking.'® It is common for planners and
leadership to underutilize or undervalue speciality
fields due to a lack of familiarity, especially in terms
of their time requirements and risk analysis.

2. Adopt MDO as concept and doctrine. MDO are
not required for every target but will improve un-
derstanding across the force. Establishing a liaison
element or representation at the strategic level in
order to deconflict non-military targeting and com-
plement non-NATO actions should be considered
and be understandable to planners within the NATO
command structure through doctrine.

3. Invest in computer-aided analysis tools. Training
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Conclusion

Advances in battlefield C2, the proliferation of ad-
vanced unmanned systems, and the proliferation of
EW capabilities among state and non-state actors,
makes it critical that commanders understand and
maximize their own non-lethal capabilities. While
non-lethal targeting is difficult to quantify, comman-
ders have several tools available to maximize the plan-
ning, execution, and evaluation of non-lethal effects
in the battlespace. First, they must educate them-
selves and their service members concerning the ca-
pabilities and limitations of non-lethal effects. Second,

they must demand deeper and more thorough in-
tegration across domains and services. Finally, they
must promote and utilize emerging technologies
which promise to reduce planning, execution, and
analysis timelines. By understanding the importance
of non-lethal effects, managing expectations, and
pursuing new processes and tools, they will expand
their warfighting tool chest for tomorrow’s conflict. @
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The Joint Air and Space Power

Think Tank Forum

Adapting to the Evolving Landscape of Modern Warfare

The 1™ annual Joint Air and Space Power Think Tank
Forum (TTF) in 2024 stood out for several reasons. No-
tably, it marked the first time that the event was jointly
organized by the JAPCC and Headquarters Allied Air
Command (HQ AIRCOM). However, what truly made this
year's TTF memorable was the diverse participation of
individuals not only from national entities, but also from
NATO and international organizations. Over sixty distin-
guished attendees gathered for this significant event.

Taking place in Ramstein Air Base from 13 to 14 March
2024, the forum was hosted by HQ AIRCOM and

brought together representatives from 31 exceptional
entities, particularly national Air Warfare Centres (AWC).
Chaired by Deputy Commander, AIRCOM, Air Marshal
Johnny Stringer, and JAPCC Assistant Director Air
Commodore Paul Herber, the forum introduced five
multinational syndicate working groups to address
pre-identified challenges such as Close Air Support/
Air-Land Integration, Integrated Air and Missile De-
fence, Force Protection, Agile Combat Employment,
and Air-Maritime Integration. The syndicate leaders
from JAPCC and AIRCOM meticulously prepared these
group discussions.
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This year’s Think Tank Forum was unique in that it was the first time that it was jointly led by the JAPCC and HQ AIRCOM.

This year's TTF was structured into two parts: the par-
ticipating agencies shared their Programmes of Work
(POWs) and an innovative segment featuring active
syndicate work. The initial phase allowed participants
to exchange information about major projects in their
respective POWSs, while the syndicates primarily re-
volved around AIRCOM's five priorities. The meeting
served as a valuable platform for offering innovative,
timely advice and subject matter expertise to address
the challenges of modern warfare. Through syndicate
discussions, it became evident that Alliance capabili-
ties must be effective, interoperable, and integrated
across all domains to support Multi-Domain Opera-
tions and achieve multi-domain effects.

It was widely agreed at the TTF that opportunities for
interaction with others are crucial. These interactions
promote cooperation, enhancing our ability to adapt
to future military operations and maintain a competi-
tive edge in warfare.

At the event, findings and developments from syndi-
cates focusing on AIRCOM priorities and mutual con-
cerns were compiled into fact sheets for each syn-
dicate and distributed to participants. This initiative
aims to integrate insights gained during the event
into current and future projects. The event served as
a starting point for work that must be carried out by
nations and entities to address capability gaps and
shortcomings, requiring a multinational and aligned
approach to enhance Alliance readiness.

The JAPCC and HQ AIRCOM extend their sincere grati-
tude to all participants from various esteemed organi-
zations for their attendance and valuable contribu-
tions to the event. These organizations include the
Allied Rapid Reaction Corps, Allied Maritime Com-
mand, Belgian Air Force, Combined Air Operations
Centre Torrejon, Combined Air Operations Centre Ue-
dem, Competence Centre SBAMD, Centre d'Expertise
Aérienne Militaire, Czech University of Defence, De-
ployable Air Command and Control Centre, Freeman
Airand Space Institute Kings College London, German
Air Force Forces Command - AWC Luftwaffe, German
Air Operations Command, HAF General Staff — Opera-
tions Directorate, IAMD Centre of Excellence, Italian
Air Force, Italian Air Warfare Centre, Military Academy
of Lithuania, Naval Striking and Support Forces NATO,
Netherlands Defence Academy, Polish Air Force In-
spectorate, Romanian Air Component Command,
Royal Danish Defence College, Royal Netherlands Air
Force HQ, Spanish Air & Space Force, Swedish Defence
University, Turkish Air and Space Development Centre,
UK Air and Space Warfare Centre, USAFE-AFAFRICA,
and USAFE-AFAFRICA Warfare Center.

We are excited about the prospect of further collabo-
ration with these organizations at the next event
planned for March 2025.

Additional Air Warfare Centres and similar
entities interested in attending should contact us at:
contact@japcc.org ®
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Spotlight on Success
JAPCC Showcases its Achievements at the 2024 NATO

COE Marketplace

The Joint Air Power Competence Centre (JAPCC) made
a strong impression at the NATO Centre of Excellence
(COE) Marketplace, which took place at NATO Head-
quarters in Brussels from 22-23 May 2024. Air Commo-
dore Paul Herber, the Assistant Director of the JAPCC,
was accompanied by three Subject Matter Experts
from the Combat Air and C5ISR & Space branches.
Together, they highlighted JAPCC's significant contri-
butions and ongoing activities, solidifying its presence
among the 30 NATO accredited Centres of Excellence.

The biennial event united all COEs, NATO Headquar-
ters staff, NATO Allied Command Transformation (ACT)
personnel, and various other stakeholders to enhance
collaboration and showcase the extensive expertise
within the Alliance. Rear Admiral Placido Torresi, Deputy
Chief of Staff Joint Force Development (NATO ACT),
highlighted the vital role of COEs, especially as NATO
transitions toward Multi-Domain Operations (MDO).
He commended the COEs for their essential supportin
navigating the complex challenges that lie ahead.

During the marketplace, the JAPCC engaged with other
COEs, NATO HQ staff, partner nations, and numerous
visitors in the lively atrium. These interactions were cru-
cial in promoting JAPCC's recent achievements, estab-
lishing partnerships, and offering insights into its ongo-
ing projects.The JAPCC team participated in meaningful
discussions, sharing examples of their work in areas
such as the Warfare Development Agenda, MDO, artifi-
cial intelligence, machine learning, Unmanned Aerial
Systems (UAS), and recent JAPCC Journal editions.

The JAPCC stand attracted significant attention at the
COE Marketplace 2024, as the team distributed a pleth-
ora of informative printed publications material. These
materials provided in-depth insights into JAPCC's var-
jous initiatives and the invaluable contributions it
makes to NATO and its member nations. The outreach

COE Marketplace Brussels (left to right): Air Commodore Paul
Herber, the Assistant Director of the JAPCC, discusses the JAPCC’s
latest projects and publication releases with Mr Robert Weaver,
the acting Assistant Secretary General, and Rear Admiral Placido
Torresi, the Allied Command Transformation Deputy Chief of
Staff for Joint Force Development.

efforts were met with enthusiasm, as many attendees
expressed a strong interest in JAPCC's expertise and
the practical applications of their research and concept
development. Notably, Robert Weaver, Acting Assistant
Secretary General — Defence Investment, commended
the exceptional work of the JAPCC.

Lieutenant Colonel André Haider showcased his work on
the UAS concept, while Lieutenant Colonel Chochtoulas
and Captain Stensberg emphasized how the diverse
and specialized personnel of a COE like the JAPCC can
deliver asymmetric enhancements to NATO. All the
SMEs' participation underscored JAPCC's unwavering
commitment to supporting NATO's strategic objectives
through collaboration and knowledge sharing.

In summary, JAPCC's participation in the NATO COE
Marketplace 2024 exemplified its steadfast dedication
to advancing NATO’s mission. Through active engage-
ment and expertise, the JAPCC continues to play a
pivotal role in shaping the future of NATO's strategic
and operational landscape. @
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2024 SC/SRC Meetings with
Sponsoring Nations

Realigning JAPCC Priorities through Collaborative Efforts

The 2024 Joint Air Power Competence Centre (JAPCC)
Steering Committee/Senior Resource Committee (SC/
SRC) meetings took place in Kalkar, Germany from
17-19 June 2024. The primary objective of the SC
meeting is to provide Sponsoring Nations with up-
dates on the JAPCC Programme of Work (POW) and
progress of the JAPCC's development. Meanwhile, the
SRC meeting aimed to ensure that the activities of the
JAPCC were in line with the allocation of resources.

Steering Committee

The JAPCC continues to provide a significant return on
investment for our nations by serving as a catalyst for
NATO's improvement and transformation. The Commit-
tee has constructively discussed the issues and direc-
tion that the JAPCC must pursue in support of advanc-
ing NATO's interoperability as an Air and Space Force.

Chaired by Lieutenant General Thorsten Poschwatta,
the recent meeting underscored the crucial role of
the SC in shaping the future trajectory of the JAPCC.
During the meeting, the Committee successfully ad-
dressed and closed all action items from 2023. Addi-
tionally, the SC thoroughly discussed key topics such
as the internal survey, manning, reaccreditation by
ACT, Annual Report, Areas of Interest and Focus Areas,

JAPCC Northstar Survey of Sponsoring Nations, publi-
cations, engagement and outreach, COE Cluster Meet-
ings, JAPCC events, the addition of a C-UAS Cell, TU
Exchange Request, and renaming the C4ISR & Space
Branch to C5ISR & Space.

Senior Resource Committee

Our goal at the JAPCC is to maximize our resources to
provide unparalleled support to our member nations
and NATO as a whole. Although significantly short on
staff, the relevance of the JAPCC is increasing day by
day. This is evident through the positive reception of
our publications such as the JAPCC Journal and White
Papers, the high-profile attendance at our annual
JAPCC Conference, and the significant increase in Re-
quests for Support we have received in recent years.
These factors demonstrate the trust and confidence
placed in the JAPCC.

During the meeting led by Brigadier General Radmann,
all action items from the 2023 SRC were reviewed and
closed, with completed tasks and ongoing concerns
being highlighted. SRC members also addressed in
detail the key topics of the SC meeting but from
the resourcing perspective, and discussed the JAPCC
budget for fiscal year 2025. @
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‘The War of the Running Dogs -
Malaya 1948-1960’

With very little literature on the Malayan Insurgency
(1948-1960), this book is one of the most cited exam-
ples of Counter-Insurgency (COIN) success. Such little
knowledge of the conflict is surprising considering
the geo-strategic importance of Singapore at the
time, and the concurrent Korean and Indochina Wars.
The civil authority’s insistence on leading the crisis
response, rather than the military (as it was a ‘war of
ideologies’), meant the military had no control over
operations. The counter-insurgency forces, support-
ed by Britain, were a mixture of planters and their

families on rubber estates, policemen, and civil pow-
ers against a ruthless enemy in a prolonged COIN
war. An Information Operations response led to
whole villages being relocated and provided with re-
sources such as arable land, western medicine, and
education to combat communism. The use of truth-
ful propaganda by STRATCOM fostered civilian alle-
giance and prompted many terrorists to defect and
be rehabilitated into law-abiding citizens. British
Psyops Teams air-dropped ‘Safe Passes’ into the jun-
gle, offering good treatment, food, and medicine,
leading to insurgents becoming double agents and
whole units surrendering.

Though not without controversy, it shows a British ap-
proach to COIN that succeeded where, at the time,
the French (Indochina) and later US (Vietnam) failed
to halt the spread of communism. In the end, Malaya
became an independent nation, but on its own terms,
neither British nor Chinese. @

By Noel Barber, Weidenfeld and Nicolson
Reviewed by: Mr Adam T. Jux, Civilian, JAPCC
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‘Boyd - The Fighter Pilot Who
Changed the Art of War’

John Boyd is a name that is most often associated
with the OODA loop. However, Colonel Boyd's story
involves many more successes, hurdles, and complexi-
ties throughout his career that many military members
may not be aware of. Robert Coram’s biography of
Boyd's life clearly showcases the triumphs and difficul-
ties of Boyd's life, ultimately leading him to be one of
the most well-known US Air Force pioneers never to

make General Officer. Boyd was both brilliant and
confrontational, known for challenging the military
establishment and pushing for innovations that revo-
lutionized combat both in the air and on land. His de-
velopment of the Energy-Manoeuvrability Theory
which redefined fighter tactics, his involvement in de-
signing the F-15 and F-16, and inspiring the US Marine
Corps' Manoeuvre Warfare doctrine are testaments to
his lasting influence that Coram accurately depicts.
This book explores Boyd's struggles with Pentagon
politics and his unwavering commitment to his prin-
ciples, despite the personal and professional costs.
Coram'’s depiction of Boyd as a complex character offers
valuable lessons on military strategy and leadership
that any officer looking to grow professionally should
consider reading. Boyd's life is inspiring despite sad-
ness and setbacks, revealing the importance of staying
true to one’s convictions in the face of adversity. @

By Robert Coram, Back Bay Books, 2004
Reviewed by: Captain Lucas Stensberg, US SF, JAPCC
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