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Enhancing NATO’s Strategic Edge

A Human-Centric Approach to Multi-Domain Operations

By Colonel Tyler Niebuhr, US Air Force, JAPCC

The Need for Action

The war in Ukraine and conflict in Israel present a
potential catalyst for wider regional hostilities. Tech-
nology has given terrorist organizations increased
capabilities, and the pervasive use of information
warfare allows for widespread emotional manipula-
tion with geopolitical consequences. In today’s inter-
connected and emotionally charged society, ter-
rorism continues to pose a grave threat to NATO
members’ security. The current state of global affairs,
which includes Russia’s aggression towards Ukraine,
its developing relationship with China, and the ongo-
ing turbulence in the Middle East, presents complex

security challenges for NATO. We must recognize that
deterrence and defence are not mere slogans but a
shared responsibility that requires our constant adap-
tation to emerging forms of warfare in today’s multi-
domain operating environment. The wide range of
security concerns amidst the ever-evolving charac-
ter of conflict in the 215t century calls for our diligent
attention and strategic thinking.

Thankfully, NATO has taken steps towards addressing
these pressing threats by bolstering its political unity,
expanding its membership, and developing a com-
prehensive military strategy to organize and coordi-
nate warfare development.
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As the Alliance moves forward, it must prioritize the
importance of actual human performance in Multi-
Domain Operations (MDQ); otherwise, it will miss the
mark in its quest towards transformation and poten-
tially fall prey to the false hope that technology will
solve all our problems. Although technological ad-
vancements are absolutely necessary to maintain the
advantage over revanchist challengers, technology is
irrelevant without the right people, processes, and
training. In today’s fast-paced, technologically advanced
world, personnel face the challenge of using sophisti-
cated technology to synchronize various effects across
multiple domains to outmanoeuvre adversaries in pur-
suit of calculated objectives.

As technology continues to advance at an exponen-
tial rate, it becomes increasingly crucial to remem-
ber the human factor. Every technological advance-
ment and increased capability should be designed
to enhance the performance of the human actor. By
adopting a mindset that prioritizes enhancing and
optimizing human performance, the Alliance can
establish a focused approach towards policy align-
ment, multi-domain doctrine creation, and synchro-
nized Tactics, Techniques and Procedures (TTPs).
A performance-focused mindset can serve as the
foundation for technological and weapon system
developments, increasing combined capabilities, and
ensuring superior execution. A force with a strong
emphasis on performance enhances deterrence
through its credibility — by maintaining a highly
competent defensive force. Prioritizing performance
offers significant strategic advantages and upholds
the collective security interests of member nations.
Each individual's contribution is crucial in preserv-
ing the integrity and unity of the Alliance through a
performance-oriented strategy.

Strategic Guidance

NATO leadership recognizes the need to optimize the
full potential of integrated mission execution to har-
monize its instruments of power. In February 2021, the
NATO Defence Ministers endorsed the NATO Warfight-
ing Capstone Concept (NWCC), a‘North Star’ for war-
fare development through 2040. It identified that the

Alliance's future warfighting strategies must consider
a multi-region, multi-dimensional, and multi-domain
operating environment. The NWCC identified five
Warfare Development Imperatives (WDIs) and six crit-
ical enablers as a means for the Alliance to organize
and synchronize national development efforts. Subse-
quently, the NATO Military Committee (MC) tasked Al-
lied Command Transformation (ACT) to further opera-
tionalize the concepts in the NWCC and, with Allied
Command Operations (ACO), develop the Alliance’s
initial concept for MDO.

In April 2022, ACT delivered the Warfare Development
Agenda (WDA), a 20-year plan through which ACT
manages the planning and implementation of the
NWCC and links it closely with the NATO Defence
Planning Process (NDPP). The following year, the MC
approved an official NATO definition for MDO and re-
leased the Alliance’s Concept for MDO.

Developing guiding concepts demands monumental
thought power, yet their value remains unrealized
without implementation. Pathways to progress re-
quire action. J. D. Rockefeller, the world’s first self-
made billionaire, emphasized, | know that there is no
result without action, and there is nothing in the
world that is obtained just from thinking. As long as
people are alive, they must consider taking action.?
This philosophy of action seamlessly aligns with key
military principles such as initiative, offensive spirit, and
freedom of action.’?

ACT actively pursues a path towards an MDO-enabled
Alliance. They are focused on codifying MDO con-
cepts and updating Allied Joint Publications. Together
with ACO, ACT is conducting training events and exer-
cises, such as Steadfast Jupiter and Steadfast Duel, fo-
cused on data fusion and the targeting process, and
Steadfast Defender series to exercise multi-domain
capabilities. ACT seeks to identify capability require-
ments and build processes to provide a more accu-
rate assessment of the environment and assist politi-
cal-military decision-making. To further develop plans
of action, ACT developed Lines of Delivery (LODs)
with associated working groups and team leads to
establish a process towards achieving the Warfare
Development Imperatives.
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Military technology is a critical enabler and will continue to evolve, but war and peace are ultimately human endeavours.

The JAPCC vision for MDO seeks to optimize the human role, supported by technology, structure, and practice.

In response to the call for action, the Joint Air Power
Competence Centre (JAPCC) has taken on the crucial
task of spearheading MDO development as its umbrella
project. With a team of subject matter experts, JAPCC is
committed to leveraging its expertise and thought
power to support ACT and ACO in developing an
MDO-capable force. Multi-domain operations place
unprecedented demands on our forces to sense, make
sense, and act at a rate that will defeat those who
would challenge NATO. Optimizing human perfor-
mance should be the central theme to maximize com-
bined performance throughout the Alliance in a multi-
domain fashion.

Human Performance

Within the context of this article, human performance
is defined as an individual's tangible and quantifiable
output, as well as accomplishments in completing
tasks or reaching goals. It is different from human cap-
ital, which encompasses an individual's combined
knowledge, skills, abilities, and potential that can con-
tribute to their productivity.* Human capital focuses
on the potential and growth of individuals, including

their education, training, expertise, and experience. In
contrast, human performance focuses on the con-
crete outcomes and achievements that individuals
produce in their work or activities. It is a measure of
actual results rather than potential capabilities.

Investing in human capital sets a foundation of training
with the hope of future success, but it must be done
thoughtfully with both the desired system and the in-
dividual in mind. Human-Centred Design (HCD) puts
people at the forefront of systems, policies, procedures,
and technology, recognizing their unique needs and
abilities.> Implementing an HCD approach to NATO de-
velopment would ensure that the capabilities of MDO
are custom-built to align perfectly with people’s natural
abilities, resulting in enhanced performance. Emphasiz-
ing usability and effectiveness, HCD would intend to
reduce the cognitive load on individuals and improve
decision-making processes, ensuring optimal human
performance even in complex environments. Integrat-
ing HCD principles into MDO development would tar-
get and maximize human factors to elevate the overall
performance of forces within the Alliance. It is akin to a
finely crafted instrument designed specifically for the
musician who will play it with ease and precision.
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The NATO Airborne Early Warning & Control Force is one example of a multinational unit at the tactical level that trains
and operates together to protect NATO nations’ airspace.

The shift towards a human-centric mindset comple-
ments top-down strategies in developing an MDO-
enabled Alliance. By taking a bottom-up approach,
the JAPCC identifies opportunities to prioritize efforts
in education and training, the use of technology, and
evaluating mission-focused scenarios to identify gaps
across the Doctrine, Organization, Training, Materiel,
Leadership, Personnel, Facilities, and Interoperability
(DOTMLPFI) framework. This synergistic approach com-
bines performance requirements with strategic guid-
ance to propel us towards action.

Education and Training

For NATO to effectively implement its MDO concept,
education and training must be improved at all levels
within the Alliance. This means addressing member
nations’varying capabilities and readiness, and devel-
oping a cohesive strategy for sharing information,
promoting continuous learning, and bridging knowl-
edge gaps.

While the Alliance’s MDO concept is well-known at
the strategic level, its application and understanding

diminish at the operational and tactical levels. This dis-
parity hinders the successful implementation of MDO
strategies, highlighting the importance of a compre-
hensive approach to education and training. Bridging
this gap between echelons cultivates a force that op-
erates seamlessly across multiple domains and en-
ables a holistic approach to military operations.

To achieve this goal, ACT must take on an active role
in disseminating knowledge about MDO through tar-
geted information campaigns. NATO Centres of Excel-
lences (COEs) can support ACT's efforts in this area. As
one of NATO's COEs, the JAPCC actively plays a role in
increasing the Alliance’s understanding of MDO and
has provided educational briefings at key events such
as Ramstein Ambition, command and control semi-
nars, NATO's Tactical Leadership Programme (TLP),
and national air conferences. These efforts promote a
comprehensive understanding of MDO principles at
various levels within the NATO structure.

Although each nation is responsible for providing
well-trained forces for NATO's needs, there are dispari-
ties amongst member nations in terms of capabilities
and development. A collaborative training approach
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Live exercises are a platform for validating proposed solutions and identifying unforeseen challenges.

addresses these discrepancies to ensure a unified de-
velopment of MDO within the Alliance. As an exam-
ple, national air warfare centres, NATO COEs, and ACT
can all play a role in creating and implementing a
cohesive development program for Joint Air and
Space Power. National air warfare centres offer exper-
tise and current knowledge of national developmen-
tal levels, which can contribute to tailored training
programs. NATO COEs bring subject-matter knowl-
edge, and their organizations have internal structures
to support NATO education and training. ACT can
coordinate these efforts as a driver of NATO transfor-
mation to ensure a unified development plan that
aligns with Alliance standards. An example of incor-
porating this opportunity should be regularly sched-
uled working seminars to align and coordinate Alli-
ance efforts towards high-priority requirements. This
collaboration should target force developmental dif-
ferences and improve overall human performance for
MDO readiness.

A centralized knowledge hub specifically dedicated
to MDO is needed to support this collaborative en-
deavour. Creating an online hub for MDO would serve
as a central resource for publishing guidance and
facilitating communication about new or emerging
concepts, ideas, and thoughts related to MDO. This

hub should be accessible for all NATO personnel, pro-
moting continuous learning and adaptation to the
ever-evolving nature of multi-domain warfare.

By implementing regular collaborative training and
education measures, NATO can take additional steps
towards cultivating a knowledgeable and skilled force
capable of meeting the challenges of modern warfare
while considering the varying levels of development
within the Alliance.

Technology: Human-Centred Design

At its core, HCD is a reminder of our responsibility to
foster a complimentary relationship of humans sup-
ported by technology. It goes beyond simply creating
advanced systems; it requires us to consider how
these systems will interact with our inherent abilities
and limitations as human beings. By prioritizing the
individuals’ needs and experiences, we can ensure
that technology serves as a tool for enhancing our
lives, rather than controlling them.

As NATO continues to prioritize the digital transfor-
mation of its forces, it must consider a human-centric
approach. While advanced technology can certainly
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enhance capabilities, a highly skilled and adaptable
force is essential for effectively utilize it. Relying solely
on technology may lead to underutilization or mis-
application in complex operational environments.
Moreover, adversaries are constantly adapting and
developing countermeasures, making it imperative
that personnel can quickly adjust tactics and strate-
gies. Therefore, investing in HCD must remain a top
priority to ensure the success of NATO's digital trans-
formation and overall mission.

Technology should act as an enabler, specifically de-
signed to support the user rather than dictating oper-
ational procedures. It is not uncommon to find dispar-
ity between how engineers design systems and how
users need to operate them. The mismatch between
engineer-centric design and user-centric opera-

tion often results in a usability gap, leading

to decreased productivity and increased

errors. Delays in real-time execution

due to such usability gaps could

, result in unacceptable risk-

to-mission and risk-to-

forces. An HCD ap-

proach would incorporate user feedback and iteratively
refine the interface to align closely with the end users'
mental models and operational needs.

NATO's current focus on the Alliance’s digital trans-
formation is a top-down approach that aligns tech-
nology with MDO objectives. However, a complemen-
tary bottom-up approach is essential to ensure that
technology is inherently user-centric. HCD principles
must guide the development of technological solu-
tions to maximize user performance. This dual strategy
recognizes the need for integration by design across
all nations within the Alliance, fostering a cohesive
technological ecosystem.

Human Performance Through
Experiential Scenarios

Activities such as mission-focused scenarios, wargames,
and exercises provide a bottom-up approach that
complements top-down MDO strategies. This method
allows for a thorough analysis of the combined perfor-
mance of forces and identifies any deficiencies across
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To truly achieve a multi-domain solution, it is imperative to include the right representatives from all services and entities
with a shared mindset focused on domains and effects rather than service or component.

DOTMLPFI. By utilizing models like AIRCOM's inaugural
Weapons and Tactics Conference (WEPTAC), a struc-
tured framework can be applied to address and re-
solve these gaps systematically.

WEPTAC, as an illustrative model, involved tactical op-
erators developing plans for specific tactical challenges
and subsequently identifying necessary changes in
policies, procedures, and procurements to maximize
combined performance and achieve objectives while
minimizing risks. This process helps prioritize efforts to
resolve gaps within the DOTMLPFI framework, result-
ing in a more efficient approach to improving per-
formance. The mission-focused scenarios served as a
conceptual testing ground, revealing areas for im-
provement within operations.

Following the thorough planning phase held at
WEPTAC, AIRCOM's next crucial step is to execute the
plan, or portions of the plan through comprehensive
live exercises. An action phase provides valuable op-
portunities for operators to test and refine their oper-
ational approach in a controlled environment. Live
exercises act as a platform for validating proposed so-
lutions and identifying unforeseen challenges that
may arise in the real-world applications of the plan.
The insights gained during this performance phase are
integral in shaping the feedback loop for continuous
improvement. These lessons learned are then integrat-
ed into subsequent WEPTAC sessions, contributing to

refining tactics, strategies, and DOTMLPFI elements.
Through this iterative process, the force’s approach
to mission-focused scenarios evolves and adapts, re-
maining agile in the face of emerging challenges and
advancements in technology and tactics.

The first and most vital recommendation from WEPTAC
is to address the air-focused planning for a missionized
scenario involving multiple NATO components. To truly
achieve a multi-domain solution, it is imperative to in-
clude the right representatives from all services and
entities involved in providing effects. Such a collabora-
tive effort harnesses the collective expertise of diverse
entities, resulting in a more multi-domain, comprehen-
sive, and effective planning process.

Furthermore, to enhance the exercise phase, it is highly
recommended to incorporate a virtual component.
Not all effects and tactics may be available in live exer-
cises, making the virtual realm an invaluable tool to
test a wider range of capabilities. This also adds an ele-
ment of secrecy, safeguarding sensitive tactics and
developments from outside observation.

However, including a virtual component highlights a
critical discrepancy within NATO: the lack of integrat-
ed virtual training amongst its members and services.
To rectify this issue, urgent investment must be made
to acquire standardized and integrated virtual training
platforms. A cohesive and interoperable approach to
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virtual training exercises specifically supports optimiz-
ing human performance and ensuring readiness and
effectiveness across all levels of the alliance.

Ultimately, incorporating mission-focused scenarios,
exemplified by models like WEPTAC, offers a robust
methodology for identifying and addressing DOTMLPFI
gaps in an MDO-enabled force. This bottom-up ap-
proach complements overarching MDO strategies, pro-
viding a dynamic and adaptive framework for enhanc-
ing the combined performance of NATO forces in the
complex and evolving multi-domain battlespace.

Conclusion

The challenges faced by NATO in our current era are
multifaceted and intricate. To address these challenges
with resolute action, a comprehensive approach that
places human performance at its core is crucial. As
MDO becomes increasingly important, shifting to-
wards a human-centric mindset is imperative for opti-
mizing Alliance capabilities.

Furthermore, the success of NATO's endeavours hinges
on integrating both top-down strategies and bottom-
up approaches. This necessitates a synergistic fusion
of education and training, incorporating human-cen-
tred design principles in technological advancements,
and performance improvement through mission-ori-
ented scenarios. By highlighting the significance of
human performance in these critical areas, NATO can
fortify its readiness and effectiveness, ensuring adap-
tive responses to the evolving complexities of modern
warfare. Ultimately, the human element remains cen-
tral in shaping the alliance’s response to the intercon-
nected and ever-changing security landscape of the
21 century. @
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