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Navigating the Realm of Artificial
Intelligence in AirC2, Education,
Training, Exercise, and Evaluation

By Lieutenant Colonel Mark Meeuwissen, BEL Air Force, JAPCC

Introduction

Artificial Intelligence (Al) is not new in the military
context. Often, however, Al is misunderstood as soft-
ware able to create autonomous weapons systems
(aircraft, robots, decision-making tools, etc.). Both the
civilian and military realms have already been working
for a long time to develop algorithms to deliver ever-
greater levels of automation. In simple terms, genera-
tive Al is the technology that enables machines to
generate new content. Unlike traditional automation,
which follows predefined rules and patterns, genera-
tive Al leverages complex algorithms and neural net-
works to create something entirely new. As explained
in Thinkbridge, It's important, however, to remember
that this new creation is only based on the data used

to train the Al model, which is the foundational cor-
nerstone of generative Al. This is not an actual con-
ception in the sense of a unique offering but some-
thing created to represent a specific ask of a user to
the best of the model’s ability!”

There are several demand signals to explain the current
Al boom that we notice in the military and civilian
worlds. The main signals include, but are not limited to,
decision speed, the ability to deal with big data, and the
potential efficiencies to mitigate manpower shortages.

In the military environment, these advantages are not
only ‘nice to have' but rather a potentially decisive
advantage in successfully conducting operations. Mod-
ern warfare requires processing a vast amount of data in
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ever-shrinking timeframes. In addition, many Allies have
encountered increasing difficulties in recruiting, train-
ing, and retaining the required number of military per-
sonnel. Therefore, our expectations of Al have become
to process as much data as possible in a very short
amount of time with the least possible personnel.

[...] ‘Decision speed, accuracy, and efficiency will be-
come increasingly difficult if AirC2 and ETEE are limit-
ed by human inputs and reasoning since the amount
of data to be processed and considered will only in-
crease in quantity and complexity.

This article applies our expectations of Al to two
realms, (Air-) Education, Training, Exercise, and Evalua-
tion (ETEE), and the Air Command and Control (AirC2)
function, and asks: How can Al contribute? Although
focused on the air domain, the observations should
generally apply to the other domains.

Alin ETEE

The most significant contribution Al can give to ETEE
will be saving manpower since effective ETEE is so
labour-intensive. Students are taught, examined, and
corrected to enhance their professional skills, with
multiple repetitions and exercises to stay current.
Evaluations need to make sure that personnel are
trained to NATO standards. One common denomi-
nator in ETEE events is human supervision and organi-
zation, thereby taxing available manpower. They de-
fine the education, organize the training, build the
exercises, run the scenarios, introduce injects, and
steer the evaluation to meet training objectives. If the
supervision function (monitoring and correcting the
soldiers’actions) could at least partly be supported or
taken over by Al, it would significantly reduce the
manpower requirement.

In late 2017, NATO Allied Command Transformation
(ACT) initiated a study titled ‘Al in AirC2 Planning &
ETEE' The German Air Force led this study, supported

by ACT, Subject Matter Experts (SMEs) from the
German and French Air Forces, and the Joint Air
Power Competence Centre. Finally, in 2018, a con-
tract was awarded to CAE? to provide deliverables
such as analysis, a demonstrator (software), and
progress reports. The study investigated the devel-
opment and use of Alin the AirC2 planning cycle in
a Joint Force Air Component (JFAC) Headquarters
(HQ). The second objective was to assess to what ex-
tent Al can contribute to ETEE in the JFAC by creat-
ing options during planning, thus speeding up plan-
ning and freeing up resources.

The study collected data on the challenges experi-
enced by the staff throughout the planning
process during a high-intensity command post ex-
ercise (CPX) in 2019. The German Air Force identi-
fied several planning tasks as potential candidates
for further study, of which the offensive Composite
Air Operations (COMAO) planning was the highest
workload for planners. The scarcity of COMAO
planners, the time constraints during planning,
and the considerable amount of data necessary for
the process consequently became the primary
focus of the study. CAE also used the 2019 exercise
to learn how AirC2 is conducted, enabling devel-
opment of the demonstrator.

The study focused on building a demonstrator, con-
sisting of an agent that can create an offensive
COMAQ in almost no time. This includes the targeting
process (matching assets and their weapons with
targets), adherence to SUPPLAN M (routing), reactions
to the Red ORBAT (Order of Battle), etc. As it was the
first demonstrator, some limitations were imposed:
only known targets were attacked, and there were no
night operations or weather limitations. Should the
agent be considered for operational use, the techno-
logical future will look promising. The agent may also
expand to include other planning processes, such as
defensive fighter operations or others.

In February 2022, before the start of the exercise
Kalkar Sky,? the Al agent was deployed after learning
from thousands of COMAO-based scenarios. During
the exercise, the JFAC commander at Kalkar Sky re-
ceived the agent’s COA based on the same available
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data that the human planners had at their disposal.
By changing the parameters, multiple COAs were
generated by the agent in a very short period of time.
This allowed the commander to choose the best
human or Al-generated option based on his knowl-
edge and prevailing instructions.

Within the imposed limitations, the Al agent demon-
strated that, for any given mission, it could provide a
limited air plan within 30 seconds. The speed of the Al
agent could also allow the human planners to immedi-
ately use the Al-provided plan as a baseline, upon
which they could add further details such as timings,
scheduling, and multi-mission aspects. This could save
considerable time for the human planner and enable
the generation of multiple plans for a given mission.
Although the testing of this Al was conducted only on
a very small scale, the Al agent proved successful.

After conducting the exercise and finishing the report,
the German Air Force sought support and cooperation
within NATO organizations and individual nations to
continue this project and expand the use of Al in AirC2.
In order for the procurement process to continue, more
NATO nations must stand behind the exploration and
expansion of Alin AirC2 Planning & ETEE. Only then can
the procurement process be enabled to integrate
properly scoped Al into NATO C2 and ETEE.

While the focus of exercise Kalkar Sky 2022 was testing
the Al agent, other aspects could not be evaluated in de-
tail, namely red air inputs, white cell interaction, defensive
fighter operations, Air-to-Air Refuelling (AAR), and others.
The German Bundeswehr University in Munich delivered
the software for the demonstrator and is still improving it
with the help of better and more robust hardware. This
could address the missing aspects in future. Red air inputs
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The Ramstein Flag 2024 exercise marked NATO's inaugural Flag exercise, highlighting a cutting-edge training concept.
More than 130 fighters and enablers participated in joint training sessions aimed at enhancing tactics and promoting

stronger integration among forces.

and white cell interaction are enablement functions
where Al could be particularly beneficial since the impact
on actual operations is non-existent. Therefore, the risk of
expanded use of Al (limited to ETEE) is low.

In parallel, the project and its results were discussed
during the Ramstein AB Tech Expo* and the Think
Tank for Information Decision and Execution (TIDE)
Sprint® in Dresden in March 2024. This should pro-
mote further development and support from NATO,
NATO entities, and NATO Allies. No additional actions
are planned so far, and organizers are currently fo-
cused on advertising the results of the study, with the

aim of finding a team within NATO that will proceed
with further development of Al in AirC2.

Alin AirC2

(2 is'the exercise of authority and direction by a properly
designated commander over assigned and attached
forces in the accomplishment of the mission/5 The C2 sys-
tem consists of people, organizations, processes, meth-
ods, and equipment. The products of a C2 system are or-
ders.” To generate orders, the system needs to facilitate
data collection, reasoning, sensemaking, and planning.
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In today's fast-paced world, the sheer volume of data, multitude of connections, and need for quick decision-making neces-

sitatereliable support systems. Al has the potential to revolutionize certain processes and enhance human decision-thinking.

This article will focus on the JFAC HQ as the hub of a
larger AirC2 enterprise. The main product delivered by
this HQ is the daily Air Tasking Order (ATO), which
informs all concerned units what exactly they must do,
when, and where. This order is the result of detailed
planning by the Combat Plans Division. An ATO cycle
takes 72 hours, from planning to execution. This means
that the JFAC HQ is working on multiple ATOs at any
time. Besides these ATOs, other plans and orders are
generated daily by the JFAC HQ, including Airspace
Control Order (ACO), Special Instructions (SPINS), and
Operational Tasking Data Link (OPTASK LINK).

AirC2 is a complex and comprehensive set of process-
es, many of which depend on human judgement, so
Al can only replace some human beings in the JFAC
HQ to do the entire planning. Therefore, we should
consider what tasks where Al would be most benefi-
cial or most readily integrated into AirC2. In other
words, what can Al do to make AirC2 more efficient?
From this perspective, saving manpower, expediting
the planning process, and working more efficiently
are three interconnected tasks that can benefit signifi-
cantly when supported by Al technology.

Saving manpower would probably not be the first or
most significant benefit for a JFAC HQ. For every op-
eration, the JFAC HQ s tailored to specific aspects of

that operation, such as the objectives, potential tar-
gets, number of adversaries, weaponry used by op-
ponents, geographical considerations, threat level,
acceptable level of risk, available capabilities, etc. As a
JFAC HQ is often undermanned, reducing manpower
requirements is an immediate benefit. Deleting entire
cells or sections may not be possible, but properly
scoped and trained automation, applied to appro-
priate tasks, could mitigate shortfalls. Such tasks in-
clude routine processes that operate within defined
parameters, categorization and calculation of large
data sets, and other intermediate functions that do
not require human judgment. This allows humans to
supervise and incorporate automated outputs while
focusing on their essential tasks.

However, the potential of Al to accelerate the planning
process (72-hour ATO production cycle) may resonate
even more with leaders and practitioners. Every opera-
tion is, by default, a very dynamic situation where the
location of the adversaries, their movement, possible
targets, and threat level continuously evolve. Al could
accelerate the evaluation of these changing parameters,
shortening the ATO development cycle. On the other
hand, we also need to realize that Al cannot accelerate
all aspects of the ATO cycle. A significant reason for the
ATO timeline is to build enough lead time and predicta-
bility for execution, and to think several days in advance
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on resource planning (munitions, aircraft, surge consid-
erations, etc). Al cannot accelerate this.

Finally, using Al in the ATO planning cycle promotes
efficiency by streamlining activities where human op-
erators must manually manipulate and transfer data
between incompatible systems. The current planning
cycle is supported by software throughout NATO
forces, mainly Integrated Command and Control (ICC).
However, human interaction, assessment, and inter-
pretation are needed during several phases of the
ATO generation. This results in time-consuming activi-
ties for humans and interpretation and assessment
mistakes where not all options are looked at or not in
the required detail due to time constraints. It would
have a significant impact If Al could accomplish these
routine tasks with higher accuracy.

In addition to the COMAO planning discussed earlier in
this article, other planning activities are very time-con-
suming, such as AAR planning. This is because multiple
parameters, restrictions, and considerations must be
taken into account. AAR planning was not tested during
the study, but it is just one example of planning tasks
waorthy of further investigation for Al augmentation.

Challenges

Despite our optimism about Al, military tasks are
special and have special consequences. Therefore,
we should be frank about the challenges, ranging
from training to reliability and transparency with Al-
delivered products and processes.

Alistypically considered a subset of software. This means
thatif Al can enhance AirC2, it needs to be embedded in,
or at least compatible with, the AOC weapons system,
the software or applications used in AirC2 being part of
it. Most commonly, NATO uses ICC in AirC2, a software
that has existed for many decades and is still undergoing
updates and maintenance. Besides supporting the plan-
ning cycle, ICC is also used for tasks like battle manage-
ment, C2, and reporting. Another AirC2 tool is the Air
Command and Control System (ACCS), currently under
procurement by the NATO Communications and Infor-
mation Agency, with the same functionalities as ICC.

If ACCS, or any other future system is adopted, it will face
the same limitations and challenges as ICC: compatibility
when using or embedding Al in existing software.

The key question in a big organization like NATO is:
When implementing Al in AirC2, how do you do it right?
NATO should establish parameters, guidelines, and pri-
orities for incorporating automation that concisely ad-
dress these 'how to do it right’ concerns. Assessing Al's
capabilities, defining the task and work, and looking for
non-obvious use cases can be of great help?

There are other challenges which must be mentioned.
Software modifications are costly and very time-con-
suming due to the development, testing, evaluation,
implementation, and more. Not all nations use ICC or
ACCS, so burden-sharing must be discussed in paral-
lel. Even the composition of the software will have to
be discussed, such as political or legal considerations,
national interests, and what needs to be included.

The application of Al in ETEE and AirC2 will require
more standardization and cooperation between na-
tions and HQs. If not, a possible proliferation of sys-
tems and applications could prevent smooth and co-
ordinated operations by all NATO Allies.

Finally, Al-driven systems and programs are very pow-
erful. This also means that in the case of compromise
or cyberattack, the consequences could vary from
considerable to catastrophic. Robust protection of all
AirC2-related systems and programs will be required,
and systems and processes must be developed so
trained and knowledgeable workers can always pick
up the process.

Conclusions

Improving the capabilities of Al algorithms is neces-
sary for mission commanders to keep pace with the
increasing velocity and complexity of warfare. For the
future battlefield, there will be a need to develop agile
and adaptive Al-support tools that are faster, better
and cheaper than the existing ones, under the prima-
ry assumption that the future flow of information and
speed of operation will likely exceed the capabilities
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of the current human staff if the C2 processes remain
largely manual.® Decision speed, accuracy, and effi-
ciency will become increasingly difficult if AirC2 and
ETEE are limited by human inputs and reasoning since
the amount of data to be processed and considered
will only increase in quantity and complexity.

The answer to the question, ‘Do we really need Al in
AirC2 and ETEE?'is undoubtedly 'Yes. However, as dis-
cussed in previous paragraphs, we must keep in mind
the implications and consequences we face. Can we
deal with the associated challenges and limitations?
Are we asking Al and automation to accomplish the
correct tasks in the correct way?

Not that Al can be integrated into AirC2 and ETEE in
the blink of an eye, but if NATO wants to be ahead of
the game, an incremental approach to incorporate Al
over time is a must. @
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