
Introduction: 
A New Mantra in Multi-Domain Operations

With the outbreak of the Ukraine-Russian conflict, we 
have witnessed fundamental paradigm shifts in how 
modern warfare hinges on distributed and dispersed 
operations. Traditional conventional operations, 
though still conceptually valuable, are increasingly 
struggling to meet the demands of contemporary 
conflict. Precision strike threats, persistent ISR, 
electronic warfare, cyber disruption, multi-domain 

integration, and compressed decision cycles shape 
today’s battlespace.

In this rapidly evolving battlespace, NATO confronts ad-
versaries who leverage speed, ambiguity, and disrup-
tion across every domain, Land, Sea, Air, Cyber, and 
Space. As noted by Generals Mark Milley and Stephen 
Townsend, ‘Commanding across these domains re-
quires an evolution from 20th-century Command and 
Control (C2) methodology to one that provides Deci-
sion Advantage in the rapidly changing environment.’1 

�© NATO JWC

Centralised Command, Distributed 
Control, Disconnected Training?
Why a Unified Battle Management Architecture is Key  
to NATO’s Distributed Operations and Training

By Commandant Peter Vanderostyne, BEL Air Force, JAPCC

57JAPCC  |  Journal Edition 41  |  2026  |  Viewpoints



To maintain superiority, our C2 architecture must match 
this agility. The emerging doctrine of Centralised Com-
mand, Distributed Control, and Decentralised Execu-
tion signifies this crucial transformation, balancing unity 
of effort, operational resilience, and tactical initiative.

However, this approach presents a C2 dilemma. NATO 
faces three interconnected challenges: maintaining uni-
ty of effort across contested communication channels; 
translating the hard-won lessons of Ukraine into a co-
herent battle management architecture; and ensuring 
that synthetic training environments genuinely reflect 
the principle of ‘train as you fight.’ From the perspective 
of multi-domain operations (MDO), this article will 
analyse how a unified battle management interface in-
tegrates disparate data sources, including multi-tactical 
data links (TDL), into a single operational picture. These 
are critical training components that must be integrated 
into a cohesive battle management system. Ultimately, 
it asserts that NATO requires a Unified Battle Manage-
ment Architecture, a hardware-agnostic software frame-
work that fuses multi-domain sensor data into a single, 
actionable interface for both the warfighter and the 
trainee. Without this, we risk a ‘disconnected’ force that 
possesses the tools for victory but lacks the muscle 
memory to use them in a contested environment.

Essential Elements Fostering  
Decisional Advantage:

The Cognitive Dimension  
and Centralised Command

Decision advantage in modern warfare increasingly 
hinges on the cognitive dimension, the ability to in-
terpret and act amid uncertainty. As data saturates 
the battlespace, cognitive overload becomes a criti-
cal risk.2 Centralised Command remains the corner-
stone of NATO’s strategic coherence in managing 
this complexity. At the highest level, it ensures that 
operations, whether reinforcing the Baltics, securing 
Mediterranean Sea lanes, or defending against cyber 
intrusions, align with the Supreme Allied Commander 
Europe’s (SACEUR) intent.

This centralisation is not about micromanaging every 
move, but rather, safeguarding unity of effort, prioritis-
ing resources, and preventing strategic fragmentation. 
During Exercise DEFENDER 25, the largest US Army ex-
ercise in Europe, Centralised Command was vital to 
stress-test NATO’s ability to synchronise logistics, airlift, 
Cyber defence, and multinational operations under a 
single strategic vision.3

Resilience through Distributed Control  
and Decentralised Execution

Centralisation alone cannot withstand adversaries 
who target command nodes through cyberattacks, 
electronic warfare, or precision strikes. This is where 
Distributed Control becomes critical. By dispersing 
planning, monitoring, and coordination across multi-
ple resilient nodes, NATO mitigates the risk of single 
points of failure. If a primary headquarters is disrupted 

The Joint Warfare Centre is modernising NATO's 
largest exercises by employing technologies like the 
Maven Smart System, the Alliance's first AI-enabled 

warfighting command-and-control capability.
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‘Effective Distributed Control in contested environ-
ments requires NATO to align its doctrine with its 
technology through a unified battle management 
software interface, one that is used for both training 
and operations.’
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by a Cyber breach, regional commands and battle 
management centres can continue directing opera-
tions without interruption.

Exercise STEADFAST DUEL 2025 was the first opera-
tional-level NATO exercise to implement these distri
buted concepts at scale. It connected NATO’s opera-
tional commands in a simulated 24 / 7 battlespace 
which mirrored the complexity of modern conflict. 
Participants trained day and night, adjusting their bat-
tle rhythm to strengthen NATO’s ability to plan, coordi-
nate, and fight as one Allied force across all domains.4

At the tactical edge, Decentralised Execution empow-
ers operators to act with speed and initiative. Whether 
a fighter squadron adjusts its tactics mid-sortie due to 
unexpected air defences, or a naval task group exploits 
an opportunity to interdict hostile vessels, decen
tralisation ensures that decisions occur at the speed of 
relevance. In contested environments, waiting for 
higher-level approval is not an option. Initiative on all 
fronts is the key to maintaining dominance.

Digitalisation and AI-Enabled Decision-Making

The success of NATO’s MDO relies on two intercon-
nected pillars: digitalisation and interoperability. 
Digitalisation enables seamless data collection and 

processing through advanced technologies like 
cloud computing, AI, quantum systems, and 5G.

While AI may seem the logical choice for swift deci-
sion-making, it must be paired with legal considera-
tions in line with the law of armed conflict (LOAC). 
Artificial intelligence (AI) mitigates cognitive overload 
by filtering, fusing, and prioritising sensor inputs, 
enabling faster and clearer decision-making than ad-
versaries.5 AI tools highlight anomalies, anticipate 
threats, and synthesise outcomes, allowing command-
ers to make rapid and confident decisions.6

The use of the NATO Maven Smart System (MSS) dur-
ing STEADFAST DUEL demonstrated AI-enabled C2 in 
distributed decision-making. MSS integrates large lan-
guage models and machine learning to consolidate 
siloed data sources into a unified and secure software 
platform. The swift six-month procurement process 
for MSS underscores NATO’s recognition of the urgen-
cy in deploying disruptive technologies to enhance 
operational agility.7

The Evolving Commander’s Intent

The operational environment requires an adaptable 
commander’s intent that enables mission execution 
under degraded communication conditions and 

The Command and Control Duty Officer (C2DO) in a Joint Force Air Component (JFAC) may send preformatted Link 16 
messages such as engagement orders in real-time. This will inform the entire crew on board.
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information saturation. Beyond task orientation, it 
must encompass survivability measures and the 
mitigation of vulnerabilities arising from electronic 
warfare competition. Central to this is signature man-
agement, the systematic reduction of physical, elec-
tromagnetic, acoustic, thermal, and cyber emissions 
that adversaries exploit for targeting.

These factors indicate that a NATO mission com
mander must possess capabilities far beyond tradi-
tional joint operations. They must coordinate mili-
tary actions across all five operational domains, 
synchronised with non-military instruments of 
power, to achieve converging effects at the speed 
of relevance.8

However, the resilience of distributed control is only 
as strong as the proficiency of the operators manag-
ing it. If the tools used in high-end synthetic train-
ing environments do not mirror the complexities of 
the live environment, particularly regarding TDL 
contention and jamming, we risk a cognitive dis-
connect. This is where the gap between NATO’s cur-
rent training systems and the requirements of a uni-
fied architecture becomes most apparent. To 
understand how to bridge this gap, we must look at 
current operational models.

Delta vs. CRC System Interface: 
Two Paths to C2 Excellence

To understand the evolution of NATO’s Battle Man-
agement, we must examine two distinct yet increas-
ingly convergent models: Ukraine’s Delta system and 
NATO’s Control and Reporting Centre System Inter-
face (CSI). While their objectives of speed and re
silience are shared, their underlying design philoso-
phies offer distinct advantages for the Alliance.

Ukraine’s Delta C2 system exemplifies a cloud-based, 
decentralised architecture that integrates real-time 
data from drones, satellites, and sensors. It serves as a 
unified data exchange platform across devices at all 
command levels, maintaining operational tempo 
even under the stress of cyberattacks or heavy elec-
tronic jamming.9 During Exercise REPMUS 2025, Delta 
coordinated more than 100 unmanned platforms 
across the Maritime, Land, and Air domains, demon-
strating remarkable resilience in contested environ-
ments. Deputy Minister Myronenko emphasised that 
while long-range systems require complex planning 
cycles, Delta’s dispersed nodes enable near-real-time 
front-line responses, significantly reducing the ‘sen-
sor-to-shooter’ timeline from days to minutes.10 This 
success underscores a critical lesson: in an era where 
seconds matter, resilience stems from the ability to 
automate workflows and disperse control across a 
survivable network.

In contrast, NATO’s Control and Reporting software, 
CSI, demonstrates the Alliance’s structured, integrated 
approach to air C2. This NATO nations’ hardware-soft-
ware platform employs standardised multi-tactical 
data link protocols, such as Link-16, Link-11B, Variable 
Message Format (VMF), and Joint Range Extension 
Applications Protocol (JREAP), to ensure interopera
bility among aircraft, air defence systems, and com-
mand centres. CSI enables real-time mission coordi-
nation and a shared operational picture across fighter 
aircraft, Surface-Based Air and Missile Defence 
(SBAMD) units, and joint C2 platforms. With its unique 
governance structure, in which SHAPE also partici-
pates as a member state, NATO Communications and 
Information Agency (NCIA) developed a modular CSI 
software solution that effectively combines interoper-
ability with cost efficiency.

Beyond its military utility, CSI supports the integration 
of ATC radars, meteorological data, and Air Traffic 
Management systems, aligning with Single European 
Sky ATM Research (SESAR) standards. By operating as 
a fully integrated solution rather than relying on the 
CRC as a ‘middleman’, CSI reduces dependency on 
voice communication and enhances operational safe-
ty through civil-military coordination. Furthermore, it 
processes critical non-real-time planning directives, 

‘We must treat our data links and battle manage-
ment architectures as weapon systems that require 
constant, high-fidelity exercise.’
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notably the Air Tasking Order (ATO) and Airspace 
Control Order (ACO), which govern the allocation of 
missions and the deconfliction of airspace. While Del-
ta excels in the ‘bottom-up’ agility of the front line, CSI 
ensures the ‘top-down’ precision and unity required 
for complex coalition air operations.

Although not used in practice, Ukraine’s adoption of 
CSI could further enhance joint NATO operations. 
Integrating the structured interoperability of the 
NATO standard with the agile, decentralised approach 
of Delta could yield a hybrid model that combines 
tactical adaptability with the strategic coherence 
required for future Alliance missions. Moreover, Delta’s 
dispersed control philosophy allows operators to 
coordinate and execute tasks from virtually any de-
vice, laptops, smartphones, or desktop systems, en-
suring continuous operational resilience even in high-
ly contested environments.

Closing the Proficiency Gap: 
The Training Imperative

The technical sophistication of systems like Delta 
and CSI reveals the importance of data-driven and 
decentralised operations. However, as noted in re-
cent iterations of Exercise STEADFAST DUEL, a per-
sistent training gap remains. While our operational 

architecture is evolving, the synthetic environments 
we use to prepare our forces often remain discon-
nected from reality.

Currently, the CSI simulation suite effectively repli-
cates operational conditions for certain ATO execu-
tion tasks. However, simulated Article 5 scenarios in 
the STEADFAST series of exercises can sometimes be-
come audience-driven rather than operationally real-
istic. A gap analysis of recent exercises reveals that 
tactical decisions would differ significantly if partici-
pants were forced to contend with real-world techni-
cal limitations, such as multi-TDL contention or hostile 
jamming. In a dispersed fight under high-stress condi-
tions, an operator cannot be expected to remain pro-
ficient if their training software differs from their op-
erational interface, or if the training environment is 
‘sanitised’ of the electronic warfare complexities they 
will face in the field.

Effective Distributed Control in contested environments 
requires NATO to align its doctrine with its technology 
through a unified battle management software inter-
face, one that is used for both training and operations. 
Exercise UEDEM AWAKENING 2025 demonstrated the 
value of this approach through a Danish Air Control 
Wing initiative that integrated operators from the Swed-
ish Air Force (SAM Allocators) and the Royal Danish Navy 
(AAW) by utilising Link 16 simulators and procedures for 

This CSI screenshot highlights enhanced situational awareness enabled by Link 16 over Internet Protocol via JREAP‑C. By 
leveraging Tactical Data Links, operators no longer rely solely on radio communication. Instead, they gain immediate 
access to critical information, such as surveillance data, type of platform, flight parameters, engagement orders, 
weapons status, and free text messages, delivered in real time for all operators in the TDL network.
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Integrated Air and Missile Defence (IAMD) weapons co-
ordination and engagements, while exchanging the 
Common Operational Picture (COP) through Link 16 
over JREAP-C. By treating TDL switch actions and net-
work management as integral combat skills rather than 
specialist tasks, NATO can build the muscle memory re-
quired for combat readiness in MDO. Synchronising 
higher headquarters with CRC levels and expanding CSI 
training for both staff and operators will be vital to rein-
forcing the train as you fight principle.

Finally, the comprehensive integration of EUROCON-
TROL’s Air Traffic Management data and Airspace Man-
agement data into CSI provides an additional opera-
tional advantage. When seamless data exchange is 
trained and prioritised over traditional voice communi-
cations, decisions regarding IAMD procedures can be 
made more rapidly, ultimately contributing to safer and 
more secure airspace in peacetime, crisis, and conflict.

The Road to 2030: 
The NATO Digital Backbone

As we look toward the future, the NATO Digital Back-
bone serves as the Alliance’s ‘North Star’ for this C2 
transformation. Often mentioned but rarely defined in 

detail, the Digital Backbone is the federated connec-
tivity and data-transport framework designed to ena-
ble MDO by 2030. It is intended to provide a secure, 
scalable ‘cloud-first’ environment that interconnects 
sensors, decision-makers, and effectors across all do-
mains and civilian mission partners.

The Digital Backbone is not just a hardware upgrade; 
it is a resilience architecture. It integrates advanced 
cybersecurity, data fabric services, and AI-enabled 
decision tools into a single, interoperable ecosystem. 
While the cutting-edge C2 technologies being ma-
tured through experimentation today are impressive, 
we must recognise that MDO is occurring now. The 
Digital Backbone provides the technical foundation, 
but its success depends entirely on the proficiency of 
the personnel operating within it.

Conclusion: 
Synchronising Architecture and Action

The conflict in Ukraine has provided a humbling re-
minder that the side that can fuse data and execute 
decisions fastest holds the advantage. NATO’s transi-
tion toward Centralised Command, Distributed 
Control, and Decentralised Execution is the correct 

Air traffic specialists analyse real‑time radar data to monitor designated airspace sectors, ensuring safe separation and 
efficient routing for all aircraft.
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doctrinal response to this reality. Systems like Delta 
and CSI provide the architectural blueprints for this 
new way of war, offering the speed and interoper
ability necessary to secure Allied interests.

However, technical superiority is a hollow advan-
tage if it is not matched by realistic preparation. We 
cannot afford to have a disconnected force that 
possesses the tools for victory but lacks the routine 
practice required to use them in a contested envi-
ronment. To achieve true Decision Advantage, 
NATO must bridge the gap between its operational 
systems and its training simulations. We must treat 
our data links and battle management architectures 
as weapon systems that require constant, high-fi-
delity exercise.

The NATO Digital Backbone will provide the infrastruc-
ture, but our commitment to the train as you fight 
principle will provide the edge. As this new mindset 
takes hold across the Alliance, we must act now to 
seize every opportunity to build muscle memory, syn-
chronise our efforts, and ensure that when the next 
crisis emerges, NATO is not just technically ready, but 
operationally dominant. 
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