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FROM:
The Executive Director of the Joint Air Power Competence Centre (JAPCC)

SUBJECT:
Resiliency in Space as a Combined Challenge for NATO

DISTRIBUTION:
All NATO Commands, Nations, Ministries of Defence and Relevant Organizations

Today’s military operations rely significantly on Space support. NATO Allies are operating 
modern and technically advanced armed forces. This technical advantage can be seen as a 
kind of deterrence, but recent worldwide developments in counter-Space and Space technol-
ogy are challenging NATO’s technical advantage.

Spacefaring nations such as the ones inside the Alliance attempt to secure their Space-based 
services as much as possible and design them to be as resilient as realizable. This is accom-
plished mostly through technical protection means or redundancies. NATO as an agreed-upon 
non Space actor (as of today) has to organize a different approach to resiliency. The overall 
goal for NATO is to ensure persistent Space support that is provided by the nations or com-
mercially purchased. In NATO, the responsibility to provide Space support is mostly taken on 
by the USA. Due to technical developments, more NATO nations have established Space ser-
vices or developed Space-related products and are willing to offer them to NATO, which 
should not be seen as a competition but as a chance to gain resiliency by burden-sharing. This 
may include a more federated Space support by the Allies to be beneficial to NATO. 

This White Paper assesses dependencies stated in national and relevant NATO doctrine. It addresses 
Space functional areas and their importance based on current and historical NATO operations.  
A wide threat assessment is undertaken, based on the capability as well as the foreseeable threats 
in different operation types and intensities. Potential outcomes are discussed and addressed.

As planning considerations, the term ‘resiliency‘ and its adaption for NATO is discussed, and 
the current Space support organization in NATO is addressed. This includes a deeper look into 
the role of various NATO agencies dealing with Space topics, as well as the chances and chal-
lenges of commercial Space support. Resiliency for NATO in this context means in NATO´s 
current role that coordination and organization is in the focus. It also gives an outlook for po-
tentially changing responsibilities of NATO in the future.

Based on a questionnaire where the majority of the NATO member nations formulated their 
requirements, a deeper analysis about future means of resiliency for NATO was undertaken. In 
conjunction with the above-mentioned analysis, advice is given to be considered in the future 
planning of the implementation of the Space domain inside NATO.

All this leads to a conclusion and the formulation of recommendations for NATO to increase 
its resiliency in Space. For the unique role of NATO in not being an ‘autonomous‘ Space actor, 
options to achieve resiliency by ensuring a persistent and robust Space support provision to 
NATO are discussed.
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This White Paper provides recommendations to NATO internally and to spacefaring Allies, as 
well as to member nations that are interested in or currently working on implementing Space 
support in their armed forces. Finally, it should provide a wider perspective and help under-
stand the complex topic of Space support in NATO operations. 

 

Klaus Habersetzer 
Lieutenant General, GE Air Force
Executive Director, JAPCC

ii JAPCC  |  Resiliency in Space as a Combined Challenge for NATO  |  August 2021



iiiJAPCC  |  Resiliency in Space as a Combined Challenge for NATO  |  August 2021

TABLE OF CONTENTS
 
CHAPTER 1
Introduction ............................................................................................................................................. 1

CHAPTER 2
Dependency on Space  Services for National Security and  Military Operations ......................... 3
2.1 Satellite Communication (SATCOM) ........................................................................................................................................5
2.2 Positioning Navigation and Timing (PNT)  ...........................................................................................................................5
2.3  Intelligence Surveillance and Reconnaissance (ISR) ......................................................................................................6
2.4  Terrestrial and Space Environmental Monitoring (METOC) .......................................................................................6
2.5 Space Situational Awareness (SSA)...........................................................................................................................................7
2.6 Overhead Persistent Infrared (OPIR)  .......................................................................................................................................8
2.7 Interim Assessment ............................................................................................................................................................................8

CHAPTER 3
Threats to Space Services in NATO Operations ................................................................................ 11
3.1 Spectrum of Conflict ......................................................................................................................................................................11
3.2  Potential Threats to Space Systems and Services (Counter-Space) ..................................................................12
3.3 Counter-Space Actions and Anticipated Threats in Different Operations ....................................................15
3.4 Conclusions and Interim Assessments................................................................................................................................17

CHAPTER 4
Discussion on Resiliency  Definition Adaptable for  Space ............................................................. 19

CHAPTER 5
Space Implementation in Current NATO Policy ............................................................................... 21
5.1 Guidance ................................................................................................................................................................................................21
5.2 Organization ........................................................................................................................................................................................22
5.3 Interim Recommendations ........................................................................................................................................................25

CHAPTER 6
The Role of NATO Entities in Space Support .................................................................................... 29
6.1 The NATO Communications and Information Agency (NCIA) .............................................................................29
6.2 NATO Intelligence Fusion Centre (NIFC).............................................................................................................................30
6.3 Interim Assessment .........................................................................................................................................................................31

CHAPTER 7
Combined Space Operations and Additional Commercial Support to NATO ............................ 33
7.1  The Multilateral Approach of a Combined SpOC .........................................................................................................33
7.2  Commercial Services to Gain Resiliency for NATO .......................................................................................................34



iv JAPCC  |  Resiliency in Space as a Combined Challenge for NATO  |  August 2021

CHAPTER 8
Recommendations Based on the Questionnaire Sent to the NATO Nations .............................. 37

CHAPTER 9
Overall Assessment and Recommendations .................................................................................... 45
9.1 Definition of NATO Needs ...........................................................................................................................................................45
9.2 Doctrine and Agreements ..........................................................................................................................................................46
9.3 Organization, Structure and Staffing ....................................................................................................................................46
9.4 Training, Education and Exercises...........................................................................................................................................49
9.5  Technical Improvements and Exchange Mechanisms ..............................................................................................52
9.6  Potential Further Roles and Responsibilities ....................................................................................................................54

ANNEX A 
Definitions and Acronyms ................................................................................................................... 55

ANNEX B
Questionnaire ........................................................................................................................................ 61

ANNEX C
About the Author .................................................................................................................................. 65



1JAPCC  |  Resiliency in Space as a Combined Challenge for NATO  |  August 2021

©
 O

H
B

CHAPTER 1
Introduction

Space support plays an important role in NATO opera-
tions. It is mainly responsible for the technical advan-
tage of NATO in comparison to potential opponents. 
Without Space support military operations worldwide 
would be executed on the technical level of ‘industrial 
age’ warfighting techniques.

After the ‘Space Race’ between the United States of 
America and the former Soviet Union, the USA be-
came the major Space power in the world. Their role 
got even more privileged, when in 1989 the iron cur-
tain fell and the Soviet Union – as well as Russia – was 
no longer able to sustain its Space systems. For nearly 
twenty years, there was no threat to Space systems, 

satellites in particular, present for the USA. In this pe-
riod, other Space users like the European Union and 
its member nations as well as Asian countries like 
China, India and Japan became more active in Space. 
Today there are more than ten nations worldwide that 
are able to launch satellites into Space. 

Nevertheless, today the USA is mainly responsible for 
the Space support in NATO operations.

Beside the reconfiguration of the Russian Space pow-
er in the years 2007 to 2012, the worldwide develop-
ment and proliferation of mainly ground-based coun-
ter-Space technology is ongoing. Prominent examples 
are the Chinese ASAT test in 2007 and the Indian one 
in 2019.
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Additionally, the dependence of the civilian life on 
Space services and applications is increasing as well as 
the commercial market to ensure it. In the past, Space-
flight had mainly been a governmental mission, but 
modern companies like SpaceX and Rocket-Lab offer 
commercial transport for satellites into Space.

Space plays a more crucial role within military services 
worldwide. Especially since the governments of Space-
faring nations base their political and security decision 
making processes more on Space services or products. 
The statement of Lt Gen Thompson, US Air Force Space 
Command Vice Commander at that time, ‘If you win in 
Space, you will not necessary win the war, but if you 
lose in Space, you will most definitely lose the war’ de-
scribes the military dependency very clearly.1

Due to the complexity of Space, it is often seen as an 
arcane topic. The importance of Space has to be bet-
ter understood by all military personnel, while Space 
personnel often have to be retrained on Joint Opera-
tional thinking. As Lt Gen Thompson points out, one 
of the main tasks for the USA is to ‘Train our Space 
guys from engineers back to warfighters’, a state-
ment that can be adapted as well to NATO.2

This study will focus on methods and actions to 
 increase resiliency for Space support in NATO 

 operations especially based on the agreed upon spe-
cific role for NATO in Space. There will be a threat as-
sessment of the six currently existing Space functional 
areas based on the specific NATO operation types and 
intensities. The dependency on Space services and 
products will be assessed for NATO as well as for the 
NATO member nations themselves. The organization 
of Space support in NATO will be discussed, especially 
due to the current developments within NATO.

Although NATO is not a dedicated Space actor, it is an 
important Space user. The more complex coopera-
tion, as well as the elevated threat to Space systems 
and their services, came when NATO’s role had to be 
reassessed. This project will focus on the guarantee of 
Space services in NATO operations under the current 
circumstances. It will also discuss potential upcoming 
roles and capabilities as well as authorities that NATO 
could also have in the future to be the guarantor for 
peace in (at least) the next 70 years.

1. Thompson, D. (2019) Keynote speech at the 2019 JAPCC Conference: Shaping NATO for 
Multi Domain Operations in the Future. (speech) JAPCC Conference 2019, 9 Oct.

2. Ibid 
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CHAPTER 2
Dependency on Space   
Services for National Security 
and  Military Operations

Space services or services provided by Space systems 
have changed military operations and security issues 
significantly over the last sixty years. In 1959, when the 
USA launched their first dedicated military satellite,1  
it started a military Space race between the Soviet 
 Union and the USA as the two first Spacefaring 
 nations2 and the two superpowers that dominated 
the cold war era. First developments on the positive 
 effects of Space-based services for military operations 
were discussed and assessed in the late 1940s after 
World War II, but they were not realized due to the 
limited launch capabilities of the time. Over time and 
due to technological developments, more Space ser-
vices or Space related services were made available 
for military use. On the one hand, this caused more 

flexible operations in the transition from industrial age 
to information age warfighting, but on the other 
hand, it created massive dependencies on these ser-
vices while procedures and doctrines have been 
adapted to the technical options. Western countries 
have moved more intensively to an increased use of 
Space services as a military benefit in comparison to 
other nations worldwide. This allowed the Western 
countries to have reduced armed forces in number 
based to these technical advantages. 

The biggest advantage of Space assets is that data 
gathering and transmission by these systems cannot 
be denied via political means because these systems 
use orbits in Space above controllable airspace, so ter-
ritorial borders do not limit their operations. The ser-
vices can be used by the military in the preparation 
and execution of an operation. For general security 
needs and requirements, especially decision-making 
processes, intelligence gathering relies significantly 
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on data collected by Space-based assets. Beneath the 
military or governmental use of Space, commercial 
services today play a more and more important role 
than it has been in the past and they are usually avail-
able to anyone who is able to pay.

Furthermore, Space plays an important role not just for 
military operations, but also for the general security 
needs of sovereign nations. The synergistic effects are 
often stated in national security and/or Space policies. 
Depending on national Space strategies, different 
countries have implemented these conditions in dif-
ferent ways into their basic military or security policies. 

Canada states their dependence on Space services in 
its Intergovernmental Space Strategy and formulates 
security needs that include military requirements.3 

Space capabilities and sovereignty in Space are sig-
nificant for France, not only in the military, but for the 
whole security architecture of the country.4 The 
French define that apart from security and designated 
military needs, Space capabilities also serve specific 
strategic functions. One of these functions is the pro-
tection of its own Space-based assets. It is stated that 
Space dependence is crucial, especially for political 
decision making and military operations. France is the 
only western nation except the USA that claims an in-
dependent decision-making process and military op-
erations solely based on French national intelligence 
assets, which includes Space-based ones.

In its Space Strategy,5 Italy has formulated the need for 
security and pointed out the dual-use (civilian/gov-
ernmental as well as military) availability of the Italian 
assets and services.

Great Britain states its Space dependency in terms 
similar to those in NATO doctrine.6 The National Air 
and Space Power  Doctrine focuses on the military as-
pects of Space support in military operations and men-
tions them in four of eight chapters, covering nearly 
half of the Joint Doctrine. In comparison to the French 
strategy document, Great Britain uses a slightly differ-
ent approach by specifying any kind of militarily usable 
Space support. The intergovernmental overall security 

approach is mentioned, but is less emphasized than 
the military dependencies.

The USA, as the largest Space power in the world, states 
military dependencies as benefits from Space assets in 
operations.7 Similar to the Air and Space Power Doc-
trine of Great Britain, the USA has formulated the de-
pendencies in a Joint Doctrine that only covers the 
military perspective. The general Space dependency in 
security aspects of the intergovernmental approach is 
covered in the National Security Strategy.8

The German Space Policy defines the dependence on 
Space services for the overall security architecture.9 All 
military-related tasks and dependencies are exactly 
defined and their protection was given as a task to the 
German Armed Forces10 but using an intergovern-
mental and interagency approach.

The European Union assessed its Space dependence 
on the overall security architecture and defined Space 
assets as critical infrastructure.11 The dependencies 
applicable to civilian life are also stated.

The NATO Alliance formulates their dependencies on 
Space services in an Allied Joint Publication for Air and 
Space Operations (AJP 3.3.).12 By defining the depend-
encies and structures, NATO is the only entity stated in 
this context that does not operate its own Space-based 
assets. All definitions and comments in the AJP rely on 
services either commercially procured or given on a 
voluntary basis by the NATO member nations. Other 
policies and strategies of NATO on Space use are stated 
and analyzed in a later chapter. In 2020, the NATO 
 Communications and Information Agency (NCIA) has 
planned to release an actualized version of the current 
assessment on Space dependencies for NATO.

The above-mentioned doctrines and policies address 
militarily usable Space services that have been devel-
oped over time. In NATO, these are currently defined 
as the six functional areas of Space support in opera-
tions.13 The definition of militarily usable services 
 includes certain levels of data collection and data 
 distribution. From the technical perspective not all 
communication frequencies are usable for the  
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military. Imaging systems require a certain ground 
resolution or a certain revisit- or system response time 
to provide data to fulfill military needs. These techni-
cal factors define the number of militarily usable satel-
lites. The services of the functional areas are listed in 
the following paragraphs 2.1 to 2.6.

2.1 Satellite Communication (SATCOM)

In general this service describes the data exchange be-
tween satellites and ground stations. The two connec-
tions used are the Up-Link (from the ground to the sat-
ellite) and the Down-Link (from the satellite to the 
ground). Communications between satellites is also 
referred to as SATCOM and defined as inter-satellite-
link or cross-link. This service allows, for example, direct 
communication between national headquarters and 
deployed troops. Most of the western communication 
satellites are in Geostationary Earth Orbit (GEO) and al-
low communication between 70° North and 70° South. 
Outside this area the visibility of the satellite due to the 
low angles of the antennas over the horizon is not 
guaranteed. For persistent communication north of 
70° North, satellites in High Elliptical Orbits (HEO) or 
larger constellations in Low Earth Orbits (LEO) are 
needed. The transmitted data could be either voice or 
data exchange in general. The service allows direct 
communication with single vehicles on the ground, in 
the air and even at sea. It is also needed to operate 
 Unmanned Air Vehicles (UAVs) from ground stations 

outside an area of operation, mainly from inside the 
territory of the operating nation. There are three 
 frequency bands that are mainly used for military ap-
plications, the Ultra High Frequency (UHF), the Super 
High Frequency (SHF) and the Extremely High 
 Frequency (EHF). All of these frequencies are offered by 
military and commercial satellites.

2.2  Positioning Navigation  
and Timing (PNT) 

The basic principle is a timing signal sent out of a con-
stellation of satellites usually operating in Medium 
Earth Orbits (MEO). Based on the timing signals, a re-
ceiver can calculate a position on the earth’s surface. 
For this calculation the visibility of at least four satellites 
is needed. These services are provided by Global Navi-
gation Satellite Systems (GNSS) or Regional Navigation 
Satellites Systems (RNSS) and are used by the military as 
well as civilian users. Examples for GNSS are the Global 
Positioning System (GPS) operated by the US Air Force, 
the Galileo system, operated by the European Union, 
the Globalnaja Nawigazionnaja Sputnikowaja Sistema 
(GLONASS) operated by the Russian Space Agency Ro-
scosmos or the BeiDou-III system operated by the Chi-
nese military. An example for a RNSS is the NAVIC sys-
tem operated by the Indian Space Agency. PNT Services 
are needed so that users can navigate accurately. Mili-
tary navigation applications include: supporting the 
use of Precision-Guided Munitions (PGM), locating 
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missing personnel for Personnel Recovery (PR) missions 
and for Combat Search and Rescue (CSAR). There are 
also comparable civilian applications for Search and 
Rescue. The second important service is the timing 
 itself which is used, for example, to coordinate ad-
vanced communication networks. Without a timing 
signal,  users of advanced communication links are for 
instance not able to log into the network. In civilian life, 
for  example, money transfers or cash withdrawal from 
Automated Teller Machines (ATM) are coordinated by 
the PNT signal. The same technology is used for the co-
ordination of traffic lights, or the organization of medi-
cal and security services, which are widely coordinated 
by PNT signals in western countries. 

2.3  Intelligence Surveillance  
and Reconnaissance (ISR)

This service uses Earth Observation (EO) satellites 
with various sensors as well as Signals Intelligence 
(SIGINT) sensors. EO sensors are mostly electro-opti-
cal sensors that can take panchromatic, Infrared, mul-
tispectral or even hyperspectral images of the earth’s 
surface. Due to their terrestrial weather independ-
ence, Synthetic Aperture Radar (SAR) sensors are also 
used. In military applications, the ground resolution 

of the sensor is important to gather and assess infor-
mation in a three-step approach: detect (e.g. a land 
vehicle), categorize (e.g. a battle tank) and identify 
(e.g. a Russian T-80 medium battle tank). Civilian areas 
of application are, for example, harvest assessments, 
land development issues as well as disaster manage-
ment. SIGINT sensors are usually able to detect and 
geo-locate electromagnetic emitters or receive data 
transmissions for further assessments. ISR data col-
lected from Space-based assets are usually used for 
strategic as well as operational decisionmaking. The 
use this type of data in tactical operations is currently 
limited due to the long time between tasking a satel-
lite and receiving data. All kinds of ISR sensors can be 
found on military as well as commercial satellites. 

2.4  Terrestrial and Space Environmental 
Monitoring (METOC)

These services mainly include the terrestrial weather 
forecasts as well as Space Weather (WX) – and their im-
pacts on operational planning and the operation of 
technical systems such as satellites. Space weather is 
defined as the population of charged particles in 
 several layers of the atmosphere having an impact on 
electromagnetic signals passing through these layers, 
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such as radar or radio transmissions as well as PNT 
 signals. The effect is a degradation in accuracy for PNT 
services as well as frequency glitches, local breakdowns 
or in the worst case could lead to a complete useless-

ness of communication services for satellite operations 
or satellite-based communication services. The effect is 
later described in-depth as ‘physical influence’. 

2.5 Space Situational Awareness (SSA)

This service monitors the position of orbiting satellites 
as well as Space debris. Between collision avoidance as-
sessments and re-entry monitoring campaigns essen-
tial for satellite operators, services such as Satellite 
 Reconnaissance Advance Notifications (SATRAN) or 
overflight warnings are the most important products 
for military operations. SSA also collects and assesses 
information about the missions of foreign satellites later 
described as ‘Space intelligence’. The sensors used for 
this service are mostly ground based. Depending on 
the Space organization of specific nations, this service is 
provided either by civilian or military providers. Western 
countries rely on an object catalogue that lists every 
object orbiting the earth, currently having a size larger 
than 10 cm. This catalogue is currently provided by the 
US Air Force and will in the future be released by the US 
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Federal Aviation Authority (FAA). It tracks roughly 
20,000 objects such as satellites, upper stages of launch 
vehicles and Space debris. Other Spacefaring nations 
like China and Russia have their own catalogues, but 
use the US catalogue for collision avoidance. 

2.6 Overhead Persistent Infrared (OPIR) 

This service is also known as Shared Early Warning 
(SEW) within NATO, and sensors are Space- as well as 
ground-based. The service is an ‘as-early-as-possible’ 
warning of the launch of ballistic missiles. This service 
gives nations and alliances an option to prepare coun-
termeasures, such as Ballistic Missile Defense (BMD), 
or even to have the time to prepare optional counter 
attacks. It could also be used to monitor test launches 
as well as to conduct surveys or to monitor sanctions 
compliance, with respect to the development of mis-
sile technologies. Advanced sensors can detect a 
launch, categorize the size of a missile and potentially 
identify the type based on the plume of the engine.

2.7 Interim Assessment

Technical improvements have become more impor-
tant in warfighting over the last 60 years. The most 
important and critical technical improvement was the 
development of Space-based capabilities. Services 
provided by Space systems allow warfighters to have 
services available to them globally. The integration of 
Space services in every kind of warfighting has not 
only been a challenge over the last decades, but it has 
also brought dependencies and risks with it. The ad-
vantages of these services have had a significant im-
pact on ‘classical’ military education and training. Due 
to the complexity in education and training, ‘fallback 
procedures’ were less important, and training was of-
ten minimized due to technological advantages. Hav-
ing integrated Space into their operational focus is a 
significant advantage for both western countries and 
also NATO in comparison to potential opponents. This 
conclusion describes not only the situation for poten-
tial technologically hindered or ‘low-tech’ opponents, 
but also for potentially near-peer (comparable to Chi-

nese capabilities) as well as peer (comparable to Rus-
sian capabilities) opponents. The relevancy of a 
Space-operational focus is not only limited to direct 
usable services like SATCOM or ISR. The PNT service, 
besides navigation, also plays a key role within a lot of 
services that rely on the timing signal of the GPS satel-
lite constellation. A navigation receiver compiles the 
signals of several satellites to the popular navigation 
service that, in turn, provides a position, direction and 
velocity. The timing signal is even more relevant in 
synchronization of communication and advanced ra-
dar services. If the timing signal is degraded or dis-
rupted, advanced communication services like NATO’s 
‘Link-16’ are no longer usable in their primary opera-
tions mode. The same goes for most encryption ser-
vices. Advanced radar services need the timing signal 
to ‘identify’ the right signal reflection and to calculate 
the right position of the reflected item. Space support 
in operations works like a complex and interconnect-
ed network that uses several ‘sub-services’ to provide 
the required primary service. For example, a US Stryker 
Brigade, which consists of 3,200 to 3,700 soldiers,14 has 
2,500 GPS enabled equipment elements.15 All of these 
Space services are essential to modern decision-mak-
ing processes, both military and political. The loss or 
even the reduction of these services could have criti-
cal implications, not merely for the decision itself 
(which could potentially rely on alternatives), but on 
the timeline of the process – and time is always a cru-
cial factor in military planning. While Space systems 
and Space services offer a lot of advantages, operat-
ing Space assets is complex and costly. It requires 
technical knowledge to develop and build a satellite, 
the access to Space, the ground infrastructure to con-
trol it and finally but most importantly the personnel, 
educated trained and experienced, to do the job.

If you look at the different national approaches of 
the western countries referred to in this paper, the 
military and security use of Space services is high-
lighted as critical. Ensuring the availability of the ser-
vice is the critical task. Depending on the nation’s 
experiences and operating infrastructure, this is 
planned to be assured via international cooperation 
agreements or national capabilities. In this case, the 
special role of France, as well as the very similar ap-
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proaches of Great Britain and the USA, have to be 
mentioned. Due to the complexity, there are world-
wide developments ongoing to use the so-called 
‘near-Space’ region that is defined as the area above 
the used airspace by regular airframes and below 
100 km in altitude. This area offers relatively easy to 
operate services like ISR and communication over 
certain areas without the physical limitation of 
Space-based assets. The High Altitude Airship (HAA) 
project is an example of a platform that could be 
used for a communication payload or an ISR applica-
tion.16 Developments like this will only be successful 
as long as they operate outside the controllable air-
space that is defined by the detecting and effecting 
capabilities of ground-based air defense systems 
wherein parallel technical improvements are still on-
going. These new developments for high altitude 
applications can only close gaps in coverage or set 
regional priorities as a support to Space assets, but 
will not affect the important role of Space-based ser-
vices in the foreseeable future.

Today, there are not only Spacefaring nations like the 
USA, Russia, China, India, Japan, and other western 
countries operating military and/or governmental 
satellites, but on the basis of economical contracts 
and military cooperation, even countries like Nigeria17 
or Venezuela18 operate their own governmental satel-
lites, which usually include at least a military sub-use. 
These assets are usually equipped with ISR or SATCOM 
payloads. China and Russia are also offensively pro-
moting PNT services provided by their national sys-
tems to other countries for civilian and governmental 
use. Sometimes the proliferation of high-tech weap-
onry includes the PNT service. Technical improve-
ments and the proliferation of high-tech weaponry in 
‘low tech’ countries make the use of alternatives like 
high flying UAVs more complicated, while the use of 
Space assets was more secure in the past. This condi-
tion is currently also changing, and Space assets or 
Space services are becoming more vulnerable. The 
current threats and the threats expected in the future 
to Space systems and services, in several types of op-
erations based on the NATO definitions, will be dis-
cussed in the next chapter.

 1.  Krebs, G. (2019), List of orbital launches 1959 (online), Available from https://space. 
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CHAPTER 3
Threats to Space Services  
in NATO Operations

3.1 Spectrum of Conflict

The Allied Joint Publication 01 (AJP-01) defines the 
‘Spectrum of Conflict’ as the first discriminating factor, 
in which NATO operations will be conducted.1 It spreads 
from a peacetime-like military engagement up to regu-
lar and irregular warfighting (Figure 1). Depending on 
the nature of the operation, there are no clear borders 
in the discrimination of conflict. In the full spectrum of 
conflict, Space related services are required.2 Navigation 
and communication services are needed in every op-
eration while Intelligence, Surveillance and Reconnais-
sance services may differ in their usage. For example, in 
times of ‘calmer’, stable peace, the focus will be on sur-
veillance missions, but that focus will change to target 

acquisition and battle damage assessment in the high-
intensity conflict phase. Meanwhile, counter-Space 
measures can be used in all phases of the conflict.

The second discriminating factor is the theme of the 
operation. NATO has defined four themes.3 These 
range from warfighting against a near-peer opponent, 
through security operations, to peace support opera-
tions. All of these operation types include additional 
threats, such as terrorism and organized crime, any or 
all of which could make the operation more complex. 
The fourth operational theme is peacetime military en-
gagement, both to build up a trusted environment as 
well as to have a deterrence factor. Space support plays 
an important role here, even though it may just be a 
minor role in peacetime military engagement.

The third discriminating factor is the type of operation.4 
On the one hand, there is the combat operation, which 
is what NATO was founded to deter. Normally this is an 
operation against regular forces to defend a NATO 
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member country’s territorial integrity. This kind of op-
eration uses the full spectrum of Space services to sup-
port the operation. On the other hand, there are crisis 
response operations that cover a wide range and are 
defined in different ways.5 Probably the most complex 
operations are the ones countering irregular activities 
such as insurgency, terrorism and criminality. However, 
these threats can also occur in any of the other types of 
operation. Additionally, the military often contributes to 
peace support, humanitarian assistance, and stabiliza-
tion and reconstruction. An operation can also step 
through all three of these types, one after another. Oth-
er types of operations include protecting people, which 
can include the evacuation or even the extraction of 
personnel from foreign countries. The final operation 
type is preserving the freedom of navigation and over-
flight as well as surveying and the support of sanctions 
and embargos. In all of these types of operations Space 
support is at least of minor importance.

3.2  Potential Threats to Space Systems 
and Services (Counter-Space)

There are different threats or impacts on satellites that 
have to be considered6 and if possible mitigated. Firstly, 

there are physical influences that affect all satellites in 
Space, independently of the operating nation. Sec-
ondly, there are the ‘manmade’ counter-Space actions, 
which can be separated into passive and active means.

The physical influences are primarily related to Space 
weather, as explained above: the population of 
charged particles in the layers of the Ionosphere. Space 
weather is mostly caused by solar activity. In addition 
to the effects on signal use, solar activity has a major 
influence on satellite operations. These effects include 
the degradation of command signals. Solar activity 
also pushes satellites in the direction of the earth. To 
fulfil its mission, a satellite must stay in its optimum or-
bit as designed. That means there have to be manoeu-
vres made with propulsion systems to maintain this 
orbit. During these manoeuvres which can last from a 
few hours up to several days, a satellite may not be 
able to fulfil its mission. In this context, manoeuvres to 
avoid collisions with Space debris are also defined as 
physical influences, because of the same potential for 
temporary loss of the ability to fulfil the mission.

Passive counter-Space means are actions that can be 
taken without having effects on Space systems. Exam-
ples include the use of decoys to feint EO collection, 

Warfighting

Security

Peacetime military  
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Peace support

stable peace high-intensity conflict
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Figure 1: The spectrum of conflict (taken from NATO AJP-01).
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such as inflatable tanks, or the use of camouflage 
 equipment. Passive counter-Space also includes the 
large-scale use of smoke to veil movements on the 
ground. This smoke used does not need to be special 
military use smoke; it can also be created by fires, for 
example, by burning crude oil. The use of Space ser-
vices based on SSA generated data, such as Satellite 
Reconnaissance Advance Notifications (SATRAN) or 
overflight warnings (to move troops on the ground 
only outside the times when foreign satellites make 
over passes) is another example. Orbital data of pass-
ing satellites (unclassified as well as classified) are avail-
able online with sufficient accuracy to be useable.7 
Furthermore, software can be easily purchased as stu-
dent versions. Even well-financed terrorist organiza-
tions could gather this information through foreign 
support or smart IT experts.8

Active counter-Space means cover a wider spectrum 
and are defined as reversible actions and irreversible 
actions. While reversible actions have a timely and re-
gional influence on Space systems and their services, 
irreversible actions normally cause permanent dam-
age to the Space systems or to parts of the systems. 
Active counter-Space actions are as follows:

3.2.1 Cyberattacks: Cyberattacks on Space systems, 
or the Space related ground infrastructure, could be 
both reversible actions as well as irreversible actions.9 
Deployed spacecraft are normally not the main target 
of this kind of attack because of the short contact 
times to potential transmitters, even in LEO. Ground-
based infrastructure, such as command and control 
stations, are more likely targets for cyber-attacks.10 The 
primary aim is not the takeover of the satellite by the 
attacker. The objective is primarily the suppression of 
their services. To protect communications between 
the ground stations and the spacecraft, high end, en-
crypted communication is used to create the best 
possible protection against any kinds of cyber-attacks.

3.2.2 Jamming: Interrupting the transmitted signals 
or links between satellites, ground stations, and user 
segments on the ground is part of the next spectrum 
of counter-Space actions.11 Jamming means ‘overload-
ing’ the receivers with additional signals sent by the 

opponents’ transmitters. The aim is to override the 
‘original’ signal with a false one, usually transmitted 
with greater power. Jamming attacks are normally re-
versible attacks and can affect SATCOM, PNT and even 
some ISR services. For ISR in particular the SAR services 
can be affected. 

SATCOM jamming, in the counter-Space context, prin-
cipally means jamming the satellite itself. Jamming of 
the receiving station on the ground is also possible, but 
to reach the receiver, the jammer needs a line of sight 
to the receiver. Normally a higher position (on a hill or a 
large building) or an airborne system is needed.12 Jam-
ming by a Space system is possible, but requires pow-
erful jammers that are not easily operated in Space.

In order to jam PNT services, there are a large number 
of different, mainly militarily developed, jammers avail-
able. All worldwide available Space-based navigation 
systems (GNSS or RNSS) are operated by the military, 
or have at least one secured frequency that is reserved 
for governmental and military use. In order to jam the 
full service of a system, a wideband jammer or several 
jammers, are required. Nevertheless, this means an op-
ponent could jam the US operated GPS system which 
is agreed as the standard system for NATO.13 This effect 
is even more significant whilst the opponent relies on 
another system. This could cause non-usability of PNT 
services for NATO, while the opponent has full service. 
Highly capable PNT jammers can be fixed or mobile, 
and are normally used for military purposes. The size 
and power of the jammers define the range. Even very 
small, Commercial off the Shelf (COTS) based jammers, 
down to the size of a cigarette-box, allow a regionally 
short (several hundred meters up to a few kilometers) 
jamming of at least one frequency.14 Manuals to build 
these kinds of systems can be found online, technical 
parts can be purchased at a regular electronics store. If 
the PNT jamming effect covers a wide area that in-
cludes areas of civilian activity, there will be a major 
impact on civilian life. PNT services are not only used in 
navigation devices but also in the control of traffic. 
They also coordinate worldwide financial transfers. 
This means that in a jammed PNT environment, the 
use of ATM machines, and financial trades on stock 
markets would not be possible.



14 JAPCC  |  Resiliency in Space as a Combined Challenge for NATO  |  August 2021

A more developed version of PNT jamming is referred 
to as ‘spoofing’. This special kind of jamming does not 
only suppress the correct signal, it also replaces it with 
a new but false one. Spoofing can only be effective in 
smaller areas where the difference in the position will 
not be recognized directly by operators. The new sig-
nal provides ‘wrong’ signal data that normally causes 
erroneous position data.15 Particularly in valleys, or in 
close combat positions, this ‘wrong’ data could lead to 
casualties or damages.

To jam a SAR-satellite in LEO, a high power jammer, as 
well as accurate SSA data are required. These jammers 
are normally located at fixed sites. There are just a few 
mobile, highly developed military systems available 
worldwide. 

3.2.3 Directed Energy Weapons (DEW): The most 
developed systems to be used against Space systems 
in this category so far are lasers.16 Lasers can cause a 
reversible counter-Space effect on optical ISR satellites 
called ‘dazzling’. To achieve this, a continuous wave-
form laser is pointed at an LEO satellite while it is pass-

ing its target. The laser is supposed to ‘blind’ the sensor 
during its use. The presumption is that this effect sup-
presses the data collection of the satellites, but the 
sensor has to be ‘hit’ directly. Like the jamming of SAR 
satellites, the use of directed energy weapons requires 
precise SSA data to locate and target the satellite. Laser 
dazzling can be achieved by operating from ‘upgraded’ 
Satellite Laser Ranging stations (SLR) that are located 
worldwide. There have also been some mobile sys-
tems developed which are available on the market.

Lasers can also have irreversible effects on satellites in 
all orbits by damaging them.17 A few countries world-
wide are developing such weapons. These systems are 
normally based on fixed, ground facilities, because the 
amount of energy that is needed to create a directed 
energy beam that can cause damage to satellites is ex-
tremely high. Mobile airborne platforms are also under 
development, using chemical lasers. The advantage of 
mobile systems is the usability worldwide, the disad-
vantage is that they have to be recharged for several 
minutes between ‘shots’. An example of damage could 
be the loss of several electronic parts because of 
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 overcharging, likely making the satellite itself unusable. 
It also seems possible that a satellite could explode af-
ter being hit, creating a cloud of debris. Nevertheless, 
even if a satellite is hit by a directed energy weapon, 
but not damaged, the satellite will be out of service 
while passing several calibration tests after the restart 
by the operator. If the satellites of commercial opera-
tors contracted by NATO are threatened by a DEW, 
their temporary withdrawal from the contract could 
be an outcome, as long as the threat is still active.

3.2.4 Intercepting a Satellite: Intercepting a satellite 
means targeting via a ground or air-launched missile 
and destroying or disabling it with a direct hit.18 The 
effect is irreversible and creates a lot of Space debris. 
Satellites, especially in LEO, need to be targeted very 
precisely, so SSA data also plays a major role. There are 
only a few countries worldwide that are able to handle 
this kind of technology, but once a system is devel-
oped, it can be used by a potential purchaser after a 
straightforward training program. Some highly devel-
oped surface-based air defence systems (SAM) have 
the capability to be used against LEO satellites. Using 
counter-Space systems such as this will create a major 
Space debris cloud that pollutes the targeted orbit re-
gime.19 Space debris clouds can cause additional colli-
sions in Space, and can easily start a cascading effect. 
Opponents often do not care about potential collat-
eral damage.20

3.2.5 Co-orbital Counter-Space Systems: The sci-
ence used in this kind of counter-Space capability is a 
dual-use technology.21 The commercial application is 
the option to service, refuel or repair satellites on-orbit 
and is often called On-Orbit Servicing (OOS). It could 
also be used to remove or de-orbit defunct satellites 
and clean up frequently used orbital regimes. From 
the military perspective, this kind of technology could 
also remove or ‘service’ active satellites operated by an 
opponent, as well as hitting it directly.22 The so-called 
‘killer satellite’ could already be in orbit or could be 
launched at short notice, and then manoeuvre to ap-
proach the targeted satellite. It could also be trans-
ported into Space as a hidden piggy pack payload by 
another satellite, waiting to be activated. This proce-
dure requires precise SSA data as well as experience in 

orbital manoeuvering. Additionally, co-orbital ma-
noeuvres could be observed by SSA sensors and pro-
vide data to the affected satellite operator.  Based on 
this data, mitigation and protection measures could 
then be conducted, and information then used as 
evidence claiming a hostile act.

3.2.6 Ground Site Attack: Space-based systems need 
to be commanded from the ground, and ground sta-
tions are needed to download their data. The attack on 
any kind of ground infrastructure, from command and 
control centres, also used in peacetime, down to de-
ployed  SATCOM antennas, is defined as a counter-
Space action.23 This kind of attack could be realized by 
the use of  Precision-Guided Munitions (PGM), terrorist 
attacks or by simply throwing stones onto SATCOM an-
tennas to prevent their adjustment. Attacks could also 
focus on supporting infrastructure, such as power sup-
plies or transmission cables. This threat has to be con-
sidered in deployed missions in particular and seems 
to be one of the most likely means of adversary attack 
on Space systems.

3.2.7 Nuclear Detonation in Space: This kind of det-
onation would create massive physical effects, such as 
an electromagnetic impulse (direct) and a massively 
charged Ionosphere (see Space weather effects). 
These effects are not controllable and create, over a 
period of weeks or months, damage to all satellites in 
Space passing through the charged area.24 Due to 
their orbital parameters and the orbits used, especially 
nearly all satellites in LEO, most would pass the 
charged area several times. Pre-installed radiation 
hardening may increase the survival time of military 
satellites, but it raises the cost level significantly.25 This 
is the most unlikely counter-Space action because it 
adversely affects both friendly and adversary satellites 
indiscriminately.

3.3 Counter-Space Actions and Antici-
pated Threats in Different Operations

Based on the AJP-01 definitions of operation types, 
the counter-Space threat is analyzed. Where possible, 
examples of ongoing or past operations are given.26
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3.3.1 Combat Operations: In a potential conflict 
with a near-peer opponent, especially if it is a Space-
faring nation, all of the above mentioned counter-
Space actions can be expected, with the exception of 
the nuclear detonation. Counter-Space actions will 
range from highly developed military systems down 
to COTS systems, used by irregular forces to destabi-
lize the NATO member’s homeland. A near-peer op-
ponent will most likely first use reversible actions, ei-
ther to prevent the Space debris problem and not 
cause collateral effects, or to have the option to esca-
late during the conflict. The mitigation of Space debris 
via counter-Space actions is a substantial need for a 
potential near-peer opponent because he normally 
has a similar dependency on Space services.

In a potential combat operation against a regular, struc-
tured albeit weaker adversary, all passive counter-Space 
actions, as well as jamming activities, cyber-attacks and 
attacks on ground sites, can be anticipated (e.g. combat 
against the Serbian Armed Forces in the early stages of 
the Kosovo invasion). The potential use of DEW, as well 
as satellite interceptors may be possible, but depends 
on the opponent’s military equipment available.

3.3.2 Crisis Response Operations: In a large scale 
operation, that includes elements of combat in the 
first stage and then changes over time through all 
 operational themes down to the peacetime military 
engagement (Figure 1), and with an opponent below 
the level of regular structured Armed Forces, all kinds 
of passive counter-Space as well as attacks on ground 
sites and cyber-attacks could be expected. Jamming 
of PNT systems with COTS jammers, as well as, de-
pending on available technology, jamming attacks by 
highly developed military equipment and the use of 
DEW to dazzle satellites, all seem to be possible (e.g. 
Balkans as well as the Afghanistan operations).

In operations against irregular forces, including coun-
ter-insurgency, counter-terrorism and counter-crime, 
passive counter-Space actions such as the use of 
overflight warnings to veil actions on the ground, 
could be expected. Furthermore, the use of smoke 
could be expected, as well as the use of decoys and 
camouflage. The attack on Space-related ground 

 infrastructure, especially by terrorist organizations, 
seems to be the most likely threat. Cyberattacks, as 
well as the use of COTS jammers against PNT services 
to prevent the use of PGMs, are also anticipated (e.g. 
Balkans in the last stages as well as Afghanistan in the 
calmest areas; counter-piracy at the Horn of Africa). 
The effects on PGMs may differ depending on the 
power used by the jammer and the technical protec-
tion of the specific PGMs.

In the range from full military operations to simply 
the military’s contribution to peace support, the full 
spectrum of passive counter-Space means should 
be expected. Depending on the status of the coun-
try or area where the operation has to be conducted, 
jamming activities by military systems are possible, 
up to the use of DEW as dazzlers. Attacks on ground 
infrastructure, jamming by COTS systems, as well as 
cyber-attacks, all have to be expected (e.g. Balkans).

In humanitarian assistance operations requested by 
the countries where the operation is to be executed, 
there is normally no expected real threat to Space 
support in operations (e.g. Pakistan earthquake relief 
assistance or hurricane Katrina). 

In military operations as with military contributions to 
stabilization and reconstruction activities, there are 
normally no highly developed military jamming sys-
tems in use any more. This means that the spectrum 
of passive counter-Space means can be anticipated 
rather than the use of military decoys. Active counter-
Space means may include cyber-attacks, attacks on 
ground infrastructure as well as the use of COTS jam-
mers (e.g. supporting operation of the African Union).

Non-combatant evacuation operations are normally 
realized by diplomatic initiatives. Normally there are 
no counter-Space actions to be expected. According 
to the status of the country where the evacuation is 
carried out, the most likely threat is the use of COTS 
jammers against PNT services.

In extraction operations, evacuations occur under a 
higher threat level. Normally the country where the 
extraction has to be carried out uses military means to 
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hamper that kind of operation. Passive counter-Space 
means, such as the use of smoke, could be expected. 
Depending on the technical options of the opponent, 
active counter-Space actions such as jamming, and 
especially PNT services interference, have to be ex-
pected as well as cyber-attacks.

In operations to support sanctions and embargos, de-
pending on the technical options available to an op-
ponent, the full spectrum of passive counter-Space 
means can be expected. In particular, the use of over-
flight warnings to coordinate movements or to hide 
loading activities, is very likely, even when the SSA ser-
vices needed are provided by a third country that 
could be the supposed embargo-breaker. On the ac-
tive counter-Space side, the use of jammers could be 
expected, mostly against PNT services, as well as cy-
ber-attacks, likely by the assumed embargo-breaker 
(e.g. securing the Mediterranean Sea).

In operations to secure the freedom of movement 
and overflight, depending on the potential opponent, 
all kinds of jamming activities can be expected. If it is 
a highly developed opponent, the reversible use of 
the dazzling function of DEW can also be expected as 
well as cyber-attacks. The use of all possible passive 
counter-Space actions can be expected (e.g. securing 
the Mediterranean Sea; Air-Policing in the Baltics).

3.4 Conclusions and Interim Assessments

Not only the military, but also the civilian sector relies 
on Space support.27 As discussed in this paper, it may 
be the source of a critical vulnerability for the execu-
tion of NATO operations. The loss of Space support in 
operations, or even degraded services, has massive 
impacts on the planning process carried out by the 
military staff. Counter-Space means and their effects 
are widespread and cover all defined types of NATO 
operations. To create slight effects, only simple  
 actions, or easily built and used electrical equipment 
that can be purchased and used by everyone,  
are  required. 

To preserve resiliency and ensure the guarantee of 
service, some proactive steps can be taken to lessen 
the impact of the adversary’s counter-Space actions 
quite easily. These are the ones that can be done by 
nearly everyone anywhere as discussed in this  chapter.

On the PNT side, the GPS system is designated as the 
only system to be used in NATO operations. By 2020 
at the latest, there will be another global PNT system 
operational, provided by western countries. The Eu-
ropean Union’s Galileo PNT system also offers mili-
tary usable services. Including the system via con-
tracts or memorandums inside the NATO policy, 
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makes it more complicated to jam the complete PNT 
services which are required for all kinds of opera-
tions, as stated above. Galileo is owned by the Euro-
pean Union. While seven out of twenty-eight Euro-
pean Union member nations are not NATO members, 
their western orientation, as well as the partnership 
programs installed with NATO, should not prevent its 
use. Due to Galileo security regulations, several con-
tracts have to be signed to use the service as an ad-
dition to GPS.

Space-related infrastructure, especially in deployed 
locations, could be protected by physical means, for 
example, by finding a position inside a compound, so 
direct attacks using a Rocket-Propelled Grenade (RPG) 
could be prevented. Surrounding protection via ga-
bion walls is also easily convertible.

On the training side, the use of alternative systems 
and procedures has to be promoted. Forces in NATO 
operations should always be able to fulfil their tasks 
while not relying on Space support services. Actual 
trends to focus the training only on the main systems 
and reduce the use of alternative procedures and sys-
tems should be rethought and this practice stopped.

Finally, Space is not an arcane topic that only highly spe-
cialized personnel can practice and understand. If this 
paper raises the attention of planning staff and military 
leaders in dealing with the threat, then the most impor-
tant work has been done. For the future, there has to be 
both: Space smart military leaders as well as military 
smart Space leaders, educated and trained to improve 
the effectiveness of NATO operations, which provide as 
much resiliency in Space support as possible.
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CHAPTER 4
Discussion on Resiliency 
 Definition Adaptable for   
Space
Since this research project focusses on resiliency, it 
needs a short discussion of the term. All definitions 
given and used in this project refer to Space systems.

The US Department of Defense defines the term resil-
iency for Space support as the ability of a Space system 
architecture to ensure a persistent support to mission 
success in spite of hostile actions or adverse conditions.1 

The US-Homeland Defense doctrine defines warfight-
ing mission assurance, of which Space domain mis-
sion assurance is one element.2 Having a closer look at 
Space domain mission assurance there are three main 

elements. The first is defined as ‘defensive operations’ 
which in this paper means preventing an enemy from 
detecting and targeting any kind of Space service or 
asset. This includes for example tactical movement of 
assets either Space- or ground-based. Today in NATO, 
the tactical movement of Space systems is limited to 
the tactical use of NATO owned mobile ground assets. 
The second element of Space domain mission assur-
ance is reconstitution. In particular, this means the 
launch of new assets or the activation of spare capa-
bilities either Space- or ground-based. In NATO, this is 
currently limited to NATO owned ground infrastruc-
ture. The last element is resiliency, which mainly fol-
lows the definition given by the US Department of 
Defense. But the US-Homeland Defense paper defines 
different sub-elements of resiliency which are of inter-
est within this research paper. These are defined as:

Disaggregation, which represents mainly the tech-
nical separation of services over certain platforms 
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and not using shared and hosted payloads on other 
Space-based systems. This is adaptable to ground 
infrastructure where also non bundled assets give a 
certain level of hardening.

Distribution, which represents an increased number 
of nodes or assets to define a service. The degradation 
or the loss of one node then has just a minor impact 
on the whole service provision. NATO has a chance to 
use this element of resiliency within their ground seg-
ment network.

Diversification, which represents using different plat-
forms, orbits and/or systems to ensure access to a spe-
cific service. This also includes the use of national (mili-
tary as well as governmental), international (mainly 
NATO member nations but also ‘close’ partners) and 
commercial assets and services.

Protection, which represents passive technical solu-
tions in hardware protection, as well as, the use of re-
dundant subsystems. It also includes a certain level of 
organizational or active protection which includes 
Space Domain Awareness (SDA), as well as, the option 
of planning and conducting Space operations. A certain 
level of overlapping and duplication with the defensive 
operations, as stated above, is likely and intended. 

Proliferation, which means deploying more systems 
either in Space or use a wider network of ground-based 
infrastructure. These systems can be different, as long as 
they are able to contribute or perform the same service. 

Deception, which means hiding or veiling the real 
strengths and weaknesses of the Space architecture 
providing the service. In order to optimize this element, 
usually a certain level of classification as well as the of-
fensive use of (mis)information can be employed here.

An alternate definition is provided by the Carri report, 
which offers a broader definition of resiliency, not 
specific to Space services or assets.3 After discussing a 
certain number of specific definitions of resiliency, 
the report comes to the conclusion that resiliency is 
the capability to anticipate risk, limit impact and 
bounce back rapidly through survival, adaptability, 

evolution and growth in the face of turbulent change. 
The NATO Science and Technology Organization 
(STO) activity on finding ‘Resiliency Concepts to En-
hance Preservation of NATO Space capabilities’ tried 
to adapt the definition given in the Carri report.4 Dur-
ing the STO meeting, the special situation of NATO in 
Space resiliency was discussed. While most of the re-
siliency requirements out of the US definitions have 
technical influence on the system’s design or opera-
tion, most of these measures cannot be adapted for 
the Alliance. This implies that NATO has to find addi-
tional methods to increase its Space resiliency efforts. 
As an outcome, especially the improvement of edu-
cation and training as well as standardization are 
measures to enhance resiliency that NATO can coor-
dinate with its member nations. Using diversification 
and distribution via either commercial services or 
specific requests on nations’ capabilities were also 
pointed out as potential NATO activities.

Resiliency is often described as an element of deter-
rence.5 A resilient architecture of Space systems which 
leads to persistent and robust Space service provi-
sioning, serves as a deterrence factor, especially if it 
leads to technical advantages that cannot be coun-
tered by potential opponents. 

These definitions and the measures identified define 
the starting points and limiting factors of this research 
project. Based on these, potential future changes in 
responsibilities or competencies will be discussed and 
assessed in this paper.

1. US Department of Defense, extract out of National Security Space Strategy (2011) Fact Sheet: 
Resiliency of Space Capabilities. Washington DC. Available from https://archive.defense.gov/
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uploads/2019/08/Definitions-of-community-resilience.pdf (accessed 19 Nov. 2019).

4. NATO Science and Technology Organization, STO Specialist meeting SM-308 (2018), Tech-
nical Evaluation Report on Resiliency concepts to enhance Preservation of NATO Space 
 Capabilities. STO-MP-SCI-308. Paris: STO.

5.  Console, Andrea (2018) Space Resiliency – Why and How?. The Journal of the JAPCC, 
 Edition 27 (Autumn/Winter 2018), p. 10–16.
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CHAPTER 5
Space Implementation in  
Current NATO Policy

NATO has developed and agreed upon several poli-
cies, documents and plans how to organize and im-
plement Space into NATO organizations and proce-
dures. The majority of these documents are classified. 
The aim of this chapter is to give the reader a brief 
overview and discuss topics based on openly availa-
ble sources. For the deeper analysis, JAPCC has pub-
lished a classified version of this white paper on the 
classified NATO network. Authorized personnel can 
also request a digital copy of the classified version un-
der registy@japcc.nato.int 

5.1 Guidance

NATO took its first organizational steps to implement 
a Space coordinating function by introducing the 
NATO’s Approach to Space, which mandated the  
establishment of the NATO Bi-Strategic Command 
Space Working Group (NBiSCSWG) which is up to  
now the highest-level entity working on Space topics 
within NATO. 

5.1.1 Policy on Space Support in Operations:  
In May 2018, the Policy for Space Support in Opera-
tions was released. This policy gives an overview  
on NATO’s military-focused point of view on the  
dependency on Space services based on previous 
documents such as the AJP 3.3.
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5.1.2 Overarching Space Policy: In June 2019, 
NATO released the Overarching Space Policy.1 It en-
courages the nations to use the approach to Space 
as a forum for political and military consultations and 
as a voice and a facilitator for further development.2 
This includes specifically: compatibility and interop-
erability in the member nations’ Space services, 
products and capabilities within the six already stat-
ed Space support functional areas. Among the alli-
ance member nations, this policy also names trusted 
commercial service providers or entities as potential 
partners in providing Space support. NATO states 
that it will not become an autonomous Space actor 
for the time being as agreed by the nations. Howev-
er, the policy encouraged the member nations to 
support an initiative to recognize Space as an opera-
tional domain of NATO to allow treatment equiva-
lent to that of the already declared domains (Land, 
Maritime, Air and Cyberspace). It also gives NATO a 
voice based on the willingness of the member na-
tions without levying too many specifications on the 
providing Nations.3 Based on the importance of the 
Overarching Space policy, analysts discuss the Alli-
ance’s response to an attack against a Space asset.4 
As assessed by the author, while the North Atlantic 
treaty is limited to attacks in Europe and North 
America,5 the invocation of Article 5, which refers to 
collective defense, should not necessarily be as-
sumed as an automatic, in a situation like this. It is 
the author’s opinion, compared to the Cyber Do-
main,6 but in a case-by-case approach for when a 
hostile action has been observed and is identified  
as to the applicability of Article 51 in the United 
 Nations Charter.7

5.1.3 Recognizing Space as an Operational  
Domain: In November 2019, NATO recognized 
Space as an Operational domain.8 The aim is to 
strengthen the Alliance’s deterrence and defense 
posture for future security challenges. Being an  
operational domain sets Space on the same level as 
the other already existing domains (Land, Maritime, 
Air and Cyberspace).9 This has impacts on the inte-
gration of Space into the internal processes of 
NATO, such as operational planning for example, 
where Space was not always included. The decision 

to recognize Space as an operational domain also 
implies the development of implementation plans 
to integrate the new domain inside NATO; a pro-
cess that usually takes several years. Keeping the 
momentum the development of the NATO has 
agreed upon the Space Centre as the first visible  
element.10

5.1.4 Remark on NATO’s Guidance Procedures:  
All NATO decisions on policies, strategies etc. have to 
be made in consensus. Usually, products or initia-
tives, often led by one nation or several nations, are 
negotiated with all nations in a standing procedure. 
After making an agreement, the product is then 
marked up in a so-called ‘silence procedure’ for  
a certain period of time, during which any NATO  
nation can add further comments that have to be 
negotiated afterwards. If there are no further com-
ments, the product is then approved and will be 
published. A disadvantage of this procedure is that 
sometimes single words have to be discussed in  
detail to get the consensus and the whole process 
consumes a lot of time. The overall advantage after-
wards is that the outcome was definitely approved 
by all NATO nations and can then be used for further 
development without any complaints.

5.2 Organization

5.2.1 Staffing in the NATO Command Structure 
[NCS]: As stated before, NATO does not operate its 
own satellites, but operates several static as well  
as mobile ground infrastructure components for  
SATCOM access. Space and Space-related services 
are voluntarily given to NATO by the member  
nations or are bought from commercial providers. A 
few NATO entities such as the NATO Communication 
and Information Agency (NCIA) play a special role in 
the commercially procured Space support, which 
will be specified in the next chapter. That implies a 
specific role for NATO within the Space coordination 
functionality in comparison to nations that operate 
their own satellite fleets. For nations, operating their 
own satellites that means having a full commanding 
and tasking authority for the assets directed via  
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Figure 2: Space support coordination functionality within NATO (taken from NATO AJP 3.3).
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national entities, either civilian or military. Depend-
ing on the available assets and services, it requires  
a complex coordination system. For NATO, the  
organization of Space support is more or less done 
by making a request to one of the contributing  
nations. Organized similar to the US Space support 
coordination functionality, it has a specific defined 
process for requesting the support. While SATCOM 
and ISR are requested and coordinated within the 
communications as well as the intelligence commu-
nities, at least three of the four remaining Space sup-
port functional areas are under the responsibility  
of the Space support coordination functionality.

Space Weather (WX) influences are currently under 
the responsibility of the METOC. While PNT, satellite 
operation as well as SATCOM are the most important 
users of WX information, it implies that a logical re-
sponsibility could be embedded in the Space sup-
port coordination functionality. 

The Space support coordination functionality is  
located in NATO on the strategic level at (Allied Com-
mand Operations (ACO) in Mons, Belgium) as well as 
the operational level (Joint Forces Commands in 
Brunssum, Netherlands (JFCB), Naples, Italy (JFCN) 
and will be established in the Joint Forces Command 
Norfolk which is currently in the build-up phase).  
The single service commands (Allied Land Com-
mand (LANDCOM) in Izmir Turkey, Allied Maritime 
Command (MARCOM) in Northwood, Great Britain as 
well as the Allied Air Command (AIRCOM) in Ram-
stein, Germany) are also on the operational level but 
without a designated joint task. All these commands 
have permanent Space support coordinating per-
sonnel organized in Space Support Coordination El-
ements (SpSCE) initially staffed, but will be augment-
ed if needed by the member nations (Figure 2). The 
implementation of the Space Domain is assessed to 
define new terms and responsibilities that encom-
pass the Space support coordination functionality.  
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As already mentioned, the NATO Space Centre will 
play a key role in this process. 

The tactical level, which is a corps-level for land forc-
es, a Joint Force Air Component (JFAC) Command 
for air forces or a maritime task force for naval units, 
does not have any permanent personnel yet. While 
in the USA, for example several SpSCEs and their 
dedicated personnel are trained and available  
for exercises and operations at a certain level; for 
NATO - especially on the tactical level - it is always a 
challenge in the force generation process to find 
appropriate personnel.11

While the Spacefaring nations, except the US, that 
have their own career path have only a limited  
number of Space-trained personnel, the non-
Spacefaring nations are lacking these experts en-
tirely. Consequently, the same few nations fill all of 
the Space related positions. Inside the NATO com-
mand structure, this is reflected by the nation’s 
measure in Space positions. It is logical that with 
the new NATO developments to implement the 
Space domain, which also includes HQ internal pro-
cesses, lead to a significant demand of Space per-
sonnel in the NCS.

In the US system, Space support is usually organized 
on the Combatant Command level that is similar to 
the JFC level in NATO. Inside the US Combatant 
Commands, the Space Coordination Authority (SCA) 
is usually delegated to the JFAC commander. Within 
the JFAC staff, a position called Director of Space 
Forces (DS4) is established, which acts as the senior 
Space advisor on that level. In the major Combatant 
Commands, this position is filled with a Colonel  
(OF-5) who has a staff element to support him 24/7 
during contingency operations.12 SCA allows  
a special Direct Liaison Authorized (DIRLAUTH) be-
tween a Combatant Command and the Combined 
Space Operations Center (CSpOC) to optimize  
efforts and ensure direct support. The request or the 
task to get the required Space support is then coor-
dinated and organized by the US CSpOC that is  
responsible for the Space support functional areas 
except for SATCOM and ISR. In Great Britain, the 

Headquarters of the Air Command is responsible  
for Space support.13 On their behalf, the UK Space 
Operations Coordination Centre (UK SpOCC) then 
does all coordination with the British Space provid-
ers, mainly military. In Germany, the German Cyber 
and Information Command (Kdo CIR) coordinate the 
Space support functional areas of SATCOM and ISR. 
The remaining Space functional areas available in 
Germany are coordinated via the German Military 
Space Operations Command. All of these national 
entities have a 24/7 availability.

Applying this concept to NATO, the entity responsi-
ble for the Space support coordination functionality 
in NATO should be embedded collocated to  
AIRCOM, which would also take over the responsibil-
ity as JFAC for a supported JFC and hence the  
responsibility as the Space Support Coordinating  
authority.14 NATO has reliable dedicated Space sup-
port provided by the nations based on agreements. 
At present, the responsible person in charge of the 
Space support coordination functionality does not 
have a dedicated 24/7 staff element or operation/
coordination center to support him. Ensuring this 
should be considered in the development of the  
internal structure of the NATO Space Centre. In con-
trast to the US system, where the delegation of  
authority is mandatory, the current NATO process  
includes an additional step. It is currently agreed in 
the doctrine that Space Support Requests (SSR) have 
to be adjudicated and approved by a Space officer  
at ACO.15 Establishing agreements on coordinating 
authorities in advance or establishing an overarch-
ing deconfliction authority shall mitigate these kinds 
of misleading discussions.

5.2.2 Special role in the interaction with the  
Intelligence community: Space Intelligence is  
information on foreign/enemies militarily usable 
Space and counter-Space capabilities as well  
as their implementation and use within military  
operations. On the other hand, Intelligence from 
Space or Space-based ISR is intelligence collected 
by these kinds of assets such as electro-optical, 
Synthetic Aperture Radar (SAR) or SIGINT satellites. 
The Intelligence community coordinates both  
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processes, and services can be requested via  
Requests for Information (RFI). Based on the unique-
ness and complexity in assessing foreign Space  
capacities and capabilities, a close collaboration 
between the Intelligence and the Space commu-
nity in this topic is needed to ensure the best  
possible service for NATO.

5.3 Interim Recommendations

To establish a more robust structure and organiza-
tion for NATO’s Space support coordination func-
tionality, the personnel base has to be broader and 
organized more widely. NATO has to encourage its 
member nations to train and educate a higher num-
ber of Space experts who can fulfil NATO’s staffing 
requirements when needed. At the same time 
NATO, should define and refine its own organization 
to meet its Space needs in the future. Especially 
since recognizing Space as an operational domain, 
NATO must define its new and increased personnel 
requirements. On the strategic as well as the opera-
tional levels, the initial body of employees is defined 
and embedded in the HQs, however at present the 
tactical level is lacking these elements. This shortfall 
results in a lack of Space support coordination pro-
cesses in tactical level exercises. This shortage  
of knowledge and experience often leads to misun-
derstanding and overestimated demands on poten-
tial Space support. Establishing an initial SpSCE,  
either by creating a full position or at least an auxil-
iary function on the tactical level will support the 
process of integrating the knowledge. The often-
quoted saying: ‘Train as you fight and fight as you 
train’ is also true for Space support. 

The actual Space support coordination procedure 
within NATO requires that all SSRs have to be  
approved by the Space personnel at SHAPE on the 
strategic level, which takes a lot of time. To be able to 
do this expeditiously, a 24/7 available staff element 
at SHAPE could be required. In the author’s opinion, 
this is an unneeded parallel structure of the opera-
tional level Space Centre already agreed upon.  
To prevent this, the requirement during operations 

for the strategic level coordination mechanism 
should be reassessed. An option could be to make 
the strategic level responsible during peacetime  
or within the force generation process in preparation 
of an operation. Underneath the general coordi-
nation of Space support for NATO operations,  
DIRLAUTH negotiations seem to be crucial. Having 
defined them, the coordination authority should 
then be delegated to the Space Centre acting on  
behalf of the military commander. 

Even if the Space support coordination functionality 
is organized as recommended above, it still performs 
simply a coordination function for the nations. 
Therefore, it will be necessary to gain resiliency  
by having more than one nation as a potential ser-
vice provider. One way to coordinate this could be  
a responsibility segmentation for the Space func-
tional areas to the Spacefaring nations of NATO,  
as framework nations for example. The support func-
tion can then be filled by the nations’ SpOCs on  
behalf of NATO.

Experienced Space functional experts at the action 
officer level are rare even inside Allies’ national forc-
es. Most Allied Spacefaring Nations have started  
internal reorganisations of their military Space struc-
ture. It is assessed that the willingness of Allies  
to send a significant number of Space personnel  
to NATO is currently limited. The augmentation of  
a Space structure that is able to fulfil the function 
and importance of the Space Domain in comparison 
to the other Domains requires a significant increase 
of Space-knowledgeable personnel inside the NCS. 
To follow a step-by-step approach, some of the 
needed functions will have to be established over 
time. Therefore, Space positions that have to be  
finally staffed by career Space personnel, at least in 
mid- or long term approaches, may need to be 
staffed on short term as an exception by non-career 
Space personnel. However, actual Space SMEs 
should be placed into these positions as quickly  
as possible. Therefore already existing structures 
should be reassessed to determine if personnel 
within the current NCS could potentially be re-rout-
ed to augment the Space Centre. 
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There are no actual suggestions for staffing of the 
Space Centre published yet. However, the end goal 
should be a 24/7 capable Space Centre. As such 
one 24/7 position requires between 6.5 and 7.5 per-
sonnel to be properly maintained. It is envisioned 
that a 24/7 NATO Space Centre will be required to 
merge daily products to conduct all NATO activities. 
However, if an increased demand signal emerges 
for Space data, products, and services in the near 
term then the limited number of current Space 
SMEs throughout the NCS may have to be tempo-
rarily connected into a virtual Space Centre, for in-
stance during an operational surge. Nevertheless, 
the short term limited manning solutions will not 
solve long-term Space SME shortfalls within NATO. 

Besides the Space Centre and the already existing 
SpSCE structure, positions for Space personnel 
need to be established in at least every operational 
HQ as well as at SHAPE and ACT to foster the inter-
nal staff processes. This requires at least positions  
in the Intelligence, Operations, Planning, Exercise, 
and Force Development Divisions. As already pro-
posed for the Space Centre staffing, it should follow  
a short mid and long-term approach. In the near 
term, it may be necessary but not ideal to staff posi-
tions with non-career Space personnel. However, 
these personnel should be required to attend  
at least a national introductory Space course.  
If a nation does not yet have a course, then they 
should be required to attend another nation’s 
course that is currently available to Allies. 

Finally, NATO should encourage Allies, especially  
all Spacefaring Allies, to have personnel assigned  
to the Space Centre. These personnel, trained with-
in the individual nations as well as the NATO pro-
cesses, can then also act, when back in a national 
position, as a liaison capacity to their national SpOC 
or Space entity. This will increase information flow, 
enhance communications, and give the opportu-
nity for Allies to offer new products and services  
to NATO. If this cannot be realized for any reason, 
NATO should encourage the Allies to establish  
a kind of liaison function within their national 
SpOCs to interact with the NATO Space Centre.  

Finally yet importantly, NATO should encourage  
Allies that have dedicated tactical level HQs  
assigned to NATO to also implement a SpSCE  
nucleus inside those HQs.

Addressing the education and training of person-
nel, it has to be considered that there are already 
several Space related courses available within the 
NATO nations. In addition, the NATO School  
in Oberammergau also offers a basic course in 
Space support in operations, as well as a Space 
Support Coordinator Course that will be available 
starting in 2021. This course in particular trains des-
ignated Space support coordinating personnel  
in the special requirements for their role inside 
NATO. When the requirements for additional Space 
related personnel are formulated and adapted in  
a force adaption plan, it must be considered that 
trained and in the best-case trained and experi-
enced personnel are required. It is not adequate  
to fill the position with untrained personnel and 
rely on the NATO School Oberammergau´s basic 
course. As stated before, there are several courses 
available giving potential personnel the opportu-
nity to be trained in advance and gain experience 
for their projected position. The staffing of the 
Space related positions has to be done by trained 
and experienced personnel first, before sending 
employees by national allocations to NATO.

To ensure the best possible outcome for Space  
intelligence, a close cooperation and collaboration 
with the Intelligence community has to be estab-
lished. Positions have to be staffed by Intelligence 
personnel trained and experienced in working with 
military Space personnel and organizations  
or Space personnel who are trained to work with 
the Intelligence community. It depends on the  
internal career paths of the sending NATO member 
nations that have the responsibility to fill these  
positions with Space knowledgeable personnel.  
Establishing robust links to the Intelligence com-
munity potentially via staffed liaison functions will 
make for the maximum efficiency. 
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CHAPTER 6
The Role of NATO Entities  
in Space Support

Among the nations providing Space support services 
to NATO coordinated by the Space support function-
ality, there are two NATO entities that are relevant in 
this process.

6.1 The NATO Communications and  
Information Agency (NCIA)

As stated earlier, NATO does not own or operate any 
satellites anymore. This decision was made in 2004 
when the last NATO-owned communications satellite 
nearly reached the end of its designed lifespan and 
had to be replaced. With the replacement NATO 
 SATCOM Post-2000 (NSP2K) program, NATO decided 
not to own satellite systems but to use some Alliance 

member nation’s military communication satellites 
placed in GEO and to lease capacity on these national 
constellations.1 This successful approach was renewed 
in December 2019 with the Capability Package 130 
(CP130) program that started to provide new SATCOM 
services from national military satellite constellations 
as a core capability continuously available from Janu-
ary 2020 until the end of December 2034. 

The new program also includes the option for addi-
tional SATCOM capacity on GEO satellites from com-
mercial providers, contracted in advance, but only 
activated if needed. Such additional commercial 
 SATCOM services would only be contracted in the 
case when insufficient capacity or coverage was avail-
able on the core military capability and could only be 
used to support peace-keeping or peace enforce-
ment missions with little or no threat to these systems. 

The CP130 program also includes commercial com-
munication services on Inmarsat and Iridium satellite 
constellations. Apart from the leased capacity based 
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on military  satellites arranged under the CP130 pro-
gram, some nations provide additional satellite capac-
ity as a contribution to NATO.

NATO owns and operates a number of fixed, transport-
able and deployable SATCOM ground infrastructure el-
ements that will also be modernized and expanded 
within the CP130 program. The ground segment 
 SATCOM services are provided by the NCIA, while the 
fixed ground stations are operated by the NCIA itself 
and the transportable and deployable ground stations 
are operated by the NATO Signal Battalions (NSB). These 
SATCOM services are to support mainly NATO fixed and 
deployable headquarters, whether that is the Joint 
Force Commands (JFC) or single-service commands 
like AIRCOM, LANDCOM or MARCOM.2 The SATCOM 
services can be requested by any other NATO entity 
and ensures connection within larger NATO exercises.

NCIA has a Geospatial Service Branch inside its ISR Sup-
port Centre that is responsible for Geographic Informa-
tion of NATO’s areas of operation. To fulfil these require-
ments, it has signed a contract with a US-entity to 
provide Space-based ISR data for further processing. The 
branch is focused on geospatial information, which re-
fers primarily to infrastructure or mapping functions. The 
data provided by the US-entity is not usable for target-
ing or the tactical operations of NATO. In addition, NCIA 
is only allowed to provide processed data from their ser-
vices to NATO users. If ISR data is required for geographi-
cal areas outside of the traditional NATO area of opera-
tions, NCIA primarily has to rely on the willingness of the 
NATO member nations to get this data. If data cannot be 
provided by member nations or the US-entity, NCIA has 
the authority to acquire the needed data directly from 
commercial companies. An additional option could be a 
potential contribution by Allies such as Luxembourg via 
a defined capacity share of the planned NAOS ISR satel-
lite.3 Such a contribution could create a possible tasking 

or at least a requesting authority with priority, while in 
general, the intelligence collection procedure inside 
NATO would be unchanged.

The NCI Agency EW and Sensor Branch of the ISR Sup-
port Centre has the scientific knowledge and Elec-
tronic Warfare assets related to Navigation Warfare 
(NAVWAR). The branch assets include the Ground-
based Asset for Direction and Location Finding 
 (GANDALF), which is a ground-based GNSS jammer 
and spoofing detection and characterization system.4 
NCIA has also developed the medium power multi-
channel GNSS Jammer kit that could be used by the 
nations in training and exercises. For further assess-
ment on counter GNSS, a modelling prototype tool to 
estimate the impact of ground-based jammers on 
various GNSS receivers was developed and is current-
ly being tested within NATO exercises.5

The EW and Sensor Branch has also been instrumental 
in the development of the NATO NAVWAR playbook, 
which is a ‘situation-response’ operational book that 
offers suggested options on how to addresses threats 
to Positioning Navigation and Timing and has provid-
ed input to the PNT and NAVWAR policy.6

The branch also provides technical support to the 
NATO EW working group, which among other tasks, is 
responsible for meeting the operational requirements 
for the EW Command and Control tools, including 
NAVWAR aspects.7

6.2 NATO Intelligence Fusion Centre (NIFC)

The NIFC is a Memorandum of Understanding (MoU) or-
ganization working for NATO, in particular for the J2 
branch of SHAPE HQ.8 All NATO member nations, as well 
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as some other nations that work closely with NATO, have 
signed the MoU and have a permanent or at least a tem-
porary personnel footprint in the NIFC. Besides other 
tasks in the intelligence work for NATO, NIFC also works 
with ISR data, collected by commercial Space-based as-
sets, turning satellite data into actionable information. 
The NIFC, as the hub for NATO in Space intelligence infor-
mation, plays an important role in the SDA process, i.e. 
the technical knowledge relating to Space and counter-
Space capabilities, their embedding in the military pro-
cesses and doctrinal background as to how nations are 
using them. This information is essential for the work of 
the Space Centre. Establishing and maintaining a liaison 
function between the NIFC and NCIA will ensure and 
support approprite collaborative work. In the future, 
similar to the SATCOM support via the NCIA, contribu-
tions of ISR data collected by Space-based assets will 
then be available to NATO, with the NIFC playing a key 
role due to its specific task. 

6.3 Interim Assessment

NCIA and NIFC are examples of well-organized Space 
Support outside the regular NATO SSR process. With its 
PNT expertise and modelling capability, NCIA will cre-
ate a new function inside of NATO. This function will 
not develop or distribute operational products, but 
rather gives NATO member nations the opportunity to 
get education and training as well as give them devel-
oped and usable tools to design national products 
which can then potentially be shared with NATO in the 
future. The link between the Space support coordina-
tion functionality and this NATO entity has to be fur-
ther developed, not only for PNT, but more generally.

With the NATO-owned SATCOM ground infrastruc-
ture and the range of military and commercial 
 SATCOM capabilities, there is the chance for NATO to 
use these elements for technical resilience, as stated 
in the definition as ‘protection.’ A deeper assessment 
of the potential future role for NATO Space support 
seems to be substantial. This analysis should examine 
potential differences in providing commercial versus 
military SATCOM services to NATO in conflict situa-
tions, where the satellites of commercial providers 
themselves could be threatened by an opponent. 
This scenario has to be compared with the peace-
time provisions, as well as conflict scenarios without 
threats to the satellites.
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CHAPTER 7
Combined Space Operations 
and Additional Commercial 
Support to NATO

NATO as an alliance has the chance not only to rely on 
the Space services, products and capabilities of its 
member nations, but NATO also has the opportunity 
to potentially play a future role in being a kind of coor-
dinating hub between the member nations them-
selves and the potential commercial companies pro-
viding Space services.

7.1  The Multilateral Approach  
of a Combined SpOC

Other than the US, no other NATO nation is able to con-
duct and support all Space functional areas only by 
national means. Even Space operations which means 

using Space as an operational area is usually limited to 
their available national functional areas. However, even 
the US has recognized that in the current contested, 
congested and competitive Space area, their advan-
tage will decrease if they do not integrate their allies.1 
In order to find a common solution and integrate more 
allies than the Five-Eyes community, the idea of Com-
bined Space Operations (CSpO) and a Combined 
Space Operations Centre (CSpOC) has been discussed. 
It was a consequence of several lessons learned within 
the Schriever Wargame series, where starting in 2016, 
France and Germany had been integrated.2 In 2018, Ja-
pan was integrated as a new partner nation as well.3

The idea of CSpO is a multinational approach to counter 
worldwide challenges in operating satellites in Space.4 
Australia, Canada and Great Britain were the first nations 
to sign in the CSpOC in 2018,5 but other allies were in-
vited as well.6 This multinational approach provides the 
option to include the data of multiple sensors, operated 
by allies, inside the US-led Combined Space Operations 
Centre. Located at the Vandenberg Air Force Base in 
California, this Centre focusses on security in Space, but 

©
 U

S 
A

ir
 F

or
ce

, A
ir

m
an

 1
st

 C
la

ss
 K

ry
st

al
 A

rd
re

y



34 JAPCC  |  Resiliency in Space as a Combined Challenge for NATO  |  August 2021

also on the coordination of Space support in military op-
erations. Based on the former Joint Space Operations 
Centre (JSpOC), it was extended beyond the Five-Eyes 
community by adding France and Germany with liaison 
elements to their own Operation Centres.7 As the next 
step of the combined work, the full integration of non-
US personnel in the shift system of the CSpOC is planned. 
The first operators, currently still out of the Five-Eyes 
community, have already been trained and fully inte-
grated.8 Based on the comments given by the Chief of 
the US Air Force, it is likely that all other CSpOC nations 
will have the chance to be fully integrated as well.9 

The European Union’s Space Surveillance and Track-
ing (EUSST) initiative is using a similar approach, 
where the five Spacefaring nations of the EU (France, 
Germany, Great-Britain, Italy and Spain) coordinate 
and conduct SSA applications for the EU/ESA satellites 
as well as national satellites from EU member nations. 
It is also prepared to provide the services on request 
for commercial companies within the EU. This ap-
proach prevents duplication and saves resources.10

Considering the fact that nations which are members 
of NATO are partners of the CSpOC approach, there 
could be a potential role for NATO as an alliance. This 
role could be a coordinating one that offers mainly 
Space security services, provided by the CSpOC for 
other NATO member nations that operate military ca-
pable satellites. This coordinating role would most 
likely be dedicated to a specific NATO operation and 
may be seen as an encouraging option for other na-
tions to offer their Space services to NATO, while 
NATO coordinates the Space security for their Space-
based systems. Because NATO is not a Space actor, 
the coordination role ends after the services are pro-
vided by the responsible party to the requesting na-
tions. It is not likely to have impacts on the agreed 
requesting role for NATO on Space services, because 
it then has to be agreed prior to the start of an opera-
tion. This could also be implemented by bilateral or 
multilateral MoUs, but in the case of military opera-
tions, it will reduce the coordination effort signifi-
cantly when NATO fulfils this role as the coordinator. 
For some nations, NATO is the single agreed alliance 
or union to do so. 

7.2  Commercial Services to Gain  
Resiliency for NATO

Commercial services can be a chance for NATO to in-
crease resiliency in some Space functional areas by 
contracting different commercial providers. 

Commercial applications offer a flexible and usually in-
expensive option to make use of Space services.11 The 
idea behind the integration of commercial companies is 
only to get and pay for the service when it is needed. 
But this does not consider the fact that even commer-
cial applications are widely contested. This is especially 
the case in areas where military operations take place. 
Even if these operations are legitimized by a United Na-
tions decision and mandate, they may not be recog-
nized by all worldwide nations as such. The worldwide 
need for information about the local situation can make 
commercial services unusable for NATO or in the best 
case simply more expensive. If there is an additional se-
curity restriction or requirement, due to commercial 
satellite ISR data, by the providing nation or company, it 
can be even worse. To get persistent and affordable 
commercial Space support, NATO has to sign long-term 
contracts with companies. These contracts usually con-
tain a basic payment to ensure priority access as well as 
additional payments, if the service is used more.

From the security perspective, there is also the matter of 
payment costs. Commercial companies usually try to 
make as much money as possible. Potential better-pay-
ing customers can become a challenge for NATO. An-
other security issue could be the company itself, espe-
cially if it is licensed by and located in a non-NATO nation 
and thus governed by national regulations. Therefore 
only companies based in NATO member nations should 
be selected to provide services to NATO. Additionally, the 
data sources have to be monitored tightly. NATO should 
use the political influence of their member nations to 
implement security issues in the licensing processes of 
new commercial companies, as well as the licensing pro-
cesses for new satellites and other applications. It has to 
be guaranteed that in case of a conflict or a ‘critical’ NATO 
operation, neither the opponent nor critical or negative 
media can have the same access to the latest data. It has 
to be made clear that it is not a kind of censorship, but 
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rather for security and military reasons. Delayed publish-
ing of the data, making it unusable for military targeting 
could be a good way to fulfil these requirements.

To gain as much resiliency as possible, NATO should 
sign contracts with certain companies that belong to 
different countries, with priority given to NATO mem-
ber nations. This reduces the danger of being ‘squeezed 
out’ of contracts due to the highly competitive market.

Finally, contracts have to be coordinated, especially 
if a commercial company wants to gain an advan-
tage while being contracted by a NATO nation as 
well as a NATO entity. The overall goal should be to 
avoid as much duplication as possible. With the 
NCIA for SATCOM and ISR and the NIFC for ISR, there 
are two NATO entities established to fulfil this task.

Some examples of commercially available services 
that could and should be available to NATO:

Commercial ISR services are offered by the US based com-
panies Digital Globe12 and Planet,13 or the European Com-
pany Airbus Defense and Space.14 HawkEye 360 is the 
first commercial company that offers SIGINT services.15

Eagle Vision is a military provider of ISR data based on 
commercial imagery mainly out of European sourc-
es,16 contracted by the US Air Force and made availa-
ble for NATO.17 Eagle vision is by contract able to pro-
vide commercial satellite imagery on short notice, but 
only in a previously defined and contracted area. Ac-
cess to these services has been given to NATO by the 
US. The use of this provider spreads the sources across 
more shoulders and makes potential adversaries’ 
counter-Space actions more complicated.

Examples for commercial SATCOM are the Luxem-
bourg based companies GovSat18 and SES.19 
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CHAPTER 8
Recommendations Based on 
the Questionnaire Sent to the 
NATO Nations

A questionnaire of 19 questions was sent out to the 
NATO member nations and the two entities of NATO 
that coordinate or use Space services (NCIA and NIFC). 
The questionnaire was developed for this project, as 
well as an additional one that should define ‘Specifica-
tions of Requirements for a national military Space Op-
erations Centre (SpOC) with regard to potential NATO 
need for information’. This additional project will be re-
leased as a JAPCC project in a similar timeframe to this 
paper. The sent questionnaire is attached as Annex 2.

In total 16 out of 30 NATO nations sent an official re-
sponse to the questionnaire, as well as the NCIA and 
the NIFC. One nation stated that it will not send a  

response because the topic ‘Military and Space’ is not 
represented in its military structure.

Even though only a little bit more than half of the NATO 
member nations responded to the questionnaire, it is 
assessed to be representative because the majority of 
the Spacefaring nations of NATO responded, as well as 
the non-Spacefaring nations that are interested in the 
topic and are active in doctrine development and exer-
cise participation. In further assessment, the nations 
will not always be stated or quoted. If a significant ma-
jority have answered a question similarly, it will be then 
stated as a general answer. In cases of differing answers 
or nation specific procedures, these countries will be 
named. Not every question is specifically stated here 
with its answer. If the answers included duplications re-
ferring to the questions asked, they were merged.

One important question was asked about a SpOC in par-
ticular, is this centre able to fulfil military tasks in Space 
support in operations. Furthermore, it was asked wheth-
er there are developments in the foreseeable future that 
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could lead to a better military capability of a national 
SpOC. Apart from the US, which is the only nation inside 
NATO that operates a SpOC capable of covering all Space 
functional areas, there are four nations that operate a 
military or an intergovernmental SpOC (CA, FR, GE and 
UK). In this case, intergovernmental means including the 
national Ministry of Defence. There are three more na-
tions which have a military SpOC under development (IT, 
PO and SP). Two of them (IT and SP) are currently relying 
on a civilian SpOC, operated by the national Space au-
thority that also serves their military purposes. 

It has to be stated that in the case of Space-based ISR as 
well as SATCOM, the task of the SpOC is defined as oper-
ating and protecting the satellites themselves. The use 
and operation of the payload, responsible for providing 
the services, is under the responsibility of either the in-
telligence communities (ISR) or the communication 
community (SATCOM). In the case of specific services, at 
least one other nation (TU) operates a Reconnaissance 
Command that could be seen as an initial SpOC, but it is 
currently only responsible for the national ISR satellites. 

The four above stated SpOCs, as well as the one in the 
US, offer a 24/7 service on Space support in opera-
tions at least for their national armed forces. In case of 
resiliency, the need for a NATO SpOC is often under 
discussion. If the services of the current five SpOCs 
and the ones planned in the future are used, in the 
author’s opinion, there is no real need for a NATO 
SpOC. What seems to be necessary is a Space Centre 
that coordinates the Space support for NATO in times 
of military operations. A potential role for NATO in sup-
porting or being part of one of these national SpOCs 
would be as a coordinating function by bringing to-
gether the Spacefaring nations of NATO to support 
non-Spacefaring nations that operate only a few satel-
lites and do not have a military option to protect 
them. Whether this would be approved in a consen-
sus or not, as long as NATO remains an agreed upon 
‘non-Space actor,’ the real need for a NATO SpOC is not 
present but the need for a 24/ 7 Space Centre as the 
hub for Space support coordination is given.

As reflected in the questionnaire, there are several na-
tions within NATO that are defined as military Space-

faring nations, based on criteria defined by the author. 
There is no fixed or agreed-upon definition available 
so far which defines a military Spacefaring nation. Be-
sides commonly used, but ‘unofficial,’ definitions em-
ployed at the working level by mainly intelligence 
personnel (and so unusable for academic research) 
there is only one definition available. King and Blank 
have listed three primary actors: US, RUS, CHN as mili-
tary Spacefaring nations and a limited number of 
emerging actors such as some NATO member nations, 
but without further elaboration.1 The main character-
istic and what distinguishes the primary actors and 
the emerging nations from others is the spectrum of 
Space functional areas. Spacefaring nations not only 
develop their own national assets for accessing and 
using Space, but also possess counter-Space capabili-
ties, at least the technology to conduct these opera-
tions. Only the three primary actors proposed by King 
and Blank have this full spectrum of Space capabilities.

In analyzing emerging military Spacefaring nations, 
the author is focusing on NATO member nations. In 
this paper, these nations are defined as those who ful-
fil more than one of several criteria as highlighted be-
low. The operation of either dedicated military satel-
lites or dual-use satellites with a military component, 
not in an experimental capacity, in at least one Space 
functional area, is the first and only essential criteria. 
The second criteria is the existence of a military de-
partment or element, whether at a Ministry of Defense 
or at the service command level, which is focused on 
military Space use and that coordinates all varieties of 
Space support or Space operations. The third criterion 
is the operation of a SpOC or a Space entity, whether 
it be centralized or dispersed, that can be contacted 
by NATO via the nation’s liaison representatives at 
ACO. The fourth criteria is the ability to provide either 
Space-related services or to create products for Space 
support in operations. The fifth criteria is possessing 
the technical abilities in research and development, as 
well as in a proven Space-related industry. The sixth 
criteria is the ability to integrate Space support in op-
erations within the national training and exercise cy-
cle, as well as generating a cadre of military experts 
trained with primarily nationally developed courses. 
The seventh, but not mandatory, criteria is having 
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 access to Space either via national or multi-lateral, 
non-commercial means.

Based on the responses to the questionnaire sent to 
NATO member nations assessed against the seven cri-
teria, the following NATO nations were identified as 
military Spacefaring nations for this study. They in-
clude the US, the only nation that is fully capable in all 
Space functional areas as well as in Space operations. 
The others are CA, FR, GE, IT, ES, TU and UK. While LU 
has highly capable companies that offer worldwide 
SATCOM services, it cannot be categorized as a mili-
tary Spacefaring nation in accordance with the seven 
criteria described above.

A closer look at the Space support products offered by 
the NATO nations suggests that there are some redun-
dancies that may increase resiliency. The only Space 
functional area that is service-wise only provided by a 
single nation is the SEW function provided by US satel-
lites. Based on these data, two more nations besides 
the US out of the Five-Eyes community (CA, UK) offer 
specific SEW-based missile defence products. 

As far as PNT support is concerned, meaning the pro-
vision of PNT products not just the service itself, there 
are more nations capable of providing products. Apart 
from the US, there are four other SpOC functional na-
tions (CA, FR, GE and UK) that offer different PNT or 
NAVWAR related products. The NCIA, as a NATO entity, 
has developed tools that can be used by nations to 
develop and provide PNT and NAVWAR products. 

Militarily usable SSA and SDA products are created and 
distributed by the same five nations at different levels 
of detail. Currently, these are mainly based on US meas-
urement data. This will be changed in the future, when 
other NATO member nations will have access to a wid-
er database by using new national assets and sensors.

Consensus between the answering nations is that the 
already approved channels in ISR and SATCOM should 
not be changed or duplicated within the Space  
support coordination functionality and its process. For 
the WX provision, which has been thus far under 
 METOC’s responsibility, there is a discussion ongoing 

as to whether to keep it with them or give it to the 
Space support coordination functionality. Especially 
for WX, the knowledge and training of the personnel 
are essential. Only competence can prevent misinter-
pretations. It has been proven in exercise scenarios 
that METOC personnel do not have sufficient WX 
training, while Space personnel are better qualified in 
this field of work. 

In the case of Space intelligence, to collect and assess 
Space capabilities of potential opponents – which is by 
definition within NATO under the responsibility of NIFC 
– there is currently only a very limited service available.

Most of the NATO nations are willing to share data col-
lected by Space-based assets, as well as Space related 
services with NATO. Unfortunately, the most hamper-
ing issue is either the classification or the source of the 
data. As far as the classification is concerned, several 
declassified products can be made available, but this 
requires a high level of effort. Also, sometimes the pri-
ority of the products are different and while national 
forces, which could also be under NATO command, 
will get services more frequently or faster, the distribu-
tion to the rest of NATO may be delayed. The two NATO 
entities active in Space support in operations (NCIA 
and NIFC) have agreed by contract, that every service 
and product they offer is available to all NATO member 
nations. The way this procedure will be coordinated 
and decided by the national SpOCs is very similar 
when compared. When an SSR is received by one of 
the nations, mostly via the national SpOC or the de-
fined point of contact, it will be decided on a case-by-
case basis whether and when to answer it. Appointing 
one nation as a framework or leading nation for the 
provision of a specific product could be very helpful. 
That would require NATO to appoint another nation, 
not the US because they are the only nation capable to 
fulfil all tasks and able to respond to all requests. As 
stated earlier, ‘resiliency‘ in this study is defined as en-
suring a specific service or the whole Space support to 
a specific operation by another NATO member nation 
or a group of them. This assessment has the intention 
to put the Space support in operations on a wider sup-
port base and hence take a certain amount of work-
load off the US, as it is mentioned in the NATO treaty as 
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collective support and defence. In this case, all the ad-
ministrative issues and preparations will have been 
done prior to the time they are needed and can then 
just be requested. The future NATO Space Centre could 
then be the turnstile to request, receive and distribute 
the services via a similar method to the DIRLAUTH def-
inition. If there are products of different nations on the 
same Space functional area available, an assessment 
board should be convened that approves the interop-
erability and the standards for NATO use. 

When the nations were asked about agreements and 
memorandums, they stated that all support based on 
Space-based ISR as well as SATCOM is coordinated 
within the J2 or the J6 channels and that there are no 
specific Space functional areas, coordinated via the 
Space support coordination functionality. This was 
specially stated by some NATO member nations (CA, 
FR, GE, UK and US) to avoid duplication in staffing on 

the one hand and confusion on who is responsible for 
requesting these services on the other hand. Never-
theless, in the case of technical questions and the un-
derstanding of the use of these Space-based services 
in general, it is one functionality of the Space support 
coordinating personnel to always be able to give ad-
vice how to use a service and to explain the advan-
tages, disadvantages, as well as the limiting factors.

Considering the national responses to the question of 
the need for additional MoUs or agreements, there is a 
common message. All nations who have responded 
to that question pointed out that, in the first place, bi-
lateral and multilateral agreements have to be signed 
between the NATO member nations before NATO 
could start an initiative to obtain overall agreements. 
The idea came up to install ‘framework’ or ‘lead’ nations 
for certain operations and/or the support of specific 
Space products, as already stated in the products 
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 distribution. Nevertheless, national differences in pri-
ority between national and NATO requirements were 
stated. Already signed agreements with NATO for 
Space support in operations are currently only signed 
with the US for the use of GPS as the primary PNT sys-
tem, as well as the data distribution within the SEW 
service. Additionally, there are agreements signed by 
FR and the US with the NIFC for ISR data within the 
Intel fusion concept. For SATCOM FR, IT and UK have 
signed contracts with NCIA to ensure SATCOM servic-
es for NATO. All services distributed by these standing 
agreements are fully usable within the whole NATO 
community.

Most of the nations have bilateral agreements with 
other NATO partners for specific Space functional areas. 
The widest ‘networks’ of agreements are the Five-Eyes 
nations inside NATO, as well as the Spacefaring nations 
FR, GE and IT. The NATO entities NIFC and NCIA certain-
ly have agreements with all NATO member nations. The 
use of GPS as the PNT system as well as the SEW ser-
vices are agreed and signed between NATO, the mem-
ber nations as well as the US, as the service provider.

To fill the gap of the above-mentioned lacking agree-
ments and MoUs, the answering nations have 
achieved consensus about the way this should be or-
ganized in the future. First of all, there have to be bilat-
eral agreements between nations on data sharing. 
These have to be extended as far as possible on the 
multilateral level. Once agreements have been 
reached, a potential overarching MoU or agreement 
for NATO seems to be a valid requirement. Alterna-
tively, NATO should focus on either commercial sup-
port that is usually releasable to all NATO member na-
tions or NATO should define needs or products that 
are requirements-wise releasable to all. The classifica-
tion level of these products could be low (e.g. NATO 
restricted). At least one nation (TU) stated that is was 
not asked via an official SSR so far, and it had actually 
no need for an agreement. 

The question of how to organize exchange mecha-
nisms and ensure secure data transmission, was an-
swered in principal by consensus. In the case of data 
transmission, data distribution and data exchange, the 

answering nations would like to use existing networks 
instead of new ones that have to be built. The best net-
work to distribute data seems to be the NATO Secret 
WAN (NS-WAN). When deciding to use this network, 
classification and data exchange issues have to be re-
solved which are comparable to the already stated 
challenges. Additionally, it has to be agreed that Space 
personnel working in national positions, but designat-
ed to send data to NATO, are authorized and techni-
cally able to transmit their answers to NATO requests. 
To ensure this, either they or at a minimum the an-
swering entities (e.g. the national SpOCs) have to be 
equipped with a capable workstation. Secure data 
transfer from national systems in the NS-WAN has to 
be ensured and technically realized at these entities in 
the particular data distribution area (e.g. SpOCs). This is 
also vice versa to ensure the secure transmission and 
distribution of SSRs as well. In the case of ISR data ex-
change, the already existing systems INTELFS and 
 BICES seem to be sufficient. Additionally, it is stated, 
especially by some of the non-Spacefaring nations (BE, 
DE), that the whole architecture should rely on secured 
landlines inside the NATO nations’ territories. It should 
also be backed up by a robust and capable  SATCOM 
service. From an organizational perspective, the need 
for a push-/pull-data exchange structure was men-
tioned. The role of AIRCOM in the organization of 
Space support in NATO’s ad hoc operations was out-
lined by FR, which also pointed out again the responsi-
bilities of the JFCs in standing operations as well as the 
requirement of SpSCEs on the tactical level.

Answers to the survey questions on training and edu-
cation pointed out large requirements for all NATO na-
tions, especially the non-Spacefaring nations. While the 
Spacefaring nations offer a certain amount of courses, 
all of them, except the US, have their own require-
ments. To gain a certain level of resiliency by education 
and training, it seems to be essential that as many na-
tional courses as possible should be made available to 
other NATO member nations. The limiting factors in this 
area are also the pending data sharing agreements and 
resolution of the classification issues. In some cases, the 
primary teaching language also limits the number of 
possible foreign attendees. Space related courses at the 
NATO School Oberammergau are open to any NATO 
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nation, but they focus on the NATO specifics. If a NATO 
position has to be filled with a Space expert, simply at-
tending the NATO School Oberammergau Space 
courses is not sufficient.

A lot of NATO nations have already included Space 
support in their national exercises. The degree of in-
tegration of Space support differs between the op-
tion of Space support functional areas or the func-
tional areas that can be provided via national 
capabilities. There is a consensus on the need to in-
clude Space support as much as possible. Some of 
the non-Spacefaring nations of NATO stated the 
need to get training from their more experienced al-
lies. It is likely that in the future, through the support 
of potential bilateral agreements there will also be 
the need for education and training to be formulat-
ed and requested.

Questions on requirements for NATO specific prod-
ucts raised the question about NATO needs. NATO has 
to define what it needs and wants in the area of Space 
resiliency. Some MoUs that are in place should be re-
assessed after a certain time and to include the 
chance to get access to products from different na-
tions. To gain advantage and not to decrease a poten-
tial willingness of nations to provide services to NATO, 
an assessment board to define standards and the us-
ability, especially on national products could be suffi-
cient. In case of the format of products, as long as the 
content is usable and correct, different layouts could 
be sufficient as well. In addition, an assessment about 
specific questions and specific outcomes (e.g. region-
al specifications) could be very beneficial and should 
be used. Finally, the recognition of Space as an opera-
tional domain offers the opportunity to integrate, as 
much as possible, Space support in national as well as 
NATO exercises at all leadership levels. 

In the questions of NATO requirements for specific 
products and services, it was stated again that the 
difference between SSR and RFI as well as SATCOM 
requests has to be specified. NATO must improve 
the SSR process and should avoid duplications and 
confusion. The overall consensus is that NATO has 
to define what kind of Space support it really needs, 

specified for the type of operation. Some nations 
stated within the definition process the assessment 
of potential future areas of operation and specific 
geographical requirements for Space support. If in 
the future NATO has a chance to either formulate 
requirements on future products to the member 
nations or to develop specific NATO required prod-
ucts, in direct coordination with the nations, this 
will be sufficient as well.

Some European NATO nations want to deepen their 
involvement in services and products that are provid-
ed by several EU entities. Nevertheless, the coopera-
tion and coordination not only between NATO entities 
and NATO member nations, but also between the na-
tional SpOCs, has to be improved. If the above-men-
tioned idea of ‘framework-’ or ‘lead-nations’ for specific 
Space related services or products will be discussed 
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further, operator exchanges to gain a common under-
standing may be sufficient to provide products that 
are as standardized as possible for NATO.

Another element of resiliency that was stated by 
FR is finding a process to send SSRs and RFIs to all 
capable NATO nations and not just to one that has 
already provided a specific service or product to 
NATO in the past. This process has to be reassessed 
periodically because the number of capable and 
interested nations is increasing continuously.

Considering the process for NATO requests for Space 
services and products, nations who operate a SpOC 
have given the SpOC as the point of contact for NATO. 
Other nations that are able to provide products, but do 
not operate a SpOC, have listed different entities. It has 
to be coordinated via the responsible NATO Space Cen-

tre that the points of contact are known, including their 
mode of operation (24/7; working hours). The services or 
products provided to NATO have to be identified and 
assessed, because it must be clear to which nation and 
to what entity of the nation the request has to be sent, 
whether it be an SSR, a RFI or a SATCOM request. 

The comments on direct recommendations to NATO 
given by the nations made it evident that especially the 
cooperation between the nations is crucial. As further 
requirements to ensure the availability of services, coop-
eration and coordination were mentioned. One nation 
pointed out that the coordination has to be conducted 
within NATO. It has to be avoided that the same SSRs are 
sent to the nations from multiple different NATO HQs. 
The exchange mechanisms have to be defined clearly, 
especially the responsibilities in SSR, RFI and SATCOM 
requests. CA stated that if it has to take over the Space 
support lead for a specific Space service or for a specific 
NATO operation, it will have consequences on the actual 
staffing which is currently optimized for national needs.

More cooperation in Space related topics inside NATO is 
required. The non-Spacefaring nations would like to have 
better opportunities to be involved in further develop-
ments. This will enable them to gain understanding and 
better train their personnel for future requirements.

The role of AIRCOM as the Space advisor to SACEUR and 
Space support provider was stated by FR and its impor-
tance to standardization and data formats was highlight-
ed. Importantly, the already existing SpSCE at AIRCOM 
should be included in that process, potentially in some 
kind of leading role. In addition to national developments 
and acquisitions on the sensor side, the reliance on either 
direct US Space data or the US generated raw data for fur-
ther Space products will exist for the foreseeable future. 

On the potential requirements for a NATO SpOC or Space 
Centre, the answering nations agreed on establishing  
a robust data exchange infrastructure. Staffing-wise 
the need for trained and capable personnel is consid-
ered critical, especially for providing Space support. A 
requirement should be set in the future for getting 
trained personnel first, instead of the national basis  
of allocation, where personnel could not fulfil the 
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 individual standards needed to act on a NATO Space 
position. General knowledge of the classification and 
declassification process of data is also required within 
the Space support coordination functionality.

Finally, a question was posed about a potential future 
role of NATO in Space, implying additional responsibili-
ties that go far beyond the already existing role. Con-
sensus of the nations on this point is that NATO has to 
define its requirements. Based on the NATO Policy on 
Space Support in Operations and the Overarching 
Space Policy, the need for products and services and 
the concept of how to organize this is assessed to be 
the first step. If all of these requirements are already for-
mulated, then they need to be provided and better ex-
plained to the nations to reach a common understand-
ing and a consensus for everything that follows.

In the case of the lack of agreements and the classifi-
cation issues which may take longer to be solved, it 
was mentioned that NATO should focus more on 
commercial providers to close potential gaps and 
mitigate those issues. It is stated that there has to be a 
single entity for NATO that negotiates contracts and 
acts on behalf of all NATO members as a smart cus-
tomer. This could also mean, at least for the Space 
support functional areas, only one entity to be re-
sponsible. This is especially true for ISR, where most 
the problems in classification and data exchange are 
anticipated by the nations.

Already established ways of data exchange and Space 
support should be kept. Potential new ideas and 
changes in the NATO Space support structure should 
be assessed and should support the established pro-
cesses and not compete with them. BE stated that 
NATO has to be heard in the capability development 
phase of national Space support structures and has to 
define and discuss its needs as early as possible to 
give smaller nations the chance to contribute in niche 
areas, where they can best support the overall struc-
ture within their financial and personnel resources. Fi-
nally, Space support topics should be included in the 
NATO Defense Planning Process (NDPP). The aim is to 
find shortfalls and identify dependencies to give these 
back to nations for further development. That may 

lead to assessments in national programs to mitigate 
shortfalls and contribute to NATO needs in the future.

All responding nations agreed that NATO’s role in the fu-
ture is to coordinate, either by finding the right standards 
and formalizing them or by requesting and distributing 
the right services and products. Therefore, the standards 
and products of the nations have to be assessed and 
made available and usable for NATO applications. 

Discussing the topic of training and exercising, the 
consensus is to include Space support in operations 
for as many exercises as possible, which includes na-
tional ones, if NATO is invited to join.

In the preparation of operations, NATO’s role could be 
the coordination of the preparation of the environ-
ment, whether in Space Intel or as identifying NATO’s 
needs in Space support for the specific operation. This 
identification of needs must be coordinated with the 
other domains to gain as much understanding for the 
whole process and dependencies as possible.

IT sees a potential future function of NATO in the 
building of trust within the alliance to sharing poten-
tial malfunctions and interferences of national Space 
systems across the alliance. Additionally, it sees NATO’s 
function as giving the alliance good internal insight 
into a nation’s capabilities by letting them know who 
to ask when a specific service or product is requested.

Finally, it was stated that one enormous element to 
gain resiliency in operations is to keep training to fight 
in any environment without any Space support.

1.  King, M. and Blank, L. (2019), International Law and Security in Outer Space: Now and 
Tomorrow. (online) Cambridge: Cambridge University Press. Available from: https://www.
cambridge.org/core/services/aop-cambridge-core/content/view/2591D90C09C4A9375D
E81F750DA98DDE/S2398772319000151a.pdf/international_law_and_security_in_out-
er_space_now_and_tomorrow.pdf (accessed 17 Feb. 2020).
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CHAPTER 9
Overall Assessment and  
Recommendations

Based on the definitions of resiliency presented in the 
chapter ‘discussion on resiliency definition adaptable 
for Space’ and finally based on the comments made 
and requirements stated by the nations, within the 
context of the questionnaire, there are a certain num-
ber of options for NATO to increase its resiliency. 

9.1 Definition of NATO Needs

NATO has to define its needs for Space support. A spe-
cific assessment has to be done to find out which 
command level and which domain needs what spe-
cific Space related information, service or product.  

Actually, a good example is the established ad-hoc 
Space Weather Working group. As a next step, we 
must ensure that already established responsibilities 
in Space support will be kept. It has to be made clear 
that the Space support coordination functionality is 
not responsible for all types of Space support in op-
erations. As already stated, ISR and SATCOM are Space 
support functional areas that are outside of the Space 
support coordinating process. To clarify this, NATO has 
to change the existing SSR process, which incorrectly 
includes these functions and as a consequence often 
causes confusion.

After defining the support or products needed, which 
are then coordinated by the Space support coordina-
tion functionality, NATO has to ask the member nations 
about the optional support they are willing to provide 
to NATO. To start that process, a general questionnaire 
for the nations about the existing support products 
seems to be necessary. As an annex to the answers the 
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nations should include a list, as well as examples of their 
products, which can be shared with all NATO member 
nations. These products and services then have to be 
reviewed by the NATO Space support coordination 
functionality and the nations as well. Especially for 
products that include assessments and forecasts, this 
process will take a longer period of time and offers the 
chance to compare these forecasts to the effects meas-
ured when they occur. After this process, certain na-
tional products can be declared as proven and usable 
for NATO. Another critical assessment in the process of 
reviewing national products for their usability for NATO 
is ‘standardization.’ All products have to be converted to 
a standard data format that is usable by existing soft-
ware programs employed by NATO. This is an additional 
chance to reduce the file size to ensure smooth data 
transfer inside secured networks under low bandwidth. 
In this process, the topic of sharing agreements and 
classification has to be kept in mind. For further devel-
opments, a periodic actualization of the already known 
products or the introduction of new ones should be 
implemented. In the author’s opinion, this task could 
be fulfilled by the NBiSCSWG, until the NATO Space 
Centre is fully established. Then the Space Centre 
should take over this responsibility.

9.2 Doctrine and Agreements

As discussed earlier and specifically mentioned by the 
NATO member nations, the data-sharing agreements, 
as well as the MoUs, are a crucial element for achiev-
ing more resiliency. As stated earlier, the implied pro-
cedure for solving this problem should be to start 
with bilateral agreements and then extend them to 
include more nations to provide overarching under-
standing and applicability NATO wide. This process 
will be even more complex if the classification issues 
are included as well. 

One complicating factor is that products based on clas-
sified data, shared between two nations or a group of 
nations, cannot be shared with other nations outside 
the existing agreement, especially on the higher classi-
fication levels. When procedures for resiliency are de-
veloped, NATO should start with the lower classification 

level products. Even these, based on lower classified, 
but approved data, are usable for NATO operations. 
When a process for sharing new Space support prod-
ucts for NATO is started, this should encourage the 
member nations to discuss and sign agreements at a 
lower classification level (e.g. NATO restricted) to make 
sure that these products and services can be shared 
alliance-wide. These products could be less accurate 
than the one available at a higher classification, usually 
due to the lower classification of the raw data. Howev-
er, in the author’s opinion, even lower classified prod-
ucts are still valid and approved on an accuracy level 
that is usable for military operations. NATO should 
avoid, solely due to classification issues, using products 
that rely on open source and unapproved data. This is 
also the case for exercises and training.

Finally, when it comes to Space services like PNT, 
where NATO has the chance to gain resiliency by us-
ing more systems now, NATO should accelerate the 
process for making the Galileo service available for 
NATO as a supporting system to GPS. Therefore MoUs 
between the EU and several NATO member nations 
outside the EU have to be signed. Once this has been 
done, existing STANAGS regulating the PNT use for 
NATO should be adjusted.

9.3 Organization, Structure and Staffing

Even now, when Space acts based on its new status as 
a domain, it has ensure that cooperation, not only be-
tween NATO and its member nations, but between the 
member nations themselves and also the cooperation 
between the other domains as well as the relevant staff 
functions inside the HQs will be increased significantly. 
To establish a resilient SDA, the interaction at least of 
the staff functions J2 (INTEL), J3 (OPERATIONS), J5 
(PLANS), and the Space support coordination function-
ality has to be increased.

Within the domain, installing a NATO Space Centre and 
a direct advisor element to SACEUR is required. In the 
author’s judgement, both of them should be estab-
lished within the same organization. If NATO follows in 
principal the US approach to organizing its Space 



47JAPCC  |  Resiliency in Space as a Combined Challenge for NATO  |  August 2021

©
 T

or
ia

 / S
hu

tt
er

st
oc

k.
co

m

 support, as it already does, the NATO Space Centre has 
to be established at AIRCOM as already agreed upon in 
October 2020. Within the framework of AIRCOM, it can 
also take over the operational responsibility of Space 
support inside the JFAC for NATO operations as long as 
only one JFC is involved. To ensure this, DIRLAUTH 
 authorizations have to be established. Due to its fore-
seeable realistic tasks and responsibilities, it should be 
named as simply Space Centre. On the SHAPE level, no 
additional Space Centre is required. In the author’s 
opinion, the role of the permanent SHAPE personnel is 
to be a part of the doctrine work, as well as being re-
sponsible for the peacetime contracts, MoU and agree-
ment work. This includes the force generation responsi-
bility in preparation for an operation and DIRLAUTH 
negotiations between the NATO nations and its entities.

Additionally, the Space Centre can take another sig-
nificant step in the direction of resiliency, if it follows a 
courageous approach. As stated in the previous chap-
ters, the threat to Space systems is real and significant, 
especially in operations against near-peer or peer op-
ponents. Threatening Space systems is a high-level 
deterrent for an opponent against NATO member na-
tions, especially if they only operate a limited number 
of assets that have additional national governmental 
tasks to fulfil, apart from their military requirements. 
The CSpOC offers a chance for the Spacefaring na-
tions within NATO to support the other nations in pro-
tecting their assets when they are not able to, espe-
cially at the threat levels stated above. The role of the 
NATO Space Centre could then be to take over coordi-
nation between NATO member nations, both inside 
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and outside the CSpOC organization, to ensure the 
support as a kind of ‘privileged partner’ to the CSpOC, 
while keeping NATO’s agreed upon role as a non-
Space actor. This is a good example that duplications, 
in this case a SpOC is not needed for NATO, could be 
avoided. To have at least the chance to discuss such 
an approach further, executing the above mentioned 
MoUs and agreements should be top priorities.

The NATO Space domain recognition will very likely 
trigger a request for additional personnel. The already 
existing structures inside the NATO Command Struc-
ture (NCS) on the strategic and operational levels 
seem to be sufficient. The major shortfall is currently 
the staffing of the already existing positions either 
with trained personnel or any personnel at all. Espe-
cially the Air and Space Policy Centre inside the 
 AIRCOM HQ, which has already six Space related 
 positions, can be transformed as the nucleus of the 
required Space Centre without an urgent significant 
increase of personnel. It has to be assessed further, 
whether there is a need to establish an OF-5 (Colonel) 
position as the head of the Space Centre. It could be 
sufficient to have a rank equivalent here, which then 
interacts with the commanders of the national SpOCs 
of the member nations. Nevertheless, it has to be con-
sidered that even the rank equivalent will potentially 
increase the resiliency, but will not get the authority 
that a DS4 or equivalent in a national position has.

If the NATO member nations agree on additional per-
sonnel, in the author’s opinion, it would make sense if 
NATO encouraged the nations to establish new posi-
tions mainly on the tactical level, where currently no 
positions are planned. This will give the tactical level 
HQs the option to integrate Space support in opera-
tions directly. It will also help to increase the resiliency 
significantly on that level due to the inclusion of a per-
manent member in the HQ, who could be fully inte-
grated into all planning processes. This person could 
also be the initial member of a SpSCE that could be 
augmented if needed for a NATO operation. The posi-
tion shall also be responsible for fostering the coop-
eration inside the HQ processes. Recognizing that the 
number of trained Space personnel is limited within 
the NATO member nations, except for the USA, any 

potential request of NATO should not be focused on 
the Staff Officer level (OF-3/4). If trained personnel on 
the officer level (OF-2 Captain or equivalent) or in the 
higher ranked NCO levels  (OR-7/8/9) are available, 
they should be sufficient when being fully integrated 
into the processes. 

The Integration of more commercial services can be 
seen as one element of resiliency. Especially if you 
keep the overall classification and data sharing chal-
lenges in mind, based on pending or missing agree-
ments. The obvious advantage is the chance to share 
all data with the whole alliance, if NATO or one of its 
entities are the customers of the commercial compa-
nies. To negotiate as strongly as possible on the com-
mercial market, NATO should act as a smart customer 
via one responsible entity. The availability of commer-
cial services could be problematic in times of inten-
sive military competition with technically developed 
opponents that are popular in the world, especially 
with the media worldwide. To ensure constant sup-
port by commercial companies, especially in case of 
an increased number of financially strong customers, 
some well-prepared arrangements are needed. Fur-
thermore, it has to be ensured that the priority for 
NATO’s required services will not be changed. If NATO 
needs to gain more services on short notice and does 
not want to compete with other customers, long-
term and often costly contracts are required to ensure 
the support needed is available on demand. In case of 
classification and military relevance, especially for 
Space-based ISR support, a timely delay for data 
should be contracted as well, which means that if this 
data is distributed further by a commercial company 
to customers other than NATO, it must ensure that it 
has no further tactical and operational relevance for 
NATO. This implies a constant observation of the com-
mercial market to see what is available and what 
chances and vulnerabilities these worldwide develop-
ments can cause. In the area of  SATCOM services, es-
pecially the new technologies  based on large-scale 
constellations, should be made available for NATO. On 
the one hand, this includes smart contracting with the 
companies and on the other hand it requires a techni-
cal preparation of the ground infrastructure by NATO, 
mobile as well as fixed.
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It has to be included in the implementation plan whom 
is responsible at each stage of the implementation 
since Space has been recognized as an operational do-
main by NATO in November 2019. Therefore, the already 
existing structures should be used and adapted, but 
with more inclusion of the interested NATO member 
nations. That seems to be necessary while the domain 
recognition will change the importance within the 
planning processes significantly. The NBiSCSWG should 
be the vehicle to start this process. Whenever the first 
standing NATO Space  entity is established, it should 
take over the lead this responsibility but still act in close 
collaboration with the NBiSCSWG. This Space entity 
may be the Space Centre that should be established ac-
cording to the domain recognition paper. Therefore it 
has to be assessed very thoroughly, where this Space 
Centre will be established. The function of being a di-
rect advisor to SACEUR as well as the structure de-
scribed in the Space support coordination process, 
gives even more credence to the argument to establish 
this centre at AIRCOM to avoid duplication in other HQ 
levels in NATO, not only because of the staffing require-
ments, but also because of operational needs. 

Currently, there is no duplication of effort nor overlap 
of Space-related areas of responsibility. The major 
concern is whether this efficiency will change when 
forces adapt their structures and functions due to 
the recent declaration of Space as an operational 
 domain. NATO has the opportunity, now, to prevent 
duplication by performing a critical analysis of all 
 requests for additional Space-related positions for 
unit establishment.

9.4 Training, Education and Exercises

The often-claimed need for training and exercises has 
to be ensured by integrating Space in as many exer-
cises as possible within NATO. For member nations 
that want to include this training in national exercises, 
but do not have their own Space support coordinat-
ing functionality, NATO could offer support. The need 
to ensure a nearly constant availability of Space smart 
personnel to support exercises, underlines the re-
quirement for personnel on the tactical level to act 
like an initial SpSCE. 
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Personnel assigned to NATO must be trained in ad-
vance by the contributing nation and meet all the 
 requirements of the position. Normally, only NATO-
specific training is planned to be undertaken after the 
deployment. For the Space discipline, this reduces the 
potential number of contributing nations to the small 
collection previously defined as military Spacefaring, 
when education and training is restricted to only those 
nations. Otherwise, it requires that courses be made 
available NATO-wide, which can be either national 
courses open to other nations, or courses taught at 
NATO entities such as the NATO School Oberammer-
gau to give non-Spacefaring nations inside NATO the 
opportunity to have their personnel trained.

NATO offers the ‘Introduction to Space Support’ 
course at the NSO which is open to all NATO member 
nations. This course contains basic information on 
Space support in NATO and is mainly designed to 
train personnel that will collaborate with NATO Space 
support staff. This could be national personnel desig-
nated to interact with the NCS, as well as those that 
interact with the Space support coordination func-
tionality such as J2 or J6. The course is not overly de-
tailed and does not prepare a student with no Space 
support background to perform in a NATO Space sup-
port coordination position. 

Nevertheless, the course is assessed to be highly im-
portant, especially due to the increasing importance of 
the Space domain to military operations. In contrast, 
the number of requests for training is slightly decreas-
ing, dropping from 64 in 2015 to 47 in 2019. The num-
ber of students being trained is nearly constant, at 
around 20 to 21 students per class over the last five 
years, with the lowest being 14 (December 2016) and 
highest at 28 (December 2015).1 The course has two 
terms per year and has an overall capacity of a maxi-
mum of 44 students per year. This trend reflects the 
willingness of the nations to train additional personnel, 
and this decreasing trend should concern NATO. Con-
sidering the continuously increasing importance of 
Space support, it is the author’s opinion that, in future, 
even more students must be trained. It is essential for 
NATO to encourage nations to contribute more per-
sonnel to the ‘Introduction to Space Support’ course in 

order for the students and their nations to gain a deep-
er understanding of how Space can support military 
operations. The trend of decreasing participation must 
be stopped within the next few years. Furthermore, the 
requirement for education due to the Space domain 
declaration is increasing, so consideration must be giv-
en as to whether a third term should be implemented 
to facilitate demand in the future.

Apart from the ‘Introduction to Space Support’ course 
at the NATO School Oberammergau, eight NATO 
member nations have listed national courses in the 
Discipline Alignment Plan (DAP).2 Six of these nations 
offer national Space fundamental courses, but only 
three of them are offered to either NATO in general or 
to selected NATO member nations based on data-
sharing agreements. Nations usually do not offer any 
kind of advanced Space courses to NATO. The only ex-
ceptions are for advanced courses on very specialized 
topics like SAR, geospatial analysis or WX. Within the 
Electronic Education and Training Opportunities Cata-
logue (ETOC), NATO lists courses that belong to certain 
disciplines such as Space.3 These courses can be taught 
at the NATO School Oberammergau or at other NATO 
entities, such as NATO accredited CoEs or at training 
and education centres of NATO member nations. Cur-
rently, ETOC lists only the ‘Introduction to Space Sup-
port’ course. It is the author’s opinion that all military 
Spacefaring nations are able to train and educate their 
personnel to fulfil the requirements for serving in 
Space positions inside the NCS. The information in the 
DAP, as well as in the ETOC tool, demonstrates which 
courses are open to personnel of the non-military 
Spacefaring nations NATO or NATO member nations.

Nations design courses primarily to meet national 
needs. Nevertheless, there is no doubt that the con-
tent permits personnel in their own nations to become 
well-trained, whether through basic or advanced 
courses. The challenge for NATO, and in the author’s 
opinion, an important role for NATO in future will be 
the coordination of training and education for the per-
sonnel of non-Spacefaring nations. Therefore, it is nec-
essary to assess the content of a nation’s courses to 
determine if they satisfy NATO requirements, especially 
taking into account that the courses must most likely 
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be adjusted due to classification issues, when interna-
tional students are in attendance. An additional argu-
ment for a review of the national course content is to 
confirm that all Space functional areas are included. It 
is highly likely that these national courses incorporate 
some, but not all, Space functional areas or that they 
are focused only on those areas made available by na-
tional means. NATO should encourage the course con-
tributing nations to allow NATO to review course con-
tent in order to assess compliance with NATO 
standards. After this process has been finished, NATO 
can then approve or accept the courses and offer 
them via the ETOC. To make as many courses available 
as possible, NATO should encourage more nations to 
offer their courses for NATO members. Having more 
personnel trained improves resiliency and is a key ele-
ment in achieving burden-sharing.

Securing attendance on a national Space-related 
course could be problematic, similar to the arrange-
ments for sharing Space products and services, in that 
it may require establishment of official MoUs and data 
sharing agreements. Negotiating these arrangements 
and coordinating training opportunities for all NATO 
member nations could be part of NATO’s future role as 
well, but success will depend on the nations’ willing-
ness to commit to these agreements.

The development of the ‘Space Coordinator Course’ at 
the NSO, which should be available in 2021, has been 
governed by NATO requirements and the special role 
of NATO as a coordinating entity in Space support. 
This course provides NATO with an excellent opportu-
nity to educate and train personnel already experi-
enced and trained in national courses, as described 
above, on the specifics unique to NATO. This course 
should be mandatory for newly assigned personnel 
within the NCS, especially when serving in Space sup-
port coordination positions. Currently, plans are to 
conduct one term of the one week course per year. As 
long as the number Space support coordinating per-
sonnel in the NCS remains below 40 positions, the ca-
pacity will be sufficient. However, if the cadre of Space 
support coordinating personnel in NATO´s Space or-
ganization exceeds 40 positions, consideration must 
be given to increasing the training capacity.

For Schriever Wargame 2020, a NATO delegation has 
been invited to participate. It is yet unknown if this is 
in the capacity of an observer or to play an active role. 
Further details cannot be discussed due to classifica-
tion issues. It is the author’s opinion, based on previ-
ous experience that the NATO team should consist 
not only of Space personnel, but rather a delegation 
consisting of leadership personnel from across all staff 
functions that rely on Space services and data. This 
delegation, supported by Space personnel, will bring 
the most benefit for strategic and operational plan-
ning within the NCS by enabling a greater collective 
understanding of the worldwide connections and de-
pendencies on Space support in both the military and 
the civilian environments. This statement is also valid 
for potential further initiations of NATO delegations to 
other Space focused exercises.

For the major NATO exercises, where training on the 
Space support coordination process is conducted, it is 
always a challenge for organizers to gather enough 
qualified personnel, especially when it is an exercise 
planned by the Joint Warfare Centre (JWC). This is a 
challenge because there is only a very limited capacity 
internally at the JWC to prepare and conduct the 
training. On the one hand, the SpSCEs have to be fully 
staffed to support the training audiences, meaning it 
is adequately augmented to support an operation, in-
cluding at the tactical level. This level of effort would 
employ more than the existing number of personnel 
qualified in Space within the NCS. On the other hand, 
there are additional personnel required for exercise 
control, OPFOR and for the assessment and evaluation 
process. For example, during Exercise Trident Javelin 
2017 the overall Space team consisted of 44 positions, 
similar to the two follow-on exercises (with 45 and 42 
positions each) and this numbers are planned to be 
increased to more than 60 positions for Exercises Tri-
dent Jupiter 19-2 and Steadfast Jupiter/Jackal 20. 
These numbers demonstrate the need for additional 
personnel to be temporarily recruited from the na-
tional positions of the NATO member nations. This re-
source requirement offers opportunities to keep for-
mer NATO Space personnel trained and qualified for 
future postings. Alternatively, they might train nation-
al personnel, especially from smaller NATO member 
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nations, helping them to educate and train their per-
sonnel for potential future NATO postings. Overall, this 
exchange of training and education builds resiliency 
by creating and sustaining a kind of virtual Space cad-
re which aims to have sufficient numbers of qualified 
personnel available to augment the Space support 
coordination positions whenever needed.

Training and education has to be fostered between 
the staff functions inside the HQs. At a minimum, a 
placeholder for Space support in operations has to be 
included in any kind of military planning processes at 
every level. Even if there are no trained personnel in 
place immediately, it has to be ensured that the lead-
ership is aware of the role of Space support in opera-
tions, its opportunities and vulnerabilities as well as 
the process to request it. Playbooks or handbooks on 
Space support in operations developed by NATO, cov-
ering NATO’s processes and structures for non-trained 
personnel, will be very helpful to integrate and create 
understanding.

For the improvement of SDA, the interaction between 
J2 (INTEL), J3 (OPERATIONS), J5 (PLANS) and the SpSC-
Es seems to be crucial. Having the chance to brief the 
topics inside certain specific courses will promote 
deeper knowledge and understanding. The interac-
tion and understanding between the J2 (INTEL), J6 
(COMMUNICATONS) and the Space support coordina-
tion functionality in planning and understanding 
should be similar. Clarifying the responsibilities and re-
quest procedures, but also finding sensible and effec-
tive ways to support different nations based on specific 
knowledge levels, will have major impacts on general 
resiliency. 

On the subject of gaining resiliency by training and 
education, the NCIA is an important organization to 
help out. As stated earlier, the NCIA offers some al-
ready developed tools as an additional capability. The 
nations should take advantage of these capabilities in 
combination with the offered education and training 
to build a robust and capable capacity in NAVWAR, 
first for themselves and later for NATO. To do so, it will 
be necessary for a nation or several nations to take 
the by NCIA developed prototypes and enhance 

them to be used for national purposes. Once this is 
established, the products can be assessed for usabili-
ty across NATO. When accepted by the NATO mem-
ber nations as an additional standard product, they 
will gain the resiliency that is required for the future. 
The example of NAVWAR, supported by the research 
and development activities of NCIA, shows how 
NATO can use its entities for further developments to 
benefit the entire Alliance.

9.5  Technical Improvements and  
Exchange Mechanisms

Technical improvements to gain resiliency for NATO are 
quite limited. In the current environment, NATO can 
only focus on its owned and operated ground infra-
structure for SATCOM. The responsible entities within 
NATO should monitor the technical developments as 
well as the new systems of its member nations to keep 
up with the infrastructure on a technical level, so that it 
can use as many systems as possible. This includes 
commercially available systems or national ones, as 
long as the operating nations have at least stated some 
kind of willingness to offer the service to NATO. For 
 SATCOM, there is an option to use the services of the 
upcoming mega-constellations based in LEO. 

Increasing the NATO resiliency in Space support in op-
erations would also be a potential chance for NATO to 
be integrated in national projects, if the nation is willing. 
NATO could define requirements or technical advice to 
make the Space system, service or product directly us-
able for NATO. This potential role can only be based on 
the willingness of the offering nations, but this would 
be an option to realize projects by using combined 
funding. NATO will not be a Space actor, but it could at 
least participate more deeply in services than it is now.

The second technical improvement of NATO, in order 
to increase resiliency, refers to data exchange mecha-
nisms and standards. As it is stated by several nations, 
there is no need to develop and establish new sys-
tems. NATO already operates secure networks that 
can be used to exchange Space-related data and 
products. The existing secure NATO network seems to 
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be sufficient. The challenge is to get the data, service 
or products into the network. As stated earlier, the na-
tional SpOCs or points of contact are the ones who 
create the data based on NATO needs, and they 
should also be the ones to feed it into the secured 
NATO network. Having a NATO body that has the 

 authority to transfer the data does not seem to be an 
efficient solution, because in the worst case, it would 
have to be connected to at least one national system 
per member nation. In the author’s opinion, it is im-
portant to connect each SpOC or point of contact 
that can feed in Space data, services or products to 
NATO’s secured network and equip them with a tech-
nical solution to exchange data between their national 
system(s) and the selected secured NATO system on 

the agreed appropriate classification level. In order to 
realize this, there is a need for national personnel to 
have access while supporting NATO, but not being in-
side the NCS. The demand has to be defined based on 
the national structure of the providing nations. This 
could be focused on named personnel or better on 

functional positions. Because this may have an influ-
ence or impact on the national Space support coordi-
nation structure of member nations, NATO should 
encourage the nations to do their own analysis. For 
national Space support coordination or SpOC struc-
tures that are currently under development or in the 
build-up phase, the previously mentioned study by 
JAPCC on NATO requirements for a national SpOC to 
support NATO is a valid document to consider.
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Exchange systems for the Intelligence, SATCOM and 
SEW services that already exist and are well tested and 
should not be touched in principal, but some kind of 
interoperability tool to be able to transfer data be-
tween these NATO systems seems to be necessary. 
This could be realized either as a technical application 
to exchange data on the existing classification levels 
or via a single centre for data transfer between the 
NATO owned systems. The single centre will poten-
tially delay the transfer, but could be used as the entity 
to ensure compliance with the MoUs and agreements 
that have to be signed to enable this process.

9.6  Potential Further Roles  
and Responsibilities

If in the future the decision is made to purchase 
 NATO-owned satellites again, as it has been with the 
former NATO communication satellites, it is assessed 
that this would not require the establishment of a 
NATO SpOC. If this decision is made to operate NATO-
owned satellites, they will likely be operated by one of 
the Spacefaring nations on behalf of NATO. This na-
tion could fully rely on its national infrastructure and 
potential protection services offered by the CSpOC.

If future conflicts will be fought out in Space and not 
just be significantly supported by Space services and 
products, the described role of NATO in this study has 
to be reassessed based on future developments. In 
the author’s judgement, there will be no significant 
changes in the mid-term timeframe. NATO still has to 
use its SDA, which must be further developed, to con-
tinuously reassess the overall situation. A chance for 
NATO to participate in multinational strategic high-
level exercises or wargames focused on conflicts in 
Space, would seem to be sufficient as well.

Resiliency in Space and the capability to conduct com-
bined actions in Space, based on the given definitions 
of this study, will be future key elements for NATO’s de-
terrence. The capability, capacity and willingness of the 
alliance to adapt to the Space domain, shows its com-
bined strength, and demonstrating this as transpar-
ently as possible will underline NATO’s future role in 
keeping the peace and security worldwide.

All the requirements and assessments addressed in this 
study have to be discussed further. Therefore the NATO 
member nations, as long as they are interested in Space 
development, have to be integrated. As stated earlier, 
NATO has established the NBiSCSWG to be the entity 
for Space developments. In this profound situation 
with the integration of the Space domain in NATO, it 
may be beneficial for the alliance to also integrate enti-
ties outside the NCS in this process. While keeping up 
the momentum, this could be a fruitful approach to 
define further requirements and advice for the poten-
tial changes necessary in the NATO Space support co-
ordination functionality, without being too focused on 
already existing structures and dependencies.
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ANNEX A 
Definitions and Acronyms 

Apogee   Apogee describes the point of an or-
bit around the Earth where the satel-
lite has the highest altitude over the 
Earth surface.

ACO  Allied Command Operations. Strategic 
level authority of NATO, located at 
SHAPE.

ACT   Allied Command Transformation. Al-
lied command focussed on all kinds 
of further development within 
NATO, located in Norfolk (US).

AIRCOM located in Ramstein (GE)

AJP  Allied Joint Publication

AUS  Australia

BeiDou-III   GNSS operated by the Chinese 
 military. Augmented from the RNSS 
BeidDou-II which came operational in 
2014. BeiDou-III was claimed opera-
tional in July 2020 (http:// en.beidou.
gov.cn/).

BE  Belgium

BICES  a secured NATO network

NBiSCSWG   NATO Bi Strategic Commands Space 
Working Group is currently the highest 
entity in NATO for Space support devel-
opments. It is chaired by ACO and co-
chaired by ACT on the Lt Col (OF-4) 
level. Members are NATO entities and 
commands as well as NATO- and NATO-
cooperating nations. All members are 
invited and participate if possible. The 
group meets twice a year.

CA  Canada

CHN  People's Republic of China

CoE   Centre of Excellence. NATO accredit-
ed entities outside the NCS that sup-
port NATO. 

Constellation   A constellation is a number of satel-
lites that interacts to gain a wider 
coverage or a better revisit rate.

COTS   Commercial-off-the-shelf. Technolo-
gy and products that are commer-
cially available to anybody.

CSpOC   Combined Space Operations Centre. 
Multinational US-led Military Space 
Operations Centre, located  
in the Vandenberg Air Force Base, 
California (US).

CZ   Czech Republic.

DAP   Discipline Alignment Plan. Overview 
on courses offered by NATO nations 
or NATO entities on a specific topic 
and who can attend them.

DE   Denmark

DEW   Directed Energy Weapon. A power-
ful energy system that can cause 
 irreversible damage in this case to a 
satellite in Space. The most ad-
vanced worldwide developments 
use laser or microwave emitters.

DIRLAUTH   Direct Liaison Authorized. This  
a ‘by-pass’ like coordination author-
ized to minimize the coordination 
time. For Space support in NATO it 
has to be negotiated and defined 
prior to an operation, most likely 
within the force generation pro-
cess.
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ETEE   Education, Training, Exercises and 
Evaluation

EHF   Extremely High Frequency. Frequen-
cy Band between 30 GHz and 300 
GHz. It offers the most protected 
communication service even in hos-
tile environments, but with relatively 
low data rates to fixed and mobile 
users.

ESA  European Space Agency

ES  Spain

EU   European Union. Political and eco-
nomic alliance of 27 European na-
tions. Except Austria, Cyprus, Finland, 
Ireland, Malta and Sweden all nations 
are members of NATO as well.

EUSST   European Union Space Surveillance 
and Tracking initiative. Established in 
2014 and currently conducted by the 
five Spacefaring nations of the EU (FR, 
GE, IT, SP and UK104) on monthly bas-
es. It was enlarged in 2018 by three 
other nations (PL, PO and RO) who 
will be fully included in the service 
provision once their SpOCs are certi-
fied. (https://www.eusst.eu/)

ETOC   Electronic Education and Training 
Opportunities Catalogue

Five-Eyes   Common term to describe the na-
tions AUS, CA, NZL, UK and US in 
their military and security coopera-
tion.

FR  France

Galileo   is a civilian GNSS operated by the 
EU. It consists of a minimum of 24 
satellites on three orbital planes. 
There is at least one spare satellite 

per orbital plane planned. The in-
clination is 56°. GALILEO offers a 
militarily usable service with the 
Public Regulated Service (PRS). 
(https://www.gsa.europa.eu/)

GE  Germany  

GEO   Geostationary Earth Orbit or Geo-
synchronous Earth Orbit. This orbit 
has an altitude of roughly 36,000 km 
above the equator. Satellites in this 
kind of orbit circle around the Earth 
with the speed of the Earth’s rotation 
rate, which means that they can al-
ways be seen at the same position in 
the sky. The orbital period is around 
24 hours.

GLONASS   Globalnaja Nawigazionnaja Sput-
nikowaja Sistema, GNSS system op-
erated by the Russian Space Agency 
Roscosmos, financed by the military. 
(https://www.glonass-iac.ru/en/)

GNSS   Global Navigation Satellite System. 
The generic term for global satellite 
based navigation systems like GPS or 
GLONASS.

GPS   Global Positioning System. Also 
called NavStar GPS, is a military GNSS 
system, operated by the US military. 
It consists of a minimum of 24 satel-
lites on six orbital planes. There are 
several spare satellites to create a ro-
bustness in case of technical issues. 
The inclination is 55°. (https://www.
gps.gov/)

GR  Greece

HEO   High Elliptical Orbit. An orbit with a 
very low Perigee over the southern 
hemisphere (usually 200 to 1,000 km) 
and a very high Apogee over the 
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northern hemisphere (usually 40,000 
up to 60,000 km). Orbits like this 
have an orbital period of roughly 
12  hours and allow a visibility of 
roughly 10 hours over the northern 
hemisphere. They are often used for 
SATCOM and OPIR. A minimum con-
stellation of three satellites offers a 
24/7 coverage of the northern hemi-
sphere. A special HEO used by Russia 
is the Molniya orbit.

HU  Hungary

Hyperspectral  A coloured image based on  
image   multiple, usually more than hundred 

spectral bands.

IMS   International Military Staff. The highest 
international military staff element in 
NATO, located at the NATO Headquar-
ter in Brussels working for the MC.

INTELFS  a secured NATO network

ISR   Intelligence, Surveillance and Re-
connaissance.

IT  Italy

JFC   Joint Forces Command, NATO has 
currently two JFCs operational, one 
is located in Brunssum (NE) and the 
other in Naples (IT). A third one is 
currently in the build-up phase at 
Norfolk (US).

LANDCOM  located in Izmir (TU)

LEO   Low Earth Orbit. Satellites in these 
orbits have usually an altitude be-
tween 200 and 1,500 km above the 
Earth surface. The orbital period is 
between 90 and 100 minutes.

LU  Luxembourg

MARCOM  located in Northwood (UK)

MC   Military Committee. Senior military 
authority in NATO and the oldest 
permanent body in NATO.

MEO   Medium Earth Orbit. Satellites in 
these orbits usually have an altitude 
between 15,000 and 25,000 km 
above the Earth surface. The orbital 
period is around 12 hours.

METOC   Meteorological and Oceanographic. 
Generic term for all kinds of weather-
related support in operations.

MoU  Memorandum of Understanding

Multispectral A coloured image based on multiple,
image   usually three to fifteen, spectral 

bands.

NAVIC   RNSS operated by the Indian Space 
Agency, also known as Indian Re-
gional Navigation Satellite System 
(IRNSS), officially claimed as a civilian 
system. (https://www.isro.gov.in/
irnss-programme)

NAVWAR  Navigation Warfare

NATO STO   NATO Science and Technology Or-
ganization

NCIA   NATO Communication and Informa-
tion Agency. NCIA is responsible in 
NATO‘s approach to Space for com-
mercially-provided SATCOM, initial 
NAVWAR capabilities as well as re-
mote sensing service for mapping 
and infrastructure information. The 
NCIA HQ is located in the Hague 
(NE).

NCS  NATO Command Structure
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NDPP   NATO Defence Planning Process. Five 
year planning cycle for NATO require-
ments that can be fulfilled by the 
member nations. It could include de-
velopment of new capabilities or the 
acquisition of existing technology.

NE  Netherlands

NIFC  NATO Intelligence Fusion Centre, lo-
cated in Molesworth (UK)

NO  Norway

NSB   NATO Signal Battalion. NATO current-
ly operates two multinational Signal 
Battalions that ensure SATCOM con-
nections.

NZL  New Zealand

OPIR Overhead Persistent Infrared

Panchromatic A black and white image based on  
image multiple shades of grey.

Perigee   Perigee describes the point of an or-
bit around the Earth where the satel-
lite has the lowest altitude over the 
Earth surface.

PL  Poland

PNT  Positioning, Navigation and Timing

PO  Portugal

Polar Orbit   A polar orbit is a special LEO that has 
an inclination of roughly 97° and cov-
ers nearly the whole earth surface.

Revisit time   The time between two overflights 
of a single satellite or a satellite out 
of the same constellation over a 
specific point on the Earth’s surface. 
Usually revisit times of single satel-

lites differ between 3 to 7 days, in a 
synchronized constellation it can 
be decreased down to several 
hours or even several minutes if you 
use large scale constellations that 
consists of more than 100 satellites.

RNSS   Regional Navigation Satellites Sys-
tem. Generic term for regional satel-
lites based navigation systems like 
NAVIC or BeiDou-II.

RO  Romania

RUS Russian Federation

SACEUR   Supreme Allied Commander Europe. 
Highest ranking NATO military com-
mander in Europe. He is in personal 
union also Commander ACO.

SAR   Synthetic Aperture Radar. An imag-
ing Radar sensor.

SATCOM  Satellite Communications

SATRAN   Satellite Reconnaissance Advance 
Notification. An SSA product that 
gives information of a specific area 
about overflights of foreign satel-
lites, depending on the requirement. 
This service is also often described as 
‘overflight warning’. 

SC Strategic Command

SDA  Space Domain Awareness

SEW  Shared Early Warning

SHAPE   Supreme Headquarters Allied Pow-
ers Europe, located in Mons (BEL)

SHF   Super High Frequency. Frequency 
Band between 3 GHz and 30 GHz.  
It is often also called Wideband. It 
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 offers secure voice radio and rela-
tively high data transmission, but re-
quires larger antennas that are more 
suitable for fixed than for mobile use.

SpOC  Space Operations Centre

SpSCE   Space Support Coordination Element

SSA  Space Situational Awareness

SSR   Space Support Request. Formalized 
request for a specific Space support 
that is used within the NATO Space 
support coordination functionality.

STANAG  Standardization Agreement

UHF   Ultra High Frequency. Frequency 
band between 300 MHz and 3 GHz. 
This band usually offers secure voice 
radio and relatively low data rate 
transmission to mobile users

UK  United Kingdom

US  United States of America

TU  Turkey

WX   Space Weather. Space weather de-
scribes the impact of charged particles 
in the wider atmosphere of the earth. 
Most WX effects are caused by solar 
activity like corona mass ejections etc.
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ANNEX B 

Questionnaire

This JAPCC initiated questionnaire sent to all NATO 
member nations and the NATO entities NCIA and 
NIFC. The questionnaire also includes questions for 
the JAPCC project to find: ‘Specifications of Require-
ments for a national military Space Operations Centre 
(SpOC) with regard to potential NATO need for infor-
mation’. The questionnaire was developed by the JAP-
CC Space personnel to collect the needed basic infor-
mation, nation’s needs and nation’s views. The data is 
then used for further analysis on these two studies. 
The aim of every question is briefly described in ‘bold’.

 
 1.  Does your nation operate a national Space 

Operations Centre (SpOC)? If yes, please 
give some details to structure / tasks / work-
flow / further development.

  Aim is to find criteria for military Spacefaring na-
tions. Aim is to identify nations that operate a SpOC.

 2.  What Space products and Space support ser-
vices to potential operations does your nation 
produce?

  Aim is to find Space support that can be used for 
NATO.

 3.  Do you share these products / services or parts 
of it with NATO or are you willing to do so in 
the future?

  Aim is to find potential limiting factors.

 4.  Are official agreements / contracts / MoUs es-
tablished between your nation and NATO in 
effect? Please list them in detail.

  Aim is to get an overview about already existing 
cooperation.

 5.  From your point of view, is there a need  
for additional agreements / contracts / MoUs 
between NATO and your nations, as well as 
organizations and commercial entities?

  Aim is to get recommendations from the nations 
for further development.

 6.  From the NATO point of view: are there exist-
ing and desired redundancies in Space sup-
port data, products and services; do we need 
these?

  Aim is get an overview about nation’s under-
standing of NATO Space support.

 7.  Do you cooperate with other nations (bilat-
eral, multilateral), if yes in which areas?

  Aim is to get an overview out existing 
 cooperation.

 8.  What are the requirements to guarantee the 
provision of Space support data, products 
and services? Please list detailed NATO’s re-
quirements for information for Space sup-
port in operations.

  Aim is get an understanding of nation’s needs.

 9.  Please provide recommendations for the pos-
sible future role of NATO to improve Space 
resiliency.

  Aim is to collect further ideas by the nations.

10.  Do you know NATO requirements for special 
products and services? Please list them and ex-
plain the procedures for their implementation.

  Aim is to get an overview about nation’s knowl-
edge of NATO Space support.

11.  What are the requirements for a mutual sup-
port arrangement between national SpOCs 
and NATO HQ with regard to information flow 
and exchange?

  Aim is to collect further ideas by the nations.
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12.  Do you have some recommendations for a 
potential structure of a typical national SpOC 
for a support arrangement with NATO?

  Aim is to collect ideas by the nations in respect to 
national needs.

13.  What do you think is the best way / the realis-
tic way of exchanging data and services?

  Aim is to collect certain ideas by the nations.

14.  Highlight technical and security restrictions / 
issues and special legal aspects regarding 
support from your national SpOCs to NATO.

  Aim is to find limiting factors for potential future 
developments.

15.  Do you have technical comments for a poten-
tial data transferring systems for Space sup-
port in operations data and Space products?

  Aim is to collect ideas from the nations.

16.  Does your nation use Space support services 
in operations in training, exercises or nation-
al operations? If yes which ones?

  Aim is to get an overview about the nation’s cur-
rent status.

17.  For potential requests for Space support, what 
national entities in your country (civilian as 
well as military) are responsible for that?

  Aim is to understand the nation’s structure.

18.  What kind of Education and Training (E&T) for 
the military personal responsible for Space sup-
port are mandatory in your nation? Do you offer 
courses in your nation and are these open for 
other NATO members? Do you use E&T support 
from other nations?

  Aim is to understand and analyze the national train-
ing and education structure as well as finding po-
tential courses for NATO training and education. 

19.  Are there potential Space training support 
requirements in your nation?

  Aim is to understand then national needs.

 
The nation’s responses to the questionnaire are listed 
in the table below. The table contains only the NATO 
member nations which have responded the question-
naire. A given answer which was usable for analyzing 
the topic and got integrated in the study is marked (‘X’) 
or if it is in experimental or development status (‘(X)’). 
Only question number 1 marks an existing SpOC as ‘X’.

HU and RO responded to the questionnaire, but stat-
ed that they do not have any involvement in Space 
Support in Operations yet, but are interested to follow 
the development of that topic.

NCIA as well as NIFC personnel were interviewed 
based on the questionnaire.
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ANNEX C 
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